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F R O N T I E R S

I ’ L L  A D M I T  T H A T  working on this issue 
kicked up a few West Wing fantasies for me. 
Yes, every time the WIRED team and I vis-
ited the real West Wing for meetings, I took 
selfies. The White House Mess–branded dis-
posable coffee cup? I saved one. I peeked 
into the Oval.

But more seriously, my trips got me think-
ing about our country’s founders. Silicon 
Valley likes to think it is big on technologi-
cal “disruption.” But those nation-builders 
really were upturning everything, using the 
most cutting-edge, radical technology and 
ideas of the time—a postal service, a cen-
sus, electricity, representative democracy, 
inherent human rights, free speech, a free 
press. They took all that and built something 
fundamentally new. They were WIRED’s 
kind of people: innovators.

I became editor of WIRED just after Pres-
ident Obama’s reelection in 2012, and in my 
first editor’s letter, I wrote that I planned 
for us to continue covering a world in the 
process of being invented. No organization 
or institution was safe from an onslaught 
of relentless change, I said then, and that 
includes democracy. The president had 
campaigned on a platform of hope and opti-
mism about the future, and that’s what 
WIRED believes too: that the future will be 
improved by inclusion and invention, by the 
unfettered flow of information and ideas, 
and by civil discourse, scientific discovery, 
and technological innovation.

So last spring, when one of the presi-
dent’s advisers reached out to me about 

we will get past them. These are the things 
that interest us too. One word seemed to 
capture the mutual mood: frontiers.

As we got deeper into our discussions, 
we got more specific. I wanted WIRED to 
collaborate with the president to illustrate 
how the machinery of decisionmaking can 
lead to a better future. President Obama’s 
whole job, really, is to make a series of pol-
icy decisions with the goal of assembling 
a stronger country. As a designer I find 
that particularly compelling, because to 
me that’s exactly what design is: a series 
of decisions with intent. Making policy is 
designing culture.

Seven other people have guest-edited 
WIRED. That doesn’t mean any of them 
have come in and sat in my office for the 
eight-plus weeks it takes to assign, 
report, write, edit, photograph, 

Exploring 
Frontiers With 
the President

working with WIRED, I pitched hard. For-
get a Q&A. I wanted something more ambi-
tious. That’s why I went to Washington to 
invite the President of the United States to 
guest-edit our November edition. This isn’t 
about politics. We aren’t trying to get any-
one elected with this issue. We are instead 
celebrating a kindred spirit, someone who 
sees the potential of the future and isn’t 
afraid to head into it.

The president and his team had page 
after page of ideas, and we realized that 
many of them focused on confronting big 
challenges—stopping climate change, 
exploring Mars, using personalized med-
icine to cure disease. They were the kind of 
ambitious ideas that you can see energizing 
a relatively young, hopeful optimist who’s 
about to be out of a job. We talked about the 
next big hurdles humanity faces and how 

E D I T O R  I N  C H I E F
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▲    “President Obama sees the potential of the future and isn’t afraid to head into it.”

by Scott Dadich
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F R O N T I E R S

design, and produce a magazine. (Though 
Christopher Nolan came close—Chris, any 
time you want to come back in and review 
design options, my door is open. That was 
a blast!) And the guest editor and I don’t 
trade jobs for a day. I’ve seen the presi-
dent’s schedule up close, and it gives me 
nightmares. No thank you.

What guest editors do, typically, is tell us 
who they are and what they care about. They 
point us to ideas and themes and people that 
are meaningful to them, and we turn those 
thoughts into stories. We pitch the guest 
editor our ideas too. We try to figure out 
how to reconstruct the magazine itself to 
reflect what we’re talking about. This time, 
as we started that process, that theme—
frontiers—kept resonating. It means some-
thing to us as individuals, and it’s central to 
our national narrative. So the president told 
us what it meant to him and gave us leads 
on stories and people. We asked our writers 
for their thoughts, and we came up with the 
idea of breaking the issue into the sections 
you’ll find within: personal, local, national, 
and international frontiers—and, of course, 
the final one, because it turns out President 
Obama is a big Star Trek nerd.

Then we set loose the smarts, vision, 
and experience of the WIRED newsroom. 
Tonight, as I write, we’re sending the last 
batch of nearly done pages to the president 
to read. You can imagine that there might 
be some sensitivity about the White House 
getting involved with editorial decisions in 
a journalistic enterprise. We laid those rules 
out far in advance, and let me assure you that 
after we picked stories together, the pres-
ident’s team left the reporting and writing 
to us. In fact many of the ideas and opinions 
in the issue are not necessarily those of the 
president. They represent a collaboration 
among him, the magazine, and our writers.

That collaboration with America’s 44th 
president was a pleasure and an honor. 
I won’t lie; I was a little starstruck. And 
every day of it, I felt like we were making 
something that would speak to the way 
our country defines itself anew every four 
years. As our guest editor, President Obama 
reminded us: His job (and ours, humbly) is 
to keep chasing frontiers. �

CAIT OPPERMANN
From inmate coders at San 
Quentin to efforts to bring 
broadband to public hous-
ing and the professor who 
is preparing for disasters 
caused by climate change, 
Oppermann’s photographs 
are all over this issue. 
She has worked for the 
Fader, The New Yorker,
and Vanity Fair, but taking 
photographs for an editor 
who leads the free world, 
she notes, is a first.

Contributors

MARK ZUCKERBERG
Since founding Facebook in 
2004, Zuckerberg has 
morphed his reputation 
from that of a hoodie-
bedecked coder to a CEO 
with concern not only for 
his billion-dollar corporation 
but for the world at large. 
On page 95, Zuckerberg 
argues that the advances 
in artificial intelligence 
should be celebrated, not 
feared. The coming age 
of AI, he says, has real 
potential to save lives. 

CHRISTOPHER 
ANDERSON
In 1999 Anderson was 
traveling on a boat full of 
Haitian refugees when it 
began to sink. The result-
ing images, published in The
New York Times Magazine,
won him new renown and 
the Robert Capa Gold Medal. 
The Magnum photographer 
now focuses on portrai-
ture, but until this issue 
he had never photographed 
the commander in chief. 
Planning the shoot was 
intense (the Secret Service 
wanted to know how many 
clicks his camera would 
make), but photographing 
President Obama was

“strangely natural,” 
Anderson says. “He is so 
present in our everyday 
life that I almost felt I 
knew him when he walked 
into the room.”

Collective and cofounder 
of College Track, an 
organization that helps 
kids in underserved 
communities develop the 
skills necessary to get 
into college and succeed 
there. Through her work 
as a mentor, Powell Jobs 
witnessed the crushing 
limitations that creative 
and innovative students 
run into because of their 
immigration status. On 
page 86, she writes from 
her home in Silicon Val-
ley—where her late hus-
band, Steve Jobs, was the 
prime driver of so much 
innovation—to explain 
how we can take better 
advantage of immigrants’ 
great potential.
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SATYA NADELLA 
As the third CEO in Micro-
soft’s 41-year history, 
Nadella has reinvented 
the company for the mod-
ern age, with an emphasis 
on Internet services and 
a new augmented-reality
headset called Hololens. 
In this issue, on page 97, 
Nadella describes how 
local governments are 
now using data collection 
and analysis to better 
serve their communities. 
If systems can reduce 
the time we all spend at 
the DMV, he says, that 
could impact the nation’s 
economic productivity for 
the better. (We agree!)

LAURENE 
POWELL JOBS
Powell Jobs is president 
of the social-justice 
nonprofit Emerson 
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Now Is the 
Greatest Time 
to Be Alive 

by President Barack Obama — When w i r e d  asked me to 
guest-edit the November issue, I didn’t hesitate. I know it’s the height 
of election season, and I happen to have a day job that keeps me 
pretty busy. But given the chance to immerse myself in the possibility 
of interplanetary travel or join a deep-dive conversation on artificial 
intelligence, I’m going to say yes. I love this stuff. Always have. It’s why

my favorite movie of last year was The Martian. Of course, I’m predisposed 
to love any movie where Americans defy the odds and inspire the world. But 
what really grabbed me about the film is that it shows how humans—through 
our ingenuity, our commitment to fact and reason, and ultimately our faith in 
each other—can science the heck out of just about any problem. ¶ I’m a guy 
who grew up watching Star Trek—and I’d be lying if I said that show didn’t 
have at least some small influence on my worldview. What I loved about it 
was its optimism, the fundamental belief at its core that the people on this 
planet, for all our varied backgrounds and outward differences, could come 
together to build a better tomorrow. ¶ I still believe that. I believe we can 
work together to do big things that raise the fortunes of people here at home 
and all over the world. And even if we’ve got some work left to do on faster- 
than-light travel, I still believe science and technology is the warp drive that 
accelerates that kind of change for everybody. ¶ Here’s another thing 
I believe: We are far better equipped to take on the challenges we face 
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⊳     President 
Barack Obama,  
photographed in 
the Old Family 
Dining Room of the 
White House on 
August 24, 2016.
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than ever before. I know that might sound 
at odds with what we see and hear these 
days in the cacophony of cable news and 
social media. But the next time you’re bom-
barded with over-the-top claims about how 
our country is doomed or the world is com-
ing apart at the seams, brush off the cynics 
and fearmongers. Because the truth is, if 
you had to choose any time in the course 
of human history to be alive, you’d choose 
this one. Right here in America, right now.

Let’s start with the big picture. By almost 
every measure, this country is better, and 
the world is better, than it was 50 years 
ago, 30 years ago, or even eight years ago. 
Leave aside the sepia tones of the 1950s, a 
time when women, minorities, and people 
with disabilities were shut out of huge 
parts of American life. Just since 1983, 
when I finished college, things like crime 
rates, teen pregnancy rates, and poverty 
rates are all down. Life expectancy is up. 
The share of Americans with a college edu-
cation is up too. Tens of millions of Ameri-
cans recently gained the security of health 
insurance. Blacks and Latinos have risen up 
the ranks to lead our businesses and com-
munities. Women are a larger part of our 
workforce and are earning more money. 
Once-quiet factories are alive again, with 
assembly lines churning out the compo-
nents of a clean-energy age.

And just as America has gotten better, 
so has the world. More countries know 
democracy. More kids are going to school. 
A smaller share of humans know chronic 
hunger or live in extreme poverty. In nearly 
two dozen countries—including our own—
people now have the freedom to marry 
whomever they love. And last year the 
nations of the world joined together to 
forge the most comprehensive agreement 
to battle climate change in human history.

This kind of progress hasn’t happened 
on its own. It happened because people 

organized and voted for better prospects; 
because leaders enacted smart, forward-
looking policies; because people’s perspec-
tives opened up, and with them, societies 
did too. But this progress also happened 
because we scienced the heck out of our 
challenges. Science is how we were able to 
combat acid rain and the AIDS epidemic. 
Technology is what allowed us to commu-
nicate across oceans and empathize with 
one another when a wall came down in 
Berlin or a TV personality came out. With-
out Norman Borlaug’s wheat, we could not 
feed the world’s hungry. Without Grace 
Hopper’s code, we might still be analyz-
ing data with pencil and paper.

That’s one reason why I’m so optimis-
tic about the future: the constant churn 
of scientific progress. Think about the 
changes we’ve seen just during my presi-
dency. When I came into office, I broke new 
ground by pecking away at a BlackBerry. 
Today I read my briefings on an iPad and 
explore national parks through a virtual-
reality headset. Who knows what kind of 
changes are in store for our next president 
and the ones who follow?

That’s why I centered this issue on the 
idea of frontiers—stories and ideas about 
what’s over the next horizon, about what 
lies on the other side of the barriers we 
haven’t broken through yet. I wanted to 
explore how we get past where we are 
today to build a world that’s even better 
for us all—as individuals, as communities, 
as a country, and as a planet.

Because the truth is, while we’ve made 
great progress, there’s no shortage of chal-
lenges ahead: Climate change. Economic 
inequality. Cybersecurity. Terrorism and 
gun violence. Cancer, Alzheimer’s, and 
antibiotic-resistant superbugs. Just as in 
the past, to clear these hurdles we’re going 
to need everyone—policy makers and com-
munity leaders, teachers and workers and 

“THIS  I SSUE IS  ABOUT WHAT’S  OVER THE
NEXT  HORIZON, ABOUT WHAT L I ES 

ON THE OTHER S IDE  OF THE BARRIERS  WE 
HAVEN’T  BROKEN THROUGH YET.”
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For more information, call 1-800-FOR-MERCEDES, or visit MBUSA.com.

The all-new Mercedes-Benz E-Class. The 2017 E-Class embodies our commitment to transforming not 

just the automobile, but mobility itself. A luxury sedan with advances like PRE-SAFE Impulse Side, which 

can anticipate a side-impact collision and reposition you to help minimize the effect, and PRE-SAFE Sound, 

which can help protect the ears from high-energy sound should an impact occur. The revolutionary new 

E-Class is the very future of transportation. Here and now. MBUSA.com/E-Class

You can’t predict the future.
But you can drive it.
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ILLUSTRATION BY 
B E N  W I S E M A N

grassroots activists, presidents and soon-
to-be-former presidents. And to acceler-
ate that change, we need science. We need 
researchers and academics and engineers; 
programmers, surgeons, and botanists. And 
most important, we need not only the folks 
at MIT or Stanford or the NIH but also the 
mom in West Virginia tinkering with a 3-D 
printer, the girl on the South Side of Chi-
cago learning to code, the dreamer in San 
Antonio seeking investors for his new app, 
the dad in North Dakota learning new skills 
so he can help lead the green revolution.

That’s how we will overcome the chal-
lenges we face: by unleashing the power 
of all of us for all of us. Not just for those 
of us who are fortunate, but for everybody. 
That means creating not just 
a quicker way to deliver take-
out downtown but also a sys-
tem that distributes excess 
produce to communities 
where too many kids go to 
bed hungry. Not just invent-
ing a service that fills your 
car with gas but also creat-
ing cars that don’t need fossil 
fuels at all. Not just making 
our social networks more 
fun for sharing memes but 
also harnessing their power 
to counter terrorist ideolo-
gies and online hate speech.

The point is, we need today’s big thinkers 
thinking big. Think like you did when you 
were watching Star Trek or Star Wars or 
Inspector Gadget. Think like the kids I meet 
every year at the White House Science Fair. 
We started this event in 2010 with a  simple 
premise: We need to teach our kids that 
it’s not just the winner of the Super Bowl 
who deserves to be celebrated but the win-
ner of the science fair. Since then, I’ve met 
young people who are tackling everything 
from destroying cancer cells to using algae 
to produce clean energy to distributing 
vaccines to remote areas of the world—all 
before most of them can even vote.

And as I meet with these young  people, I 
can’t help but wonder what might be next— 
what might happen at a White House Science  
Fair in five years or 20 years or 50 years? I 
imagine a student who grows an artificial 

pancreas right in front of the president—
an idea that eventually eliminates wait-
ing lists for lifesaving organs. I imagine 
the girls who discover a new fuel based 
on only sunlight, water, and carbon diox-
ide; the teenager who makes voting and 
civic activism as addictive as scrolling 
through your Twitter feed; the boy from 
Idaho who grows potatoes from a plot of 
soil brought back from our colony on Mars. 
And I imagine some future president stroll-
ing out on the South Lawn with a student 
who invented a new kind of telescope. As 
the president looks through the lens, the 
girl turns the telescope to a planet she 
just discovered, orbiting a faraway star 
at the very edge of our galaxy. Then she 

says she’s hard at work on 
another invention—one that 
will take us there someday.

These kinds of moments 
are closer than you think. 
My hope is that these kids—
maybe some of your kids 
or grandkids—will be even  
more curious and creative 
and confident than we are 
today. But that depends on 
us. We must continue to nur-
ture our children’s curiosity. 
We must keep funding scien-
tific, technological, and med-
ical research. And above all, 

we must embrace that quintes sentially 
American compulsion to race for new fron-
tiers and push the boundaries of what’s 
possible. If we do, I’m hopeful that tomor-
row’s Americans will be able to look back at 
what we did—the diseases we conquered, 
the social problems we solved, the planet 
we protected for them—and when they 
see all that, they’ll plainly see that theirs 
is the best time to be alive. And then they’ll 
take a page from our book and write the 
next great chapter in our American story, 
emboldened to keep going where no one 
has gone before. �
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“It’s easy to transcend what you think makes a human body.”  
– V I K T O R I A  M O D E S T A ,  P A G E  4 8
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THE PRESIDENTIAL LIBRARY
A  S L I G H T LY  I N T I M I DAT I N G ,  V E RY  R E WA R D I N G  L I S T  O F  

E S S E N T I A L  B O O K S  F O R  F U T U R E  L E A D E R S. 

B Y    President Barack Obama

01. 
The Collected Works 
of Abraham Lincoln

02. 
Parting the Waters: 
America in the King 
Years 1954-63,  
by Taylor Branch

03. 
The Power Broker: 
Robert Moses and 
the Fall of New York, 
by Robert A. Caro

04.
The Fire Next Time, 
by James Baldwin

05. 
Andy Grove:  
The Life and Times  
of an American,  
by Richard S. Tedlow

06.
Sapiens: A Brief  
History of 
Humankind, by Yuval  
Noah Harari

07.
Thinking, Fast  
and Slow, by Daniel 
Kahneman

08.
In Dubious Battle,  
by John Steinbeck

09.
Behind the Beautiful 
Forevers: Life,  
Death, and Hope in 
a Mumbai Undercity, 
by Katherine Boo

10.
The Sixth Extinction: 
An Unnatural History, 
by Elizabeth Kolbert

OBAMA’S PLAYLIST FOR STAYING FIT: 01.“Let’s Get It Started,” Black Eyed Peas  02.“Sinnerman,” Nina Simone   
03.“If You Love Somebody Set Them Free,” Sting  04.“Live It Up,” the Isley Brothers  05.“Emergency,” Icona Pop  06.“Perro Loco,” Forro in the Dark  07.“Get Me  

Bodied,” Beyoncé  08.“Off That,” Jay Z, featuring Drake  09.“Could You Be Loved,” Bob Marley and the Wailers  10.“Elevator Operator,” Courtney Barnett



WE DIDN’T 
INVENT TEQUILA

Tequila has been around for centuries, but we took the time to get it right, 

crafting a small batch spirit that’s worth sipping slowly. It requires Mexico’s 

finest 100% Weber Blue Agave, hand-selected and distilled in custom 

copper stills for a smooth finish every time. We didn’t invent tequila,

WE JUST PERFECTED IT.
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C A I T  O P P E R M A N N

T  S A N  Q U E N T I N  State Prison in Califor-
nia, inmates are barred from using the 
Internet, and many have been serving 
time since before smartphones existed. 
But a new project offers a chance to take 

part in the tech transformations they might otherwise 
have missed. The Last Mile Works is a full-fledged web 
development shop where inmates help build apps 
and other software for everyone from tiny startups 
to established companies like Airbnb. The men in the 
program make $16.77 an hour—not much by Silicon 
Valley standards. But the real goal is to help them land 
jobs once they’re out. ¶ San Quentin’s dev shop is the 
brainchild of Chris Redlitz, a venture capitalist who 
founded the Last Mile as a nonprofit in 2010 to offer 
inmates entrepreneurial training. Working with the 

coding school Hack  Reactor, Redlitz spun up a tech 
incubator inside the prison called Code.7370 (after the 
government classification number for software compa-
nies). Inmates learn Java Script, Python, and WordPress 
before presenting their portfolios at a Demo Day. By 
year’s end, the program will be active in three additional  
prisons.¶ The Last Mile Works gives Code.7370 grads a 
way to get real-world experience on the inside. Because 
they can’t use the Internet, the dev shop’s coders work 
on a closed network, and a manager pushes the results to 
the outside. Any money the shop makes is funneled back 
into the nonprofit. The tech industry is the perfect fit 
for job seekers with unusual résumés, Redlitz says. “It’s 
about the quality of your work, not your background.” 
Inmates can’t go online, but coding connects them to the 
21st-century economy they’ll enter when they’re free.

▲   Despite an  
Internet ban,  
inmates benefit  
from real-world  
coding experience.

A STARTUP ON THE INSIDE
S A N  Q U E N T I N  I N M AT E S  P U T  C O D E  T O  WO R K .

B Y    Issie Lapowsky
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Not-So-Gray Matter
V I B R A N T  N E W  I M AG I N G  G I V E S  S C I E N T I S T S

A  B E AU T I F U L —A N D  R E V E A L I N G —V I E W  O F  YO U R  M I N D.

B Y L exi Pandell

H R E N O L O G I S T S  U S E D  T O  H AV E  a monopoly on brain scans: They’d feel 
around on a patient’s head for bumps and use a map of the skull to diag-
nose a person’s secretive nature or conscientiousness or even how much 
they loved their parents. Today, neuroscientists have better guides to our 

wetware. Using techniques like fluorescent microscopy and electrophysiology, they can 
trace neural pathways with astonishing precision, turning scans and bits of dissected 
matter into vibrant images that reveal the structures and signals that make you you.

White 
Matter
Tracts of white 
matter transport 
information 
between dif-
ferent sections 
of the brain. 
Researchers 
at the Human 
Connectome 
Project traced 
the movement 
of cells along 
these pathways, 
finding that the 
architecture 
isn’t just ran-
dom spaghetti: 
Fiber bundles 
largely run left 
to right (red), 
back to front 
(green), or top 
to bottom (blue). 

Neurons
In the past it 
was hard to 
tell if a neuron 
would amplify 
electrical mes-
sages or tamp 
them down. 
The Allen Insti-
tute for Brain 
Science zapped 
cells in a 
mouse’s visual 
cortex and 
recorded their 
output, map-
ping loud mes-
sages (white) 
and weaker 
(yellow) or inhib-
ited ones (red). 

Synapse
A single syn-
apse can’t tell 
you anything 
about how the 
whole brain 
works, but 
understanding 
just one neuro-
nal junction can 
help you under-
stand patterns 
in the activity 
of all 100 trillion 
synapses in 
your brain. A 
lab at Harvard 
created soft-
ware to diagram 
individual
vesicles—small 
lipid bubbles 
(yellow) that 
hold neuro-
transmitters.
This one likely 
contains glu-
tamate, which 
helps regulate 
signals through-
out the nervous 
system. 

P
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DON’T MEAN  to be morbid,” 
Eric Dishman told a friend 
as he was winding down his 
job at Intel. “But this may 
be the last time you see 

me.” Dishman, a longtime leader of the 
company’s health research division, was 
preparing to die. The kidney cancer he’d 
been diagnosed with in college had caught 
up to him two decades later. His kidneys 
had failed, and the chemo drug that kept 
him alive was incompatible with dialysis.

But that friend happened to work for a 
DNA sequencing company, and he offered 
to analyze the genome of Dishman’s can-
cer cells. What could it hurt? Weeks later, 
Dishman got two 1-terabyte hard drives 
by courier, loaded with his genomic data. 
Another copy went to his doctors. And 
just days before he was to start dialy-
sis—he already had the surgical port in 
his arm—his doctors called. Dishman’s 
kidney cancer mutations looked like they 
actually belonged to a form of pancreatic 
cancer. He switched to a drug designed 
for tumors in a totally different organ.

It worked. Dishman is finally cancer- 
free after more than 20 years—and, fol-
lowing a successful kidney transplant, he 
now heads the Precision Medicine Initia-
tive Cohort Program at the National Insti-
tutes of Health. There, he’s in charge of 
recruiting 1 million Americans to share 
their DNA and medical histories for a 
massive study. As research like this pin-
points links between genetic variation 
and disease, doctors could someday look 
up a patient’s DNA and use it to prescribe 
custom treatments for cancer, diabetes, 
heart disease, and more.

Dishman’s case is still an anomaly.  
“I was  triple lucky,” he says: lucky to have 
his DNA sequenced, lucky his doctors 
waded into the data, and lucky—most of 
all—that the information led to a cure. But 
Dishman hopes his million volunteers will 
help him discover more markers that lead 
to successful tailored treatments. And 
that would make the survival equation 
a little less luck and a lot more science. 

A MARKED MAN
H O W  P R E C I S I O N  M E D I C I N E  S AV E D  

E R I C  D I S H M A N ’S  L I F E .

B Y    Sarah Zhang
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Better 
Than Ever

A  B I O N I C  A R T I S T  T R A N S C E N D S 
T H E  H U M A N  B O DY.

B Y    Marley Walker

I K T O R I A  M O D E S TA  thinks of herself as a pro-
totype. Born in Soviet Russia, where an acci-
dent at birth left her with a defect in her left 
leg, she spent her childhood in a great deal of 
pain. Reconstructive surgeries didn’t help, 

so when she was 20 and living in London, she decided to get 
a voluntary amputation below the knee. The operation freed 
Modesta to pursue her art: She sings in multimedia pop acts, 
and she rocks a different prosthesis depending on the perfor-
mance. As the Snow Queen in the 2012 London Paralympics 
closing ceremony, she wore a limb covered in Swarovski dia-
monds. “That’s when I understood the concept of working 
on this futuristic identity and how limitless it could be,” she 
says. “It’s easy to transcend what you think makes a human 
body.” In conjunction with the fall release of her new album, 
Counterflow, Modesta teamed up with neuroscientists, coders, 
and clothing designers for a show at Berlin’s Music Tech Fest, 
where she used 3-D-printed nails and sensors on her wrists 
to trigger sound effects and shifts in lighting on her skin. Her 
most stunning work, though, might be the music video for her 
single “Prototype.” In one scene, moths flutter around her elec-
tric prosthesis as it lights up a dark room. In another, she cat-
walks across the screen with her favorite leg, a jet-black cone 
that sharpens to a daunting spike. It symbolizes everything 
Modesta stands for: arresting beauty with an exquisite edge. 

V
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F O R  A  W H I L E  T H E R E ,  Seres Thera
peutics was the most promising 
name in poop. Located in Cam
bridge, Massachusetts—in the same 
building as Crispr Therapeutics, 
one of the key players in gene edit
ing today—the biotech company 
has been trying to transform med
icine by harnessing the billions of 
bacteria in people’s intestines.

Those bacteria, plus others that 
live in and on the body, make up the 
human microbiome, an invisible 
world that is only recently coming 
into focus. Scientists now know that 
the wrong balance of bugs in your 
gut—a delicate ecosystem that can 
collapse as you age, travel, or even 
take new medication—can lead to 
all sorts of distress. Seres is one of 
the first startups aiming to design 
treatments that would manipulate 
the microbiome to repair bad guts 
and cure diseases. When it went 
public last year, the company was 
valued at $133.7 million, a vote of 
confidence for its first drug candi
date: a set of microbes distilled from 
human feces, washed with ethanol, 
and condensed into a pill.

The technical term for transfer
ring poop from one person to another 
is fecal microbiota transplant, and 
Seres’ oral version appeared to 
work wonders. One of the deadliest  
antibioticresistant health threats  
in the country is Clostridium difficile, 

matter. Enema, colonoscopy, oral 
capsule full of freezedried stool: It 
all works. “With C. diff,” says Mark 
Smith, OpenBiome’s cofounder and 
research director, “you can deliver it 
however you want.” And that’s the 
problem. Raw poop, diversely deliv
ered, makes OpenBiome’s approach 
a regulation nightmare.

Nobody, least of all the safety 
sticklers at the FDA, sees Open
Biome as a longterm solution. 
While stool banks screen donors1 
for harmful pathogens, no amount 
of testing can turn up everything. 
And even if it could, it’s not just bac
terial threats like E. coli that patients 
have to worry about. There’s no tell
ing how someone else’s microbiome 
will affect your health down the line: 
The bugs in two people’s guts can dif
fer by as much as 90 percent. So it 
wasn’t surprising when, in 2013, the 
FDA announced that it would regu
late fecal transplants as drugs—a 
major blow to OpenBiome. Though 
stool banks can still operate, the 
development of safer alternatives 
will likely phase them out.

Seres felt pretty good about its 
chances to unseat OpenBiome—it 
had a theory about exactly which 
intestinal microbes combatted 
C. diff. Whereas OpenBiome went 
with the whole shebang, confident 
that something in there would do 
the trick, Seres thought it could 
design a more tailored, and there
fore more regulationfriendly, fecal 
experience. (Seres declined to partic
ipate in this story, but it has reported 
some details about its process.) C. diff 
thrives, the idea went, on certain bile 
acids in your intestines. The more it 
eats, the worse the infection gets. 
But there are good critters in your 
gut—socalled sporeforming bac
teria—that have an appetite for those 
bile acids too. Introduce these guys in 

Senior associate edi-
tor Katie M. Palmer 
(@KatieMPalmer) 
runs WIRED’s science 
coverage. She  
wrote about the 
science of marijuana 
in issue 24.04.

a nasty gut infection that can strike 
patients after a course of antibiotics 
wipes out their existing bacterial res
idents. Early trials suggested Seres’ 
treatment cured recurring C. diff 
infections 97 percent of the time, 
the kind of result pharma compa
nies only dream of. The startup was 
primed to nab the Food and Drug 
Administration’s first drug approval 
in microbiomebased therapeutics, 
pioneering the way in targeted treat
ments for a whole range of gastro
intestinal disorders, from C. diff to 
Crohn’s disease. So nobody expected 
what happened next. In July, Seres 
reported the results of its more rig
orous, secondphase trial: Nearly half 
the patients had their C. diff infec
tions return—statistically indistin
guishable from those who received 
no treatment at all.

The labbuilt poop pill had failed.

U S T  A  20minute 
drive from Seres 
is OpenBiome, the 

country’s largest stool bank. Its 
scientists are trying to cure C. diff 
too. The difference is, OpenBiome’s 
product has worked for years.

OpenBiome believes in the 
power of pure, barely processed 
poop. Every month, a hundred or 
so donors drop off anonymized bags 
of their stool at the bank, where a lab 
tech in a poopemojiemblazoned 
hair net weighs and scores every 
sample (on the Bristol stool scale: 
Google it). Another tech adds a sim
ple saline solution, shakes it up in 
a WhirlPak bag, and freezes the 
liquid—ready to send to doctors 
and researchers across the country. 
Since OpenBiome opened in 2012, 
these simple preparations have suc
cessfully treated more than 15,000 
cases of C. diff. The form of delivery 
to the body doesn’t even seem to 

F

1

Only 3 percent of 
people are healthy 
enough to qualify. 
OpenBiome’s donors 
are paid $40 per 
excretion.



©
 2

0
16

 O
p

tu
m

, In
c

. 

HEALTHIER IS HERE

A better health system requires all parts of health care to be 

connected and working together. At Optum, we believe partnerships 

are integral to powering modern health care. As a health services 

and innovation company, we connect all parts of the system with 

data, analytics, technology and expertise. We partner with doctors, 

hospitals, pharmacies, health plans, employers, governments and the 

people they serve. Optum enables the partnerships and connections 

in health care to make the system work better. 

optum.com/healthier

POWERING 
MODERN HEALTH CARE 

TAKES MANY 

PARTNERS



C

W

N O V E M B E R

2 0

1 6

0 5 4

2 4

1 1

M I C R O B I O M E

large enough numbers and they can 
gobble up C. diff’s food supply, starv
ing the infection out. So Seres took 
batches of poop from healthy donors 
and reduced it to just 50 specific spe
cies of the sporeformers, adding eth
anol to kill pathogens. Et voilà, the 
company thought—a poop pill even 
the FDA could love.

“It was very encouraging at first 
that just sporeforming bacteria 
worked,” says Dale Gerding, an epi
demiologist who’s been studying 
C. diff since 1980. “But now that’s 
in question.” When Seres’ drug 
trial failed, the neat hypothesis fell 
apart. The fact is, Gerding says, the 
whole field of microbiomebased 
medicine was due for a reckoning. 
Doctors were so thrilled with the 
power of poop that they got over
confident in their ability to control 
it. Even Open Biome’s Mark Smith 
agrees. “From a scientific perspec
tive, the Seres result is actually a 
pretty important contribution to 
the field,” he says. “I’m sure it’s 
not what they intended, but pre
viously people thought anything 
would work. Here we found some
thing that didn’t.”

OLLEEN KEL LY  started 
using fecal microbi
ota transplants in 

2008—one of the first gastroen
terologists in the US to do so. Over 
the years, she has noticed some 
strange side effects. One of her 
C. diff patients, for instance, also 
suffered from alopecia universa
lis. He hadn’t been able to grow any 
hair since he was 16: not on his head, 
not in his armpits, not even on his 
eyebrows. But when he got a stool 
transplant from his sister, he started 
sprouting fresh patches.

When Kelly told a colleague about 
the result, she got a second shock: 

with her alopecia patient, she might 
have stumbled onto a new, targeted 
microbiome therapy—delivering 
just the right bacteria to trigger 
hair growth.

ALK 15 minutes down 
Allston Street from 
Seres’ headquar

ters and you arrive at yet another 
microbiome based start up, Vedanta 
Biosciences. (One wonders if these 
25 square miles contain the highest 
concentration of human feces of any 
major American city.) To Vedanta, 
fecal transplants have always been 
hopelessly irregular. Though it still 
handles real poop, the company is 
looking toward cleaner pastures. 

At its lab, tabletop robots sort 
through fecal samples from around 
the world,2 identify individual spe
cies of bacteria, and use those to 
grow more of the same. Then algo
rithms look for bacteria and dis
eases that go together to determine 
how the former can be used to treat 
the latter. Vedanta already has its 
first drug candidate, a combination 
of microbes to treat inflammatory 
bowel disease (better known by its 
two main types, ulcerative colitis 
and Crohn’s disease).

It is this kind of researchbased 
approach that will move microbi
ome therapies forward. And it’s 
what the rest of the field is finally 
undertaking—tearing apart Seres’ 
trial data, following up with Open
Biome’s patients, and diving into 
the NIH’s new database.

In the sterile, glassedin spaces at 
Vedanta, you can glimpse a future 
free of the concerns that real, raw 
poop brings. There, robots are busy 
growing microbes themselves, no 
human donors necessary. Imagine: 
All the magic of poop—with none of 
the mess. �

 DOCTORS WERE  
SO THRILLED WITH  

THE POWER OF  
POOP THAT THEY GOT 

OVERCONFIDENT.

He had seen a fecal transplant recip
ient regrow hair too. The two doc
tors were stuck. They didn’t have 
the resources to analyze their 
patients’ microbiomes to see what 
bugs might have been responsible 
for the change. “You don’t know how 
bad I wish I had that,” she says.

She’s not alone. It’s becom
ing more and more clear that the 
microbiome has therapeutic poten
tial beyond the gut. Some patients 
undergo significant weight changes 
after a transplant; others say their 
depression goes away. Yet doctors 
still can’t figure out how it works.

Which is why, in early August, 
the National Institutes of Health 
announced that it would fund a fecal 
transplant registry, maintained by 
the American Gastroenterological 
Association. For the first time, thou
sands of transplant patients will 
have their microbiomes sequenced 
before and after treatment so 
doctors can have a better shot at 
identifying not only the bugs that 
fight C. diff but also what’s caus
ing all those side effects. If Kelly 
had access to that kind of analysis 

2

Vedanta employs a 
team of scat hunters 
who search the 
world for people with 
diverse gut flora—
potentially beneficial 
bacteria that Amer-
icans might not have 
been exposed to.
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GENERATION EXCELLENT
B Y    Elise Craig P H O T O G R A P H S  B Y    Platon
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P R O J E C T
EVX 818 BIODIESEL CAR 

L O C A T I O N
WEST PHILADELPHIA, PA

▲     For Taliya Carter, Joshua Pigford, and Derrick Bell, dedicating their nights and weekends to making the EVX 
818 was about more than building a biodiesel race car—they wanted to prove just what students from West Phil-
adelphia are capable of. “A lot of people think that in the area we grow up in, you won’t get good opportunities,” 
Pigford says. “But we do. You just have to take advantage of them.” Their school principal, Simon Hauger, raced 
the final product, a Subaru WRX frame mashed up with a Volkswagen Jetta engine, at the 2014 Green Grand 
Prix in Watkins Glen, New York, and won. The vehicle goes up to 150 mph, gets 100 mpg, and runs on fuel the 
students refined from grease. Doughnut grease, that is—donated by Federal Donuts. G
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REBECCA YEUNG

A G E
11

KIMBERLY YEUNG

A G E
9

P R O J E C T
LOKI LEGO LAUNCHER 

L O C A T I O N
SEATTLE, WA

▲     The greatest moment in the history of the Yeungstuff Space Program—a DIY rocket shop run by Kimberly and 
Rebecca Yeung out of their parents’ garage—came when the sisters analyzed the results of the maiden voyage 
of their Loki Lego Launcher. The craft, a weather balloon anchored to a frame of aluminum archery arrows, had 
fallen back to earth earlier that day, and the girls traced it to a field and retrieved it. When they reviewed the data 
on their dad’s laptop, “we both screamed,” Kimberly says. The launcher showed a max altitude of 78,000 feet, 
well into the stratosphere. But the video was the best part: A GoPro on board had captured the craft’s two pas-
sengers—a Lego R2-D2 and a cardboard cutout of their deceased cat, Loki—against the dark backdrop of space.
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P R O J E C T    BEACON HYDROELECTRIC GENERATOR  
L O C A T I O N    BOCA RATON, FL

▲     Hannah Herbst was not thrilled when her parents signed her up for engineering camp, and even less so when 
she learned she was the only girl on the roster. But while there, she thought of her Ethiopian pen pal, Ruth, who 
lived in a community with little access to electricity. So Herbst devised a plan for a generator powered by the 
ocean’s current. She started working on the project, called Beacon, after camp ended, sourcing parts from her 
school’s maker garage. “Tons of people told me I couldn’t do it,” Herbst says, but she was determined. The winner 
of the 2015 Discovery 3M Young Scientist Challenge, she’s now working on a third iteration of the Beacon. She 
plans to make it open source so students all over the world can learn from it—especially young female engineers.

HANNAH HERBST

A G E  16 



P R O J E C T    UNDERSEA CEMENT MIXTURE  
L O C A T I O N    ELMONT, NY

▲     For her school’s science research program, Augusta Uwamanzu-Nna first worked on biology projects—just 
like everyone else. “They were very conventional,” she says. “There was no point in taking them to compe-
titions.” So she pivoted to the least biological thing she could think of: cement. Troubled by the devastation 
caused by the Deepwater Horizon oil spill, Uwamanzu-Nna wanted to develop a cement slurry that would result 
in more stable undersea oil wells. She spent a summer at Columbia testing different mixtures and simulating 
ocean conditions until she found a winning formula. Not only was Uwamanzu-Nna named a finalist in the 2016 
Intel Science Talent Search, she was the only student in the country accepted to all eight Ivy League schools.

AUGUSTA UWAMANZU-NNA

A G E  18 



P R O J E C T    EBOLA ASSAY CARD  
L O C A T I O N    GREENWICH, CT

▲     The test for Ebola is expensive and must be kept cold—not ideal for a disease that often strikes in poor, 
remote places. Olivia Hallisey wanted to make something better, but first she needed to get her hands on the 
existing test kit. “No one wanted to give one to a high school student,” she says. Eventually, a German distributor 
relented, and she got to work. Hallisey knew from her research that a solution derived from silkworm cocoons 
had temperature-stabilizing properties, so she bought some cocoons from Etsy (they come cheap) and cooked 
and processed them in her school’s science lab. “It’s really gross,” Hallisey says. But worth it. Her Google Science 
Fair–winning Ebola Assay Card (shown) costs $5 to make and travels well—no refrigeration required.

OLIVIA HALLISEY

A G E  18 



0 0 00 6 3

P R O J E C T    BIKE-POWERED WATER SANITATION STATION  
L O C A T I O N    OAKLAND PARK, FL

▲     After hearing about the unsanitary conditions in the aftermath of the 2010 earthquake in Haiti, Kiona Elliott, 
Payton Kaar, and a few of their friends at Northeast High School were shocked to discover just how many 
people around the world lack access to clean water. “It’s so easy for us to walk to the kitchen, get a drink, and 
not have to worry about it killing us,” Elliott says. The team received a $10,000 Lemelson-MIT grant, which they 
used to buy parts for building a water-sanitation station. A year later, they completed a device that harnesses 
the kinetic energy of a bike wheel to push water through a fine mesh screen and two sets of disinfecting filters. 
The whole system is small enough to fit in a pizza box—all that users have to provide is the bike.

KIONA ELLIOTT

A G E  21 

PAYTON KAAR

A G E  21 
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“You have to make people feel like they’re doing 
something bigger for the community.” 

–  A P R I L  A N D R E W S ,  P A G E  7 4
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Bump-
Outs
Squeeze the 
roadway as it 
nears the inter
section and  
traffic slows to 
navigate the 
passage.

Traffic  
Sensors
Induction loop 
sensors detect 
the metal bulk 
of a car and talk 
to signal lights. 
They’ve been in  
use since the ’60s 
and are crucial 
to traffic flow.

The Perfect Crossing
B Y   Tim De Chant

B E T T E R  C I T I E S  B E G I N  W H E R E  S T R E E T S  M E E T.

Self-
Driving 
Vehicles
Studded with 
sensors and 
humming with  
AI, autonomous 
cars could slash 
death rates at 
intersections 
while eliminat
ing traffic sig
nals altogether.
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Scrambles
By stopping all 
traffic at once, 
scramble cross
ings provide 
better separa
tion of cars and 
people, allow
ing foot traffic 
to move in any 
direction—even 
diagonally—in 
relative safety.

Trees
“One thing traffic 
engineers try 
to get rid of as 
quickly as pos
sible is street 
trees,” Mouzon 
says. Bad idea. 
For a walkable 
street on a hot 
day, the more 
trees, the better.

Parklets
By reclaiming 
street parking, 
parklets offer 
pedestrians a 
bit of respite 
that, when 
well designed, 
can feel like a 
swanky side
walk café, 
Mouzon says.

Induction 
Charging
Overhead wires 
mar the street
scape and don’t  
give bus drivers 
much leeway. 
Chargers embed
ded in the pave
ment can juice 
up electric buses 
as they roll.

Corner 
Stores
The best use  
for a corner is, 
well, a corner 
store—anything 
people visit 
once a week or 
more. Bonus 
points to propri
etors who face 
displays to the 
street and stock 
them with entic
ing stuff. One 
winner? Wine.

Cool  
Stations
Subway stops 
often feel like 
caves—which 
can be great! 
Stockholm 
embraces sub
terranean chic, 
leaving bed
rock exposed  
at some stops.

Sidewalk 
Cafés
Cute eateries 
are the key to 
a great street. 

“There are few 
silver bullets 
in urbanism,” 
 Mouzon says, 

“but this is one  
of them.”

Dedicated 
Shelters
On many bus 
routes, shelters 
protect waiting 
riders from 
the elements. 
Boarding goes  
faster if fares 
are collected  
on the street, 
not on the bus.

Speed 
Tables
Raising the 
crossing puts 
drivers at eye
height with 
pedestrians. “It 
makes it obvi
ous that pedes
trians rule,” says 
Steve Mouzon, 
an architect  
and urbanist.

F  Y O U  T H I N K  the only purpose of intersections is to move cars past each other, 
you solve problems like a plumber: with bigger pipes. But wide, barren streets 
full of traffic don’t make a livable city. One solution would be nothing. No lights, 
no curbs, no sidewalks—just colored pavers. It works. Accidents decline, traf-
fic slows, and property values rise. “You’ll never do as good a job as two  people 

using body language and eye contact,” says Sam Goater, a senior associate at the Project for 
Public Spaces. But don’t rip out the infrastructure just yet. Urban designers have a good set 
of tricks to turn a city intersection into something more like a plaza and less like a freeway 
interchange. Cars pass, people walk, bikers bike, and everyone’s lives flow more smoothly. 

Bike Rails
Bike rails 
may be just 
a few metal 
tubes welded 
together, but for 
any cyclist who 
has waited on 
tiptoes for the 
light to change, 
they’re a wel
come addition.

Bike  
Signals
A light timed for 
cyclists gives 
them just a few 
seconds’ head 
start, but that’s 
enough to get 
up to speed 
before traffic 
roars to life.

Protected 
Bike Lanes
Expect to 
see more of 
these—the US 
Department 
of Transporta
tion recently 
endorsed the 
design as a way 
to create “low
stress bicycle 
networks.”
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Third 
Places

“Your first place 
is home. Your 
second is work. 
The third place 
can be a coffee 
shop or a pub,” 
Mouzon says.  
It gets people 
out on the 
sidewalks.

B I K E S P E D E S T R I A N S

T R A N S I T

S T O R E F R O N T S
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I L L U S T R A T I O N  B Y
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THE JU STICE 
MACHINE 

L AW  E N F O RC E M E N T  A N D  M E N TA L  H E A LT H  WO R K E R S  A R E  
G E T T I N G  H E L P  F RO M  A L G O R I T H M S.

B Y    Issie Lapowsky
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M E N T A L  H E A L T H

S T E V E  L E I F M A N  knew Miami-Dade’s 
courts had a problem. Ten years ago 
the longtime jurist realized that 
his county was putting too many 
 people with mental health problems 
in jail. So he set up a psychiatric 
training program for 4,700 police 
officers and a new system to send 
people to counseling. The incarcer-
ated population plummeted; the 
county shut down an entire jail.

But Leifman thought they still 
weren’t doing enough. So he asked 
the Florida Mental Health Institute 
to look at intake data for the coun-
ty’s jails, mental health facilities, 
and hospitals and figure out who 
was using the system. It turned 
out that over five years, just 97 
people with serious mental ill-
nesses—5 percent of the jail pop-
ulation—accounted for 39,000 days 
in jails and hospitals. By themselves 
they had cost Miami-Dade $13 mil-
lion. “This population was really 
hitting the system hard, without 
any good outcomes for them, soci-
ety, or anybody,” Leifman says.

Across the country, jails and pris-
ons have become repositories for 
people living with mental health 
issues. More than half of all prison-
ers nationwide face some degree1 
of mental illness; in 20 percent of 
people in jails and 15 percent in 
state prisons, that illness is serious. 
Local criminal justice systems have 

to figure out how to care for these 
potentially complex patients—and 
how to pay for it.

Leifman’s team set up a more 
intensive system of care. Today, 
36 health care providers in South 
Florida have access to a database 
of people in clinics or shelters to 
determine who they are and what 
help they need. Privacy laws keep its 
use limited, but the idea is to even-
tually widen the database’s scope 
and availability to other providers. 

Cities across the country are start-
ing to follow Miami-Dade’s example, 
trying to use data to keep low-level 
offenders out of jail, figure out who 
needs psychiatric help, and even 
set bail and parole. In the same way 
that law enforcement uses data to 
deploy resources—so-called pre-
dictive policing—cities are using 
techniques borrowed from pub-
lic health and machine learning to 
figure out what to do with people 
after they get arrested. The White 
House’s Data-Driven Justice initia-
tive is working with seven states and 
60 localities, including Miami-Dade, 
to spread the ideas even further.

Eventually  anyone moving 
through the justice system in 
Miami-Dade will enter medical 
and family history, past arrests, 
and more into the database, built 
in partnership with the Japanese 
pharmaceutical company Otsuka—
which, according to Leifman, has 
spent $70 million on the project. 
An algorithm will help predict what 
kind of help a person needs before 
they actually need it. Let’s say you 
have a 30-day prescription for 
bipolar medication, but never get 
it refilled. This new system would 
flag it and notify your case man-
ager. (All this will have to comply 
with federal privacy regulations; 
the county is now figuring out who 

will have access—a public defender, 
a representative from the county 
mental health project, etc.) “If we 
can treat mental illness using more 
of a population model or disease 
model, not a criminal justice model, 
we’re going to get much better out-
comes,” Leifman says.

This algorithmic approach is 
going way beyond mental health 
care. It all depends on what you 
put into the database. Some places 
use predictive software to help 
determine how likely people are 
to  reoffend—which in turn influ-
ences their jail sentences and parole 
determinations. This is controver-
sial, because the risk factors some 
algorithms take into consideration, 
like lack of education or unemploy-
ment, often disproportionately tag 
poor people and minorities. A Pro-
Publica investigation found that 
Compas, an assessment tool used 
in Broward County, Florida, was 
77 percent more likely to rate Afri-
can American defendants as high 
risk. “Algorithms and predictive 
tools are only as good as the data 
that’s fed into them,” says Ezekiel 
Edwards, director of the ACLU’s 
criminal law reform project. “Much 
of that data is created by man, and 
that data is infused with bias.”

That’s why these predictive sys-
tems need oversight and trans-
parency if they’re going to work. 
Leifman won’t use them in sentenc-
ing considerations, for example. 
“I want to make the decision, not 
leave it to a machine,” he says. “You 
don’t want a technology that takes 
away from using our own brains.” 
Still, even with more work to be 
done on training the algorithms, 
no one can argue with the potential 
to improve lives, save money, and 
create a more compassionate and 
just justice system. �

1

A study from the 
Urban Institute found 
that 21 percent of 
people in jail had a 
depressive disorder 
—and while just over 
half of men in jail 
had a mental illness, 
so did three- quarters 
of the women.

Senior writer  
Issie Lapowsky  
(@issielapowsky) 
covers politics  
for wired .
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Here’s what  
it takes to bring 
the Internet to 
everyone in New 
York’s biggest 
public housing 
complex: a little 
boiler-room 
sleuthing, a lot  
of hustle, and  
a will to take on  
the telecoms.

T H E  S E C O N D  W E E K  of August isn’t ordi-
narily a time given over to novelty and 
ambition in New York. The air is a jellied 
vapor of sweat and refuse, and anybody 
who can afford to be elsewhere is. But the 
vast Queensbridge housing complex was an 
unlikely scene of neon-vested hustle. ¶ The 
six-story brown-brick apartment blocks 
along 41st Avenue had been encased in 
green scaffolding and draped with long, 
heavy bolts of cream burlap, which gave the 
blunt rectilinear forms a veil of anticipation. 
Queensbridge had been recently named the 
beneficiary of millions of municipal dol-
lars for neighborhood development, and 
the attitude, a young press secretary from 
the New York City Housing Authority told 
me, was one of “all hands on deck.” Work-
ers mended the leaky roofs and repointed 
the brick facades. Permanent LEDs had 
been ordered to replace the broken sulfur 
fixtures; in the meantime, mobile arrays 
of large klieg lights had been set up in the 
courtyards and along the thoroughfares. 
CCTV cameras were going to be ensconced 
along the perimeters and above the entry-
ways, and layered- access doors, like shut-
tle airlocks, were to be introduced along 
with key-fob admittance. Perhaps the 
most consequential upgrade, however, 
was invisible: the introduction of free, 
grounds - wide wireless broadband. ¶ The 
city chose Queensbridge as its pilot site in 

part because it’s the largest public housing 
development in North America. It’s also the 
most visible, a planned city in miniature 
just across the Queensboro Bridge from 
the towers of Midtown. The development, 
spread out on 50 acres of Long Island City 
waterfront between the bridge and the 
Ravenswood power plant, opened in 1940; 
it houses around 6,600 residents in 
3,147 units among 26 buildings. The
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Shameya Muniz 
(left) and  
April Andrews 
knock on doors 
and brave 
forgotten base-
ments to bring 
broadband to 
their community.
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buildings were known at the time 
for their novel design—a Y-shape, 
instead of a simple cross, to provide 
for more sunlight—and for the clever 
cost-cutting measures taken in their 
construction. The elevators, for 
example, originally stopped only at 
every other floor. That infrastructure 
was haltingly modernized over the 
decades, but it had been a long time 
since the precinct had seen major 
coordinated capital improvements, 
and if the outside world had paid any 
attention to Queensbridge at all, it 
was because of the houses’ towering 
hip hop emissaries of the ’80s and 
’90s: Marley Marl, Mobb Deep, and 
Nas. Now many of the residents were 
skeptical. The neighborhood, only 
two subway stops from Midtown, 
had seen swift gentrification, and 
the worry was widespread that such 
remedial alacrity could only be for 
someone else’s benefit. The rumor 
on the block was that the develop-
ment was being prettified to be sold.

These rumors were one of the 
more considerable impediments to 
the rollout of the municipal broad-
band project, which had been ten-
dered to a New Haven, Connecticut, 
managed-wireless contractor called 
Spot On. For the network to provide 
even coverage throughout the build-
ings, small access points—the size of 
a dessert plate—had to be installed in 
the hall closets of roughly every third 
unit. Technically, the buildings were 
the property of the Housing Author-
ity, and it was not clear that tenant 
consent was explicitly required. But 
the city wanted the effort to be seen 
and understood as a gesture of major 
goodwill for the benefit of the com-
munity, not as something imposed 
by fiat from “downtown.” To that 
end, Spot On had hired a 29-year-
old Queensbridge resident, Shameya 
Muniz, to canvass for authorization.

Muniz is half Puerto Rican and 
half black Trinidadian, with almond-
shaped eyes, calligraphed brows, 
long lashes, and a tattoo under her 
left ear of the Eiffel Tower aswirl with 
musical notation. She has lived in 
Queensbridge her entire life, in four 
different units. She seems to know 
every last resident, from the little 
boys hawking homemade empana-
das ($1, surprisingly light and flaky) 
and the little girls selling lemonade 
($1, generously sweetened) to the 
grounds crew and young guys playing 
dice and the old men playing cards.

Despite her familiarity with her 
neighbors, she wasn’t having the 
easiest time. “A lot of people won’t 
even open the door,” she told me. 
“This is a tough community. They’re 
tough cookies. People right away 
think we’re trying to sell them some-
thing.” When she first started she 
wore her Spot On T-shirt—she was 
proud that she’d been hired to serve 
her neighbors—but she soon real-
ized it made her look like a salesper-
son. She’d taken to putting on, over a 
tank top, her old NYCHA shirt, from 
when she worked as a seasonal aux-
iliary. The residents didn’t always 
have the warmest feelings toward 

the Housing Authority, but one of the 
things the city had going for it was 
that its historical sins were those 
of neglect rather than predation.

The younger people, for the most 
part, understood what was on offer. 
The older folks were harder to con-
vince. She, along with her col-
league, April Andrews, had knocked 
on the door of a 90-year-old man. 
“He didn’t have anything smart,” 
Andrews said. “No computer, no tab-
let, no smartphone.”

Muniz laughed. “He said, ‘You 
think that if you just send some pretty 
young faces to my door I’m going to 
say yes to whatever you’re asking?’ 
We turned to each other and said, 
‘Yeah, you’re right.’” She admired 
the old man’s savvy. “It was dead-on.”

Andrews continued, “We have to 
say to them, ‘You know your neigh-
bor, you watched him grow up since 
he was a little boy, now he’s 18 and 
he only gets an hour at a computer 
at the library to do his term paper.’ 
You have to make people like him 
feel like they’re doing something 
bigger for the community.”

Resident hesitation might have 
been an unanticipated difficulty, at 
least for the vendor’s management 
in New Haven, but the preparatory 
phases of the project turned up pleas-
ant surprises, as well. As it happened, 
getting the signal to the individual 
access units was going to be a lot eas-
ier than it might have been. Years ago, 
the buildings had been comprehen-
sively wired with cables suitable for 
Internet and video networks. Every-
thing was installed and then, apart 
from a basic intercom system, never 
connected; the racks and cabinets of 
switching equipment were sitting, 
untouched and perfectly operable, 
in basement warrens.

To the vendor and the city, this was 
a stroke of good fortune. But many 

Gideon Lewis-Kraus 
wrote about the 
world’s first robot 
hotel in issue  
24.03. He is a fellow 
at New America.

RES IDENTS  
WERE SKEPT ICAL .  

THE RUMOR  
WAS THAT THE 
COMPLEX WAS  

BE ING PRETT I F I ED  
TO BE  SOLD.
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of the residents, Muniz told me, took 
a dimmer view. It was just one more 
example of a lavish municipal pro-
gram left to its own idle devices.

“That stuff in the basement,” she 
said with resignation, “was supposed 
to be for us, and we never got it. Peo-
ple now keep coming up to me saying, 
‘When is it coming? When are you 
starting? How can I get off my cable?’ 
We gotta show something, prove this. 
People want to make sure it’s real.”

T  I S ,  of course, in the 
commercial interests 
of the tech industry, 
and probably in the 
general interests of 

the world’s people, to make sure that 
everybody is provisioned with Inter-
net. The solutions on offer can seem 
fanciful: Facebook, for example, 
aims to deliver Internet access to the 
world’s far-flung places via drone-
mounted lasers, and Google wants 

to do so with giant balloons.1 While 
those plans, however, trade in glam-
orous tech for the exotic periphery, 
many domestic communities still 
do without Internet access—and 
not just rural towns and tribal lands 
but housing complexes with views 
of the United Nations. Last year, the 
Center for Economic Opportunity 
reported that more than one in five 
New York City households lack home 
Internet service; among households 
below the poverty line, the number 
is more than one in three. Nationally, 
almost 20 percent of smartphone 
owners rely on that device to access 
the Internet. For low- income house-
holds, the connection is often ten-
uous, especially once introductory 
rates expire. Research by Pew sug-
gests that half of all people with-
out home Internet and who have 
otherwise limited access have had 
to suspend or cancel their mobile 
service because of financial fragil-
ity. According to a report commis-
sioned by the Roosevelt Institute, 
the average household spends more 
per year on communications ser-
vices than it does on electricity or 
gas, and almost as much as it spends 
on groceries; most of that is spent 
on wireless and broadband. And yet 
almost everybody agrees that broad-
band is a necessity.

The “digital divide” has become 
an urgent civil rights concern, but 
the way it is entangled with so many 
other issues—income inequality, 
urban bureaucracy, the quasi-monop-
olistic economics of telecommuni-
cation, a bricolage of federal, state, 
and municipal regulatory statutes—
makes it resistant to straightforward 
technological solutions. (No balloons 
over Queensbridge.) The problem is 
also largely invisible and unevenly 
distributed. At Queensbridge, for 
instance, no one appeared to have a 

⊳  For the first three 
years, New York 
City will pay for the 
Queensbridge  
broadband itself.

1

Google’s Project 
Loon is probably the 
furthest along of 
these efforts. This 
year it is testing its 
balloon network with 
commercial Internet 
carriers in Indonesia. 
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clear sense of what the community’s 
needs really were. The example of the 
kid in the library was ubiquitous, but 
nobody seemed to know how many 
residents already had broadband 
through Time Warner, for example, 
or what percentage of people even 
had computers at home.

I spent an afternoon with Muniz 
on her rounds, which she approached 
with sensitivity and unfailing good 
cheer. Some residents didn’t answer 
the door at all, even though we could 
hear people inside; others opened 
the door only an inch and spoke 
through the chain; others invited 
us in and treated us like expected 
company. People who knew what 
Internet was—perhaps two-thirds 
of those we spoke to, and certainly 
everyone under 50—and didn’t 
already have it seemed pleased, on 
the whole, that they would no lon-
ger have to depend on their phones, 
which barely got service inside the 
complex. Maybe half of the people 
we met already had Time Warner 
service, though there was no con-
sistency there either: Some of them 
were relieved to know they could 
keep their present service, while oth-
ers couldn’t wait to get rid of it, and 
still others wanted to know details of 
how Spot On’s 25-Mbps connection 
would handle upload versus down-
load speeds. One person told us he 
paid $14.99 per month because he 
knew how to read the fine print and 
demand it; another told us she paid 
$39.99 a month; a third was furious 
that, after a series of annual unex-
plained rate hikes, she paid almost 
$80. Despite pervasive initial skep-
ticism, everyone who answered the 
door signed the consent form.

One guy came to the door in work-
out clothes. He said, into his Blue-
tooth headset, “Hold on, Momma, 
there’s someone selling something.”

he wants, all any of us want, is just 
another option. Any other option.”

Such colossal telecom compa-
nies as Time Warner and Comcast 
tend to enjoy the privileges of nat-
ural monopoly in local markets. 
They are, unsurprisingly, among 
the least popular firms in the US. 
Still, in debates over how to expand 
Internet access, they argue that only 
they are in a position to do a satis-
factory job—because only they have 
the experience, the expertise, the 
resources, and the scale to build, 
maintain, and update broadband 
networks. In their view, the cur-
rent system basically works: In a 
typical scenario, cities award these 
firms the right of way to connect 
users to privately owned high- 
capacity trunk lines; the companies 
then assume the necessary capital 
expenses in exchange for control 
of the “last-mile” physical infra-
structure. Lobbyists for these large 
companies contend that if they are 
unable to provide fast and reliable 
universal coverage, regulatory 
interventions are to blame.

On the other side of the debate are 
those who argue that broadband is 
a public utility; they think that the 
digital divide will never be closed 
by rent-seeking corporations but by 
ambitious governmental experimen-
tation. “Everybody knows their ser-
vice is too slow and too expensive, but 
people don’t know why,” Joshua Breit-
bart, the mayor’s attaché for broad-
band services, told me. “And it’s not 
something they can fix on their own.”

Last year,  Mayor de Blasio 
announced a $10 million program,3 
administered in partnership with 
the federal government, to guaran-
tee broadband access in underserved 
communities. Under the program’s 
model, the city owns the underlying 
broadband infrastructure (in this 

Muniz said, “I’m here from Hous-
ing and from Spot On about the new 
free wireless that starts next month.”

“Fios!” he bellowed, referring to 
the Verizon fiber-optic service that, 
contrary to its agreement with the 
city, Verizon had yet to make avail-
able in many residential neighbor-
hoods. Muniz laughed and said this 
wasn’t Fios. The man frowned, told 
his mother he’d call her back, and 
took off his headset. He told us he 
paid more than $200 for a Time War-
ner package that included cable but 
that it went out all the time. Muniz 
explained that with any luck this 
new service would be a lot better. 
He listened carefully and, surren-
dering his initial skepticism, signed 
the consent form.2 We began to walk 
away, but before he closed the door 
he yelled, once again, “Fios!”

As we walked out, I turned to 
Muniz. “But why would he want 
Fios? Does he think Verizon will be 
cheaper and more responsive?”

“He doesn’t know what the differ-
ence would even be,” she said. “It’s 
just that between the slow speed, 
the outages, the interruptions, and 
the expense”—and the total unre-
sponsiveness of Time Warner—“all 

THE TELECOMS’ 
STRATEGY IS  

TO  D IV IDE  AND 
CONQUER—L IKE  

MOB FAMILIES WITH  
TRASH ROUTES .

2

As he signed it, I looked 
over at an advisory 
plate that had been 
screwed in, some 
decades ago, above 
the waste chute. The 
embossed and  
slightly rusty letters 
warned residents 
not to place “carpet 
sweepings containing 
naphthalene or cam-
phor balls” into the 
incinerator. Mothball 
fires seemed like  
an antique problem; 
the fact that  
the sign itself hadn’t 
been updated  
seemed a very con-
temporary one.

3

This represents a 
tiny fraction of the 
municipal budget, but 
it fits into a larger 
digital equity agenda 
that includes tech-
nological literacy 
programs in schools.
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case, the honeycomb of fiber rings 
that underlie the Queensbridge 
buildings), and private vendors bid 
for contracts to manage the local net-
works. As city representatives like 
to point out, there are obvious tech-
nical advantages to networks that 
operate more like central air than an 
unsightly grid of dripping window 
units. Distributed access points on 
an integrated network create much 
less interference than an ad hoc dis-
persal of individual routers behind 
bookshelves. They also provide for 
continuous building-wide service 
without random disruption. (Busi-
nesses that own their own buildings 
usually opt for these systems.)

More important, cities also claim 
that some degree of public ownership 
and administration4 is necessary to 
protect consumers from monopolis-
tic predatory pricing. According to 
the Roosevelt Institute’s report, over-
charging—that is, revenue over and 
above what a provider would make 
in a competitive market—represents 
nearly 25 percent of household com-
munications bills. The institute esti-
mates that the margin on broadband 
provision is around 90 percent. Tele-
coms claim that these markets really 
are competitive, but this would be 
news to most New Yorkers; there is, 
in actuality, very little “overbuild-
ing” among the major telecoms—
attempts on the part of one provider 
to invest in a building or neighbor-
hood already wired by a competitor. 
The strategy has been to divide and 
conquer, like mob families did with 
sanitation routes. If a city hall can 
break the link between infrastruc-
tural ownership and monopolistic 
power, the telecoms will no longer 
be able to act with impunity.

To which the telecoms have essen-
tially argued: Good luck. They would 
point to all the cabling and equip-

of entrepreneurial newcomers like 
Spot On into an otherwise protected 
market. More broadly, it would 
demonstrate the basic viability of 
the model. Similar public-private 
agreements could then be negoti-
ated for other areas, and over time 
the challenges of capital provision 
and maintenance might ease up.

Those objectives are clearly admi-
rable in theory, but such noble experi-
mentation can come across differently 
in practice. Muniz told me there’s a 
reason she describes her home as a 
development rather than a project. 
“Project makes it sounds like we’re 
somebody’s science project. We’re a 
development. And if that’s what we 
are, then you gotta work with us.”

POT ON emphasizes 
that it’s putting a 
lot of energy into 

working with the community; it’s 
not just deploying wireless, the 
company says, but creating local 
jobs to help maintain the service. 
April Andrews, 40, is short, with an 
open, expressive face, and on the 
first day I met her she wore long, 
loose curls under a batik bandanna, 
bright fuchsia eyeliner, and dragon-
fly earrings. Unlike Muniz, she grew 
up in a middle-class community in 
the Bronx and has lived at Queens-
bridge for only a year. She and her 
three younger children—the old-
est is in college—spent five years 
in a shelter for victims of domestic 
abuse. About a year ago, she filed a 
150-word complaint, about how long 
she’d waited for proper housing, at 
311 online, New York City’s source 
for non-emergency services. A week 
and a half later she and her children 
moved into Queensbridge. Then her 
cousin posted a link on Facebook 
about a new initiative of the may-
or’s called the Tech Talent Pipeline. 

ment in Queensbridge’s basements, 
installed but unactivated, as evi-
dence that the public sector just 
doesn’t have the expertise or capital 
to make it work. Early experiments 
have shown that municipal-owned 
networks are rarely operated, main-
tained, or upgraded properly. 

Telecoms point to the failures, at 
great public expense, of such proj-
ects in Groton, Connecticut; Provo, 
Utah; and Burlington, Vermont, as 
case studies in municipal misman-
agement. But one reason these pro-
grams have foundered is because 
they’ve lacked the subscriber base 
to balance the budget. Queensbridge 
won’t have this problem, because 
the contracts don’t depend on sub-
scription rates. For the first three 
years, the city itself will pay for the 
service with just under a million dol-
lars of municipal funding. After that, 
the city expects a federal subsidy 
program5 to kick in, which will pay 
$9.25 a month per household for 
broadband service—a guaranteed 
continuous stream of income for 
the vendor. A success at Queens-
bridge would thus support the entry 

⊲   In New York 
City, one in 
three house-
holds below 
the poverty 
line lacks 
home Internet 
service.

5

The FCC’s Lifeline 
program has subsi-
dized monthly tele-
phone bills since the 
1980s. Last spring, 
the commission 
approved new rules 
that will allow the 
program to support 
broadband service.

4

The basic idea here 
isn’t so far removed 
from the coopera-
tives that electrified 
rural America as 
part of the New 
Deal’s public invest-
ment schemes.
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She applied to one of its programs, 
the Tech Jobs Academy, and was 
one of the 25 people selected, from 
a field of hundreds, to be part of the 
inaugural class. (She was one of five 
women.) She describes the program, 
which ran every weekday for five 
months from 9 in the morning until 
5 at night, as “boot camp to the 25th 
power.” She shook her head with 
solemnity just thinking about it. 
She’d always been interested in the 
sort of thing they studied—server 
administration and cloud comput-
ing—but it was only in that program, 
she told me, that it clicked. “I finally 
became a geek!”

Andrews was proud of herself for 
having buttonholed Spot On’s CEO 
at a community meeting and essen-
tially demanded a job. She’d had more 
remunerative offers in the private 
sector, but she felt so grateful to 
the city—she calls herself “walking 
proof of the mayor’s vision”—that 
she wanted to give something back to 
her new community. “It’s monumen-
tal to give people free Wi-Fi, to bring 
my own passion to a community. This 
movement, I was a part of this.”

When I went back a few weeks 
later to spend the day with Andrews, 
she was dressed down, in leggings 
and a T-shirt, her hair tied back. She 
had been working, she told me, on 
a series of reports to be used by the 
subcontractors doing the actual 
installation. The reports compiled 
directions, including photographs, 
to the locations of the unused racks 
and cabinets of switching equipment 
in the building basements. Some of 
them were located in rooms, she told 
me, that even the long-term main-
tenance people didn’t know existed. 
“It’s a labyrinth down there.”

We had arranged in advance for 
me to spend a few hours accompa-
nying Andrews on her rounds, but 

a picture, and she said she hadn’t 
gotten permission for that, so she 
was going to have to find someone to 
bring her back the next day—though 
she then realized that person was 
going to be on vacation, so maybe it 
wouldn’t happen right away.

As we walked out, I told Andrews it 
seemed to me that perhaps she was 
being underutilized in her role; after 
all, she’d told me that she had certifi-
cates in networking and cloud admin-
istration. She agreed that maybe 
spending days waiting for official 
permission to take a photograph of a 
black box by the door of a compactor 
room wasn’t what she’d been trained 
to do, but she was trying to stay pos-
itive, to remind herself that she had 
to pay her dues and work her way up.

Because she really liked and cared 
about Queensbridge. She liked knock-
ing on doors and getting to know her 
neighbors. “This is my community,” 
she said. “I want all the other little 
girls to see, wow, you can make it 
in the boys’ club.” One of the things 
she’d come to quickly love about 
the complex was that, unlike most 
NYCHA properties, there’s little in 
the way of a buffer between the proj-
ects and the surrounding city. More 
than once she listed for me all the 
nearby subway lines: the F, and the 
7, and the N and the Q, with the E, the 
M, and the R only one stop away. One 
time she walked home from Manhat-
tan with her kids across the bridge. 
But she knew that Internet wasn’t 
like the subway; it wasn’t something 
you just put in and left people to use. 
There had to be more to it than that if 
the real divides were to be breached.

She only hoped that, after the 
broadband was installed, there 
would be some follow-through—
maybe training like she’d had. “I’d 
like to see classes,” she said. “Pro-
grams that bring people in.” �

when we met at Queensbridge she 
told me she’d been unable to get per-
mission from the supervisor of the 
complex’s north side to let me come 
along. We went to talk to the man-
ager and I explained that City Hall 
had made all the arrangements; she 
said she couldn’t give permission 
without hearing from an NYCHA rep-
resentative downtown. We gave her 
a phone number and went to sit and 
wait in the small office lobby, where 
it felt as though we’d been sent to 
the principal.6 We debated walk-
ing around while we waited for a 
call, but Andrews told me that she 
didn’t really get cell reception any-
where except the park by the river.

When we finally secured permis-
sion, Andrews and I went to find a 
guy who could open the right base-
ment door; he passed us on to some-
one who passed us on to someone 
else, who finally pointed us toward a 
door that was already hanging open. 
We went inside and Andrews showed 
me the cabinet, an unmarked black 
box next to the trash compactor. 
The room, a choked effluvial depot, 
smelled intolerable, and Andrews 
said we could go. I mentioned that 
I thought she was supposed to take 

“THIS  I S  MY 
COMMUNIT Y.  I  WANT 

THE L I T T LE  GIRLS 
TO SEE ,  WOW, YOU 

CAN MAKE I T  TO THE 
BOYS’  CLUB.” 

6

The office around 
us was completely 
wallpapered with  
a babel of notices: 
garbage tips, flu 
shots, outdated 
storm advisories.  
As we sat and  
waited, Andrews  
told me that  
once everyone at  
Queensbridge  
was online, the  
housing authority 
could put lease 
renewals on its 
website and save 
everybody the  
bother of filling out 
paperwork. It  
was easy to see  
why the NYCHA  
itself wanted  
to put everything  
on the Internet.  
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“We need the contributions of every American 
to power our next era of growth.”  

– L A U R E N E  P O W E L L  J O B S ,  P A G E  8 6
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J O E  P U G L I E S E

O E  A R R I V E D  in the 
United States after 
a treacherous two-
month journey to flee 
El Salvador. He hiked 

through the jungle, rode on top of 
trains, slept on the streets of Mexico 
City, and trekked through the desert. 
Eventually he made it to San Francisco.

When Noe enrolled in high school, he 
discovered a passion—and a valuable 
talent—for chemistry and calculus. I 
met Noe at College Track, an organiza-
tion that supports underserved youth 
through high school and college, where 
I’m a counselor and mentor. Noe grad-
uated with a 4.2 GPA and was accepted 
to UC Berkeley. He graduated from there 
a year ago with a degree in architecture 
and economic policy, having benefited 
from California’s commitment to provide 
undocumented students with access to 
financial aid. But instead of beginning his 
career as an architect, he is working as 
an apartment manager in exchange for 
rent—because his undocumented status 
bars him from putting that world-class 
education to work for his community.

In 2012, President Obama opened a 
temporary lane that has given some 
undocumented students a way around 
such roadblocks. The Deferred Action 
for Childhood Arrivals (DACA) pro-
gram granted a temporary reprieve 
from deportation and the opportunity 
to work to children who came to the US 
before the age of 16 and before June 15, 
2007. But Noe had the bad luck of arriv-
ing just after his 16th birthday.

More than 170 years ago, Ralph Waldo 
Emerson called America “the country 
of the future.” In contrast to an aging 
Europe, Emerson saw here “a hetero-
geneous population crowding on all 
ships from all corners of the world to 
the great gates of North America … 
and quickly contributing their private 
thought to the public opinion, their toll 
to the treasury, and their vote to the elec-
tion.” Emerson understood the power 
of social refreshment that immigration 
fuels—the invigorating effect of a regu-
lar infusion of new intellectual capital, 
ambition, and determination. The posi-
tive consequences of immigration have 
been a significant factor in the extraor-
dinary growth of American industry.

In my corner of the world, Silicon 
Valley, the immigration discussion has 
centered mostly on those who come to 
America to study at universities and 
who are skilled in technology or the sci-
ences—only to be forced out before they 
can apply their skills in the US work-
force. Barring the door to these people 
is wrong and socially self-defeating. But 
even in Silicon Valley, calls for immigra-
tion reform shouldn’t just be a matter 
of keeping high-skilled technologists 
and scientists in the country. A much 
larger group of immigrants—the strug-
gling and maligned 11 million, more than 
two-thirds of whom have lived here for 
more than 10 years—remain trapped in 
an agonizing state of limbo. The result 
is that some of our nation’s most indus-
trious individuals are barred 
from employment in the formal  

Young Americans
I M M I G R A N T S  C A N  F U E L  I N N OVAT I O N  A N D  C R E AT I V I T Y.  

L E T ’S  N O T  S Q UA N D E R  T H E I R  P O T E N T I A L .     

B Y    Laurene Powell Jobs

 N



Laurene Powell 
Jobs (center right) 
is cofounder of 
College Track. 
Mayra, Darwin, 
and Noe (left  
to right) are just 
three of the 
students she has 
mentored there.
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economy. And their talents, creative 
energies, and ideas are often trapped 
with them.These are the people who, 
in this ugly and alarming political 
season, have been demonized when 
they should be welcomed.

Individual success in America 
always heavily depends upon the 
qualities people bring to their endeav-
ors. But many of those personal quali-
ties are also immigrant qualities—the 
resourcefulness, the patience, the 
craving for work and opportunity, 
the resilience, the self-reliance. First-
generation immigrants are signifi-
cantly more likely than the general 
population to become entrepreneurs, 
according to data from the Global 
Entrepreneurship Monitor.

As Eric Weiner recently wrote in 
The Wall Street Journal, the pro-
cess of being uprooted from one’s 
home can inspire a unique brand of 
creativity that allows immigrants 
to “see the world at an angle” and 
recognize possibilities others over-
look. The immigrant, the outsider, 
the newcomer: They see things we 
do not. And they act on what they 
see. The American melting pot, with 
its new eyes and new imaginations, 
is an incubator for innovation.

I’ve seen this in so many stu-
dents who have come through Col-
lege Track. Take Darwin and Mayra: 
Darwin fled El Salvador in 2007 with 
his brother and the clothes on his 
back. Like Noe, Darwin was a high-
performing student. Luckily Darwin 
was eligible for DACA. After over-
coming incredible odds—including 
near-blindness due to congenital cat-
aracts—Darwin is now studying at 
the University of San Francisco and 
volunteers as an adviser and mentor 
for transitional and undocumented 
youth. He’s working on a degree in 
international law. Mayra was born 
in Mexico and became the first in her 
family to go to college. She earned 11 
different scholarships to help fund 
her tuition and graduated from UC 
Santa Cruz. She was eligible for DACA 
and went on to earn a master’s in pub-
lic health. Today she works at San 
Mateo County Family Health Services 
and gives classes on health, nutrition, 
and gardening.

But for every Darwin or Mayra, 
there are countless Noes left behind. 
Our policies for immigration are out-
dated and broken. Immigrants face 
more obstacles than opportunities, 
and the waste of human potential is 
profound. In an era of global competi-
tion, America cannot afford to squan-
der the millions of people who want to 
work and who can help us craft a bet-
ter future—whether they are destined 
to become a farmworker, a teacher, or 
the next Andy Grove.

What is most maddening about 
this situation is also what is most 
hopeful: Granting legal status to 
undocumented immigrants would 
unleash massive potential, add an 
estimated 150,000 new jobs annu-
ally, and add $1 trillion to America’s 
GDP. Rarely in our complex world 
does such a clean and comprehen-
sive policy solution exist. And a 

supermajority of Americans actually 
supports a pathway to citizenship 
for undocumented immigrants like 
Noe, Darwin, and Mayra. According 
to a recent Gallup poll, 84 percent of 
all adults take this view, including 
76 percent of Republicans.

The trouble is that exclusionary 
and even xenophobic views are over-
represented right now in our political 
discourse. And we cannot allow the 
views of that minority to drive pol-
icy. When we start dividing people 
into the ones we accept and the ones 
we reject—the ones we embrace and 
the ones we demonize—we jeopar-
dize the social compact at the very 
heart of the American experiment.

More than ever, we need the con-
tributions of every American—and 
every American immigrant—to 
power our next era of growth. But 
the economic argument for inclu-
sion is not the most fundamental 
one. Immigrants have not only made 
our society wealthier and more pro-
ductive but also more decent. They 
have enhanced our national charac-
ter and made us more ethical people. 
For America, this is our identity cri-
sis: How a society treats immigrants 
is a great test of its decency, and we 
are failing. Immigrants, with their 
hopes and energies, should be seen 
not as threats but as blessings.

“In every age of the world,” Emer-
son wrote, “there has been a lead-
ing nation, one of a more generous 
sentiment, whose eminent citizens 
were willing to stand for the inter-
ests of general justice and human-
ity, at the risk of being called, by 
the men of the moment, chimeri-
cal and fantastic. Which should be 
that nation but these States?” And 
“who,” he asked, “should lead the 
leaders, but the Young American?” 
Whenever I meet with Noe, I see a 
Young American. �

BEING UPROOTED 
CAN ALLOW 
IMMIGRANTS TO 
SEE NEW
POSSIBILITIES
THAT OTHERS 
OVERLOOK.

Laurene Powell 
Jobs is president 
of the social-
justice nonprofit 
Emerson Collective 
and cofounder 
of College Track.
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THE BRIGHT STUFF
H O W  T O  B R I N G  S O L A R  E N E RG Y  T O  L O W- I N C O M E  FA M I L I E S.

B Y    Gregory Barber

T H R O W I N G  S O L A R  O N  a house can drastically cut a family’s utility bills. But while the cost of solar pan-
els has declined, they’re still out of reach for the people who need them most. Families eligible for fed-
eral energy assistance spend around 13 percent of their income on power bills—nearly two times the 
national average. In 2013, low- and moderate-income households (about 40 percent of the country) 
made up just 5 percent of the rooftop solar market. That’s partly because many are renters with  little 
control over what goes on their roof. But even if you own your home and can get a loan for the pricey 
panels, the barriers are high. A leaky roof, for example, can jack up the cost of installation, and incen-
tives that offset the upfront costs of solar only work if you pay enough taxes to qualify. But several orga-
nizations are finding new ways to bring solar to low-income families. Here are three shining examples.

Share the 
Photons
S T E A M B O A T  S P R I N G S ,  

C O L O R A D O

This past summer, 
during a high tech 
barn-raising of sorts, 
locals put up solar 
arrays for low- income 
families. Colorado is 
the US leader in com-
munity solar, where 
households can buy  
a share of a “solar gar-
den” and get credit 
on their bills. Utilities 
must set aside 5 per-
cent of each garden 
for low- income users, 
and last year the  
state spent $1.2 mil-
lion on new gardens 
just for the poor. 
 People buy in by help-
ing build the arrays.  
The savings typically  
cut their bills in half.
⊳

Melt the 
Winter Chill
W H I T E  E A R T H  N A T I O N ,  

M I N N E S O T A

With the heavy snow-
fall in Minnesota, 
rooftop solar heating 
can be tricky. So 
the nonprofit Rural 
Renewable Energy 
Alliance hangs 
solar panels on the 
south-facing side of 
houses to produce 
heat. The sun’s low 
arc across the winter 
sky means the solar 
“furnaces” get direct 
rays when they’re 
needed most. Plus, 
sunlight bouncing 
off the snow boosts 
efficiency by 8 to 12 
percent. So far, the 
Alliance has installed 
furnaces for 400 
low-income house-
holds, including  
eight on the reser-
vation, where the 
poverty rate is double 
that of the state.

Energize the 
Farmworkers
W O O D L A N D ,  

C A L I F O R N I A

Surrounded by 
farmland, Woodland 
boasts the nation’s 
first affordable zero-
net-energy- certified 
rental units, which 
produce as much 
energy as they con-
sume—just for farm-
workers. The LEED 
Platinum complex, 
which opened in 2015, 
sends power from its 
solar panels to the 
local grid, and pro-
ceeds are credited 
back to each house-
hold’s utility bill. The 
apartments also come 
with energy- use mon-
itors that let residents 
track their costs (or 
lack of) in real time.
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A TO -DO 
LIST  

FOR THE 
TECH 

INDUSTRY
S I L I C O N  VA L L E Y  R E S P O N D S  

T O  S O M E  C H A L L E N G E S  F RO M  
T H E  P R E S I D E N T.

A S  T O L D  T O    Jason Tanz

A
S K  N O T  W H A T  the government can do for Silicon 
Valley; ask what Silicon Valley can do for the gov-
ernment. That’s President Obama’s tack, anyway. 
He presented WIRED with six challenges he feels the 
tech industry needs to address—just a few earthshak-

ing problems the country could use some help with, that’s all. 
We reached out to six of the biggest names in the WIRED world, 
and we gave each of them a challenge from the president’s list. 
Then we asked: To get this done, what’s the industry’s best play? 

▼  Mark Zuckerberg, founder and CEO of Facebook

▲  Satya Nadella, CEO of Microsoft
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1.

Tackle 
inequality.

Tim O’Reilly,  
investor and founder of  

O’Reilly Media

▼

Silicon Valley runs on stories. So 
does the economy in general. We cre-
ate what we believe in. If we believe 
we can use technology to identify 
and solve big problems, then that’s 
what we’ll do. Unfortunately, right 
now too many people think of tech-
nology as something that eliminates 
jobs through efficiency—capturing 
the money that used to go to workers.

The tech industry can actually 
be a force that decreases inequal-
ity, but not enough people in Silicon 
Valley see that. Paul Graham, one of 
the founders of Y Combinator, once 
worried that by funding startup com-
panies he was inevitably widening the 
gap between rich and poor—because 
he was helping a few founders get 
very wealthy. That’s wrong. If a com-
pany creates more value than it cap-
tures, it decreases inequality—no 
matter how rich the founders become.

The most exciting companies 
think of technology as a tool to 
create more  opportunities for 
people, not reduce them. About 
the least interesting way to think 
about self-driving cars is merely 
as a means to cut payroll expenses. 
Instead we should be thinking up all 
the ways they will empower new 
economic activity: cheaper, smarter 
public transportation networks; 
better access to medical care. We 
should think the same way about 
all new technologies. Take Zipline, 
one of Silicon Valley’s hottest start-
ups, which is running a pilot 
program that uses drones 

▼  Yasmin Green, head of R&D at Jigsaw

▲  Chris Dixon, general partner at Andreessen Horowitz

▼  Tim O’Reilly, investor and founder of O’Reilly Media

▲  Mary Barra, chair and CEO of General Motors
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to deliver medicines and blood for 
transfusions on demand. It’s start-
ing in Rwanda, a country with some-
times impassable roads and poor 
health infrastructure. But there’s 
already demand for its product here 
in the US; after all, there are plenty 
of places in America too where deliv-
ering just-in-time medical supplies 
is all but impossible.

This is the right way to approach 
innovation: Start with a real prob-
lem—not an invented one—and then 
find ways for technology to help 
solve it. It’s the difference between 
Let’s be the Uber of dry cleaning 
(Washio, shut down after nearly 
$17 million in venture funding) and 
Let’s rethink the way we deliver elder 
care (Honor home care, $62 million 
in funding, growing fast, and show-
ing that the on-demand economy can 
be a source of real, full-time jobs).

This all may sound obvious, but far 
too little of the tech industry oper-
ates this way today. We’ve gotten  
to a point where companies aren’t 
even trying to build a business that 
will produce profits; they are just 
trying to stay funded long enough 
for another company to acquire 
them. They are actively chasing 
the waste instead of the win. That 
misplaced focus isn’t just annoying, 
it contributes to global inequality, 
because it emphasizes captur-
ing value instead of creating it. It 
reminds me of Wall Street in 2007.

And it echoes the story of the 
economy writ large. Over the past 30 
years, wages have largely flatlined 
as corporate profits have surged, 
which means that companies in 
other sectors too are capturing 
more wealth than they are creat-
ing. This is a recipe for economic 
stagnation. Consumer demand is 70 
percent of GDP. So when companies 
treat people solely as an expense to 

be automated away, or as mere sup-
ply of wealth to be extracted, they 
are slowly cutting their own throats.

In short, the best way for the tech 
industry to tackle inequality is for 
it to do what it’s supposed to do: 
innovate in ways that create actual 
gains in growth and productivity— 
that don’t just replace people but 
empower them to do what was pre-
viously impossible.

2.

Strengthen 
cybersecurity.

Chris Dixon, general  
partner at  

Andreessen Horowitz

▼

I like to say we’re in the third era of 
computer security. In the first era, 
during the 1980s and early 1990s, 
the primary threats were viruses 
created by hackers who were 
mostly interested in mischief or 
vandalism. In the next era, during 
the late 1990s and early 2000s, 
the main threats were economi-
cally motivated hackers who cre-
ated things like botnets, spam, and 
dark markets for stolen credit card 
numbers. In both of these eras, the 
attackers would launch the same 
attacks against many targets. Secu-
rity software would track the pat-
terns of attack and stop bad code 
from getting inside a network. 
Despite the occasional breach, it 
did a reasonably good job.

Now, in the third era, governments 
and other well-funded organizations 
are sponsoring sophisticated, cus-
tomized attacks on specific tar-
gets—Sony Pictures, the Democratic 
National Committee, the US Office 

of Personnel Management. Because 
the bad code is custom-written for 
each assault, the hackers don’t leave 
patterns of attack, which means the 
core design principles of prior-era 
security software no longer apply. 
This has shifted the balance of power 
to the attackers. Almost every day, 
there are media reports of signifi-
cant new breaches. For every breach 
we hear about, there are many more 
that go unreported. It’s a scary situ-
ation. This is not only very bad for 
the hack victims, it’s also bad for 
the tech industry. People won’t buy 
products they don’t trust.

These threats are only going to 
become more severe. We’ll soon have 
computers embedded in our homes, 
offices, cars, and throughout our crit-
ical public infrastructure. As com-
puting devices proliferate, so will 
the threats. Mercedes recently ran 
an ad saying that its new car has 100 
million lines of code. That’s impres-
sive—until you realize that on aver-
age, any piece of software has a few 
bugs per thousand lines of code, 
so the car probably has thousands 
of vulnerabilities. In a recent inci-
dent, hackers flew drones near office 
buildings; workers trying to print 
files were actually sending sensitive 
information to the drones, which 
mimicked local network identities.

How can we turn the tide? Entre-
preneurs are working on new ways 
to use smartphones to authenticate 
users, better ways to track insider 
threats, and a new generation of 
security software that detects and 
responds to threats in real time. 
New computer architectures—like 
blockchain systems—include audit 
trails and are less corruptible by a 
single actor, making them inher-
ently less vulnerable.

At the same time, the kinds of 
artificial intelligence that have 
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proven so adept at image recog-
nition and language processing in 
recent years are now starting to 
be enlisted for security. Today’s 
spam filters look for relatively 
simple patterns, like whether the 
same email was sent to millions of 
 people. This isn’t effective when an 
attack email is targeted and person-
alized. A machine learning system, 
on the other hand, might be smart 
enough to know it’s suspicious that, 
say, your boss is emailing you ask-
ing for your password. The tech-
nology to do this accurately and 
comprehensively is probably only 
a few years away.

Another crucial answer to all 
these challenges is public policy. 
The relationship between Washing-
ton and Silicon Valley has become 
strained in recent years over the 
issues of encryption and privacy. 
Strong end-to-end encryption is an 
essential tool for securing our net-
works and devices, but it can make 
the job of law enforcement more dif-
ficult. To thrive in this third era, we 
need to find a constructive way to 
work together on issues like this—
one that preserves both national 
security and personal security.

3.

Ensure that 
artificial 

intelligence 
helps rather 

than hurts us.
Mark Zuckerberg,  

founder and CEO of Facebook

▼

People have always used technol-
ogy as a lever to improve lives and 
increase productivity. But at the 
beginning of every cycle of inven-
tion, there’s a temptation to focus 
on the risks that come with a new 
technology instead of the benefits 
it will bring. 

Today we’re seeing that happen 
with artificial intelligence. 

AI sounds like magic, but most of 
the examples that you read about 
today really just consist of basic 
math and pattern matching. You 
feed the system a lot of data—like 
thousands of pictures of dogs— 
and then it can identify more dogs. 
It’s a powerful tool for doing things 
like translating languages or teach-
ing cars to drive, but it’s nowhere 
near what humans can do.

Eventually, I hope AI will help 
computers have common sense—
the capacity to observe the world 
and then generalize and learn from 
it. But we’re very far from develop-
ing that. And when we do, it will be 
because we reduced the problem to 
math, not magic.

When people come up with 
doomsday scenarios about AI, 
it’s important to remember that 

these are hypothetical. There’s 
 little basis outside science fiction 
to believe they will come true. 
 People are always worried about 
new technology, but the reality is 
that AI is already saving lives. The 
AI we’re developing now can diag-
nose diseases and match them up 
with new treatments. Self-driving 
cars will be much safer than those 
with human drivers.

Whoever cares about saving 
lives should be optimistic about 
the difference that AI can make. If 
we slow down progress in defer-
ence to unfounded concerns, we 
stand in the way of real gains.

We’ve had this kind of debate 
before. The airplane has been a 
massively beneficial piece of tech-
nology. When it was being invented, 
people had a lot of concerns that 
it could be dangerous. And they 
were right! But we didn’t rush to 
put rules in place about how air-
planes should work before we fig-
ured out how they’d fly in the first 
place. Instead, we waited until the 
science was actually understood 
and then worked together to shape 
its application. 

As powerful as advanced AI might 
be someday, we need to understand 
it first and think carefully about 
how it should be applied. The best 
thing we can do is make sure we 
have the best minds working on AI 
and support research that helps 
us develop it faster. Again, it’s just 
math. Not magic.

At a very basic level, I think AI is 
good and not something we should 
be afraid of. We’re already seeing 
examples of how AI can unlock 
value and improve the world. If we 
can choose hope over fear—and if 
we advance the fundamental sci-
ence behind AI—then this is only 
the beginning.

 “A.I. IS  
ALREADY  
SAVING  
LIVES. AND  
THIS IS  
ONLY THE 
BEGINNING.”
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4.

Keep terrorists 
from using 

technology to 
plot and do 

harm.
Yasmin Green, head  

of R&D at Jigsaw (formerly  
Google Ideas)

▼

If you want to dissuade someone 
from joining a group like ISIS, 
you have to reach them at just the 
right moment: before they’ve com-
mitted to its cause. I’ve spent the 
past year talking to people who did 
join the group, and many of them 
started out with questions about 
the so-called Islamic State—about 
the effectiveness of its government 
or the legitimacy of its religious 
claims. ISIS hopes to intercept 
those questions and provide its 
own answers to them via recruit-
ment videos in Arabic, English, 
French, Russian, Chinese, Hebrew, 
and even sign language. It’s very 
inviting. When you talk to people 
who have joined ISIS, they say that 
this is how they got involved. It 
started on the open web.

One way to disrupt online radi-
calization is to redirect vulnerable 
audiences toward credible counter- 
messages just as they start looking 
into those questions. And that’s 
where online advertising comes 
in. We can use it to reach people 
who are interested in ISIS’s mes-
sage but not yet fully commit-
ted. For example, when someone 
searches for religious rulings on 

holy war—fatwas on jihad—online 
ads targeted against these terms 
can redirect them to video testi-
monials from defectors, who can 
talk about what ISIS is really like. 
When we’ve tried this in experi-
ments, targeted audiences clicked 
on our anti-ISIS search ads 70 per-
cent more than comparable ads 
that use similar keywords.

This is a more fruitful approach 
than trying to erase dialog from 
the Internet altogether. We can all 
agree that material that incites vio-
lence doesn’t belong online. But 
when ISIS raises questions about 
the world, you can’t just wipe that 
from the Internet. Ideas need to 
be raised and confronted and dis-
puted. Right now, it can feel danger-
ous to challenge extremism online. 
 People get shouted down, harassed, 
or worse. That gives power to the 
bad guys, because it shuts reason-
able people out of the conversa-
tion, leaving just the violent voices.

We haven’t seen a terrorist orga-
nization as digitally savvy as ISIS 
before, but when you think about it, 
much of what it’s doing isn’t all that 
different from what any teenager 
can do; you wouldn’t be surprised 

if your 14-year-old daughter made 
a video and put it online. It’s only 
surprising because we have this 
idea of terrorists as old, bearded 
men hiding out in the mountains. 
Terrorist groups are evolving like 
the rest of us. We need to continue 
experimenting with solutions that 
meet these groups where they con-
nect with the rest of the world.

5.

Develop 
tools that will 
take climate 

resilience and 
clean energy 
mainstream.

Mary Barra,  
chair and CEO of  
General Motors

▼

A few years before I became CEO, 
we started to think about really big 
trends, and we quickly came to the 
conclusion that climate resilience 
was an area where we could lead. 
And so the question became: As our 
customers learn about and under-
stand the environmental impact of 
driving, how can we provide them 
with vehicles and transportation 
options that allow them to become 
part of the solution?

A company of our size has a huge 
responsibility to find solutions and 
make them available as quickly as 
possible. That’s why we’ve allied 
with Lyft on ride-sharing programs 
and why we purchased Cruise Auto-
mation, a self-driving-tech startup; 
we’ve partnered both companies 
with our in-house teams to drive 

 “WE CAN USE  
ONLINE 
ADVERTISING  
TO INTERCEPT 
PEOPLE  
WHO ARE 
INTERESTED  
IN ISIS.”
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development. It used to be diffi-
cult for outsiders to break into the 
automotive world, but now we’re 
actively looking for great ideas that 
we can bring to scale. We partner 
with startups, with suppliers, and 
with universities, especially on the 
electrification front—we’re con-
stantly trying to figure out, for 
example, how we can make smaller 
battery packs with more power at 
an affordable price. And thanks in 
part to that work, we’re building 
the Chevy Bolt EV, which we expect 
to be the first electric car that truly 
fits the needs of the mass market.

Of course, cars alone won’t solve 
the problem. If you sell electric 
vehicles but don’t have clean elec-
tricity production, you just shift the 
problem somewhere else. And gov-
ernment has a huge role to play. If 
you want autonomous vehicles to 
reduce congestion and get  people 
from point A to point B more effi-
ciently, then you need the right 
legal and regulatory framework 
to ensure you’re developing them 
responsibly. If you want electric 
vehicles to succeed, you need an 
infrastructure of charging stations 
to support consumer adoption.

Every business makes decisions 
about how it uses energy. And peo-
ple notice. They form beliefs about 
companies based on whether they 
are good citizens of the world, and 
those beliefs inform which prod-
ucts they purchase, which stocks 
they buy, and which companies 
they work for. I want the best and 
brightest talent to come work for 
GM. And that’s just one more reason 
why it is important for us to play a 
leadership role. Ultimately, every-
body has a part in solving this prob-
lem, whether you’re a five- person 
startup or a huge manufacturer 
with more than 200,000 employ-

ees. We’ve all heard the rhetoric 
about how big challenges amount 
to big opportunities. In this case, 
it’s absolutely true.

6.

Make it easier 
for citizens 

to participate 
in their 

government.
Satya Nadella,  

CEO of Microsoft

▼

Over the past few decades, busi-
nesses have grown accustomed to 
operating in a data-rich environ-
ment, with systems that help them 
make the most of that data. We know 
when our customers come to our 
websites, when they interact on our 
mobile apps, when they call our sales 
department. We have a 360-degree 
view of who our customers are, what 
they’ve done, and what they’re likely 
to need in the future.

People typically don’t expect 
governments to have those same 
capabilities. But I’ve spent quite a 
bit of time working with the pub-
lic sector—not just in the US but 
worldwide—and I’ve begun to see a 
fundamental shift. Civil servants are 
starting to go after those same capa-
bilities, tapping into the same kind 
of analytic and predictive powers 
that private-sector companies enjoy, 
so they can get better at their jobs.

We see local governments all over 
the world using data to tackle the 
challenges facing their communi-
ties. In Tacoma, Washington, the 
Department of Education can pre-

dict high school dropout rates and 
use that information to disburse 
its scarce resources to bring those 
numbers down. In the Indian state 
of Tamil Nadu, a Microsoft cloud- 
computing platform helped pro-
cess live video from polling booths 
to help ensure free and fair state 
elections. And US cities including 
San Jose, Seattle, New Orleans, and 
New York are using public data sets 
to identify road safety risks and the 
best ways to ameliorate them. 

This is a massive opportunity for 
developers. There’s this impres-
sion that the tech industry inno-
vates quickly, while governments 
are bureaucratic and lethargic. 
That’s changing. They are begin-
ning to run like any large com-
pany that needs to innovate. Of 
course, the public  sector has dif-
ferent standards of security and 
privacy. But these agencies are cre-
ating room for experimentation 
and rapid evolution that, once it 
proves itself, can be brought into 
the core functions of government.

As developers wake up to these 
possibilities, and governments keep 
up this momentum, one day soon 
we’ll be able to interact with our 
local, state, and federal agencies 
as easily and transparently as we 
do with other consumer services. 
As a result, we’ll get rid of many of 
the transactional costs we all bear 
in getting things done—whether it’s 
waiting in line at the DMV, filing our 
taxes, or accessing benefits. It will 
all become more seamless. And as 
you grow trust and reduce transac-
tional costs, that will result in real 
GDP growth. It’s not just technol-
ogy for technology’s sake. Ameri-
ca’s economy grows when we invest 
in infrastructure—and this is just 
infrastructure of a different and 
unprecedented kind. �











“The key to surviving climate change? 
Build tight-knit communities around the world.” 
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A RECIPE FOR TOMORROW
F E E D I N G  A  P L A N E T  O F  9  B I L L I O N  WO N ’ T  B E  E A S Y,  B U T  I T  I S  P O S S I B L E .

B Y    Hillary Rosner

O  F E E D  T H E  9  B I L L I O N  humans who’ll be living on Earth in 35 
years, we’re going to have to double the amount of food avail-
able. That would be a challenge even if those same humans 
weren’t changing the planet’s climate, making it less friendly 
to farming. But agriculture’s inefficiencies, misuse of fertilizer, 

and inappropriate crop choices are actually easy to fix. Feeding the world of 
tomorrow is technologically feasible with existing tools (and some creative 
thinking). It’ll just take some work. 

P R O B L E M

Low yield
Farmers will need to 
produce more food  
on less land, espe-
cially in the develop-
ing world.

S O L U T I O N

Money, seeds,  
and poop
Seeds bred or engi-
neered for specific 
soil and climate types 
and to resist pests  
or diseases will be 
key, as will business 
solutions like One 
Acre Fund’s com-
bination of fertilizer, 
finance, and train-
ing. You get a big hit 
just by raising world-
wide yields for 16 
crops. And then you 
can stop turning  
forests into farms.

P R O B L E M

Waste
For every 100 
calories of food 
grown, people  
eat only about 35.

S O L U T I O N

Sensors  
and apps
Instead of arbitrary 
sell-by dates, how 
about biochemical 
bacteria monitors so 
people don’t trash 
good food? Apps can 
pair extra food with 
those who need it. 
University cafeterias 
are ditching trays, 
leading to a 50 per-
cent drop in waste. 
Oh, and hey: Eat less 
meat. That’ll let farms  
grow food for people 
instead of cows.

P R O B L E M

Extreme 
weather
Droughts and  
floods powered  
by climate change 
are hammering the 
most productive 
food-growing regions.

S O L U T I O N

Insurance and 
genetics
In India, if rainfall 
drops below a level 
that will cause crops 
to fail, some farm-
ers receive rolling 
insurance payouts 
(instead of going out 
of business waiting 
till season’s end). 
Smart seeds can also 
help; the Drought  
Tolerant Maize for 
Africa project has 
developed new 
strains to boost yield.

P R O B L E M

Data drought
Farmers need 
access to weather 
information.

S O L U T I O N

Access
Monsanto paid 
$930 million for  
the data-driven ag  
company Climate  
Corporation because  
the future isn’t just  
seeds and chemicals.  
It’s also timely 
updates on weather, 
water, and pests. 
Radios and cell 
phones can deliver 
the latest forecasts—
news that might help  
farmers decide, say, 
whether to plant a 
drought-adapted crop.

T
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STRE NGTH  
IN  NUMBE RS

T O  S U RV I V E  C L I M AT E  C H A N G E ,  W E  N E E D  T O  B U I L D  T I G H T- K N I T 
C O M M U N I T I E S  A RO U N D  T H E  WO R L D.

B Y    Eric Klinenberg

▲  After a killer  
heat wave in Chicago, 
sociologist Eric 
Klinenberg set out to 
discover why some 
neighborhoods fared 
better than others. 

N  T H E  S U M M E R  of 
1995, a blistering 
heat wave settled 
over Chicago for 
three days. It killed 

739 people, making it one of the 
most unexpectedly lethal disas-
ters in modern American history. 
No statistical models of the heat 
wave predicted such a high death 
toll. Researchers in the American 
Journal of Public Health reported 
that their analysis “failed to detect 
relationships between the weather 
and mortality that would explain 
what happened.”

Just as mysterious as the num-
ber of fatalities was the way they 
were distributed across the city. 
Several of the most deadly areas 
were entirely black and dispro-
portionately poor, but so were 
three of the least deadly. Adjacent 
areas that looked alike—like Engle-
wood and Auburn Gresham, two 
hyper- segregated black South Side 

neighborhoods with high poverty  
and crime—suffered vastly differ-
ent effects.

Scientists who study urban 
breakdowns like this usually focus 
on hard-line infrastructure: electri-
cal grids, transit networks, commu-
nications systems, water lines, and 
the like. And to be sure, Chicago’s 
aging infrastructure was woefully 
equipped for extreme heat. The 

power grid failed, leaving tens of 
thousands without air condition-
ing. Roads buckled and drawbridges 
locked, leading to gridlock and 
long ambulance response times. 
But those failures blanketed the 
entire city; they didn’t explain the 
patchwork death toll.

As a young sociologist who grew 
up in Chicago, I wanted to figure out 
why the heat wave killed who it did, 
where it did. So I set out to examine 
those pairs of “neighboring neigh-
borhoods” that should have fared 
similarly but didn’t.

Englewood and Auburn Gresham 
may have looked similar on paper. 
But when I got to know them at 
street level, they came to look like 
different worlds. Englewood had 
been hemorrhaging for decades: 
first the employers; next the banks, 
groceries, and restaurants; finally 
the people. Residents described the 
area as “bombed out” and 
“abandoned.” Empty lots, 

I
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boarded-up houses, and broken, 
uneven sidewalks discouraged peo-
ple from going outside, especially 
older people. During the heat wave, 
the residents of Englewood tended 
to hunker down in the safety of 
their homes—which became brick 
ovens. Englewood’s death rate 
was among the highest in the city.

Auburn Gresham, on the other 
hand, never lost its core institu-
tions or its people. Stores, restau-
rants, community organizations, 
and churches animated its streets, 
and people hung out on the side-
walks. Older people there belonged 
to block clubs; residents assured 
me they knew who they had to 
keep tabs on during the heat 
wave. Auburn Gresham has long 
been regarded as one of the worst 
neighborhoods in Chicago; but 
its death rate, three per 100,000, 
was among the lowest in the heat 
wave—far lower, in fact, than many 
of the wealthy white neighborhoods 
across town.

Throughout the city, the variable 
that best explained the pattern of 
mortality during the Chicago heat 
wave was what people in my dis-
cipline call social infrastructure. 
Places with active commercial cor-
ridors, a variety of public spaces, 
local institutions, decent sidewalks, 
and community organizations fared 
well in the disaster. More socially 
barren places did not. Turns out 
neighborhood conditions that iso-
late people from each other on a 
good day can, on a really bad day, 
become lethal.

This is important, because cli-
mate change virtually guaran-
tees that, in the next century, 
major cities all over the world will 
endure longer, more frequent, and 
more intense heat waves—along 
with frankenstorms, hurricanes, 

N  O C T O B E R  2 0 1 2 , 
Superstorm Sandy 
smashed into New 
York. With 30-foot 
waves and 14-foot 

surges, the storm killed 24 people 
on Staten Island alone, ripped into 
the Jersey shore, and swamped lower 
Manhattan, one of the most densely 
populated zones in the US and home 
to thousands of public housing units, 
massive hospitals, major under-
ground transit hubs, and several 
of the world’s largest corporations 
and financial institutions. When a 
major electrical substation in the 
East Village took on 4 feet of water, 
it exploded and snuffed out power 
for about 250,000 people below mid-
town. The outage left some of the 

blizzards, and rising seas. And it’s 
inevitable that cities will take steps 
to fortify themselves against this 
future. The first instinct of urban 
leaders is often to harden their 
cities through engineering and 
infrastructure, much of which is 
indeed pretty vital. But research 
keeps reinforcing the lessons of 
Englewood and Auburn Gresham. 
Just as the temperature of a heat 
wave, the height of a storm surge, 
or the thickness of a levee, it’s the 
strength of a neighborhood that 
determines who lives and who dies 
in a disaster. Building against cli-
mate change can either support 
vibrant neighborhood conditions 
or undermine them. We know how 
to do both.

▼  A winning plan 
to buttress 
New York against 
climate change 
essentially swathes 
lower Manhattan in 
a fortress of storm 
protection disguised 
as a smorgasbord 
of public space.

Eric Klinenberg
(@EricKlinenberg)
is a professor of 
sociology and director 
of the Institute for 
Public Knowledge at 
New York University. 
He is a coauthor 
(with Aziz Ansari) 
of Modern Romance: 
An Investigation.
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CONDÉ NAST AND CADILLAC PRESENT THE DARING 25

WIRED celebrated the most innovative visionaries in technology at Condé Nast and Cadillac’s Daring 25 event 

on July 27 at the brand-new Cadillac House in New York.

 

The Daring 25 were chosen by five publications within Condé Nast—Vanity Fair, GQ Style, Architectural Digest, 
Bon AppŽtit, and WIRED—for their outstanding achievements in entertainment, fashion, food, design, and tech. 

The groundbreaking program brought together the most forward-thinking thought leaders across several 

industries that are redefining what it means to be daring in 2016.  

 

Honorees including Red Bull’s Andy Walshe, Samasource founder Leila Janah, Refugees United’s Christopher 

and David Mikkelsen, and former Pinterest engineer Tracy Chou gathered at Cadillac’s new downtown 

headquarters. Guests were treated to a DJ set by fashion designer and Daring 25 nominee Virgil Abloh and a 

performance by saxophonist Kamasi Washington, another Daring 25 nominee. An interactive light installation 

and photo booth by lighting designer Philippa Price also kept the crowd entertained.

For more details on the Daring 25, check out their stories at wired.com/daring25.

From left: David Mikkelsen and Christopher Mikkelsen ©Matteo Prandoni/BFA.com; Tracy Chou ©Matteo Prandoni/BFA.com; Leila Janah, Soraya Darabi, Beth Ferreira ©Charles Roussel/BFA.com
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most impoverished and some of the 
most affluent people in the city alike 
stranded on high floors of apartment 
buildings without water, electricity, 
or elevator service for nearly a week.

Like the Chicago heat wave, Sandy 
turned up evidence for the impor-
tance of social infrastructure. A study 
conducted by the University of Chi-
cago’s National Opinion Research 
Center and the Associated Press 
showed that residents of neigh-
borhoods with low levels of social 
cohesion—as measured by how 
much people said they trusted their 
neighbors—reported longer recovery 
times. Much of the initial response to 
the storm, however, focused on hard 
infrastructure. Prominent climate 
scientists and engineers called for 
vast, colossally expensive seawalls 
around big cities and on coast lines.

Even in pure engineering terms, 
sea gates and seawalls can impart 
a false sense of security: They can 
accelerate coastal erosion, and if 
they fail, they can fail catastroph-
ically. They also erode the quality 
of neighborhoods; when an ocean-
front area turns into a fortress, peo-
ple lose their connections to the 
water, and street life dries up. Who 
wants to live behind an enormous 
seawall? (Plus, storm surge has to 
go somewhere. Who wants to live 
where the wall ends?)

Luckily, officials have started to 
embrace the idea that social infra-
structure is as essential to resilience 
as the hard stuff. In 2013, I started 
serving—at the behest of the White 
House—as the research director 
for an international competition 
called Rebuild by Design. The com-
petition’s purpose was to allocate 
around $1 billion for major projects 
that would make the areas affected 
by Sandy more resilient against cli-
mate change and serve as pilots for 

the rest of the country. And a major 
requirement of the competition was 
that the projects should improve 
social infrastructure.

The six winning plans were 
announced in 2014. The highest- 
profile project, by architect  Bjarke 
Ingels and the BIG Team along 
with One Architecture, essentially 
swathes lower Manhattan in a for-
tress of storm protection disguised 
as a smorgasbord of public space. 
The portion of the design proposed 
for the Lower East Side—which is, 
for now, the only funded part of 
the project—lines the waterfront 
with lushly planted berms that give 
pedestrians easier access to a slew 
of amenities on the water’s edge. 
The berms, which are 18.5 feet at 
their peak, absorb storm surges 
when necessary, but their every-
day function is just as important: 
serving as parklands and recre-
ational areas for people who live 
in an especially gray and unpleas-
ant part of an especially gray city.

Another winning design—far 
more low-key and far less expen-
sive—will subtly transform the 
coastline of Staten Island. Being 

directly exposed to the Atlan-
tic, Staten absorbed waves so 
large during Sandy that they tore 
through communities blocks from 
the ocean, where no one expected 
a deluge. Working from computer 
models of waves and tidal flow, the 
landscape design firm Scape pro-
posed a necklace of submerged 
reefs and oyster beds to rim the 
island’s Atlantic coast—partially 
man-made, partially natural struc-
tures that will promote sedimen-
tation and absorb a tremendous 
amount of wave energy. But not all 
of it. Scape’s plan makes a point 
of acknowledging the inescapable 
fact that water is coming: Part of 
the project even launches a new 
school curriculum to teach kids on 
the island how their fate is linked to 
the fate of the oceans. It also links 
people in the area to each other, 
with plans for the construction of 
several cultural and educational 
hubs along the shore.

Neither project is under con-
struction yet; the plan for lower 
Manhattan has received $335 mil-
lion dollars in federal funding, 
and the Staten Island project has 
received $60 million. Both could 
get steered off course. Late- stage 
budget cuts could reduce the Lower 
East Side’s verdant berms to an ugly 
and imposing seawall, exactly the 
kind of project that Rebuild by 
Design was supposed to reject. But 
so far the plans have wide support 
from local and federal offices, and 
other cities around the world have 
taken notice. People are realizing 
that when the floods come or the 
heat wave settles, neighbors are 
the true first responders. Next up, 
we’ll be able to focus on an even 
more urgent problem: reducing our 
greenhouse gas emissions before 
there’s no way to adapt. �

WHEN THE FLOODS  
COME,  NE IGHBORS 

ARE THE TRUE 
F IRST  RESPONDERS.
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DELIVERING AID WITHOUT ROADS

In Papua New Guinea, Doctors Without Borders is  

testing the use of unmanned aerial vehicles (UAVs) to 

reach remote villages cut off by poor road conditions— 

reducing the time needed to deliver essential medicines 

and vaccines, and transport diagnostic samples back to  

its labs for testing.

Visit doctorswithoutborders.org  
to learn more about this groundbreaking work.

A LOOK AT HOW DOCTORS WITHOUT  

BORDERS IS PUSHING BOUNDARIES  

TO SAVE MORE LIVES. 

Doctors Without Borders is always focused 

on what will make the biggest difference for 

its patients. It constantly examines models  

of care, challenges medical norms that fail  

patients, and invents or adapts the best  

available tools and technology to some of  

the most unforgiving environments on earth.

Innovations  
With Impact
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A DV E R T I S E M E N T

LEARNING FROM A VACCINATION-SHORTAGE CRISIS

In Uganda, faced with a looming shortage of the  

meningitis-A vaccine, Doctors Without Borders teams  

tested whether a fifth of the dose would be just as  

effective, so it could expand its immunization coverage. 

The shortage never occurred, but the test showed the  

entire medical world a new, better way to save more lives. 

DESIGNING THE HOSPITAL OF THE FUTURE

Doctors Without Borders recently completed the success-

ful testing of 3-D printing and virtual reality technology to 

improve the design of its hospitals. The 3-D printing was 

used to create a model of an existing hospital in order to 

develop a virtual world that allows the user to navigate 

through it. The technology will make discussions about 

hospital design more efficient as well as improve staff 

training and collaboration with partners like local ministries 

of health.

ADAPTING TO FIELD CONDITIONS BY GOING GREEN

Doctors Without Borders works in many remote locations 

with no access to electricity and often relies on  

fuel-powered generators. The organization’s logistics  

teams are working to make projects more efficient,  

environmentally friendly, and secure against fuel shortages 

through advances like this hybrid solar panel system in its  

Moïssala malaria project in South Chad, which saves more 

than 3,600 gallons of fuel a year.

LEVERAGING NEW TECHNOLOGY  

TO PROVIDE IMMEDIATE CARE

Doctors Without Borders is testing “PEEK”—a smart-

phone-based portable eye exam kit that allows health 

workers to diagnose and manage eye diseases in remote 

settings. The hope is to use the kit to screen patients  

for cerebral malaria, a severe malaria complication that  

can lead to rapid death if not treated.
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T H E  U S  O F F I C E  of Personnel Man-
agement doesn’t radiate much 
glamour. As the human resources 
department for the federal govern-
ment, the agency oversees the legal 
minutiae of how federal employ-
ees are hired and promoted and 
manages benefits and pensions for 
millions of current and retired civil 
servants. The core of its own work-
force, numbering well over 5,000, is 
headquartered in a hulking Wash-
ington, DC, building, the interior of 
which has all the charm of an East 
German hospital circa 1963. It’s the 
sort of place where paper forms still 
get filled out in triplicate.

The routine nature of OPM’s busi-
ness made the revelations of April 15, 
2015, as perplexing as they were dis-
turbing. On that morning, a security 
engineer named Brendan Saulsbury 
set out to decrypt a portion of the 
Secure Sockets Layer (SSL) traffic 
that flows across the agency’s digital 
network. Hackers have become adept 
at using SSL encryption to cloak their 
exploits, much as online vendors use 
it to shield credit card numbers in 
transit. Since the previous December, 
OPM’s cybersecurity staff had been 
peeling back SSL’s camouflage to get 
a clearer view of the data sloshing 
in and out of the agency’s systems.

Soon after his shift started, Sauls-
bury noticed that his decryption 
efforts had exposed an odd bit of out-

bound traffic: a beacon-like signal 
pinging to a site called  opm security 
.org. But the agency owned no such 
domain. The OPM-related name sug-
gested it had been created to deceive. 
When Saulsbury and his colleagues 
used a security program called 
Cylance V to dig a little deeper, 
they located the signal’s source: a 
file called mcutil.dll, a standard com-
ponent of software sold by security 
giant McAfee. But that didn’t make 
sense; OPM doesn’t use McAfee 
products. Saulsbury and the other 
engineers soon realized that mcutil 
.dll was hiding a piece of malware 
designed to give a hacker access to 
the agency’s servers.

The Office of Personnel Manage-
ment repels 10 million attempted 
digital intrusions per month—
mostly the kinds of port scans and 
phishing attacks that plague every 
large-scale Internet presence—so 
it wasn’t too abnormal to discover 
that something had gotten lucky 
and slipped through the agency’s 
defenses. In March 2014, for exam-
ple, OPM had detected a breach in 
which blueprints for its network’s 
architecture were siphoned away. 
But in this case, the engineers 
noticed two unusually frightening 
details. First, opmsecurity.org had 
been registered on April 25, 2014, 
which meant the malware had 
probably been on OPM’s network 
for almost a year. Even worse, the 
domain’s owner was listed as “Steve 
Rogers”—the scrawny patriot who, 
according to Marvel Comics lore, 
used a vial of Super-Soldier Serum 
to transform himself into Captain 
America, a member of the Avengers. 

Registering sites in Avengers- 
themed names is a trademark of 
a shadowy hacker group believed 
to have orchestrated some of the 
most devastating attacks in recent 

memory. Among them was the infil-
tration of health insurer Anthem, 
which resulted in the theft of per-
sonal data belonging to nearly 
80 million Americans. And though 
diplomatic sensitivities make US 
officials reluctant to point fin-
gers, a wealth of evidence ranging 
from IP addresses to telltale email 
accounts indicates that these hack-
ers are tied to China, whose mili-
tary allegedly has a 100,000-strong 
cyber espionage division. (In 2014 
a federal grand jury in Pennsylva-
nia indicted five people from one of 
that division’s crews, known as Unit 
61398, for stealing trade secrets 
from companies such as Westing-
house and US Steel; all the defen-
dants remain at large.)

Once Captain America’s name 
popped up, there could be little 
doubt that the Office of Personnel 
Management had been hit by an 
advanced persistent threat (APT)—
security- speak for a well-financed, 
often state-sponsored team of hack-
ers. APTs like China’s Unit 61398 
have no interest in run-of-the-mill 
criminal activities such as selling 
pilfered Social Security numbers on 
the black market; they exist solely 
to accumulate sensitive data that 
will advance their bosses’ political, 
economic, and military objectives. 
“Everyone can always say, ‘Oh, yeah, 
the Pentagon is always going to be 
a target, the NSA is always going to 
be a target,’ ” says Michael Daniel, 
the cybersecurity coordinator at 
the White House, who was apprised 
of the crisis early on. “But now you 
had the Office of Personnel Manage-
ment as a target?”

To figure out why the hackers had 
trained their sights on OPM, inves-
tigators would have to determine 
what, if anything, had been stolen 
from the agency’s network over the 
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preceding year. But first they had to 
hunt down and eliminate the mal-
ware on its network, an archaic mon-
strosity that consisted of as many as 
15,000 individual machines.

U R T I S  M E J E U R  was 
a victim of dreadful  
timing. A wry and 

diminutive former marine who had 
served in Fallujah, where he mapped 
insurgent strongholds as part of an 
intelligence unit dubbed the Hob-
bits, Mejeur started work as one of 
OPM’s senior IT strategists on April 
1, 2015. He was still getting accli-
mated to his new job when, on the 
morning of April 16, he was handed 
the most daunting assignment of his 
career: Lead the effort to snuff out 
the attack on the agency’s network.

Based on the little he’d already 
heard about the malware’s power 
and lineage, Mejeur was certain his 
investigation would uncover plenty 
of nasty surprises. But he wouldn’t 
have to deal with them alone; early 
that morning, a team of engineers 
from the US Computer Emergency 
Readiness Team, the Department of 
Homeland Security unit that han-
dles digital calamities, marched into 
OPM’s headquarters. The engineers 
set up a command post in a win-
dowless storage room in the sub-
basement, just down the hall from 
where Saulsbury had discovered 
the hack less than 24 hours earlier. 

Since they couldn’t trust OPM’s 
compromised network, the visitors 
improvised their own by lugging in 
workstations and servers that they 
could seal behind a customized fire-
wall. Soon enough, the subbase-
ment was filled with the incessant 
clatter of keyboards, occasionally 
punctuated by the hiss of a Red Bull 
being popped open. The dozen-plus 
engineers rarely uttered more than 

a few words to one another, which is 
how they prefer to operate.

One of the US-CERT team’s first 
moves was to analyze the malware 
that Saulsbury had found attached 
to mcutil.dll. The program turned 
out to be one they knew well: a vari-
ant of PlugX, a remote-access tool 
commonly deployed by Chinese- 
speaking hacking units. The tool 
has also shown up on computers 
used by foes of China’s government, 
including activists in Hong Kong and 
Tibet. The malware’s code is always 
slightly tweaked between attacks so 
firewalls can’t recognize it.

The hunt to find each occurrence 
of PlugX continued around the clock 
and dragged into the weekend. A 
sleeping cot was squeezed into the 
command post, where temperatures 
became stifling when the building’s 
air conditioners shut off as usual on 
Saturdays and Sundays. 

The hunt turned up not just mal-
ware but also the first inklings of 
the breach’s severity. A technician 
from the security software company 
Cylance, who was supporting the 
effort, spotted encrypted .rar files 
that the attackers had neglected to 
delete. He knew that .rar files are 

used to store compressed data and 
are often employed by hackers to 
shrink files for efficient exfiltration. 
In an email to Cylance CEO Stuart 
McClure on Sunday, April 19, the 
technician was blunt in his assess-
ment of OPM’s situation: “They are 
fucked btw,” he wrote.

By Tuesday the 21st, having 
churned through a string of nearly 
sleepless days and nights, the inves-
tigators felt satisfied that they’d 
done their due diligence. Their scans 
had identified over 2,000 individ-
ual pieces of malware that were 
unrelated to the attack in question 
(everything from routine adware to 
dormant viruses). The PlugX vari-
ant they were seeking to annihilate 
was present on fewer than 10 OPM 
machines; unfortunately, some of 
those machines were pivotal to the 
entire network. “The big one was 
what we call the jumpbox,” Mejeur 
says. “That’s the administrative 
server that’s used to log in to all the 
other servers. And it’s got malware 
on it. That is an ‘Oh feces’ moment.” 

By controlling the jumpbox, the 
attackers had gained access to every 
nook and cranny of OPM’s digital 
terrain. The investigators won-
dered whether the APT had pulled 
off that impressive feat with the aid 
of the system blueprints stolen in the 
breach discovered in March 2014. If 
that were the case, then the hackers 
had devoted months to laying the 
groundwork for this attack.

At first, the investigators left each 
piece of malware in place, electing 
only to throttle its ability to send out-
bound traffic; if the attackers tried 
to download any data, they would 
find themselves confined to dial-up 
speeds. But on April 21, Mejeur and 
the US-CERT team began to dis-
cuss whether it was time to boot the 
attackers, who would thus learn that 
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they’d been caught. “If I miss one 
remote-access tool, they’ll come 
back in through that variant, they’ll 
reestablish access, and then they’ll 
go dormant for six months to a year 
at least,” says a US-CERT incident 
responder who participated in the 
OPM investigation and who agreed 
to speak on the condition he remain 
anonymous. “And then a year later, 
they’ve now put malware in a lot of 
different places, and you don’t know 
what’s happening because you think 
you already mitigated the threat.”

The debate continued until the 
evening of Friday, April 24, when 
an opportunity presented itself: 
As part of a grid modernization 
program in Washington, OPM’s 
building was scheduled to have its 
power cut for several hours. The 
team decided that, even though it 
would mostly be just a psycholog-
ical triumph, they would dump the 
malware just minutes before the 
blackout. If the attackers were mon-
itoring the network, they wouldn’t 
realize their access had been cut 
until everything finished booting 
up at least 12 hours later.

By the time power was restored 
on the 25th, the hackers no longer 
had the means to roam OPM’s net-
work—or at least that’s what every-
one hoped. The investigators could 
finally turn toward piecing together 
what the attackers had hauled away.

H E R E  I S  A  common 
misperception that 
the surest way to 

frustrate hackers is to encrypt data. 
But advanced persistent threats are 
skilled at routing around such mea-
sures. The first item groups like these 
usually swipe is the master list of 
credentials—the usernames and 
passwords of everyone authorized 
to access the network. The group’s 

foot soldiers will then spend weeks 
or months testing those credentials 
in search of one that offers maximum 
system privileges; the ideal is one 
that belongs to a domain administra-
tor who can decrypt data at will. To 
minimize their odds of tripping any 
alarms, the attackers will try each 
credential only once; then they’ll 
wait hours to try the next. Since 
these hackers are likely salaried 
employees, investing that much time 
in an attack is just part of the job.

There is a straightforward way 
to foil this approach: multifactor 
authentication, which requires any-
one logging in to a network to be 
in physical possession of a chip- 
enhanced ID card that correlates 
with their username and pass-
word. OPM has such an authenti-
cation scheme, but it wasn’t fully 
implemented until January 2015—
too late to prevent the PlugX attack. 
The beacon that connected to opm-
security.org helped the attackers 
keep their foothold in the network.

When hackers utilize genuine cre-
dentials, life becomes difficult for 
those who specialize in post  attack 
forensics. Investigators must deter-
mine when authorized credential 
holders weren’t using their accounts 
at times when the records state oth-
erwise. And the only way to accom-
plish that is through face-to-face 
interviews: For nearly a month, 
Mejeur and the US-CERT engineers 
grilled hundreds of OPM employ-
ees in groups of six. Since human 
memories are so faulty, the inves-
tigators counted themselves fortu-
nate when an employee was able to 
recall that they had been on vacation 
while their credential was in use for 
a particular week; the team could 
then analyze that account’s activ-
ity during that span, confident that 
a hacker was responsible for it all.

Operation Aurora
DEC 2009–JAN 2010
Targets  Google, Adobe, and more than two 
dozen other companies  Attack Details  By  
exploiting a vulnerability in Internet Explorer, 
the hackers seem to have accessed the 
source code for numerous software products. 
China was blamed for ordering the attack in 
part to bolster its ability to monitor dissidents.

Unit 61398 Attacks
2006–APRIL 2014 (AT LEAST)
Targets  Westinghouse, Alcoa, US Steel, 
and numerous other American manufacturers
Attack Details  According to a 2014 federal 
indictment, Unit 61398 of China’s People’s 
Liberation Army went after American trade 
secrets: From Westinghouse, for example, 
the hackers are alleged to have taken plans 
for a certain type of nuclear power plant.

Operation Cleaver
2012–2014 (AT LEAST)
Targets  US Navy and several critical infra-
structure companies
Attack Details  According to security firm 
Cylance, Operation Cleaver was sponsored  
by Iran, which fields a cyberespionage divi-
sion on par with China’s. Cylance claims the 
hackers obtained data that could help Iranian 
agents create fake airport security cards.

DNC Hack
2015–2016
Target  The Democratic National Committee
Attack Details  The malware used to steal 
DNC emails was similar to that used against 
Germany’s parliament in 2015—an attack 
German intelligence blamed on Russia. Secu-
rity company CrowdStrike identified two Rus-
sian hacking crews, nicknamed Fancy Bear 
and Cozy Bear, as the attacks’ architects.

Massive Attacks
Advanced persistent threats are 

organized hacking teams that can invest 
the time necessary to wreak maximum 

damage on their high-profile targets, be 
they corporations or governments.  

But how that data is used by the attackers 
often remains a mystery. — B . I . K .
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Using artifi cial intelligence, Cylance outsmarts even the most determined hackers. We 
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THE GREEN GURU GUIDE 

TO SURVIVING THE HOLIDAY 

SHOPPING FRENZY

The moment you put down that turkey drumstick on 

Thanksgiving, you’ll have one thing on your mind: the 

holidays. It’s a season that makes your already never-

ending to-do list even longer. Get back into the holiday 

spirit with the GEICO Gecko’s tips for saving time and 

money in 15 minutes or less.

1. Download Apps to Manage Your List

It takes less than a minute to download most apps, but 

they can save you time and money. Keep track of what 

you purchased and spent with an app that manages your 

holiday gift list. You’ll also want a price-checking app. 

2. Follow a Gift Guide

Drawing a blank on what to buy? Look for holiday gift 

guides on media outlets and websites that appeal to those 

you’re shopping for. For example, if you’re looking for 

someone who wants the most up-to-date gadgets, do a 

quick search on WIRED.

To learn more about how GEICO can help you save time

and money this holiday season, visit geico.com.
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LEGAL NOTICE
If You Purchased A GeForce GTX 970 Graphics 

Processing Unit Between September 1, 2014 To August 24, 
2016, You May Be Entitled To Cash

In re NVIDIA GTX 970 Graphics Chip Litigation, Case No. 
15-CV-00760-PJH

WHAT IS THIS NOTICE ABOUT?
A lawsuit is pending in the United States District Court, 
Northern District of California, (the “Litigation”) that may 
affect your rights.  The Litigation claims that NVIDIA 
Corporation (“NVIDIA”), Gigabyte Global Business 
Corporation, G.B.T. Inc., ASUS Computer International, and 
EVGA Corporation (collectively, “Defendants”) sold GeForce 
GTX 970 graphics processing units (“GTX 970 GPU”) to 
consumers based on inaccurate information regarding the 
GTX 970 GPU’s specifications and performance.  Defendants 
deny these claims.  The Court did not rule in favor of Plaintiffs 
or Defendants.  Instead, the parties agreed to a proposed 
settlement.
AM I A MEMBER OF THE CLASS?
The class is defined as all persons and entities residing in the 
United States of America who purchased a GTX 970 GPU from 
the Defendants, the AIC Partners (defined in the full notice) or 
their authorized retailers between September 1, 2014 to August 
24, 2016 other than for purposes of resale or distribution. 
WHAT DOES THE SETTLEMENT PROVIDE?
Subject to Court approval, Defendants will pay $30 cash for 
each qualifying GTX 970 GPU device purchased in the U.S. 
between September 1, 2014 to August 24, 2016.  There is no 
limit on the number of GTX 970 GPU devices a person can 
submit a claim for, so long as they submit the necessary proof 
of purchase.
WHAT ARE MY RIGHTS ?
You have a choice of whether to stay in the Class or not, and 
you must decide this now.  
1. You Can Accept the Settlement.  Class Members who 
wish to receive a Cash Payment must submit claims by 
November 30, 2016.  You can access a Claim Form at  
www.GTX970settlement.com.  Read the instructions carefully, 
fill out the form, and submit it online on or before November 
30, 2016.  Alternatively, you may also submit a Claim Form by 
mailing it to the following address:  Nvidia GTX 970 Graphics 
Chip Settlement Administrator, P.O. Box 43431, Providence, 
RI 02940-3431.  It must be postmarked no later than November 
30, 2016.  Claim Forms may also be e-mailed or faxed to 
Admin@GTX970settlement.com or (877) 811-7556, and 
must be received by the Administrator no later than 11:59 p.m. 
Pacific Time on November 30, 2016 to be considered valid.  If 
you fail to submit a timely Claim Form and do not exclude 
yourself from the Settlement, then you will be bound by the 
Settlement but will not receive a Cash Payment. If you stay in 
the Class, you will be legally bound by all orders and judgments 
of the Court, and you won’t be able to sue, or continue to sue, 
Defendants as part of any other lawsuit involving the same 
claims that are in this lawsuit.  
2. You Can Object to the Settlement.  You can ask the Court to 
deny approval by filing an objection with the Court.  You can’t 
ask the Court to order a larger settlement; the Court can only 
approve or deny the settlement.  If the Court denies approval, 
no settlement payments will be sent out and the lawsuit will 
continue.  If that is what you want to happen, you must object. 
You may hire your own lawyer to appear in Court for you if you 
wish; however, if you do, you will be responsible for paying 
that lawyer on your behalf.
Objections to the proposed Settlement will be considered by the 
Court only if such objections are filed in writing by November 
8, 2016 with the Clerk of the Court at Clerk of the Court, United 
States District Court, Northern District of California, 1301 
Clay Street, Suite 400S, Oakland, CA 94612. Objections must 
clearly state your name, address, telephone number, the title 
of this Litigation, the manufacturer or Product Identification 
Number for your GTX 970 GPU, and provide a detailed 
description of the grounds for each objection you make.
3. You Can “Opt Out” of the Settlement.  If you exclude yourself 
from the Class – which is sometimes called “opting out” of the 
Class – you won’t get a payment from the Settlement but won’t 
be barred from asserting claims against Defendants.  Such 
notice shall include your name, address, telephone number, 
Unit brand, approximate date of purchase, and a statement 
that you want to be excluded from the lawsuit In re NVIDIA 
GTX 970 Graphics Chip Litigation, Case No. 15-CV-00760-
PJH.  Send the written notice to Nvidia GTX 970 Graphics 
Chip Settlement Administrator, P.O. Box 43431, Providence, 
RI 02940-3431 no later than November 8, 2016.
THE FAIRNESS HEARING
On December 7, 2016, at 9 a.m., the Court will hold a hearing 
in the United States District Court for the Northern District of 
California to determine: (1) whether the proposed Settlement is 
fair, reasonable, and adequate and should receive final approval; 
and (2) whether the application for Plaintiffs’ attorneys’ fees 
and expenses of $1.3 million (which is in addition to and 
separate from all other consideration and remedies available to 
the Settlement Class), and a total payment of up to $25,000 
to some or all of the 24  named plaintiffs should be granted.    
Class Members who support the proposed Settlement do not 
need to appear at the hearing or take any other action to indicate 
their approval.  
HOW CAN I GET MORE INFORMATION?
This is only a summary of the Settlement. If you have questions 
or want to view the detailed notice or other documents about 
this lawsuit, including the Settlement Agreement, you  may 
visit www.GTX970settlement.com.  You may also contact 
Class Counsel by email at info@bursor.com, or  call the 
Settlement Administrator at: (844) 312-5253.   You may also 
review the Court’s docket for this case online at https://ecf.
cand.uscourts.gov or visit the Court Clerk’s office during 
regular business hours. 
By Order of the United States District Court for the Northern 
District of California.
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ONE THEORY 
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As the investigators laboriously 
sifted through interview transcripts 
and network logs, they created a 
rough timeline of the attack. The 
earliest incursion they could iden-
tify had been made with an OPM cre-
dential issued to a contractor from 
KeyPoint Government Solutions. 
There was no way to know how the 
hackers had obtained that creden-
tial, but the investigators knew that 
KeyPoint had announced a breach 
of its own in December 2014. There 
was a good chance that the hackers 
had first targeted KeyPoint in order 
to harvest the single credential nec-
essary to compromise OPM.

Once established on the agency’s  
network, they used trial and error 
to find the credentials necessary to 
seed the jumpbox with their PlugX 
variant. Then, during the long 
Fourth of July weekend in 2014, 
when staffing was sure to be light, 
the hackers began to run a series of 
commands meant to prepare data 
for exfiltration. Bundles of records 
were copied, moved onto drives 
from which they could be snatched, 
and chopped up into .zip or .rar files 
to avoid causing suspicious traffic 
spikes. The records that the attack-
ers targeted were some of the most 
sensitive imaginable.

The hackers had first pillaged a 
massive trove of background-check 
data. As part of its human resources 
mission, OPM processes over 2 mil-
lion background investigations per 
year, involving everyone from con-
tractors to federal judges. OPM’s 
digital archives contain roughly 
18 million copies of Standard Form 
86, a 127-page questionnaire for fed-
eral security clearance that includes 
probing questions about an appli-
cant’s personal finances, past sub-
stance abuse, and psychiatric care. 
The agency also warehouses the 

data that is gathered on applicants 
for some of the government’s most 
secretive jobs. That data can include 
everything from lie detector results 
to notes about whether an applicant 
engages in risky sexual behavior.

The hackers next delved into the 
complete personnel files of 4.2 mil-
lion employees, past and present. 
Then, just weeks before OPM booted 
them out, they grabbed approxi-
mately 5.6 million digital images of 
government employee fingerprints.

When OPM went public with 
news of the hack in early June, 
speculating about the attackers’ 
plans for the data became a popu-
lar Beltway pastime: Some of the 
theories involved a Chinese plot 
to recruit agents and, more out-
landishly, a scheme to graft finger-
prints onto Chinese spies so they 
could foil biometric sensors. But 
concrete evidence of the hackers’ 
long-term intentions remains vir-
tually nonexistent, which may be 
the scariest part of all.

“We haven’t seen a single indi-
cation of this data being used any-
where,” says Arun Vishwanath, a 
cybersecurity researcher at the 
State University of New York at 

Buffalo. “Yeah, we know the data is 
gone, but where did it go? What’s 
the purpose of all of this? No one has 
the answer to any of that.”

H E  CO N G R E S S I O N A L  

hearings that take 
place in the wake of 

national calamities often have a 
vicious edge, and the one looking 
into the OPM hack was no excep-
tion. The agency’s director, Kath-
erine Archuleta, turned in a clumsy 
performance before the House 
Oversight Committee: She failed to 
offer a clear idea of how many peo-
ple had been affected by the attack, 
and she seemed to duck personal 
responsibility by repeatedly men-
tioning how difficult it is to secure 
OPM’s aging “legacy systems.” The 
committee’s members reacted with 
predictable scorn.

“I wish that you were as strenuous 
and hardworking at keeping infor-
mation out of the hands of hackers 
as you are keeping information out 
of the hands of Congress and federal 
employees,” chided representative 
Stephen Lynch (D-Massachusetts).

Damning details about OPM’s 
porous security emerged at the 
hearing. The agency’s own assis-
tant inspector general for audits 
testified about what he character-
ized as a “long history of systemic 
failures to properly manage its IT 
infrastructure.” 

The tone of the hearings struck 
some observers as overly brutal. The 
OPM brain trust received no credit 
for implementing the SSL decryp-
tion program that had led to the 
attack’s discovery, nor for acting fast 
to quell the threat. “They could easily 
have just buried all this stuff and no 
one would ever have known,” says  
Stuart McClure, the Cylance CEO.  
“But they  CONTINUED ON PAGE 142



#62MILLIONGIRLS

Globally, 62 million girls are not in school and even 

more are fighting to stay there. Girls empowered with 

an education will delay marriage, have fewer children, 

earn a higher income, and are more likely to invest in 

their families and communities. When girls gain skills, 

knowledge, and confidence, they break the cycle of 

poverty and help strengthen societies.  
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“A lot more people will get to do what very 
few have done: leave the planet.”  
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I T ’ S  H A R D  T O  T H I N K  O F  a single technology that will shape our world more in the next 50 years than 
artificial intelligence. As machine learning enables our computers to teach themselves, a wealth of break-
throughs emerge, ranging from medical diagnostics to cars that drive themselves. A whole lot of worry 
emerges as well. Who controls this technology? Will it take over our jobs? Is it dangerous? President Obama 
was eager to address these concerns. The person he wanted to talk to most about them? Entrepreneur and 
MIT Media Lab director Joi Ito. So I sat down with them in the White House to sort through the hope, the 
hype, and the fear around AI. That and maybe just one quick question about Star Trek. — Scott Dadich

This interview has been edited and condensed.
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Scott Dadich Thank you both 
for being here. How’s your day been 
so far, Mr. President?

Barack Obama Busy. Produc-
tive. You know, a couple of interna-
tional crises here and there.

S.D. I want to center our con-
versation on artificial intelligence, 
which has gone from science fiction 
to a reality that’s changing our lives. 
When was the moment you knew 
that the age of real AI was upon us?

B.O. My general observation 
is that it has been seeping into our 
lives in all sorts of ways, and we just 
don’t notice; and part of the reason is 
because the way we think about AI is 
colored by popular culture. There’s a 
distinction, which is probably famil-
iar to a lot of your readers, between 
generalized AI and specialized AI. In 
science fiction, what you hear about 
is generalized AI, right? Computers 
start getting smarter than we are 
and eventually conclude that we’re 
not all that useful, and then either 
they’re drugging us to keep us fat 
and happy or we’re in the Matrix. 
My impression, based on talking 

to my top science advisers, is that 
we’re still a reasonably long way 
away from that. It’s worth think-
ing about because it stretches our 
imaginations and gets us thinking 
about the issues of choice and free 
will that actually do have some sig-
nificant applications for specialized 
AI, which is about using algorithms 
and computers to figure out increas-
ingly complex tasks. We’ve been see-
ing specialized AI in every aspect of 
our lives, from medicine and trans-
portation to how electricity is dis-
tributed, and it promises to create a 
vastly more productive and efficient 
economy. If properly harnessed, it 
can generate enormous prosperity 
and opportunity. But it also has some 
downsides that we’re gonna have to 
figure out in terms of not eliminating 
jobs. It could increase inequality. It 
could suppress wages.

Joi Ito This may upset some of 
my students at MIT, but one of my 
concerns is that it’s been a predom-
inately male gang of kids, mostly 
white, who are building the core 
computer science around AI, and 
they’re more comfortable talking to 
computers than to human beings. A 

lot of them feel that if they could just 
make that science-fiction, general-
ized AI, we wouldn’t have to worry 
about all the messy stuff like politics 
and society. They think machines 
will just figure it all out for us.

B.O. Right.

J.I. But they underestimate 
the difficulties, and I feel like this is 
the year that artificial intelligence 
becomes more than just a computer 
science problem. Everybody needs 
to understand that how AI behaves 
is important. In the Media Lab we 
use the term extended intelligence.
Because the question is, how do we 
build societal values into AI?

B.O. When we had lunch a 
while back, Joi used the example of 
self-driving cars. The technology is 
essentially here. We have machines 
that can make a bunch of quick deci-
sions that could drastically reduce 
traffic fatalities, drastically improve 
the efficiency of our transportation 
grid, and help solve things like car-
bon emissions that are causing the 
warming of the planet. But Joi made 
a very elegant point, which is, what 
are the values that we’re going to 
embed in the cars? There are gonna 
be a bunch of choices that you have 
to make, the classic problem being: 
If the car is driving, you can swerve 
to avoid hitting a pedestrian, but 
then you might hit a wall and kill 
yourself. It’s a moral decision, and 
who’s setting up those rules?

J.I. When we did the car trol-
ley problem, we found that most 
people liked the idea that the driver 
and the passengers could be sac-
rificed to save many people. They 
also said they would never buy a 
self-driving car. [Laughs.]

Using machine 
learning to extend 

the abilities of 
human intelligence.

A 2016 MIT Media 
Lab study in which 

respondents weighed 
certain lose-lose 

situations facing a 
driverless car. E.g., 
is it better for five 

passengers to 
die so that five 

pedestrians can live, 
or is it better for 
the passengers 
to live while the 
pedestrians die?
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S.D. As we start to get into 
these ethical questions, what is the 
role of government?

B.O. The way I’ve been think-
ing about the regulatory struc-
ture as AI emerges is that, early in 
a technology, a thousand flowers 
should bloom. And the government 
should add a relatively light touch, 
investing heavily in research and 
making sure there’s a conversation 
between basic research and applied 
research. As technologies emerge 
and mature, then figuring out how 
they get incorporated into existing 
regulatory structures becomes a 
tougher problem, and the govern-
ment needs to be involved a little 
bit more. Not always to force the 
new technology into the square peg 
that exists but to make sure the reg-
ulations reflect a broad base set of 
values. Otherwise, we may find that 
it’s disadvantaging certain people or 
certain groups.

J.I. I don’t know if you’ve heard 
of the neurodiversity movement, but 
Temple Grandin talks about this a 
lot. She says that Mozart and Ein-
stein and Tesla would all be consid-
ered autistic if they were alive today.

B.O. They might be on the spec-
trum.

J.I. Right, on the spectrum. 
And if we were able to eliminate 
autism and make everyone neuro-
normal, I bet a whole slew of MIT 
kids would not be the way they are. 
One of the problems, whether we’re 
talking about autism or just diver-
sity broadly, is when we allow the 
market to decide. Even though you 
probably wouldn’t want Einstein 
as your kid, saying “OK, I just want 
a normal kid” is not gonna lead to 
maximum societal benefit.

B.O. That goes to the larger 
issue that we wrestle with all 
the time around AI. Part of what 
makes us human are the kinks. 
They’re the mutations, the outli-
ers, the flaws that create art or the 
new invention, right? We have to 
assume that if a system is perfect, 
then it’s static. And part of what 
makes us who we are, and part of 
what makes us alive, is that we’re 
dynamic and we’re surprised. One 
of the challenges that we’ll have to 
think about is, where and when is 
it appropriate for us to have things 
work exactly the way they’re sup-
posed to, without surprises?

S.D. W h e n  w e ’ re  ta l k i n g 
about that extended intelligence 
as it applies to government, pri-
vate industry, and academia, where 

should the center of that research 
live, if there even is a center?

J.I. I think MIT would argue 
that it should be at MIT. [Laughs.] 
Historically it probably would have 
been a group of academics with help 
from a government. But right now, 
most of the billion-dollar labs are in 
business.

B.O. We know the guys who are 
funding them, and if you talk to Larry 
Page or others, their general atti-
tude, understandably, is “The last 
thing we want is a bunch of bureau-
crats slowing us down as we chase 
the unicorn out there.”

Part of the problem that we’ve seen 
is that our general commitment as a 
society to basic research has dimin-
ished. Our confidence in collective 
action has been chipped away, partly 
because of ideology and rhetoric.

The analogy that we still use 
when it comes to a great technology 
achievement, even 50 years later, is a 
moon shot. And somebody reminded 
me that the space program was half 
a percent of GDP. That doesn’t sound 
like a lot, but in today’s dollars that 
would be $80 billion that we would be 
spending annually … on AI. Right now 
we’re spending probably less than a 
billion. That undoubtedly will acceler-
ate, but part of what we’re gonna have 
to understand is that if we want the 
values of a diverse community repre-
sented in these breakthrough technol-
ogies, then government funding has 
to be a part of it. And if government is 
not part of financing it, then all these 
issues that Joi has raised about the 
values embedded in these technolo-
gies end up being potentially lost or 
at least not properly debated.

S.D. You bring up a really inter-
esting tension that Joi has written 

Temple Grandin 
is a professor 
at Colorado 

State University 
who is autistic 

and often 
speaks on the 

subject.
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“THIS  YEAR,  ART IF IC IAL  INTELL IGENCE 
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A  COMPUTER SC IENCE PROBLEM. 

EVERYBODY NEEDS TO UNDERSTAND
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about: the difference between inno-
vation that happens in the margins 
and the innovation that happens in 
something like the space program. 
How do we make sure the transmis-
sion of all these ideas can happen?

B.O. I’ve tried to emphasize 
that just because the government 
is financing it and helping to col-
lect the data doesn’t mean that we 
hoard it or only the military has 
it. To give a very concrete exam-
ple: Part of our project in precision 
medicine is to gather a big enough 
database of human genomes from 
a diverse enough set of Americans. 
But instead of giving money to Stan-
ford or Harvard, where they’re 
hoarding their samples, we now 
have this entire genetic database 
that everybody has access to. There 
is a common set of values, a com-
mon architecture, to ensure that 
the research is shared and not mon-
etized by one group. 

S.D. But there are certainly 
some risks. We’ve heard from folks 
like Elon Musk and Nick Bostrom
who are concerned about AI’s poten-
tial to outpace our ability to under-

stand it. As we move forward, how 
do we think about those concerns as 
we try to protect not only ourselves 
but humanity at scale?

B.O. Let me start with what I 
think is the more immediate con-
cern—it’s a solvable problem in this 
category of specialized AI, and we 
have to be mindful of it. If you’ve got 
a computer that can play Go, a pretty 
complicated game with a lot of vari-
ations, then developing an algorithm 
that lets you maximize profits on the 
New York Stock Exchange is proba-
bly within sight. And if one person 
or organization got there first, they 
could bring down the stock market 
pretty quickly, or at least they could 
raise questions about the integrity 
of the financial markets.

Then there could be an algo-
rithm that said, “Go penetrate the 
nuclear codes and figure out how 
to launch some missiles.” If that’s 
its only job, if it’s self-teaching and 
it’s just a really effective algorithm, 
then you’ve got problems. I think 
my directive to my national secu-
rity team is, don’t worry as much 
yet about machines taking over the 
world. Worry about the capacity of 

either nonstate actors or hostile 
actors to penetrate systems, and 
in that sense it is not conceptually 
different than a lot of the cybersecu-
rity work we’re doing. It just means 
that we’re gonna have to be better, 
because those who might deploy 
these systems are going to be a lot 
better now.

J.I. I generally agree. The 
only caveat is that there are a few 
people who believe that there is a 
fairly high-percentage chance that 
a generalized AI will happen in the 
next 10 years. But the way I look at 
it is that in order for that to happen, 
we’re going to need a dozen or two 
different breakthroughs. So you can 
monitor when you think these break-
throughs will happen.

B.O. And you just have to have 
somebody close to the power cord. 
[Laughs.] Right when you see it 
about to happen, you gotta yank 
that electricity out of the wall, man.

J.I. What’s important is to find 
the people who want to use AI for 
good—communities and leaders—
and figure out how to help them use it.

Nick Bostrom 
is a renowned 
philosopher at 
the University 

of Oxford who has 
warned of the 

potential dangers 
of AI.
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Can a plane and pilot think their way 
to smooth air?

Turbulence is not just a matter of comfort. It affects 

operations and costs airlines over $100 million 

a year. Now, working with IBM Watson, carriers 

are developing an intelligent detection system, 

combining IoT sensor data, billions of data points 

from The Weather Company
®
 and real-time updates 

from nearby pilots. The cognitive cockpit is here.   
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B.O. Traditionally, when we 
think about security and protect-
ing ourselves, we think in terms 
of armor or walls. Increasingly, I 
find myself looking to medicine and 
thinking about viruses, antibod-
ies. Part of the reason why cyber-
security continues to be so hard is 
because the threat is not a bunch 
of tanks rolling at you but a whole 
bunch of systems that may be vul-
nerable to a worm getting in there. 
It means that we’ve got to think dif-
ferently about our security, make 
different investments that may not 
be as sexy but may actually end up 
being as important as anything.

What I spend a lot of time worry-
ing about are things like pandem-
ics. You can’t build walls in order 
to prevent the next airborne lethal 
flu from landing on our shores. 
Instead, what we need to be able 
to do is set up systems to create 
public health systems in all parts 
of the world, click triggers that tell 
us when we see something emerg-
ing, and make sure we’ve got quick 
protocols and systems that allow 
us to make vaccines a lot smarter. 
So if you take a public health model, 
and you think about how we can 
deal with, you know, the problems 
of cybersecurity, a lot may end up 
being really helpful in thinking 
about the AI threats.

J.I. And just one thing that I 
think is interesting is when we start 
to look at the microbiome. There’s a 
lot of evidence to show that introduc-
ing good bacteria to fight bad bacte-
ria—to not sterilize—is a strategy.

B.O. Absolutely. I still don’t let 
Sunny and Bo lick me, because when 
I walk them on the side lawn, some 
of the things I see them picking up 
and chewing on, I don’t want that, 
man. [Laughs.]

J.I. We have to rethink what 
clean means, and it’s similar whether 
you’re talking about cybersecurity 
or national security. I think that 
the notion that you can make strict 
orders or that you can eliminate 
every possible pathogen is difficult.

S.D. Is there also a risk that this 
creates a new kind of arms race?

B.O. I think there’s no doubt 
that developing international norms, 
protocols, and verification mecha-
nisms around cybersecurity gen-
erally, and AI in particular, is in its 
infancy. Part of what makes this an 
interesting problem is that the line 
between offense and defense is pretty 
blurred. And at a time when there’s 
been a lot of mistrust built up about 
government, that makes it difficult. 

When you have countries around 
the world who see America as the 
preeminent cyberpower, now is the 
time for us to say, “We’re willing to 
restrain ourselves if you are willing to 
restrain yourselves.” The challenge is 
the most sophisticated state actors—
Russia, China, Iran—don’t always 
embody the same values and norms 
that we do. But we’re gonna have to 
surface this as an international issue 
in order for us to be effective.

J.I. I think we’re in a golden 
period where people want to talk to 
each other. If we can make sure that 
the funding and the energy goes to 
support open sharing, there is a lot 
of upside. You can’t really get that 
good at it in a vacuum, and it’s still 
an international community for now.

B.O. I think Joi is exactly right, 
and that’s why we’ve been conven-
ing a series of meetings with every-
body who’s interested in this. One 
thing that we haven’t talked about 
too much, and I just want to go back 
to, is we really have to think through 
the economic implications. Because 
most people aren’t spending a lot of 
time right now worrying about sin-
gularity—they are worrying about 
“Well, is my job going to be replaced 
by a machine?”

I tend to be on the optimistic 
side—historically we’ve absorbed 
new technologies, and people find 
that new jobs are created, they 
migrate, and our standards of living 
generally go up. I do think that we 
may be in a slightly different period 
now, simply because of the pervasive 
applicability of AI and other technol-
ogies. High-skill folks do very well 
in these systems. They can leverage 
their talents, they can interface with 
machines to extend their reach, their 
sales, their products and services.

The first pets. 
Portuguese water 
dogs. Very cute. 
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Low-wage, low-skill individuals 
become more and more redundant, 
and their jobs may not be replaced, 
but wages are suppressed. And if we 
are going to successfully manage 
this transition, we are going to have 
to have a societal conversation about 
how we manage this. How are we 
training and ensuring the economy 
is inclusive if, in fact, we are produc-
ing more than ever, but more and 
more of it is going to a small group 
at the top? How do we make sure 
that folks have a living income? And 
what does this mean in terms of us 
supporting things like the arts or 
culture or making sure our veter-
ans are getting cared for? The social 
compact has to accommodate these 
new technologies, and our economic 
models have to accommodate them.

J.I. It’s actually nonintuitive 
which jobs get displaced, because 
I would bet if you had a computer 
that understood the medical sys-
tem, was very good at diagnostics 
and such, the nurse or the pharma-
cist is less likely than the doctor to be 
replaced—they are less expensive. 
There are actually very high-level 
jobs, things like lawyers or audi-

tors, that might disappear. Whereas 
a lot of the service businesses, the 
arts, and occupations that comput-
ers aren’t well suited for won’t be 
replaced. I don’t know what you think 
about universal basic income, but as 
we start to see people getting dis-
placed there’s also this idea that we 
can look at other models—like aca-
demia or the arts, where people have 
a purpose that isn’t tied directly to 
money. I think one of the problems 
is that there’s this general notion of, 
how can you be smart if you don’t 
have any money? In academia, I see 
a lot of smart people without money.

B.O. You’re exactly right, and 
that’s what I mean by redesigning 
the social compact. Now, whether a 
universal income is the right model—
is it gonna be accepted by a broad 
base of people?—that’s a debate 
that we’ll be having over the next 10 
or 20 years. You’re also right that 
the jobs that are going be displaced 
by AI are not just low-skill service 
jobs; they might be high-skill jobs 
but ones that are repeatable and that 
computers can do. What is indisput-
able, though, is that as AI gets fur-
ther incorporated, and the society 

potentially gets wealthier, the link 
between production and distribution, 
how much you work and how much 
you make, gets further and further 
attenuated—the computers are doing 
a lot of the work. As a consequence, 
we have to make some tougher deci-
sions. We underpay teachers, despite 
the fact that it’s a really hard job and 
a really hard thing for a computer 
to do well. So for us to reexamine 
what we value, what we are collec-
tively willing to pay for—whether it’s 
teachers, nurses, caregivers, moms or 
dads who stay at home, artists, all the 
things that are incredibly valuable 
to us right now but don’t rank high 
on the pay totem pole—that’s a con-
versation we need to begin to have.

S.D. Mr. President, what tech-
nology are you looking at to solve 
the biggest challenges that you see 
in government?

B.O. There is a whole bunch 
of work we have to do around get-
ting government to be more cus-
tomer friendly and making it at least 
as easy to file your taxes as it is to 
order a pizza or buy an airline ticket. 
Whether it’s encouraging people to 

Universal basic 
Income is a concept 
where all citizens 
receive at least a 

living wage, provided 
by the government 

as a form of 
social security.
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vote or dislodging Big Data so that 
people can use it more easily or get-
ting their forms processed online 
more simply—there’s a huge amount 
of work to drag the federal govern-
ment and state governments and 
local governments into the 21st cen-
tury. The gap between the talent in 
the federal government and the pri-
vate sector is actually not wide at all. 
The technology gap, though, is mas-
sive. When I first got here I always 
imagined the Situation Room would 
be this supercool thing, like Tom 
Cruise in Minority Report, where 
he’d be moving around stuff. It’s not 
like that, at all. [Laughs.] Particu-
larly when it comes to hunting down 
terrorists on the other side of the 
globe, the movies display this omni-
science that we possess somehow, 
and it’s—it’s just not there yet, and 
it has been drastically underfunded 
and not properly designed.

In terms of the broader ques-
tions around technology, I am a 
firm believer that if we get climate 
change right, if we’re able to tap 
the breaks and figure out how we 
avoid a 6-foot rise in the oceans, 
that humanity is gonna figure stuff 
out. I’m pretty optimistic. And we’ve 
done a lot of good work, but we’ve 
got a long way to go.

Figuring out how we regulate con-
nectivity on the Internet in a way that 
is accountable, transparent, and safe, 
that allows us to get at the bad guys 
but ensures that the government 
does not possess so much power in 
all of our lives that it becomes a tool 
for oppression—we’re still working 
on that. Some of this is a technolog-
ical problem, with encryption being 
a good example. I’ve met with civil 
libertarians and national security 
people, over and over and over again. 
And it’s actually a nutty problem, 
because no one can give me a really 

good answer in terms of how we rec-
oncile some of these issues.

Since this is a frontiers issue, the 
last thing I should mention is that 
I’m still a big space guy, and figuring 
out how to move into the next gen-
eration of space travel is something 
that we’re significantly underfund-
ing. There’s some good work being 
done by the private sector, because 
increasingly it has displaced govern-
ment funding on some of the “What 
the heck, why not?” ventures, the 
crazy ideas. When we think about 
spaceflight, we’re still thinking 
about basically the same chemical 
reactions we were using back in the 
Apollo flights. Fifty years later and it 
seems like we should—I don’t know 
if dilithium crystals are out there—
but, you know, we should be getting 
some breakthroughs.

S.D. I understand you’re a Star 
Trek fan. That was a show inspired 
by a utopian view of technology—
what about it shaped your vision of 
the future?

B.O. I was a sucker for Star 
Trek when I was a kid. They were 
always fun to watch. What made 
the show lasting was it wasn’t actu-
ally about technology. It was about 
values and relationships. Which is 
why it didn’t matter that the special 
effects were kind of cheesy and bad, 
right? They’d land on a planet and 
there are all these papier-mâché 
boulders. [Laughs.] But it didn’t 
matter because it was really talking 
about a notion of a common human-
ity and a confidence in our ability to 
solve problems.

A recent movie captured the same 
spirit—The Martian. Not because it 
had a hugely complicated plot, but 
because it showed a bunch of differ-
ent people trying to solve a problem. 

And employing creativity and grit 
and hard work, and having confi-
dence that if it’s out there, we can 
figure it out. That is what I love most 
about America and why it continues 
to attract people from all around the 
world for all of the challenges that 
we face, that spirit of “Oh, we can fig-
ure this out.” And what I value most 
about science is this notion that we 
can figure this out. Well, we’re gonna 
try this—if it doesn’t work, we’re 
gonna figure out why it didn’t work 
and then we’re gonna try something 
else. And we will revel in our mis-
takes, because that is gonna teach us 
how to ultimately crack the code on 
the thing that we’re trying to solve. 
And if we ever lose that spirit, then 
we’re gonna lose what is essential 
about America and what I think is 
essential about being human.

J.I. I totally agree—I love the 
optimism of Star Trek. But I also 
think the Federation is amazingly 
diverse, the crew is diverse, and the 
bad guys aren’t usually evil—they’re 
just misguided.

B.O. Star Trek, like any good 
story, says that we’re all compli-
cated, and we’ve all got a little bit of 
Spock and a little bit of Kirk [laughs]
and a little bit of Scotty, maybe some 
Klingon in us, right? But that is what 
I mean about figuring it out. Part of 
figuring it out is being able to work 
across barriers and differences. 
There’s a certain faith in rational-
ity, tempered by some humility. 
Which is true of the best art and true 
of the best science. The sense that 
we possess these incredible minds 
that we should use, and we’re still 
just scratching the surface, but we 
shouldn’t get too cocky. We should 
remind ourselves that there’s a lot 
of stuff we don’t know. �

Dilithium crystals 
are the material 
powering faster-
than-light warp 
drives in almost 
all Federation 

starships.
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TRAILBLAZERS   Six projects helping us chart a course for the Red Planet: SpaceX is planning to send a crewed mission to Mars as early as 2022. // NASA has launched a plan 

A  S PA C E S H I P  I S  P R E PA R I N G  to land on Mars when the crew notices that one of 
the thrusters isn’t firing. There is, as they say, a problem. But there’s no use telling 
Houston—by the time a distress message reaches home more than 30 million miles 
away, either the astronauts on board will be space dust or humanity will have become 
an interplanetary species. ¶ That’s the premise of National Geographic’s new series, 
Mars, which mixes documentary and speculation to tell the parallel stories of two 
groups: the fictional future explorers who will make that first journey, and the pioneers 
of today—scientists, astronauts, and strategists—who are blazing the trail. In the pre-
mier episode, for example, that white-knuckle landing scene is spliced with a look at 
Elon Musk’s SpaceX as engineers test a real retropropulsion landing system. ¶ Every 
piece of tech in the show was designed to accurately reflect the current scientific vision 
of how we’ll get to Mars—and to avoid the gaffes that have undermined recent films 
and invited the wrath of astrophysicist/space ombudsman Neil deGrasse Tyson. As 
executive producer Ron Howard puts it, “It’s not sci-fi!” (Indeed, President Obama has 
outlined a vision to send humans into Mars’ orbit by the 
mid-2030s.) Here’s how Mars envisions our red future. 

The Mission
The six astronauts in Mars travel to 
their new home in a rocket called the 
Daedalus, and their ship is based on 
science that’s more than simply plausi-
ble—it’s coming, and fast. “This is tech-
nology that will probably be tested in 
the next five years,” executive producer 
Justin Wilkes says. The spacecraft is 
heavily inspired by SpaceX, but it also 
borrows design elements from NASA, 
Boeing, and even the Russian space  
program. “Other films say ‘Let’s make  
it look cool,’ ” production designer 
Sophie Becher says. “We asked, ‘How’s 
this going to function? Where are they 
going to use the bathroom?’”

B E N  S AW Y E R
Mission commander 
Systems engineer 
Space architect

 U.S.

H A N A  S E U N G
Mission pilot  
Systems engineer

 U.S.

R O B E R T  F O U C A U L T
Mechanical engineer 
Roboticist

 Nigeria

A M E L I E  D U R A N D
Mission physician 
Biochemist

 France

The Crew

J AV I E R  D E L G A D O
Hydrologist
Geochemist

 Spain

M A R TA  K A M E N
Exobiologist
Geologist

 Russia

   Flight Deck

Sleeping Quarters



1 3 5

Controls
The onboard 
displays feature 
real data mod-
eled on actual 
calculations. And 
don’t expect 
Minority Report
holograms.

“Astronauts want 
buttons,” Wilkes 
says. “You need 
redundancy."

to put humans on Mars by the mid-2030s. // The European Space Agency’s Mars Express orbiter has yielded detailed maps of the Martian terrain. // Scott Kelly’s 340-day stay D
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Mae Jemison knows what it’s 
like to do brave work in dire 
conditions: She was a Peace 
Corps medical officer in Libe-
ria and Sierra Leone. She’s 
also a former astronaut who 
became the first African 
American woman in space in 
1992, aboard the Endeavour.
Today she runs the 100 Year 
Starship project to support 
long-term interest in space 
exploration, and she was an 
adviser for Mars. It’s a good 
fit: She has some (very) strong 
opinions about how Holly-
wood gets space wrong.

What type of astronaut would 
take such a huge risk to go so 
very far away?
The world has changed 
because of going to the moon. 
People think it’s just the astro-
nauts going up into space, but 
it’s the technology: Magnetic 
resonance imaging, miniatur-
ization, GPS—we couldn’t 
have Pokémon Go without it! 
It’s about the mission and what 
we’re going to gain from it. 
These are pioneering days.

Why did you start the 100 
Year Starship program?
Our tagline is “Space isn’t just 
for billionaires and astronauts.” 
It’s a place for everyone to 
participate. But we’re in this 
time period where our fantasy
and our virtual reality have
in some ways superseded 
what we do in reality. Our 
reality doesn’t seem as thrill-
ing. So how do we include 
more people and make 
it more thrilling?

Ask an 
Astronaut 

How show adviser Mae Jemison
kept Mars real.

DAEDALUS

Crew: 6 Height: 400 feet

Rocket stages: 2

Power: 9 million 
pounds of thrust

Propulsion: 10  
Wizard-class engines 

Landing technology: 
Supersonic retro-
propulsion and aero-
shell heat-shielding

Fuel: Liquid
oxygen/methane

Landing
In the show, 
Daedalus lands 
on the planet 
directly rather 
than from an 
orbital docking 
station, using a 
protective aero-
shell to absorb 
the friction of 
reentry and help 
the craft decel-
erate without, 
y'know, burning 
up. Supersonic 
retropropulsion 
further slows 
and stabilizes 
the ship. In the 
final seconds, 
legs deploy for 
greater stability.

Launch
While it's not 
shown in the 
series, Daeda-
lus launches 
from low Earth 
orbit.

Quarters
Astronaut and 
show adviser 
Mae Jemison 
flagged the ship 
bunks' original 
open-air design: 

“You guys are 
looking at me 
while I’m sleep-
ing?” Jemison 
says. “It would 
drive me crazy.” 
So the beds 
have privacy 
screens.

Form
Factor

“Daedalus
doesn’t have 
wings, but aero-
dynamically it’s 
almost like a 
space shuttle,” 
show adviser 
and space
systems engi-
neer Robert 
Braun says.

Support
Systems
Braun says he 
answered
design ques-
tions with real 
engineering:

“How big does 
the environmen-
tal control and 
life support
system need to 
be for x number 
of astronauts for 
y number of 
days? How 
much recycling 
of water and 
oxygen can 
these systems 
handle before 
they have reli-
ability issues?”

Storage
Every item is 
labeled, bar-
coded, and 
stored in a 
payload racking 
system based 
on actual ISS 
storage protocol.

ROVER

Height:
9 feet

Top speed: 10 kmh

Power:
nuclear and
electric

Design firm:
JAXA (Japanese 
Aerospace Explora-
tion Agency)
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on the ISS will tell scientists how the body reacts to extended periods of time in space—and to long-term exposure to space radiation. // China plans to land a rover on Mars 

How did you advise the  
producers and the writers  
for Mars?
I wanted to help support the 
drama and the suspense with 
plausible operational and 
physiological activities: What 
would happen, logistically,  
in a particular circumstance? 
So you aren’t saying “Oh, 
come on now!”

What do most movies get 
wrong about astronauts?
When actors play astronauts, 
they often take them off the 
deep end. Astronauts are 
driven, but they’re not crazy. 
They’re passionate but prac-
tical, energetic but measured, 
decisive but willing to 
compromise.

What else drives you crazy?
When I go to the movies, I  
can suspend disbelief, as long 
as it’s not egregious. But 
would people shout when 
things go to hell? No. You train 
so much on so many contin-
gencies, you know how to do 
things. Think about it: If you’re 
all screaming on top of each 
other, you’re not going to be 
able to work it through. If  
you can’t hear, that’s a sure-
fire way to get dead.

What else?
Interstellar did incredible 
work around relativistic  
physics, but they couldn’t 
have given a damn about 
biology. On Earth, you can’t 
grow grain and foodstuffs—
but you’re driving through 
lush countryside with  
trees? You can’t figure out 
what else to eat?

And?
When you resort to stuff that 
physically could not happen. 
Not like warp drive, but  
more that somebody didn’t 
take the time to think this 
through—like putting a hole 
in the glove in The Martian. 
Or my ship is all busted up,  
so my first reaction is to beat 
on all the control panels  
and the switches? What the  
hell? If I’m already about to 
die, I’d hit myself in the face  
before I’d beat on the panels!

EMERGING DIRECTOR EVERARDO G OUT (Days of Grace) shot the 
Mars colony in Budapest and Morocco, where the topography is so 
similar to the Red Planet’s that NASA has tested rovers there. Pro-
ducers picked a specific location on Mars to replicate: the foothills 
of Olympus Mons, the planet’s tallest mountain, where underground 
lava tubes provide shelter and protection from cosmic radiation. 
(Scientists are studying Mars-like isolation in the lava tubes of 
Mauna Loa volcano in Hawaii.) The first Mars settlers would con-
struct a bare-bones underground habitat in the tubes; over time, 
future missions would deliver additional materials, and the colony 
would expand, module by module. Once the original six welcome 
more inhabitants, this is how they would live.

The Colony

OLYMPUS TOWN

Population: 35

Greenhouses: 1

Science labs: 1

Living habs: 24

Pop-Up Furniture
The nearest Ikea is millions of miles away, so settlers 
will rely on lightweight origami-style furniture and 
structures. “Everything’s modular: inflatable beds, 
inflatable furniture, fold-up furniture,” Becher says.

Living Habs

Comm Towers

Common Area

Energy source: Low-output Advanced 
Stirling Radioisotope Generator, solar 
arrays, and a nuclear reactor

Solar Panels
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by 2020. // Russia has collaborated on a probe mission with the ESA and has plans to develop nuclear-powered rocket engines that could get a ship to Mars in about 45 days. 

Lava 
Tubes
Subterranean 
lava tubes may 
offer the great-
est radiation 
protection, so 
the show’s 
fictional settlers 
will go under-
ground. “It’s like 
Homo sapiens 
have returned 
to our roots as 
cave dwellers,” 
 Wilkes says. 

“Here we are on 
a new planet, 
and we’re hud-
dling in a cave 
around a pro-
verbial fire.”

Modular 
Housing
Building on 
uneven ground 
in unpredictable 
conditions with-
out bulldozers 
and cranes, set-
tlers will have to 
improvise. The 
dwelling design 
is inspired by 
Buckminster 
Fuller’s geode-
sic domes: light-
weight, inflatable 
modular struc-
tures that can 
be connected 
by flexible 
concertina- style 
corridors.

Light 
and Water
The design of 
the colony max-
imizes surface 
area to cap-
ture the limited 
daylight com-
ing through the 
opening to the 
surface. In addi-
tion to extracting 
water from Mars’ 
atmosphere,  
colonists would 
likely search 
for glaciers to 
tap deep 
underground.

Pieces of Home
After consulting with Mae Jemison, who took a  
brightly hued Swatch watch and some colorful ear-
rings into space, Becher added color to the living 
area. “No one wants to live in a place that’s com-
pletely alien,” Becher says. To make Mars more 
cozy—and less Star Trek—she spruced up Olym-
pus Town with warm tones and family mementos.

Greenhouse

Medical 
Lab 

Airlock

Science
Lab
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BOBAK 
FERDOWSI
Flight systems 
engineer, 
NASA’s
Jet Propulsion 
Laboratory,
Pasadena, 
California
�

“I’m working on a 
mission to Jupiter’s 
moon Europa, and 
it’s absolutely 
fascinating—the 
idea that there might 
be an ocean under 
the icy surface, 
possibly a habitable 
environment. Space-
history buffs 300 
years from now are 
going to look back on 
this and think it 
was a pretty amazing 
time to be alive.”

NZINGAH
GROSS
Lead program 
budget analyst,
NASA’s Johnson 
Space Center, 
Houston, Texas
�

“We track everything 
from people and 
their time to a screw 
for a robot—it’s 
like managing mul-
tiple million-dollar
personal bank 
accounts. When I see 
equipment I helped 
procure, I feel like 
I’m part of some-
thing bigger, even if 
I’m not an astronaut 
on the launch.”

1 3 9

IT ’S  NOT JUST ROCKET SCIENCE

A M E R I C A’S  R E S U RG E N T  S PAC E  I N D U S T RY  P RO M I S E S 
A N  O U T- O F -T H I S -WO R L D  F U T U R E —A N D  S T E L L A R 

O P P O RT U N I T I E S  F O R  P E O P L E  F RO M  A L L  WA L K S  O F  L I F E .

B Y    Chelsea Leu  P H O T O G R A P H S  B Y    Dan Winters



MARK KELLY
Former astronaut; 
cofounder, director 
of flight crew  
operations, World 
View Enterprises, 
Tucson, Arizona
⊳

“In the 1930s, aviation 
companies started 
to generate revenue 
by flying people and 
cargo, and that’s 
really when the 
industry took off.  
I think that’s where 
we are right now in 
the space business. 
I hope a lot more 
people will get the 
opportunity to  
do what very few 
people have done: 
leave the planet.”

TINESHA ROSS
Project manage-
ment specialist  
and systems  
engineer, United 
Launch Alliance, 
Centennial,  
Colorado
⊲

“I grew up in a  
single-parent home 
on government 
assistance, and 
never in my wildest  
dreams did I think 
I’d be working in 
this field. I took 
my 15-year-old son, 
Chris, to his first 
launch last year,  
and the look on his 
face when he saw 
that rocket just  
sent chills through 
my body.”

LIEN PHAM
Thermal blanket 
technician,  
NASA’s  
Jet Propulsion  
Laboratory,  
Pasadena,  
California
⊲

“When we came to the 
US from Vietnam in 
1978, I was fresh off 
the boat and didn’t 
speak very good 
English. I went to 
work for a company 
making lingerie and 
then, at night, I would 
go to school for elec-
tronics. Now I tell my 
kids I’m a spacecraft 
dressmaker.”
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goals that they hoped would revolutionize 
the federal government’s approach to cyber-
security. The document they eventually 
produced, with substantial input from the 
likes of the Pentagon and the National Insti-
tute of Standards and Technology, became 
known as the Cybersecurity National Action 
Plan. First publicly announced by President 
Obama in February 2016, it calls for billions 
to be set aside for several critical projects, 
such as upgrading outmoded systems. 

CNAP also stresses the need for better 
cooperation between the private and pub-
lic sectors—something that might have 
made the OPM hack far less severe. In Feb-
ruary 2015, in its published analysis of the 
Anthem hack, the security firm Threat-
Connect wrote about its discovery of a suspi-
cious domain registered to “Tony Stark”—the 
alter ego of Iron Man. That domain was 
named opm-learning.org. Had anyone at 
OPM been made aware of ThreatConnect’s 
finding that month, the agency’s security 
staff might have started to look for mal-
ware right away. But the tip never reached 
the sub basement at OPM headquarters. 

But the plan pays too little attention to a 
fundamental flaw in our approach to secu-
rity: We’re overly focused on prevention 
at the expense of mitigation. One reason 
these attackers can do so much damage is 
that the average time between a malware 
infection and discovery of the attack is 
more than 200 days, a gap that has barely 
narrowed in recent years. 

“We can’t operate with the mindset 
that everything has to be about keeping 
them out,” says Rich Barger, ThreatCon-
nect’s chief intelligence officer. “We have 
to operate knowing that they’re going to 
get inside sometimes. The question is, how 
do we limit their effectiveness and con-
duct secure business operations knowing 
they’re watching?” Accomplishing that 
means building networks that are designed 
to limit a hacker’s ability to maneuver and 
creating better ways to detect anomalous 
behavior by allegedly authorized users.

A cybersecurity overhaul of this magni-
tude will, of course, require an abundance 
of talent. And that means much depends on 
how well government recruiters can con-
vince the best engineers that being locked in 
a high-stakes competition with supervillain- 
esque adversaries is more exciting than 
working in Silicon Valley. Perhaps it will 
be an easy sell. After all, improving a com-
mercial antivirus program, no matter how 
highly paid a gig, simply doesn’t have the 
romantic appeal of battling Unit 61398 for 
world supremacy. �

H A C K E R S
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NEW WORLDS THAT HELPED 
GET THIS ISSUE OUT:

SoulCycle in DC between White House 
meetings; delving deep into Shaker furni-
ture design; Jornal O Globo; sour beer; the 
community-restaurant crowdfunding circuit; 
Matt Simon’s new book, The Wasp That 
Brainwashed the Caterpillar, about weird 
creatures (every one of which he is probably 
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Sriracha at my first ever A’s game.
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were highly pro active—they just wanted 
to do what was right.”

But political dramas of this sort seldom 
end in acts of mercy: Archuleta resigned 
under pressure, and her CIO, Donna Sey-
mour, opted for retirement days before she 
was to endure another round of grilling by 
the House committee. The two executives’ 
departures struck fear into their peers across 
the federal bureaucracy. “It was easy for 
people to see themselves in OPM and ask 
the question ‘What do we have that people 
might care about that we hadn’t thought 
about before?’ ” says Michael Daniel, the 
White House cyber security coordinator who 
previously spent over a decade overseeing 
the intelligence community’s budget while 
at the Office of Management and Budget.

These newly frightened agency heads 
made for a receptive audience during the  
Cybersecurity Sprint, a White House ini-
tiative that aimed to improve security 
throughout the government in a mere 30 
days. Held in June 2015, the Sprint was the 
idea of Tony Scott, who had become the 
third-ever US federal CIO just five months 
earlier. “Don’t waste a good crisis,” says 
Scott, a bearlike and avuncular veteran of 
Microsoft and Disney. He pressed agencies 
to spend the Sprint focusing on what he 
terms “basic hygiene”—that is, making sim-
ple upgrades that can drastically reduce 
an organization’s susceptibility to attack. 
These include measures such as keeping 
current with the latest software patches, 
reducing the number of network users with 
administrative privileges, and, above all, 
broadening the adoption of multifactor 
authentication. According to Scott, the 
federal government’s use of smartcards 
for multifactor authentication increased 
by more than 70 percent during the Sprint. 

As the Sprint neared its end in July, Scott 
and Daniel began to work on a longer-term 
response to the OPM fiasco—a set of policy 
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B Y    President Barack Obama

01. 
2001: A Space 
Odyssey because 
it captures the 
grandeur and scale 
of the unknown.

02. 
Blade Runner 
because it asks 
what it means  
to be human.

03. 
Close Encounters 
of the Third Kind 
because it is 
fundamentally 
optimistic.

04. 
Star Wars because 
it was fun and 
revolutionized 
special effects.

05.
Star Trek (original 
series) because 
it uses science 
fiction to promote a 
humanistic ethic.

06.
The Martian because 
it shows humans as 
problem solvers.

07.
The Matrix because 
it asks basic 
questions about our 
reality—and looks 
very cool.

08.
Cosmos because  
it fed my  
lifelong fascination  
with space.
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