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Sometimes even the most 
carefully curated PC can exhibit 
strange behaviours – you might 
suddenly find it won’t boot for 
some reason, or you’ve simply 
forgotten your PIN or password.

In our lead feature on page 11 
we tackle these and other issues 
– including browser hijacks and 
recovering lost partitions – head 
on, helping you bring your PC 
back to life; and we’ll even show 
you how to do a complete 
Windows reinstall to help save 
your PC and your sanity.

On page 52 we explore the 
incredible history of USB – and 
look at where it’s heading next; 
and on page 58 we explain how 
to keep your PC safe from hacks 
of all kinds – from malware to 
Potentially Unwanted Programs.

And in our Explore section, 
starting on page 25, you’ll find 
pages of step-by-step tutorials to 
help you get the most from 
your PC, including how to 
use a VPN to safeguard 
your online privacy. 

Enjoy the issue,

Welcome

SUBSCRIBE TO THE MAG TODAY  
AND SAVE – JUST TURN TO PAGE 22!

We pride ourselves in being the only 
magazine on the shelves to show you  
exactly how to get the very best from
the Windows operating system, whether 
you’re using Windows 10 or Windows  
8.1. Also, don’t forget to take a look at  
how you can read the magazine on your 
laptop, smartphone or tablet.

Rob Mead-Green Editor
www.facebook.com/windowsmag
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26 Create your own website 
using the brilliant, and free, Wix

29 Use Paint.net to create a 
stunning photo collage

32 Find any file on your PC 

34 organise and enjoy music, 
movies and TV shows with Kodi

38 Get started with File History

40 Protect your privacy easily 
with the TunnelBear VPN

42 Restore accidentally deleted 
PC files with Recuva

44 Self-publish a book

48 Discover a whole new world 
of sound with TuneIn Radio

Your guide Rob Mead-Green says…

“If you’re looking for better ways to use your home 
computer, then this is the place to start. We’ll show 
you all the tips and tricks the experts use and more!”

exPloRe  
The best PC tutorials

11 The great Windows restart 
PC won’t start? lost your password? See 
how to fix things with this essential guide
 
52 All about USB 
over 10 billion devices and counting – 
how USB changed absolutely everything
 
58 Hack-proof your PC 
Find out to protect your computer from 
malware, ransomware and other nasties
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58 Ward off attacks from 
malware, ransomware and 

other nasties with these 
security tips and tricks

11 Your essential guide to dealing with PC 
disasters – from recovering lost passwords 

to solving start-up problems

52 Discover the past, present and 
future of USB – the connector that 

changed everything
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picture this the Fall creators update includes 
an all-new version of Windows 10’s photos app.

Credit @ jens-kreuter
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The Knowledge…

Unveiled alongside the launch of the latest 
Pixel phone, Google’s new Pixel Buds are 
more than just a set of headphones – the 
touch-sensitive earbuds can, at the press of 
your right ear, interact directly with Google 
Translate to automatically convert what they 
hear between languages and feed the 
results straight to you. You’ll still need to rely 
on the fallible translation skills of Google 
Translate, but it should be about enough to 
help you get by in a foreign land.

Windows 10 Fall Creators 
Update available now

Get the update!

Microsoft released the Fall Creators 
Update in mid-October and it comes 
with a range of new features that are 
worth getting excited about.

For one, the Fall Creators Update came 
out on the same day as Microsoft’s 
Windows Mixed Reality headsets, which 
the company says will bring mixed 
reality – Microsoft’s own brand of VR 
– to the masses. You can also expect 
improved game streaming through 
changes to Mixer, 
and a brand-new 
Photos app that 
turns your pictures 
into videos.

Once you’ve 
received the Fall 
Creators Update, 
you can also expect new stylus-centric 
functionality, such as the ability to write 
and draw directly on PDF files and in 
Microsoft Word. Likewise, if you lose 
your pen, there’s a new feature 
Microsoft has appropriately dubbed 
‘Find my Pen,’ which reminds you of 
when and where your pen was last used.

There’s also the new Fluent Design 
System, which makes selected apps and 
menus more modern-looking, with blur 
and transparency in full effect here. 
More noteworthy enhancements have 
been made to Windows 10’s security, 
privacy and accessibility, the latter of 
which is boosted with the freshly-added 
option to control the OS with your eyes.

That’s right, Eye Control has made its 
way into the Fall Creators Update, as has 

a Mixed Reality 
Viewer. Without the 
necessity to buy one 
of the company’s 
affordable headsets, 
you can integrate 
3D objects virtually 
into your home 

using either a webcam or a USB camera.
As before, Microsoft will be rolling out 

the Fall Creators Update gradually, so 
you may not see it yet in Windows 
Update yet. But if you’re keen to try out 
its new features now, you can download 
the Windows 10 Update Assistant from 
http://bit.ly/2hQ7K6H and install it today.

Latest operating system update includes brand new and 
enhanced features – plus a fluent design makeover

SNES Classic Mini
What is it? Actually, i think i know…
Yes, you probably do: it’s Nintendo’s latest 
attempt to make a little money out of 
nostalgia, in the form of a dinky Super 
Nintendo packed with classic games. Hook 
up the £69 box to your TV or an HDMI-
supporting monitor, grab a friend to take 
advantage of its twin controllers and enjoy 
some delicious retro gaming.

Define ‘classic’…
Unlike the previous NES Classic, which had 
a few more questionable choices among 
its games, each of the SNES Classic Mini’s 
21 games are actually very good and were 
highly rated in their day, with one of them 
– the brilliant Starfox 2 – having never 
been previously released, making this the 
only place it’s ever been officially available.

Only 21 games?
Like we say, it’s an incredibly solid 
selection – the likes of platformer Super 
Mario World, Secret of Mana, Super Mario 
Kart – which will last you a long time, 
particularly as you can save your gameplay 
at absolutely any point you like. But if 
you’re willing to get your hands dirty, it is 
possible, as it was with the NES Classic, to 
add your own games.

how do i do that?
A-ha. We’re not telling. Firstly, because 
doing so will most likely invalidate your 
warranty; and secondly, because it 
involves using legally questionable ROM 
images of the games you want to play. But 
it is possible – and an extended library can 
also make use of the same rewind and 
save facilities that the built-in games can.

i suppose i can’t get one?
You may be pleasantly surprised. Nintendo 
underproduced the NES Classic and seems 
to have learned its lesson – as many SNES 
Classics were on the shelves at launch as 
were made for the NES Classic in total. 
What’s more, the company has committed 
to making more NES Classics alongside it, 
damning those cheeky price-hiking eBay 
scalpers to a loss of profit.

tOuching putting your finger to your ear doesn’t 
just translate, it connects you to google Assistant.

chArgeD throw the pixel Buds in the charging 
bag for up to eight hours battery life.

FitteD they look large on the outside, but the 
pixel Buds are light and surprisingly comfortable.

BaBEl BUdS Google reveals universal translator

Eye control has made  
it into the fall creators 
Update, as has a mixed 

Reality viewer

Discover
Fall Creators Update

December 2017  |    |  7
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Just a couple of issues ago we talked 
about the death of Windows Phone, the 
phone-only platform that was designed 
to be a true competitor to Apple’s iOS and 
Google’s Android. In truth, it had already 
been abandoned for over a year; Microsoft 
simply hadn’t admitted as much until 
then. Well, it seems the company’s other 
mobile operating system –  the 
company’s more recent phone/tablet/
desktop hybrid, Windows 10 Mobile – has 
now gone the same way. 

In a series of 
Twitter messages 
peppered with 
sad-face emojis, 
Microsoft VP Joe 
Belfiore explained 
that the phone-
based version of 
Windows 10 was 
no longer the 
company’s focus, 
and that while it 
would receive 
security updates 
and bug fixes, a lack of interest from 
developers – likely due to its low 
popularity and minimal market share – 
had essentially put an end to the project. 
Belfiore himself, like Microsoft founder Bill 
Gates, had already been spotted using an 
Android-based phone before the 
announcement, and Microsoft CEO Satya 

Nadella had recently dropped his ‘mobile 
first’ mantra from corporate presentations.

That doesn’t mean Microsoft is entirely 
turning tail on the mobile game, however. 
It’s offering support to its customers using 
Android and iOS, and has recently 
upgraded its Android launcher – an app 
that simplifies transferring data, settings, 
documents and bookmarks between 
your PC and your phone. 

Android users can choose to have the 
Microsoft Launcher take over as the main 

screen of their 
phones, bringing a 
Windows-like 
experience along 
with it. Arguably 
using this is a much 
better choice than 
using Windows 10 
Mobile anyway, since 
you also get access 
to the entire library 
of Android apps and 
games alongside it.

Integration seems 
to be the key with Microsoft’s new mobile 
focus – alongside the Microsoft Launcher, 
it’s preparing to push the Edge browser 
onto phones, and both the Cortana digital 
assistant and the Office suite are already 
available for both major platforms. The 
loss of one player from the mobile game 
might not be such a big loss after all.

Microsoft puts its mobile operating system on ice – there’ll 
only be security updates and bug fixes from now on

Everyone’s talking about

1Which of these is 
associated with 

music?
A. MIDI
B. MAXI
C. MUDDI

2Which of these is not 

an image format?

A. Portable Network 
Graphic (PNG)
B. Bitmap (BMP)
C. Gary’s Image File (GIF)

3 What would you use 

to open an .rtf file?

A. Image editor
B. Word processor
C. Tin opener

4 What comes after a 

terabyte?
A. Petabyte
B. Gintillibyte
C. Superbyte

5 What does a .mp4 

file usually contain?

A. Text
B. A virus
C. Video

6 In which of these 
files would you 

usually find other files?

A. ZIP
B. RIP
C. SNIP

Pens at the ready, your time starts now!The 60-Second Quiz

Answers 1A. 2C. 3B. 4A. 5C. 6A.

Windows 10 Mobile RIP What’s happening?
realtime.info

Scraping data from all over the world 
wide web, realtime.info is the perfect 
place to visit if you want to catch up with 
what’s happening fast. And we don’t just 
mean breaking news stories and current 
events – ever wondered how many 
people are in space? What the air quality 
is like in Shanghai, or where the hottest or 
coldest places in the world are? What are 
the top trending tweets right now? It’s all 
here, in a novel scrolling format which 
means everything passes by without you 
needing to interact at all. 

Not that you’re without options, 
though: virtually everything on the site 
can be clicked to take you to the source. 
It’s a completely mesmerising experience, 
and while it sometimes runs a little too 
quickly to take in, you can tweak the 
speed of each of its three columns to 
make the pace a little more manageable.

What’s afoot? a never-ending stream of 
important (and mundane) information.

8  |    |  December 2017
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$8 BILLION

1,000

Size in terabytes (TB) of Seagate’s 
BarraCuda Pro hard drive. Armed 
with a 7,200rpm spin speed and a 
256MB cache, it’s perfect for 
storing 4K video and will cost 
around £392 when it goes on sale.

Number of people Facebook CEO Mark Zuckerberg 
wants to get into VR. Facebook, of course, owns 
Oculus which makes Virtual Reality headsets. Its 

new Oculus Go model will cost around £150 when 
it goes on sale early next year.

Cost of the RED’s Weapon 8K VV, 
a new 8K video camera aimed at 
pros – or anyone else with deep 
enough pockets to afford one.

Amount of money media streaming giant 
Netflix plans to spend on original content by 
2018 – including the production of 30 anime 

series and 80 original films.

Number of Amazon products Kansas City mayor 
Sly James bought and gave five star reviews to. 

James did the deed to grab Amazon’s attention, in 
the hope that the internet shopping giant will pick 

Kansas City for its second US headquarters.

1 BILLION

£70,785

Discover 
Facts & figures

December 2017  |    |  9

Rob Mead-Green reveals a host  
of fascinating digital facts



It’s been 25 years since the original ThinkPad, a sleek and iconic black laptop 
toted by NASA astronauts, presidents and company CEOs alike. Inspired by the 
Japanese bento box, it’s seen as such a design classic that it’s on permanent 
display at the Museum of Modern Art (MoMA) in New York City. 

130 million ThinkPads later and Lenovo is celebrating the original’s quarter-
century with the ThinkPad 25 – a limited edition laptop that echoes the design 
cues of the original, but gives it a very modern twist.

All present and correct are the original’s 7-row ThinkPad Classic keyboard, 
volume buttons and multiple LEDs, as well as a multi-coloured ThinkPad logo. It 
also sports a seventh generation Intel Core i7-7500U processor, discrete Nvidia 
GeForce 940MX graphics and a 14-inch Full HD touchscreen. Available now. 

Lenovo ThinkPad 25
Price $1,899, www.lenovo.com 

The hottest new Windows hardware on the horizon
Incoming
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THE GREAT

WINDOWS
RESTART

here are many ways 
in which your PC can 
leave you with a 
tight knot in your 
stomach and a 
feeling of utter 

dread. There’s the ‘Windows won’t 
boot’ scenario when your PC 
suddenly refuses to power up or get 
beyond the Windows loading 
screen. Then there’s the horror of 
suddenly forgetting the password 
you need to log on to Windows. 
What about that moment when you 
realise you’ve become the victim of 
a browser hijack? And last, but by 

no means least given the priceless 
nature of your data, there’s that 
moment when you realise you’ve 
lost a precious photo or accidentally 
deleted that 5,000-word report that 
you spent hours writing.

All four scenarios will be dealt 
with in this feature. We’ll open with 
a look at recovering lost and 
deleted data – both files and entire 
drives – using free software. Then 
we’ll tackle the problem of a 
forgotten Windows password – and 
reveal ways to protect them going 
forward. Next, we’ll tackle the 
specifics of a web browser hijack, 
the result of some adware or 
potentially unwanted programs 
(PUPs) sneaking on to your PC. And 
then we’ll cover how to deal with a 
non-booting PC, looking at fixing 
both hardware and your Windows 
installation to bring things back to 
life. Hopefully by the time you’ve 
finished reading, that knot of fear 
will have been replaced by much 
more positive feelings. Come on, it’s 
time for some disaster relief.

T

Restore deleted files, see off browser hijacks, recover lost 
passwords and get Windows booting again with our  

essential guide to dealing with PC disasters

December 2017  |    |  11
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ften it’s all too easy to 
delete the wrong file by 
mistake. Thankfully, the 
way data is stored on 
storage devices – 
including hard drives, 

flash drives and camera memory cards 
–  means it’s often possible to bring it 
back again, as long as you’re quick. 
That’s because to speed up the process, 
Windows doesn’t physically overwrite 
the data, merely makes its space 
available to other files. Armed with the 
right tools – including a separate drive 
to write the recovered data to – you 
might be able to restore it again.

Simple data recovery
As soon as you realise you have lost 
data, stop reading or writing to the drive 
immediately. Step one is to download a 
file recovery tool. This needs to be a 
portable tool – in other words, you can 
download it to a separate drive from the 
one containing your data and run it 
directly from there. One of the simplest 
tools of the trade is Recuva. Get the 
portable version from www.piriform.
com/recuva/builds – download the zip 
file directly to your non-afflicted drive, 
unzip its contents to the same drive and 
then double-click recuva.exe (32-bit) or 
recuva64.exe (64-bit) depending on 
your Windows system type.

It’s straightforward to use – start with 
the wizard, which enables you to narrow 
your search according to file type. If you 
know where the file was, you can select 
its exact location, or widen your search 
to a specific drive or your entire PC. If 
the file has only just been deleted, leave 
Enable Deep Scan unticked and click 
Start to begin your search.

Once complete, a list of recovered files 
will be shown, along with their ‘state’. 
Hopefully you’ll spot your file marked as 
Excellent – select it and click Recover, 
making sure to save it to a different 

drive. Choose ‘Switch to advanced 
mode’ to preview certain files or tweak 
scan settings. Even if documents are in a 
bad state, it may be possible to extract 
some of their original text from here.

Advanced data recovery
Recuva works brilliantly with deleted 
files, but if your data is in a worse state 
– for example, if you’ve lost access to an 
entire partition or drive – then you may 
need a more powerful, if less user-
friendly tool. The program in question is 

DMDE (or DM Disk Editor and Data 
Recovery Software). It can detect lost 
and deleted partitions – including 
partitions not normally visible to 
Windows, such as a recovered, but 
working, hard disk from a broken 
external drive that’s been formatted in a 
proprietary way. The step-by-step guide 
on the facing page shows you how to 
get started using it.

If your problems extend to being 
unable to boot into Windows itself, then 
turn to page 18 and look at Lazesoft 
Recovery Suite Home Edition, which has 
a built-in data recovery tool that you can 
access from its emergency boot disk.

Before using DMDE to hunt down data 
from a missing partition, see if you can 

bring it back intact first. Often this can 
be traced to an accidentally deleted 
partition or one where the partition 
header has corrupted – if the issue is 
this simple, getting a non-Windows 
partition back can be done quickly and 
easily from within Windows using 
AOMEI Partition Assistant. 

Download and install the free 
Standard edition from www.aomeitech.
com/aomei-partition-assistant.html – on 
launching the tool, choose Wizard > 
Partition Recovery Wizard. 

First, select the physical drive where 
your missing partition should reside – as 
you click on a drive, you will see a 
visualisation of its contents appear, 
helping you to identify it (look 
specifically for unallocated space where 
the partition should be). Click ‘Next’, 
then try the recommended Fast Search 
option, which should in most cases find 
the missing partition; if that fails, then 
try Full Search instead. 

You’ll be able to explore any 
partition’s contents, enabling you to 
verify that it’s the correct one before 
recovering it and bringing your data 
back to life. If the partition isn’t 
recoverable, use DMDE to try and 
recover data from it instead.

“Even if documents are in a bad state, 
it may be possible to extract some of 
their original text from here”

Recover from data loss
Accidentally deleted a file? Partition gone missing? Discover how 
to bring them back with some free tools and tips

Recuva should be your first port of call for lost or deleted data.

AOMEI Partition Assistant can restore lost or 
accidentally deleted drive partitions.



Recover data with DMDE Free Edition
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Windows 10 
The great Windows restart

6 Review and recover
Click the Size button to get an estimate of how much 

space your recovered items will require, then click the ellipsis (…) 
to select a different drive with enough space to recover them to 
– never recover files to the same drive. Make sure ‘include 
deleted’ is selected if applicable and finally click OK.

5 Select what to recover
The Free Edition allows you to recover up to 4,000 files 

from the current search at one time (upgrade to the Express for 
€16 for a one-year unlimited licence). Select your files or folders 
by ticking them in either pane, then choose Tools > Recover to 
open the recovery dialogue box.

3 Select partition
DMDE will scan the drive for partitions. Click OK to clear 

any errors, then several matches – some similar or seemingly 
identical – will appear. Select one using your target volume name/
drive letter, partition status, f.system (file system) and size to 
identify it. Then click Open Volume.

4 Explore drive reconstruction
Double-click ‘[All Found + Reconstruction]’ in the 

left-hand pane and click OK. Explore the $Root directory to 
view the drive’s contents or right-click a directory and choose 
‘Find Files…’ to search for files. Use wildcards for fuzzy matches 
or to search by file type (such as *.png).  

1 Download and extract
Go to www.dmde.com/download.html and click the 

‘Download DMDE for Windows’ link. Save the zip file to any drive 
other than the one you’re trying to recover data from. Right-click 
the zip file and choose Extract All. Once that’s done, launch 
DMDE by double-clicking dmde.exe.

2 Choose drive type
When prompted to select the drive you wish to recover 

from, choose Logical Disks, followed by the drive letter if it’s 
visible in Windows; if it isn’t, leave Physical Devices selected. Click 
each Physical Device entry in turn to identify which one you’re 
searching for data on. Click OK when you find it.
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nfortunately, it happens 
to the best of us: 
suddenly Windows 
refuses to let you log on 
to your user account 
because of a lost or 

forgotten password. If you’ve been 
logging on using a PIN number, then the 
solution is simple: click ‘Sign-in options’ 
and you can elect to log in using your 
account password instead. Then head 
over to Start > Settings > Accounts > 
Sign-in Options to remove your PIN 
before setting a new one.

But what if you have forgotten your 
password too? Read on to discover how 
to reset your password enabling you to 
log on again. You’ll need access to 
another user account or computer to 
perform these steps.

Reset your password
Both Windows 8.1 and 10 strongly 
encourage you to sign on using a 
Microsoft account password – it’s the 
same as the one you use to access all 
Microsoft online services, from your 

Outlook.com email to your OneDrive 
account. If this is refused, then check the 
password on other devices, if possible, 
to verify that it’s your mistake and not 
your computer’s. Assuming you’ve 
forgotten your password, you can take 
steps to reset it.

To do this, click the link provided on 
the login screen or visit https://account.
live.com/password/reset in another 
browser. Follow the wizard – enter your 
Microsoft account email and the 
required captcha text, then choose your 
verification option (email or text – you 
will need to provide your backup email 

address or the last four digits of your 
phone number) to receive a security 
code. Enter this into the box provided 
and you’ll be prompted to reset the 
password by setting a new one. Make 
sure you note this down. Once entered, 
you should be able to log on to your 
account again – your PC will need to be 
connected to the internet to ‘receive’ 
and recognise the new password.

If you don’t have a working 
verification option, you’ll need to 
answer a security questionnaire. Your 
answers don’t have to be exact, but you 
may have to wait up to 30 days to get 
full access to your account. Visit https://
support.microsoft.com/help/17875 for 
more tips on passing this test.

Reset a local password
If you’re running Windows 7, or you have 
opted for the ‘local’ account option in 
Windows 8.1 and 10, then thanks to a 
rather gaping hole in its security 
settings, it is possible to reset your local 
account password if you have access to 
another administrator-level user account 
on the same computer – just log on as 
that user, open a Command Prompt 
window as an administrator and type 
‘net user username newpassword’, 
substituting ‘username’ for your 
username and ‘newpassword’ for your 
new account password.

Alternatively, you can reset your 
password using either a Lazesoft 
Recovery Suite Home boot disc (see 
page 18), or a Windows installation or 
recovery disc or drive. To create the 
latter on another PC, open the Backup 
and Restore tool, then click ‘Create a 
system repair disc’ if you’re still using 
Windows 7; or search for ‘recovery’, then 
click ‘Create a recovery drive’ if you’re 
running Windows 8.1 or 10. Untick the 
‘Back up system files to the recovery 
drive’ box if prompted. Then click ‘Next’ 
to create your recovery drive, and follow 
the step-by-step guide opposite, which 
will help you reset your password. 

Locked out of Windows
Is Windows refusing to recognise your password? Discover how to rectify 
the problem by resetting your password to regain access

Untick the ‘Back up system files to the recovery 
drive’ box to keep your recovery drive size down.

You can reset your  Microsoft account without 
needing any verification options.

Protect your passwords
If you struggle to remember your account passwords, consider logging in 
using a PIN or other means offered under Settings > Accounts > Sign-in 
Options (Windows 8.1 and 10 only). Alternatively, employ the services of a 
password manager, such as LastPass (www.lastpass.com), which can store any 
sensitive information you have securely in an encrypted vault. You can record 
your local account passwords as a Secure Note, for example. For additional 
protection switch on two-step authentication using LastPass Authenticator or 
a similar app to protect your account from potential password breaches. Next 
time you forget your password? Just retrieve it from your phone or tablet.

U



6 Log in
With a little luck, you should now be able to log in using 

your new password. To restore the ‘Ease of Access’ button to its 
original function, open a Command Prompt window as an 
administrator, and then type the following commands: 
cd windows\system32
copy utilhold.exe utilman.exe

5 Reset password
Next type the following command, substituting 

‘username’ with your name as displayed on the Welcome screen, 
and ‘newpassword’ with your choice of password:
net user yourname newpassword
The Command Prompt screen should now tell you that the 
‘command completed successfully’.

3 Enter commands
Type the following commands, pressing [Enter] after each:

cd windows\system32
ren utilman.exe utilhold.exe
copy cmd.exe utilman.exe
exit

4 Access the Command Prompt
The commands you’ve entered basically change the 

‘Ease of Access’ shortcut on the Welcome screen to point to the 
Command Prompt. Now click Restart or Continue to boot 
Windows. When the log-on screen appears, click the Ease of 
Access button, and the Command Prompt should open.

1 Select repair option
If you can’t log on as another administrative user, boot 

from your Windows recovery media. Select your language if 
prompted, then choose ‘Repair your computer’. Windows 7 users 
should make a note of the drive letter under location before 
clicking Next > Command Prompt.

2 Change to Windows drive
Windows 8.1 and 10 users must select Troubleshoot > 

‘Advanced options’ > Command Prompt. Type ‘c:\’ and press 
[Enter] – change ‘c’ for whichever drive Windows is installed on. 
You can use the ‘dir’ command to check whether you’ve chosen 
the right one by examining its contents.

Reset your local account password
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T
here are many ways in 
which your PC can be 
infected or hijacked – we 
covered a number of 
these in last issue’s main 
feature. Rather than go 

over relatively new ground, we’re 
focusing on a specific form of hijack: 
that of your web browser.

Most web browser hijacks are more 
annoying than devastating, but they are 
still a pain to undo. Typically, a hijack 
occurs when your browser’s home page, 
default search engine or browser error 
page are changed. But more worrying 
symptoms can include pop-up windows, 
unwanted bookmarks directing to 
dodgy websites, toolbars and add-ons 
that won’t go away and a general 
slowdown of your web browser, never 
mind your computer.

Behind the scenes, browser hijacks 
can be part of a wider malware infection 
that is geared towards stealing personal 
data or damaging parts of the Registry.

Removing infections
Most good anti-malware software 
should have tools for dealing with 
browser hijacks among other general 
infections. If your anti-malware tool 
hasn’t been crippled, update it and 
perform a full scan to see what it finds. 
Making sure any web browsers you have 
open are closed, let it deal with any 
infections, reboot and then run another 
scan before reopening your browser. If 

you’re lucky, the infection will be gone, 
but it’s possible that certain elements 
will remain – you may need to try 
changing your home page and default 
search tool back yourself, while clearing 
out your bookmarks.

You should also check your browser’s 
add-ons – you can do this within the 
browser itself (type ‘about:addons’ in 
Firefox’s Address Bar for example). 
Remove any add-ons you don’t 
recognise, then reboot your browser 
and check they don’t come back.

Other hijackers may be linked to 
software installed on your PC. Most 

hijacks originate from Potentially 
Unwanted Programs (PUPs), which are 
often installed alongside other apps. 
During their installation you’ll have seen 
an invitation to change your home page, 
install extra programs and so on. 
Sometimes they’re easy to skip, but 
some installers make it difficult to know 
what settings to choose. However, 
removing these can often be achieved 
simply by heading into the Apps section 
under Settings (Windows 10) or the 
Programs and Features Control Panel 
(Windows 7 and 8.1). Locate the 
offending item and remove it.

The best security add-ons
Some web browsers are taking 
steps to make themselves more 
secure – Opera leads the way 
with its built-in adblocker and 
VPN, which enables you to 
browse safely over public and 
unsecured Wi-Fi networks. But 
most browsers can be 
strengthened with the right 
add-ons. Unless stated, all the 
following are available for 
Chrome, Firefox, Edge and 
Firefox – just search the official 
add-ons repository for them 
(remember, never install 
add-ons from anywhere else 
than official sources).

First, force websites to use 
the encrypted (and thus more 
secure) HTTPS protocol by 

installing the HTTPS 
Everywhere add-on. Non-
Opera browsers should install 
AdBlock Plus to protect against 
intrusive and potentially 
malicious advertising – but do 
whitelist trusted sites. The 
Disconnect add-on strengthens 
protection against invisible 
trackers, such as third-party 
cookies, while LastPass offers a 
more secure password 
manager than your browser’s 
offering, but be sure to enable 
two-step authentication.

Finally, Firefox users should 
install NoScript to selectively 
block active – and potentially 
unsafe – content such as Java, 
Flash and Javascript.

Remove browser hijacks
Lost control of your web browser? Pop-up windows plaguing your 
desktop? Discover how to take the fight to the browser hijacker

If a third-party program attempts to install an add-on 
in Firefox, the browser will now alert you to the fact.
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“Third-party anti-malware tools have 
a patchy reputation when it comes  
to removing browser hijackers”

Third-party anti-malware tools have a 
patchy reputation when it comes to 
detecting and removing browser 
hijackers along with the PUPs that carry 
them. Regardless of which security tool 
you currently have installed, download 
and install the free version of 
Malwarebytes Anti-Malware (www.
malwarebytes.com). This can be 
installed alongside existing security 
tools – perform a scan and it’ll detect 
and remove a wider range of threats 
than other tools. Reboot and scan again 
to verify the threat has been neutralised.

If you want to go even deeper, then 
run a scan using the free and portable 
AdwCleaner tool, which is also available 
from Malwarebytes (www.malwarebytes 
.com/adwcleaner/). This targets a wide 
range of web browser-related threats, 
including adware and hijackers. If 
damage has already been done either to 
your Internet connection or to Windows 
itself – for example, you’re blocked from 
accessing the Registry, or certain folders 
are now claiming you don’t have 
permission to access them – then use 

Windows Repair Tool (www.tweaking.
com) and NetAdapter Repair All In One 
(https://sourceforge.net/projects/
netadapter/) to unpick the changes.

Block browser hijackers
Once the source of the infection has 
been dealt with, you will need to take 
steps to prevent it from happening 
again, or at least minimise the risk. The 
‘Tighten your PC’s security’ box below 
reveals the additional steps you should 

take to add further layers of protection 
to your computer. It also goes without 
saying you should beef up your web 

browser’s security – most threats 
originate through your web browser 
these days, so what can you do to help 
lock things down? We’d recommend 
moving away from Internet Explorer if 
you’re still using that – Opera, Firefox, 
Google Chrome and Microsoft Edge are 
all more secure alternatives. 

Whichever browser you choose, make 
sure it’s kept fully up to date. Review its 
security and privacy settings – consider 
disabling any browser sync features for 

extra protection (but if you do use it, 
make sure it’s protected by a strong 
password). Also look to disable ‘active’ 
content – Flash, Javascript and Java, for 
example – where you can. Make sure 
only ‘first party’ cookies are selected 
and consider automatically clearing your 
history when closing your browser. Also 
consider using browser extensions such 
as those featured in the ‘Security 
add-ons’ box on the opposite page.

Finally, look to modify your own 
behaviour. Install programs carefully, 
checking to avoid installing anything 
other than what you expect. Stay away 
from dodgy websites, such as those 
offering ‘free’ downloads of copyrighted 
material. And adopt a position of 
extreme cynicism when confronted by 
pops-up or emails claiming you need to 
click a link or open an attachment 
immediately – the more urgent the 
claim, the less likely it is to be true.

Tighten your PC’s security
Prevention is always better 
than cure, so here’s a quick 
guide to adding multiple layers 
of security to your PC. First, if 
you’re relying on Windows 
Defender, consider replacing it 
with a more comprehensive 
anti-malware tool. Free tools 
are available, but try Norton 
Internet Security (www.norton.
com/uk) and you’ll gain extra 
features like a stronger firewall 
and Norton Insight, a tool that 
scans all files for threats, using 
both community ratings and 
behavioural technologies to 
determine if they’re safe or not.

Consider adding a secondary 
form of defence in the form of 
Malwarebytes Anti-Malware 

Premium (from £29.99 per year 
for a single PC). This adds four 
layers of real-time protection, 
none of which interfere with 
your existing anti-malware 
tools. Crucially, these include 
better blocking of PUPs and 
Web Protection, which can 
block in-bound threats from 
the web – including third-party 
malvertisements.

It’s also worth installing the 
free Unchecky (www.unchecky.
com) tool, which helps protect 
against PUPs by automatically 
deselecting the options that 
install them during setup. For 
more advice, check out the 
‘Protect Your PC’ feature on 
page 58 of this issue.

Tighten your web browser’s default security and privacy settings.
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Windows won’t boot
Can’t load Windows? PC won’t even start? Read on to discover how to 
troubleshoot and fix your boot-related problems

es, it’s the worst possible 
feeling: you go to switch 
on your PC as normal 
and Windows refuses to 
boot or – worse still – 
nothing happens at all. 

In this penultimate section of our 
disaster-recovery guide, we look at how 
to troubleshoot both hardware- and 
Windows-based start-up issues.

Hardware troubleshooting
The first hurdle for you to overcome is 
in determining whether your PC’s 
problem is hardware-related. If nothing 
happens when you power it on, check 
the power cable is securely plugged in 
and any switch on the back of your PC is 
on. If it is, a faulty power supply unit 
(PSU) or cable could be the cause.

If it powers on (listen out for fans 
spinning), your PC should run through a 
series of basic tests, known as the 
Power-on Self Test (or POST). If your 

computer passes these tests, it starts. 
But if it encounters a problem, it’ll stop 
and either beep at you or display an 
error code on-screen.

The number and duration of beeps 
you hear, or the error code you see, is 
designed to help you diagnose the 
problem and hopefully find a fix. 
There’s no standard, but a wide range 
of beep codes are explained at www.
computerhope.com/beep.htm – if this 
site doesn’t help, consult your PC or 
motherboard’s manual or web site.

Most errors are caused by faulty or 
dislodged components, typically 

memory, graphics cards or processors. 
Fixing the latter problem is simple – just 
open your PC’s case and check the 
offending item is securely in place. 
Next, try unplugging all external 
peripherals and cables from your 
computer except for the power, monitor 
and keyboard, then power on. If this 
doesn’t help, open the case and 
carefully disconnect the drives and 
remove all the expansion cards – except 
for any graphics cards – to see if that 
solves the problem. 

Sometimes simply stripping things 
back brings your PC back to life, after 

Build a more powerful repair disc
If you would like additional 
repair options when trying to fix 
your non-booting Windows 
installation, then visit www.
lazesoft.com/lazesoft-recovery-
suite-free.html on a working PC 
to download and install the 
Lazesoft Recovery Suite Home 
Edition. Launch the tool and 
create the recovery boot media 
(using a DVD or USB flash drive). 
This provides four useful repair 
and rescue tools.

Of these, Password Recovery 
can be used to more easily reset 
your local account passwords 
(see page 15), while the Disk 
Image & Clone tool enables you 
to take a fail-safe backup of the 
entire system drive before 

attempting repairs or wiping 
and reinstalling Windows from 
scratch. Data Recovery does 
what it says on the tin, but can 
also be used to copy regular 
files from your storage drive too 
– useful if your user folders are 
stored on the same partition as 
Windows itself and you don’t 
have a recent backup.

Finally, Windows Recovery 
offers several additional repair 
tools to those found in your 
original Windows installation 
media, including a one-click fix 
and a series of targeted tools 
aimed at specific boot 
problems. The step-by-step 
guide on the opposite page 
reveals how to access them.

Check internal components are securely fitted 
if your PC starts beeping and refusing to boot.

Windows 7 places all its repair tools on a single, 
easy-to-access screen. Click one to jump to it.
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1 Basic options
Insert your newly-created Lazesoft 

Recovery Suite boot media (either a DVD 
or a USB flash drive). Start up your 
computer and select the boot drive if 
necessary. Leave the Lazesoft option 
selected and press [Enter]. Wait for the 
boot disc to load the emergency recovery 
environment as shown.

2   Your repair options
After taking precautions – copy 

data off the drive using Data Recovery, or 
take a full Disk Image & Clone – select 
Windows Recovery. Click OK and then 
choose either the One Click Fix solution or 
select another option that repairs a 
specific issue, which you may recognise 
from your PC’s symptoms.

3 More tools
Use Lazesoft File Manager to 

browse and copy files between different 
PC drives. Click the Start button to reveal 
more tools, including a Registry editor, a 
network configurator and a menu that 
provides access to the same repair tools 
that you’ll find on Windows own 
installation and repair media.

which you can reconnect everything 
and it works flawlessly; if the problem 
comes back, you’ll need to reconnect 
things one at a time to locate the 
culprit. If you can diagnose a faulty 
component, take steps to replace it; if 
not, you’ll need to have the PC looked 
at by a computer hardware repairer.

Use installation media
If you can get as far as a Windows 
loading screen or an error message 
about your storage drive or operating 
system, then it’s time to fish out your 
Windows installation or system repair 
drive or disc (see page 14). Boot from 
this, and then choose ‘Repair your 
computer’ after selecting your 
language. Windows 7 users will find the 
all available options on the first screen 
they see; Windows 8.1 and 10 users 
must select Troubleshoot.

All flavours of Windows offer a 
start-up repair tool. Windows 8.1 and 10 
will attempt to use this automatically, 
but you can also access it via the 

‘Advanced options’ screen. Other 
options available to you in Windows 7, 
8.1 and 10 include System Restore for 
rolling back to a previous Restore point, 
which can resolve some start-up issues. 
It works as it does in Windows itself – 
you’ll be shown recommended Restore 
points, but tick ‘Show more restore 
points’ to see all of the points that are 
available, and ‘Scan for affected 
programs’ to see what effect each 
rollback will have on your machine 
before you try one.

If you’ve created a Windows system 
image using the built-in Backup and 
Restore tool (Windows 7 and 10 only), 
then you can also roll back using that 
too, although unless the image was 
taken recently you will lose a awful lot 
of data, programs and settings – you 
may be able to restore a later copy of 
your data when you’re back in Windows 
if you also use this Backup and Restore 
to back up your files and settings.

Advanced users can also access the 
Command Prompt, although this 

requires you to have access to another 
computer with Internet access to help 
you determine what problem you have 
and the steps required to rectify it. 

One final option for Windows 8.1 and 
10 users are Refresh and Reset. Refresh 
enables you to perform a repair install 
of Windows, which could get things up 
and running again without affecting 
your files. For more advice on repair 
installs – including options for Windows 
7 users – see page 18 of issue 139.

If you’re still unable to get Windows 
back, take a full system image using 
Lazesoft (see the box on page 18 and 
below for full instructions) and then 
perform a full destructive reinstall of 
Windows – you’ll find complete 
instructions for how to do this in our 
final section, over the page.

Repair your PC with Lazesoft

“Refresh allows you to perform a 
repair install of Windows which could 
get things up and running again”

Most of Windows 8.1 and 10’s repair tools  
can be found under ‘Advanced options’.
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A full, destructive reinstall
If you’re looking to wipe the slate clean, or need to recover from major 
issues, the nuclear option is always the best one

einstalling Windows 
from scratch – namely, 
wiping your system drive 
completely clean to 
install a brand, spanking 
new (and fresh) version 

of Windows on to it – is the ultimate 
choice for anyone looking to revive a 
slow-running PC or resolve a major, 
non-hardware issue, such as those 
caused by malware or a clogged up 
computer, In this final section we’ll step 
you through the entire process.

Ideally you should have a recent and 
full backup of your PC, created using 
either File History or the Windows 
Backup and Restore tool before you 
begin, that way you’ll lose the minimum 
of content. A full reinstall really is 
destructive – nothing left on your C 
drive will exist once you’ve finished. You 
should ensure you have the latest 
installation media for your target 
version of Windows - see the ‘Reinstall 
Windows’ feature from issue 139 for 
details on how to do this. This will 
ensure a cleaner, more up-to-date 
installation from the off, thus saving you 
time bringing it fully up to date once the 
installation has completed. 

It’s also worth sourcing networking 
and graphics drivers now rather than 
relying on Windows to provide them for 
you – in most cases, they should be built 
in, but not always. Consult your PC or 
motherboard manufacturer’s website for 
these, or visit your Wi-Fi adaptor or 

graphics card manufacturer’s site – 
download them to your backup drive.

Other things to consider: uninstall any 
products that require activation now – 
this should deactivate the licences and 
allow you to use them with your new 
install without any issues. Also, be sure 
to have product keys and program 
installers to hand.

STARTING THE  
REINSTALL PROCESS
A full destructive reinstall should always 
be started by booting from your 
installation media, be it a DVD or USB 

flash drive. The actual reinstall process 
doesn’t differ much across Windows 7, 
8.1 or 10. You’ll be asked to verify your 
language, location and keyboard are set 

Restore programs, settings and data
Once Windows is reinstalled, 
open Windows Update to 
bring Windows fully up to date 
– don’t be surprised if there are 
hundreds of updates still to 
apply in the case of Windows 7 
and 8.1. Once it’s fully up to 
date, consider reinstalling 
Macrium Reflect Free (www.
macrium.com/reflectfree) and 
taking your first drive image 
– a vanilla backup you can 
restore in future instead of 
reinstalling Windows itself.

If you followed the advice in 
our ‘Reinstall Windows’ feature 
from issue 139, you should now 
be able to reinstall your core 
apps using CloneApp (www.
mirinsoft.com) from your data 

drive. If you click the Restore 
button, every single program 
setting you backed up will be 
restored – if there are any 
backup settings you don’t want 
to restore, select Options to 
locate the backup folder, then 
open it and move any program 
folders you want to ignore out 
of the folder temporarily 
before clicking the Restore 
button. Now take your second 
Macrium Reflect Free backup.

Finally, open File History or 
the Windows Backup and 
Restore tool and take steps to 
restore any data you backed 
up, then make sure the tool is 
configured to carry on backing 
up going forward.

Windows 10 users can launch a repair install directly from the Media Creation Tool.

Windows 7 and 8.1 
users will find a 

large number of 
updates waiting 

to be installed 
after reinstalling.
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1 Reboot for media
If you’re running Windows 7, or 

have Fast Boot disabled, insert your boot 
media and start your PC. Look for a ‘Press 
any key to boot from CD or DVD’ option  
– even if you have booted from a USB 
flash drive. Press any key on your 
keyboard and you should find that the 
Windows install process starts.

2 Tweak boot options
If you boot back into Windows, 

restart your PC again, but this time press a 
key, such as [F11], when prompted to 
open a boot menu. Once you have done 
so, select your boot media – choosing 
UEFI if that option appears – to boot; 
otherwise, enter setup so that you can 
change the boot device order.

3 Windows 8.1/10
If Fast Boot is enabled on your 

computer, open Settings in Windows and 
then navigate to ‘Update & recovery’ > 
Recovery, then click ‘Restart now’ under 
‘Advanced start-up’. When the boot 
options appear, choose ‘Use a device’ to 
select the USB flash drive or DVD you  
created from the list that appears.

correctly, then it’s a case of clicking 
Install Now. If prompted, enter your 
product key or click Skip if you’re 
running Windows 10 on a PC you 
upgraded during the free period. When 
asked what type of installation you wish 
to perform, choose the Custom option.

Next comes potentially the trickiest 
part of the process. A list of drives and 
partitions will appear – you need to 
select the one Windows is currently 
installed on. By default, it should be 
detected and selected, but verify it’s 
correct before clicking Format (click the 
advanced Drive Options button if it’s 
not visible). Click OK, then once 
formatted, verify the drive is still 
selected and click Next.

That’s the technical stuff pretty much 
done. You’ll see a checklist of tasks to be 
performed – just sit back and wait. One 
thing to note: when Windows reboots, 
you may see the ‘press any key’ prompt 
again to boot from CD or DVD. Don’t 
press anything if that happens, just let 
the installer continue.

SET UP POST-INSTALL
The post-setup prompt begins with 
Windows 7 users being prompted for 
their product key, then it’s a case of 
setting up a user account and you’re off 
and running. Windows 8.1 users will get 
an Express Settings prompt – be sure to 
click the option to customise these and 
go through them carefully.

Post-Creators Update, Windows 10 no 
longer gives you an Express Settings 
option. For now, confirm your location 
and keyboard, set up your network if 

required and choose ‘personal use’ 
when prompted. You can either sign in 
with your Microsoft account or click 
‘Offline account’ > ‘Maybe later’ if you 
plan to stick with the old-style Windows 
7 local user account. 

If you opt for the Microsoft account 
option now is a good time to set up a 
PIN to speed up future logins (note: the 
PIN is tied, specifically, to this PC, and 
you can always bypass it using your 
regular account password should you 
forget it at any point).

You’ll then be asked to set up Cortana 
– this is where Windows 10’s notorious 
privacy settings come into play, so 
review all of the options carefully, 
flicking the slider to Off for any you 
don’t need or use.

That’s the end of the setup process 
– Windows will now configure itself 
based on each of your choices and you’ll 
see a series of messages appear 
on-screen. Eventually, when all is ready, 
you’ll find yourself back at the familiar 
Windows desktop screen. ■

Start the install process

“Next comes potentially the trickiest part of the process.  
A list of drives and partitions will appear – you need to 
select the one Windows is currently installed on”

Make sure you’ve got network and graphics drivers sourced.
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 windows tips   internet advice   exciting new projects

Our promise to you…
Get more from Windows, software and all your favourite sites

packed with informative tutorials
Every issue, we guarantee to pack the 
magazine with great tutorials teaching 

you all the best things you can do with your PC. 
Each article features step-by-step instructions 
to make learning new skills fast and enjoyable.

customise windows to work your way
We all know how to do the basics but 
getting the most from Windows isn’t 

always easy. Our dedication to the operating 
system means you get the very best tips and  
tricks for all versions of Windows.

get more from your favourite websites 
We all have our list of favourite sites  
but often we miss out on great features 

because they’re difficult to use or hidden from 
sight. We’ll show you how to do more online, 
for a more satisfying web life.

discover new programs with our help
From speed-up and security software 
to superb photo apps, there’s always 

something new to try on your PC. The 
Windows Store in Windows 10 and Windows 
8.1 is packed with software to download.

Welcome
This month’s 
Explore section is 
full of fantastic tips 
and tricks to help 
you get the most 

out of your PC – whether you 
want to create your first 
website (page 26); produce 
an amazing-looking collage 
(page 29) or manage your 
media collection (page 34).

We also show you how to 
find any files on your PC (page 
32); back up and restore your 
files using File History (page 
38); and how to restore files 
you have accidentally deleted 
using Recuva (page 42). We 
also show you how to stay safe 
online with the super-easy 
TunnelBear VPN (page 40).

Rob Mead-Green 
Editor 
rob.mead-green@futurenet.com

Turn to page 29 
to find out more

Full listing…
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44 Self-publish your own book

48 Discover a whole new world of 
sound with TuneIn Radio

26 Make your own website using 
the brilliantly easy-to-use Wix

29 Create an amazing photo 
collage using Paint.net

32 Find any file on your PC

34 Make the most of your music, 
movies and TV shows with Kodi

38 Backup and restore your files 
with Windows’ File History

40 Stay safe and secure online 
using the TunnelBear VPN client

42 Bring back accidentally deleted 
PC files with Recuva

Your guide  
Ian Evenden says…
“Use your own and public 
domain images to create 
stunning collages”



Learn how to…
Create your 
own website

“Give your hobbies and interests  
a proper home online with the 
brilliant – and free – Wix”

ocial media is a great way to 
share your interests with 
close friends, but if you’re 

serious about a particular topic – 
whether it’s photography, cooking, 
writing, travel or any other pastime – 
having your own website will make it 
easier to share them with the world. 
Creating your own site means you 
have total control over what’s 
published and how it looks. Want to 
start a blog? You can do that. Want to 
show off high-quality photos in a 
gallery? No problem.  Want to start an 
online shop? There’s nothing 
stopping you.

We’ve tried all the most popular 
site-building tools, and in our opinion 
Wix is easily the best.  It has a huge 
set of stunning templates, a simple 
drag-and-drop interface for moving 
items around, and an ‘ADI’ (Artificial 
Design Intelligence) tool that makes 
the process effortless. Best of all, it’s 
free. Let’s get started.

1 Get a photo editor
Before you get started, it’s worth downloading a free photo 

editor so you can make simple adjustments to any pictures you 
want to add to your site (like cropping, rotating and adjusting 
colours). Adobe Photoshop Express is free from the Windows 
Store (http://bit.ly/2xWE8Mu) and is easy to use, but if you do get 
stuck you can find a quick tutorial here: http://bit.ly/2knXDdG.

2 Get a Wix account
Visit www.wix.com and click ‘Start now’. You can log in using 

your Facebook or Google account, or create one specifically for 
Wix using your email address. To make a new account, click ‘Sign 
up’, enter your email address and create a password. Once you’re 
logged in, select the type of website you want to make. If you 
can’t see an option that sounds right, select Other.

Step-by-step Design and publish a website

Your guide Cat Ellis says…

PageS
Click here to see 
your homepage, bio 
and any other pages 
on your site. You can 
add, remove, edit 
and rearrange them. 

add elementS
Click here to insert 
images, text boxes, 
forms, buttons and 
many other items to 
your website design. 
Wix makes it easy.

Blog manager
This button gives 
you access to Wix’s 
blogging tool, which 
you can use to edit, 
publish and manage 
your blog posts. 

S
  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

at a glance
Skill level…

Suitable for…

26  |    |  December 2017



3 Get started with ADI
You’ll now be asked whether you want to create your 

website using the Wix ADI tool or design it yourself. If you want to 
make a site as quickly as possible, select the first option, then 
answer the questions you’re asked as thoroughly as you can. 
Don’t worry if some of the information (such as an address) isn’t 
relevant – you can skip any parts you need to.

4 Make your homepage
The Wix ADI will prompt you to choose a colour scheme, 

then prepare the initial design for your homepage based on the 
information you’ve provided. Once it’s finished, the ADI will 
present you with a list of steps to follow. Run through them, 
skipping any you don’t need. Once you reach the end, you’ll have 
a finished custom website. It really is that easy! 

Jargon buster!
 adI

Artificial Design 
Intelligence –  Wix’s 
question-based tool, 
which creates a 
unique website 
design based on 
your answers.

 Blog manager
The tool you use to 
create, update and 
organise your blog 
using Wix. You can 
find full instructions 
on how to use it at 
http://bit.ly/2gftIAf.

 Url
Uniform Resource 
Locator – an address 
to a location on the 
web, such as a site, 
page or an image.

Save
Click this regularly to 
make sure you don’t 
lose your progress if 
you accidentally 
navigate away from 
the page you’re on. 

moBIle
Click this to see how 
your site will look on 
a smartphone. All 
Wix templates have 
been designed to be 
mobile-ready.

toolBox
Click a page element 
(such as a text box) 
then use these tools 
to adjust its position, 
size, alignment and 
other properties. 

Cat’s best tip!
Give your site a unique 
name. If you have a name in 
mind, search for it and see 
what results appear.

Explore 
Create your own website
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9 Update your blog
If your site includes a blog, use the Blog Manager (the ‘B’ 

icon on the left) to add new posts and edit existing ones. The blog 
editor works very much like a simplified version of Microsoft 
Word. Blog posts can include text, photos, videos and animated 
GIFs. When you’ve written a post, click Publish and close the Blog 
Manager using the ‘X’ in the top right to return to your site.

7 Change images and text
Click on a page to change its design or choose a different 

background. Wix comes with a selection of images, but if you 
want to add your own click Image, then select the ‘Upload images’ 
button. The process is the same if you want to change any other 
pictures on your site – just click them and follow the instructions. 
To edit the text on your website, just click it and begin typing.

5  Do it yourself
If you’d rather have full control over how your website looks, 

select ‘Create a website yourself with the Wix Editor’ and pick one 
of the available templates – there are dozens arranged into 
different categories. You can edit colours and pictures later, so just 
choose the one that’s closest to the look you want. Hover your 
mouse cursor over it and select Edit.

10 Get published
Once you’re satisfied with how your website looks – 

whether you used the ADI or made it yourself – click the blue 
Publish button at the top right. It’s that easy! Wix will show you 
the URL of your site and provide a button to click so you can see it 
for yourself. To edit your site or add new blog posts, just log in at 
www.wix.com and return to the editor. ■

8  Add galleries, shape and more
You’re not limited to the text and image boxes placed on 

your site automatically, either. Click the ‘+’ icon on the left-hand 
side to see a huge list of elements you can add to each page, 
including text boxes, images, shapes, menus and much more. 
Select the one you want and drag it straight onto the page. 
Guidelines will appear to help you align it with everything else.

6 Manage page
You’ll now see your site’s home page. To see the rest, click 

the blue Pages button at the top left. These will appear as a menu 
when your site is published. You can drag and drop them to 
rearrange them, click the ellipsis (…) icon to delete any you don’t 
want, and insert more by clicking ‘Add page’. The ‘Page transitions’ 
option at the bottom offers a selection of web page effects.
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This free alternative to Microsoft Paint has features you’d find in many 
paid-for applications – and it’s wonderfully easy to use as well

ver since Microsoft announced it 
would no longer be developing 
its Paint image editing and 

painting program, which has been 
around in one form or another since 
Windows 1.0 back in 1985, users have 
been looking around for alternatives. And 
there are plenty out there, often for free.

One that’s most commonly offered as a 
replacement is the brilliant, and free, 
Paint.net. Originally programmed by Rick 
Brewster as a project at Washington State 
University, it’s taken on a life of its own 
and now exceeds the capabilities of Paint, 
offering layered images and special 
effects that can enhance your creations. 

Microsoft’s Paint will still be available 
for free on the Windows Store, but now’s 
a good time to explore what a more 
capable graphics program can do. 

Here, we’re going to look at making a 
collage using Paint.net’s layers, piecing 
together elements of different images to 
make a single composition.

Learn how to…
Create a collage in Paint.net

E

Step-by-step Create a stunning-looking collage

1 Download and install
To install Paint.net, head to www.getpaint.net. There’s a 

download link on the right-hand side, and the app is completely 
free unless you choose to make a voluntary donation. Download 
the installer and double-click it to launch it. Choose where to 
install, and let it do its thing. When it’s finished, launch the app 
either by clicking the shortcut or finding it on your Start menu.

2 Find some images
You can either decide what you want to create first, or go all 

freeform and just let the artwork flow. Whichever you choose, 
you’ll need some source images, so make sure your Pictures folder 
is well stocked. You can also find images online if there’s a specific 
element you want to include – search for ‘public domain images’ 
which are free to use for any purpose and are free of copyright.

3 Choose a background
The first image you’ll want is a background. We’ve gone for 

a sky, as our collage is going to involve aircraft, but you could 
choose a leafy forest or a field or literally anything that matches 
the idea you have in your mind. Open the image in Paint.net, and 
open the Layers palette, if it’s not already open, by clicking the 
icon at the top right that looks like a series of overlapping squares.

4 Add more layers
If you’re going to collage, you need another layer or two. 

Import an image into your composition as a new layer by going to 
the Layer menu and choosing Import From File. Choose the image 
you want to use from the window that appears. Instead of 
opening as a new image, it will appear on top of your background 
layer, with its own entry in the Layers palette.

Explore 
Create a collage in Paint.net
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5  Make it transparent
There’s no point having one image cover up another, so let’s 

use one of Layers’ properties – transparency. Just like sheets of 
acetate on an overhead projector. As you add more sheets, those 
underneath show through where upper layers are transparent, so 
you’ll have to make a hole. Select the sky above the explosion 
with the Magic Wand tool, and press Delete to clear it away.

6 Change the size
Now you can see the layer below, but the top layer is too 

big. Shrink it down using Rotate/Zoom from the Layer menu. It’s 
always better to make things smaller rather than larger, since the 
program can’t generate extra detail in the image. Shrink it down 
to the size of your smallest layer – in this case the background – 
and you’ll end up with a sharper, if smaller, image.

7 Add another layer
Explosions don’t come from nowhere, so import the 

helicopter that caused it (as seen in Step 6). Do this the same way 
as the explosion – import it from a file and use a combination of 
the Magic Wand and Eraser tools to remove the background. The 
Wand selects areas of the same or similar colours, but if too much 
of your image is being selected, turn down the Tolerance slider.

8 Save and continue
It’s important to save your work frequently. Saving as Paint.

net’s native .pdn file format will preserve the layers you’ve 
created, whereas saving as a more common JPEG won’t. So you 
can come back to a .pdn file and continue editing it where you 
left off, even if it’s not as easy to open the file in other programs.
You can export your collage as a JPEG when you’re done.

ToolS
Use the tools in the 
tools palette to edit 
your image. There’s 
a drop-down above 
it, which does the 
same thing.

ImageS
If you have multiple 
image files open, 
thumbnails appear 
here so you can 
switch between 
them with a click.

ColourS
Or ‘Colors’ since it’s 
an American app. 
Choose the colour 
you want to paint 
with, or write text in, 
from this option.
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  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

at a glance
Skill level…

Suitable for…

Jargon buster!
 Public domain

Creative works, such 
as photos or music, 
not protected by 
intellectual property 
laws and available 
for others to use 
completely free.

 Transparency
The ability to see 
through one layer to 
the one below. This 
is often achieved by 
opening a hole in 
the top layer.

 JPeg
The most common 
image data format 
used on the web, 
and perfectly good 
for printing from. 
Compresses the data, 
but usually in a way 
you won’t notice.

9 Move a layer
Your layers can be moved as well as scaled and rotated. 

Make sure you have the layer you want to move selected, and 
choose the Move tool. Be warned, if you move some part of your 
layer outside the image area, and click Finish, the pixels you can’t 
see will be lost, and if you move the layer back to where it was 
you’ll see a hard edge cutting it off. Plan ahead to avoid this.

10 Export your collage
To export your composition as a JPEG, just select Save As 

from the File menu. In the window that appears, choose JPEG as 
your file format, and you’ll be asked if you want to flatten the 
layers in your image. Say yes, and you’ll be able to set the level of 
JPEG compression. Choose a higher number if you want to print 
your image, or a smaller one if it’s for emailing. Click ‘OK’ to save. ■

HISTory
The History palette 
is like a multiple 
Undo. You can also 
use [Ctrl] + [Z] to go 
back one step if you 
want or need to.

layerS
The layers of your 
image are here. You 
can reorder them, 
switch them on and 
off, create new layers 
and delete them.

Zoom
You can hold [Ctrl] 
and roll your mouse 
wheel to zoom, but 
there’s a dedicated 
slider tucked away in 
the corner here too.

IAN’s best tip!
the History palette is like a multi-
level Undo. It saves the state of your 
image every time you do something 
new. It ’s handy if you make a 
mistake and want to backtrack.

Explore 
Create a collage in Paint.net
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Learn how to…
Find anything on your 
Windows 10 PC

“It’s easy to find whatever you want in Windows 10, 
but here are a few tips and tricks that can making 
finding even similar files much simpler”

ot so long ago, it used to be 
rather hard to find files in 
Windows, but that’s no 

longer the case. In Windows 10, it’s 
easier than ever to find what you 
need, and it’s much quicker too. 

There are also more options for 
finding things, such as the integrated 
Search bars in many system windows, 
as well as Cortana, Microsoft’s virtual 
personal assistant, which is baked 
into Windows 10 and is constantly 
getting better thanks to updates. 

It’s true, however, that sometimes 
finding the right file can be harder 
within Windows. especially if you 
have many similar items. That’s why 
we’re here to make the process 
simpler – we’ll show how you can 
find specific types of files, system 
settings, as well as how to use 
Cortana to do it for you (it really is 
easier than you think). Don’t worry, 
with these tips and tricks you’ll never 
ever lose a file again!

1 Start the right way
As in older versions of Windows, search begins from the 

Start menu. In Windows 10 there is a difference, since Search now 
has its own circular icon on the Taskbar next to Start. Click this 
and you’ll see a Search menu appear. Simply start typing your 
search term into the menu – there’s no need to click into it. If 
you’re in the Start menu, you can also just begin typing to search.

2 Your initial results
We’ve typed a simple and non-specific search term here 

– ‘man’. As you can see the search results menu throws up a whole 
bunch of options. There’s the best result at the top, then some 
settings, such as ‘device manager’, then some apps and some web 
search suggestions. As you can see the ‘best match’ is highlighted, 
so you can just hit [Return] to launch that if it’s right.

Your guide Dan Grabham says…

N

Dan’s best tip!
there’s a way to rapidly begin 
a search whatever you are 
doing. Hit the [Win] key and 
start typing your search term.

Step-by-step How to find everything you need

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…
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7 Use Cortana
The circular search icon we mentioned earlier actually takes 

you into the Cortana menu. Cortana is Microsoft’s virtual assistant. 
Cortana is included as standard on Windows 10 devices and works 
by learning your voice. You’ll then be able to search your PC just 
by asking it to – begin your voice command with ‘Hey Cortana’. 
You can also open Cortana by pressing [Win] + [S].

8 Find settings
You’re also able to search for PC settings in Windows 10. You 

can do this from the Taskbar using the method we showed in Step 
1, or you can use the Search box in the Settings app. You can 
search for quite specific settings this way and either press [Return] 
or click there to access them. This won’t turn settings on and off 
immediately, but it will take you to the relevant section. ■

5 Search in File Explorer
Search isn’t limited to the Start menu and Taskbar. From any 

File Explorer window, just type what you want to search for in the 
Search bar on the top right. The current folder and subfolders will 
automatically be searched. So if you’re in This PC or Documents, 
then those areas will be searched. If your PC isn’t the quickest, this 
could take a few minutes to finish.

3 Apply filters
Using the icons at the top of this window you can then 

choose to apply various filters to your search results. By clicking 
the drop-down arrow you can view even more filters. Maybe you 
want to refine your search by content type, such as videos or 
music, or settings. Rather than using filters, another solution is to 
provide a more specific search term and we’ll do that next.

6 Refine the options
You’re able to refine File Explorer searches with even more 

granular options than if you searched from the Taskbar. As well as 
more types of search – such as calendar or email – you can refine 
your search by file size, as well as other options such as the date 
the file was modified. You can also choose to search other 
locations after your initial search.

4 Be specifc
The best way to get better search results is to provide as 

much information as possible – just as if you were doing a web 
search. So here we’ve typed ‘manchester’ rather than just ‘man’ 
and applied the document filter. Often – as with the main result 
here – it will be the best match, so it won’t just be based on the 
filename; it could be the contents, too.

Explore 
Find anything on your PC
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Learn how to…
Manage your 
media in Kodi

“Use this powerful, free media 
player to manage and play all of 
your films, TV shows and music”

odi is an extremely versatile 
open source application. It 
offers a very elegant way to 

manage all your TV shows, films and 
music in one place. Each aspect of 
Kodi can be changed from its themes 
(known as ‘skins’) to the addition of 
various plug-ins, which support extra 
features such as YouTube playback.

One useful feature concerns Kodi’s 
video and audio scrapers. These 
scour the internet to match your 
media files to a particular film, TV 
programme or song. The resulting 
metadata is displayed in the app.

The Kodi project is dedicated 
towards turning your PC into a home 
cinema. To this end, the application 
also supports a number of remotes, 
such as official touchscreen apps for 
mobiles and even game controllers. 
See http://kodi.wiki/view/Remote_
controls for a full list of compatible 
devices. Now join us as we show you 
how to set up and use Kodi.

1 Update Windows
Kodi will only work with the latest version of Windows 10. 

You can check if your system is up to date by heading to Settings 
> ‘Update & security’ > Windows Update. Save and back up any 
files that you’re currently working on, then click on ‘Check for 
updates’. If your PC needs to reboot, let it do so, since you won’t 
be able to install Kodi until the update is complete. 

2 Download Kodi
Fetch the latest stable version of Kodi by opening the 

Windows Store and typing ‘Kodi’ into the Search bar. Click ‘Get’. If 
you want the most up-to-date version of Kodi, open your browser 
and navigate to https://kodi.tv/download. Click ‘Windows’ under 
‘Choose your weapon’, then Nightly Build. When you first launch 
Kodi, Windows’ Firewall will display an alert. Click ‘Allow Access’. 

Step-by-step Learn how to set up Kodi

Your guide Nate Drake says…

Power Button
Click here to show 
the power menu. 
You can use this to 
exit Kodi, as well as 
reboot, hibernate or 
shutdown your PC. 

SettingS
Click to configure 
settings, such as 
your chosen skin, 
and whether to 
autoplay music, 
videos and more.

Media Menu
Hover over these to 
display different 
media types. If you 
haven’t added any 
content yet, you can 
do so from here. 

add-onS
Click to access the 
Add-ons browser. 
Add-ons enhance 
Kodi’s features with 
new skins and extra 
media content. 

K
  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

at a glance
Skill level…

Suitable for…
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3 Rename your media
If you want Kodi to recognise your films and TV shows, you 

need to name them correctly. Open File Explorer and head to your 
video collection. Rename films using ‘Name (Year)’ – ‘Night of the 
Living Dead (1968)’, for example. Rename TV shows using ‘Name_
sXeY’ – ‘Adventures of Superman_s01e03’, for example, then place 
them inside a folder with the name of the TV series. 

4 Add movies
Click on your Start menu and then on Kodi under Recently 

Added. Kodi will now launch in full-screen mode. Use your mouse 
or the arrow and [Enter] keys to navigate and choose options. First 
hover over Movies then on Add Videos. The ‘Add Video Source’ 
window will open. Click on Browse and navigate to the folder 
where you keep your film collection, then click OK. 

Jargon buster!
 add-ons

Any one of a number 
of apps designed to 
enhance Kodi, such 
as YouTube support. 
Some add-ons are 
maintained by the 
Kodi developers. 
Others are created 
by the community. 

 Skin
The visual interface 
for Kodi. You can 
change the default 
skin, Estuary, via the 
Add-ons browser.  

 Krypton
The codename for 
the current version 
of Kodi. The layout 
and menu options 
are different to 
previous releases.

CategorieS
These are useful if 
you have a lot of 
videos. You can sort 
content by genre, 
alphabetically and 
much more.

LiStingS
Shows content you 
have recently added 
and watched, as well 
as a small progress 
bar under videos 
you’ve started. 

NATe’s besT tip!
For a true home cinema 
experience, Kodi supports a 
number of remote controls. 
see http://kodi .wiki 

Explore 
Manage your media in Kodi
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9 Change skin
In Kodi, your chosen skin governs the look of the graphical 

user interface you use to manage and play your content. This 
includes the layout of menus, the background and, in some cases, 
extra icons and features. By default Kodi uses the rather austere 
Estuary skin. But you can change this to something more visually 
appealing. To do that, head to ‘Add-ons’ > ‘Look and Feel’ > Skin. 

7 Add music
Kodi supports music playback. Press the [Win] key to show 

your Taskbar or exit Kodi and navigate to your music. Name tracks 
using the ‘Track number-Artist-Song name’ format – 04-Toybox-
Tarzan and Jane, for example. Relaunch Kodi and choose Music, 
then Enter Files. Enter the path to your music folder in the same 
way as before.  Under ‘Set Content’ choose Music. 

5  Define content
Once you’ve set the video folder, the Set Content window 

appears. Click on the word ‘none’ besides ‘This directory contains’. 
You can now specify that this folder contains Movies. By default, 
information about films is taken from The Movie Database. Under 
‘Content Scanning Options’, you can specify whether the movies 
are in individual folders or not. Finally, click OK.

10 Configure Settings
Click the Settings icon at the top left to change Kodi’s 

settings. The menus are categorised so this should be fairly self 
explanatory. For instance, to optimise Kodi for use with 
touchscreens go to Skin Settings > General > Touch Mode. You 
can also fine-tune your playback settings. Click the button at the 
bottom-left to switch between Basic and Advanced settings. ■

8 Install the YouTube add-on 
Kodi supports extra features, including the official YouTube 

add-on, which can both search for and play videos. Return to the 
main menu and choose ‘Add-ons’ > ‘Enter add-on browser’. Select 
‘Video add-ons’, then scroll down to YouTube. Double-click and 
select Install. You can now access YouTube from the Add-ons 
menu. Click Search > New Search to look for videos. 

6 Add TV Shows
Kodi will now ask if you want to refresh information for your 

items. Click ‘Yes’, then press [Esc] to go back to the main screen. 
Hover your mouse over TV Shows, then click Enter Files. Browse 
and select the folder containing your TV shows in exactly the 
same way as you did for Movies. In the Set Content window, click 
‘none’ and specify that the content contains TV Shows. 

36  |    |  December 2017



Back issues 
Don’t miss out!

Missed an issue?
Our website stocks up to six months’ worth of back issues  
– we deliver worldwide and all prices include shipping

From £5.99  
issue 140 october 2017

From £5.99  
issue 141 noveMber 2017

From £5.99  
issue 137 JuLY 2017

From £5.99  
issue 139 sePteMber 2017

From £5.99  
issue 136 June 2017

From £5.99  
issue 138 auGust 2017

FOr Back issues gO tO 
www.myfavouritemagazines.co.uk

AUGUST  2017 PRINTED IN THE UK  £5.99Fix your photos
Remove malware
Speed up your PC

Windows basics

TESTED 
& RATED
• SURFACE PRO
• HUAWEI LAPTOP
• CANON G9 X MKII

Extend your PC's life with these great Windows tips & tricks

PARENTAL 
CONTROLS
KID-PROOF YOUR 

PC NOW!

KEEP YOUR 
PC HEALTHY

40+
COMMON PC 

PROBLEMS
SOLVED!

PAGES OF WINDOWS
STEP-BY-STEP GUIDES
MAKE YOUR PC PERFECT

NEW WINDOWS REVEALED!
GET READY FOR THE INCOMING CREATORS UPDATE 2323

December 2017  |    |  37



Learn how to…
Back up using your 
PC with File History

“Windows 10 can automatically back up up all the 
files on your PC using a system called File History. 
Here’s how to set it and forget it – until you need it”

icrosoft has gone to great 
lengths to make sure your 
files are safe. One way you 

can have some peace of mind, is by 
using File History. This clever feature 
can save changes made to files to an 
external storage drive while you are 
using your PC. 

Windows’ File History backs up all 
files found in C:\Users which means 
any documents, pictures, videos 
there are safe. If you make a mistake 
or a file becomes damaged, you can 
restore a previous version with a few 
clicks of your mouse.

In order to start using File History, 
you will need to connect an external 
storage drive to your PC. Any model 
will do fine provided it’s properly 
formatted. Ideally, buy a brand new 
drive to use specifically for backing 
up, as this will ensure nothing 
interferes with File History. Your drive 
must remain connected whenever 
backups are running.

1 Prepare your drive
In order to start backing up your files, you’ll need a 

dedicated external storage drive. Connect the drive to your PC 
and click the Search button at the bottom-left. Type ‘Disk’, then 
click ‘Create and format hard disk partitions’. Disk Management 
will open. Right-click the external drive and choose Format. The 
default options are fine, so click OK. Wait for the format to finish.

2 Add a backup drive
Click your Start menu and then on Settings. Scroll down to 

‘Update & security’. Click this, then choose Backup from the 
sidebar. Click the ‘+’ icon next to ‘Add a drive’. Windows will search 
for and display your external drive. Click this. File History is now 
enabled and will back up your data. To get the ball rolling, click 
‘More options’. Click ‘Back up now’ to start a backup manually. 

Your guide Nate Drake says…

M

NATE’S beST tip!
Save drive space: Choose 
‘Until space is needed’ under 
‘Keep my backups’ for newer 
backups to replace older ones.

Step-by-step Get started with File History

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…
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7 Open in File History
If you’re not sure which version of a file to restore, click on 

Open, then choose ‘Open in File History’. This handy window 
enables you to preview various versions of your files. Not all files 
support this feature, but feel free to scroll up and down text 
documents if you need to check a specific word or phrase. Click 
the green button in the centre of the window to restore a file. 

8 Check for errors
If you encounter a problem when backing up a file, return 

to the ‘Backup options’ window in Settings, scroll down and 
choose Advanced Settings. This will open File History’s settings in 
the Control Panel. Choose ‘Advanced Settings’ on the left, then 
choose ‘Open File History event logs to view recent events or 
errors’, such as the one shown in the image above. ■

5 Manage backup folders 
By default Windows 10 will back up all files found in C:\

Users. In other words, all files found in Desktop, Documents, 
Pictures and so on for each user account. Scroll down past ‘Back 
up these folders’ to see a full list of folders. If you wish to exclude a 
folder, click on it and then on the button marked Remove. Click 
the ‘+’ next to ‘Add a folder’ to back up a folder outside C:\Users.

3 Set backup frequency
Wait for your first backup to complete. The ‘Backup options’ 

window will give the exact date and time of the last backup. Click 
on the drop-down menu marked ‘Back up my files’. From here, you 
can change the frequency of your backup. The default is every 
hour. You can back up less often if you like, but the external drive 
must be connected whenever a backup is run. 

6 Restore file versions
If you want to revert to a previously saved version of a file, 

right-click it and choose Properties. In the new window that 
opens, click the Previous Versions tab. Click on the version you 
want, then on the Restore button at the bottom-right to revert. 
Alternatively click on Restore, then Restore To, to copy a previous 
version of the file to a different folder, such as your desktop. 

4 Choose how long to keep backups
Click the ‘Keep my backups’ drop-down menu to choose 

how long you wish to keep backups for. The default is Forever. 
Windows File History backs up incrementally; in other words, if 
you make changes to a file, it will save only those changes, not 
the entire file each time. That said if you’re concerned you may 
run out of space, you can set a different duration. 

Explore 
Back up with File History
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Learn how to…
Protect your privacy 
with TunnelBear VPN

“This free software stops thieves tracking  
you online, or stealing your login details”

hen you use the Internet, 
there are many potential 
weak points where the 

information you send could be 
intercepted by would-be thieves. This 
is even more of an issue if you’re 
using a public Wi-Fi network in a café 
or hotel where you can’t secure the 
router yourself.

Protecting your IP address is also a 
concern. This is a number assigned to 
the device you’re using to access the 
Internet, which can be used to 
determine your physical location and, 
together with small pieces of data 
called cookies, to track which 
websites you’re visiting.

You can avoid these security risks 
by using a virtual private network 
(VPN), such as TunnelBear, which 
redirects data from your computer 
via another location to hide your 
identity. A VPN also encrypts all the 
data it transfers, and works with your 
regular web browser.

1 The bear necessities
First, download TunnelBear from http://downloads.

techradar.com/downloads/tunnelbear and run the installer (you’ll 
need 63MB free space on your storage drive). This free version of 
TunnelBear gives 500MB of data per month, which is enough for 
regular browsing, but not for downloading large files or streaming 
video, so it’s best to save it for online shopping and banking.  

2 Register and confirm
Once you’ve installed TunnelBear, you’ll be prompted to 

create an account by entering your first name, email address and 
a password. You can also add a Twitter username, so you can 
tweet about TunnelBear and receive an extra 1GB of data. Go to 
your email account and you’ll see a confirmation email containing 
an activation link. Click this, re-open TunnelBear and click Done. 

Your guide Cat Ellis says…

W

CAt’s best tip!
If your connection through 
tunnelbear is too slow, try 
connecting via another 
country – the geographical 
distance between you, the 
tunnel and the website you’re 
accessing can make a 
noticeable difference. 

Step-by-step Dig your first tunnel

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…
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7 Smooth choppy connections
Another option under Settings > General is TCP Override, 

which helps to compensate if your Internet connection keeps 
dropping. The overall performance is slower, but the signal should 
be steadier, so give it a try if your connection is choppy. If you’re 
still having problems, switch TunnelBear off and on again. It’s a 
cliché, but sometimes it helps to reset the connection.

8 A bear for your browser
If you like using TunnelBear, it’s also available as an 

extension for Google Chrome and Opera (search for it in their 
add-on stores). This has the advantage of only tunnelling your 
browser activity – it won’t divert things such as software updates 
that Windows performs in the background, helping to conserve 
your monthly data allocation. ■

5 Go ghost
TunnelBear now includes a GhostBear option, which makes 

it harder for businesses, ISPs and even governments to tell that 
you’re using VPN encryption. To use it, click the Settings icon in 
the left-hand sidebar and then set the GhostBear toggle to On. 
The slight drawback is that this will slow your connection speed. 
You only need this on sites and in locations that block VPNs.

3 Start tunnelling
Some VPN tools need a lot of configuration, not TunnelBear! 

To activate it, click the On/Off toggle (or set it to Auto), and it will 
connect to your nearest ‘tunnel’. This is the location your web 
browsing will appear to come from. When a confirmation notice 
appears in the bottom right, you can start using your regular web 
browser and TunnelBear will redirect everything.

6 Connection options
Still in Settings, select the Trusted Networks tab and toggle 

the ‘Use trusted networks, automatically activate TunnelBear on 
any WiFi network that is not listed below’ to On. This ensures that 
when you connect to a public Wi-Fi network, TunnelBear will 
activate automatically. Click ‘+ Add to Trusted Networks’ to add 
any Wi-Fi connections you do trust – such as your home network.

4 Move overseas
Your nearest tunnel is probably in your home country, but 

you might want to appear further afield. Click ‘Auto’ to see a list of 
countries. Select one, then wait a moment and TunnelBear will 
start re-routing your browsing via the new location. This can also 
be handy if you’re on holiday abroad and want to access a website 
that’s only available in your country.

Explore 
Protect your privacy with Tunnelbear
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Learn how to…
Restore deleted  
files with Recuva

“If you’ve accidentally deleted a file, or 
lost data in a hard-drive crash, don’t  
panic – Recuva can help you get it back”

here are many ways to free 
up extra space on your PC’s 
storage drive, one of the first 

things is to hunt down any files you 
no longer need and delete them, 
then empty the Recycle Bin. But what 
if you realise you’ve deleted 
something important? If the Recycle 
Bin is empty, surely it’s gone forever?

Or what if your storage drive fails, 
taking your photos and videos with it, 
or you accidentally wipe a USB stick 
or memory card? Is it gone forever?

When you delete a file from 
Windows, it isn’t fully removed from 
your storage drive straightaway. 
Instead, the space it takes up is 
marked as ‘available’, so it can be 
overwritten by new files. Until that 
happens, you can restore it using a 
free tool called Recuva. To avoid 
overwriting any of that space, it’s best 
to install Recuva now so you’re 
prepared in case of an emergency. 
Let’s find your files!

1 Install Recuva (and CCleaner if you want it)
Download Recuva from www.piriform.com/recuva. Once 

the installer has downloaded, run the EXE file to install the 
program. When the installer runs, you’ll see a blue box asking if 
you want to install CCleaner as well – this is a handy tool for 
cleaning your PC’s storage drive, and is perfectly safe, but select 
‘No thanks’ if you’d rather not install it now.

2 What files and where?
When you need to recover a file, open Recuva and it will 

guide you through the process. First, select the type of files you’re 
looking for, including pictures, emails and videos. If you can, 
narrow it down to help Recuva focus its search and work more 
quickly. You’ll then be asked where the files were saved. This will 
speed up the scanning, but don’t worry if you can’t remember.

Your guide Cat Ellis says…

T

Cat’s best tip!
because there’s no guarantee 
you’ll be able to restore lost or 
deleted files, it ’s always a 
good idea to make regular 
backups of documents, 
photos, music and videos. 

Step-by-step Recover documents, photos, videos and more

 Anyone can do it 
  Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…

42  |    |  December 2017



7 Repair files with Office
Microsoft Office programs can attempt to repair damaged 

files once they’ve been restored. Once you’ve recovered the file 
using Recuva, open the program, click File > Open and select the 
document. Click the arrow beside the Open button and select 
‘Open and repair’. It’s not guaranteed, but it’s worth trying if 
you’ve been unable to restore an undamaged version of the file.

8 Be ready for anything
Recuva is also available as a portable app – a type of 

program that doesn’t need to be installed, so you can simply save 
it on a USB flash drive and use it on any PC. It’s a good idea to 
keep Recuva Portable handy in case of emergencies – download 
it from www.piriform.com/recuva/download/portable, then copy 
the EXE file to a flash drive with at least 4MB of free space. ■

5 Try, try again
If Recuva has been unable to find and restore your files, 

close the program, then reopen it. Again, select the type of files to 
look for and the location to search, but this time check ‘Enable 
deep scan’. This can take quite a while; Recuva will show you a 
rough estimate of time remaining, but it can be up to an hour for 
large drives, and longer still if you have multiple drives.

3 Scan for files
Click ‘Start’. Recuva offers a ‘Deep scan’, but it is time-

consuming and the basic scan will work in most cases. Recuva will 
check the locations you’ve selected, looking for recently deleted 
files and check whether they’re damaged. Once it’s finished, you’ll 
see the files that match your search. The traffic light beside each 
file shows whether you’ll be able to recover it or not.

6 Advanced scanning
If you know the name of the file that you’re looking for, 

delve into Recuva’s advanced settings. Open the program, 
uncheck ‘Show this wizard at startup’ and close the window. Enter 
the name of the file in the search box, then select the drive to 
scan and click Scan. Any files that match your search criteria will 
appear in the results window below.

4 Restore and save
Select the files you want to restore and click Recover. You’ll 

be advised to save them to a different drive, which is important if 
the one you’re recovering them from is damaged. It’s important to 
note that even if Recuva has flagged a file as green, it’s not 
guaranteed to be undamaged when restored. The opposite is also 
true – occasionally, red files may be salvageable.

Explore 
Restore deleted files with Recuva

December 2017  |    |  43



 Anyone can do it  
 Straightforward 

 Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…
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Learn how to…
Self-publish 
your book

“Publish your own books 
professionally without breaking 
the bank with this great tool”

hese days, self-publishing 
your own written work is 
more than just a vanity 

project. An increasing number of 
authors use it to establish themselves, 
as well as make serious money. And 
thanks to online services like Blurb 
(www.blurb.co.uk), it’s never been 
easier or cheaper to publish printed 
books, whether you’re hoping to sell 
hundreds or simply produce some 
keepsakes to share with others.

Blurb’s pricing starts from as little 
as £1.99 per book, although you’ll 
need to factor in the cost of shipping, 
which starts from £6.99. When it 
comes to putting your book together, 
Blurb offers the brilliant free 
BookWright tool, which can also be 
used to create electronic books and 
magazines too. In this tutorial we’ll 
focus on everything you need to 
know about putting together your 
book and uploading it to print or sell.

1 Write your story
Although you can type directly into BookWright, it’s best to 

write your story using a word processor such as Word. Once 
written, split each chapter into separate documents, choosing File 
> ‘Save as’. Click the format menu and pick Rich Text Format (RTF) 
as your document type. If you want images, these need to be in 
JPEG or PNG format, and saved to one folder for easy access.

2 Install BookWright
Visit www.blurb.co.uk and click Get Started followed by 

Download BookWright. Sign up for a free account, then save 
BookWright.exe to your Downloads folder. Double-click the file 
and follow the prompts to install. Leave ‘Launch BookWright’ 
ticked and click Finish. When the main menu appears, select 
United Kingdom, and restart BookWright when prompted.

Step-by-step Create your very own book

Your guide Nick Peers says…
NAvigATioN pANe
Work on your cover 
and page background 
– namely numbering 
and colouring – from 
here, plus switch to 
page view. 

pAge ThumbNAilS
Click these to jump 
to a different part of 
the book, or to 
select pages you’d 
like to apply a 
specific layout to. 

pAge elemeNTS
This section is where 
you switch between 
adding photos and 
text to your library 
and selecting layouts 
for your pages. 

T
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3 Set up book
When BookWright reopens, click the Create button. First, 

choose your book type and size – if you’re looking for the 
cheapest paperback option (prices start from £1.99 for 24 pages), 
select 13x20 under Trade. Make a note of the available types, then 
click ‘Start a New Book’. Choose where to save your book, and give 
it a name, then click Save to open the main app window.

4 Import text and images
Text and images need to be attached to your book before 

you can use them – start by adding text files via the RTF Import 
button (click Add RTF Files). Photos and other images are added 
via the Photos button – click Add Photos and they’ll appear in 
your library. Text and images can be added at any time, so don’t 
feel you need to prepare and import everything in one go.

Jargon buster!
 RTF

Stands for Rich 
Text Format, and  
is a document 
format developed  
by Microsoft that’s 
designed to work 
across a range of 
programs and 
platforms.

 Text flow
The process of 
displaying a large 
block of text across 
multiple pages. 
When the text 
reaches the end of 
one page, it’s 
automatically flowed 
on to the next one.

 Trim area
A dotted line and 
buffer zone (which is 
highlighted in pink), 
inside which all text 
and images should 
be placed.

view guideS
Use the buttons 
next to the zoom 
slider to reveal 
where your book’s 
safe margins are, 
plus show or hide 
guides and rulers. 

ediT TexT
Click inside any 
text box to edit 
the text for that 
section of the 
book. Make sure 
you click Update 
Text Flow to apply 
your changes. 

geT publiShed
After uploading, you 
have 15 days to 
order your book 
– after this date 
you’ll need to 
upload it again. 

Nick’s best tiP!
Visit www.blurb.co.uk/pricing 
to find out exactly how much 
your book will cost to print 
(don’t forget shipping costs).

Explore 
Self-publish your book
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9 Finishing touches
Select the Background tab on the left to add page numbers 

to your book and change the paper colour if applicable. Click 
Book Info on the right to add your book’s title, author and other 
key information. Select ‘Covers’ to select your book’s cover 
(Softcover is the cheapest option) and design it using a similar set 
of tools to those you used to populate your book’s pages.

7 Add images
You can change the layout of any page to accommodate 

images. First, select the page in question using the navigator, 
then click the Layouts button. Experiment with different layouts 
(click the All Layouts button to filter by type – Text Layouts are a 
good choice for mixing text and images), using [Ctrl] + [Z] to undo 
any unwanted changes. Drag images onto the page as instructed.

5  Insert chapter
Once you’ve added your files, drag the first chapter from the 

RTF Import section onto page three of your document. You’ll be 
prompted to assign a layout – select one of the text-heavy Novel 
Layouts and click Apply Layout. Your text will flow into the book. 
Look for a yellow exclamation mark – click it to review problems, 
such as a lack of pages or fonts not being licensed for e-book use.

10 Ready to publish
Choose File > Save regularly to protect your changes, and 

click Preview to keep an eye on how your book will look when it’s 
printed. When it’s ready, click Upload and follow the prompts to 
sign in, confirm the book type and have Blurb check it over with a 
spellcheck. Once done, the file will be compacted and uploaded 
to Blurb and you’ll be taken to the website to order your copies. ■

8  Keep building
If images aren’t of sufficient quality, let BookWright resize 

them. Click a photo to access editing tools or to reposition it. 
Once done, carry on putting your book together, working on a 
chapter at a time. When you alter the layout, check the rest of the 
book to ensure the copy still flows as you expect. Keep an eye on 
your page count too – remember, additional pages cost extra.

6 Edit text
Go back to the opening page and click on the text where 

you’ll see a text window pop up, allowing you to edit, format and 
reflow text further using the word processor-like controls. Resize 
this window if necessary, then focus on tidying up the text. Click 
Update Text Flow periodically to view your changes. Click the ‘X’ 
next to the text flow button to close the edit window.
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  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 10 Mobile
 Windows Phone 8.1
 Windows Phone 8

At a glance
Skill level…

Suitable for…

Learn how to…
Listen in with 
TuneIn Radio

“Enjoy easy access to thousands  
of radio stations and podcasts 
worldwide – for free! Here’s how…”

uneIn Radio is the world’s 
biggest audio network, 
giving you access to over 

100,000 live radio stations around the 
globe – as well as tons of podcasts 
and on-demand content. There are 
both free and premium versions 
(which costs from just $7.99 (£5.90 per 
month) giving you access to even 
more goodies, including audiobooks. 
But you don’t have to pay a penny to 
enjoy the overwhelming majority of 
its programming. Just download the 
free app for Windows 10 from the 
Windows Store, tune in and enjoy. 
Things get even better when you 
create a user ID – as you can sync 
your favourite stations and shows 
across all your devices. You can even 
listen to your favourite shows when 
you’re not at your PC using any web 
browser by logging into tunein.com. 
We’re going to show you how to do 
exactly that in this tutorial.

1 Turn on
The best way to enjoy TuneIn’s goodness is to download the 

app from the Windows Store (http://bit.ly/1YlKqgP). Although it’s 
built for Windows 10, it’ll also work on older Windows 8.1 PCs as 
well as on Windows 10 Mobile and Windows Phone 8 or later. 
Once installed, fire it up, and allow TuneIn to access your location. 
This enables the app to choose the radio stations closest to you.

2 Get fed
TuneIn Radio lets you get started right away by presenting 

you with recommendations, arranged in a grid you can scroll 
through. Below each station is a Follow button, so you can add it 
to your favourites. They are listed under your profile and synced 
to your devices where you use TuneIn. They also appear under 
your profile when you login to https://tunein.com

Step-by-step Make the most of TuneIn Radio

Your guide Rob Mead-Green says…

BAck BuTTon
Click here to go back 
to the TuneIn Radio 
main menu. This 
enables you to view 
your profile, 
recommendations, 
browse available 
content and search 
for specific items. 

MAIn wIndow
This displays the 
currently playing 
programme / content 
on the left, along with a 
list of recommended 
stations in the same vein 
on the immediate right. 

PLAyBAck
If you’re listening to 
a live broadcast, 
most of these 
options aside from 
Play, Pause and Stop 
are greyed out. The 
Cue and Review 
buttons light up 
when you’re 
listening to on-
demand content. 

T

48  |    |  December 2017



3 Create a profile
Choose Profile and TuneIn Radio will give you the option to 

login using Facebook or Google, or sign up using a few basic 
details such as your name and email address. Doing so enables 
you to keep track of your favourite radio stations, on-demand 
programmes and podcasts on all your devices. This is worth doing 
if you listen to the same stations regularly, on different devices.

4 Find your favourites
If you fancy listening to something other than TuneIn’s 

recommendations, use the Browse and Search tabs. Click ‘Browse’ 
and you’ll be rewarded with options – including Local Radio 
(based on your location) as well as categories such as Music, Talk 
and Podcasts. You can also browse by location and language, so if 
you’ve always wanted to listen to French radio, now’s your chance.

Jargon buster!
 Audiobooks

These are a great 
way to enjoy audio 
versions of some of 
your favourite books 
– often read by 
famous actors or by 
the books’ authors. 
Audiobooks are only 
available on TuneIn 
by subscription.

 Podcasts
A great alternative  
to regular radio, 
podcasts include 
offline versions of 
live radio shows (the 
BBC does lots of 
these) as well as 
specially created 
audio content.

 on-demand
A great way to catch 
up with any shows 
you’ve missed… and 
discover others you 
didn’t know you had.TIMeLIne

The timeline shows you how far 
into a current broadcast / podcast, 
etc you are. You can click and drag 
the green slider to instantly scrub 
backwards and forwards (on-
demand content only). 

FoLLow
You can follow (or unfollow) a 
station or any other audio 
programme by clicking on the 
Follow button. Followed stations 
are added to your profile. 

do MoRe
The More button gives 
you lots of other options, 
including the ability to 
Pin a station to Windows’ 
Home menu. You can 
also Share what you’re 
listening to, visit a 
station’s web page or get 
help with the app. 

Rob’s best tip!
When you follow stations using 
the tuneIn Radio app, they 
appears in the order in which 
you’ve followed them. to sort 
them, log in to tuneIn .com 
using your web browser, select 
profile then click-and-drag.

Explore 
Listen in with TuneIn Radio
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9 Quick start
If there’s a station you regularly tune into, add it to your 

Home menu. Click the More button in the top right corner of the 
Play screen, then select Pin To Home. You can also use this menu 
to share what you’re listening to on social media, by email or by 
message. You can also use this menu to visit a station’s web page 
or get help about using the TuneIn app.

7 Go podcasting
If you fancy something different, go back to the main menu 

and select Podcasts. Just as with regular radio there are thousands 
of podcasts to choose from. Again you can search and follow your 
favourites. Unfortunately, there doesn’t seem to be any way to 
subscribe to podcasts or download them for later listening. 
Maybe this will be addressed in a future update.

5  Find some music
Click the Music tab and you’ll see a list of recommended 

radio stations and genres for you to enjoy. Tapping a genre leads 
you down further avenues of audio discovery. As soon as you find 
something you like, click Follow to add it to you list of favourites. 
You can do this for as many genres as you like. And, of course, you 
can do this for all the other kinds of radio you like too.

10 Go pro
To make the most of the TuneIn Radio app take out a 

subscription. Your first seven days are free and it only costs $7.99 
(£5.90) per month after that. In return, you’ll get a wealth of 
content including Premium channels, access to 40,000 
audiobooks and 600 ad-free radio stations. It’s well worth it – 
especially if you’re an avid radio listener like us! ■

8  Tune in
Once you’ve found something you want to listen to, click 

Play. You’ll now be taken to the Play screen, which shows the 
station on the left, recommendations on the right and play 
controls at the bottom. If you’re listening to live radio, most 
controls are greyed out. If you’re listening to on-demand content, 
you can use the Cue and Review buttons too, or use the slider.

6 Search and save
One thing you’ll notice about TuneIn Radio is that it can be 

US-centric. If you’re struggling to find a station using the methods 
above, you can search for your favourites instead. Click ‘Search’ 
and start typing using the search field at the top of the main 
window. Type in ‘BBC6’, for example, and you see the relevant 
stations, and individual programmes that are available too.
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L IFE . . .WHERE ’S 
THE  PAUSE  BUT TON?

With so many demands from work, home and family, 
there never seem to be enough hours in the day for you. 
Why not press pause once in a while, curl up with your 
favourite magazine and put a little oasis of ‘you’ in your day.

To find out more about Press Pause, visit; 

pauseyourday.co.uk
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Over 10 billion sold, and counting – how USB 
changed everything. By Chris Lloyd

here are, on average, 13 
Universal Serial Bus (or 
USB) ports within 30 
feet of you right now – 
amazing. USB first 
appeared on PCs 

around 1996, and has done very well 
ever since. By the new century, it was 
everywhere. USB ports are on cameras, 
cell phones, MP3 players, printers, and 
in your car. Everywhere. It has, indeed, 
almost become universal. Is there really 
an average of 13 ports around you? No 
idea – we made that up, but it sounded 
believable, didn’t it?

Why has USB become so successful? 
The original technical specifications 
were reasonable for the period. Sockets 
and plugs are simple and therefore 

cheap. It includes power – enough to 
drive a small device or charge a larger 
one. You can plug things in and out at 
will, something we’ve got so used to 
now we that forget you used to have to 
reboot a lot to get things working. It 
has another vital ingredient of many 
successful standards: no royalty 
payments. If you want to use the official 
logos on your gear, you must get it past 
the compliance testing, and pay a small 
fee. That’s it – you don’t have to pay a 
kickback on every USB device you sell. 
And, lastly, there is the mess of 
connectivity options that it replaced.

In the early 1990s, most peripherals 
had their own connection. Your PC’s 
keyboard had a chunky IBM AT five-pin 
plug, the mouse wanted a nine-pin 

serial port, the printer its own 25-pin 
parallel port. The new-fangled modem 
required an RS-232 serial port. SCSI 
drives needed a SCSI port. IBM’s PS/2 
keyboard and mouse ports were neater, 
but were essentially just smaller 
versions of the existing ports. The 
proliferation of standards made coding 
difficult, and added lots of ungainly 
sockets to PC motherboards. If you 
developed a new peripheral, where 
would you plug it in? The world was 
rapidly digitising, and the average 
computer had no suitable free ports to 
plug anything new into. Peripheral 
makers often resorted to shipping their 
devices with an accompanying 
expansion card to make sure they had 
the port that they needed.



U
SB was to be a single 
high-speed standard to 
connect all external devices. 
Work started in 1994, and 

seven big players got together to 
hammer out the details – Microsoft, 
Intel, IBM, DEC, Compaq, NEC and 
Nortel, with Intel’s star techie, Ajay 
Bhatt, playing a key role. The first silicon 
appeared in 1995. By the following 
January, standards were agreed, and it 
was rolled out on PCs. When support 
was added into Windows 95 OSR 2, it 
began to proliferate. By 1998, it was 
established enough for systems to start 
dropping the old ports altogether – 
Apple first, of course. By the time USB 
2.0 came along in 2000, it was an 
unqualified success. That year also saw 
the first USB flash drive from IBM (or 
memory stick, or pen drive, or thumb 
drive, or a multitude of other names), all 
8MB of it. Today, the USB standard is 
overseen by the USB Implementers 
Forum, a non-profit organisation 
founded by many of the same people 
behind the original specifications. 

USB consists of two parts: the physical 
standards for the plugs and wires, and 
the technical specifications for power 
and data transfer. Serial transfer was 
chosen over parallel because, while 
technically faster for the same clock 
speed, parallel data transfer is difficult 
to do over a long cable at speed. 
Problems with timing and interference 
are tough to crack. It also requires lots 
of data lines, which means big plugs 
and thick wires, which all add to the 
cost. From the start, USB was planned as 
being very cost-effective.

The original USB 1.0 of 1995 had a 
Low Speed mode, running at 1.5Mb/s, 
which equates to 187.5KB/s. USB 1.1 
soon followed in 1998, and introduced a 

Full Speed mode of 12Mb/s, or 1.5MB/s. 
This was the first widely implemented 
version, good enough for simple 
peripherals. In 2000, USB 2.0 introduced 
a High Speed mode, with a data rate 
reaching a more useful 480Mb/s, or 
60MB/s. It also introduced a battery 
charging mode. This starts to get more 
useful; file transfers and other more 
demanding tasks became viable. 

2008’s USB 3.0 (also now known as 
USB 3.1 Gen 1, essentially the same 
thing) added a SuperSpeed transfer 
mode of 4Gb/s. Actually, it’s higher, at 
5Gb/s, but the addition of 8b/10b 
encoding costs 20 percent of the 
bandwidth (eight bits of data recovered 
for every 10 bits sent). It’s often quoted 
as capable of 60MB/s, but in action it 
starts to top out at around 3.2Gb/s, 
which is 400MB/s. Now USB is starting 
to become a viable means to shift large 
amounts of data around, and connect 
external storage drives.

Picking up speed
2013 brought USB 3.1 and SuperSpeed+ 
mode (they are going to run out of 
superlatives at this rate). This raises the 
bar to a theoretical 10Gb/s, and a 
practical one of 7.2Gb/s, which equates 
to 900MB/s. The encoding changed to 
128b/132b, giving a negligible three 
percent overhead. These super modes 
required double the data lines – the 
cables have an extra two pairs of data 
wires. Here we are in the realms of mass 
storage devices, such as SATA 600. 

One of the boons of USB is its 
backwards compatibility; in theory, you 
can plug pretty much anything into 
anything, and it works, not unlike PCIe. 
Obviously, to get SuperSpeed+, you 
need both the device and the controller 
to be USB 3.1, but you can still plug into 

lesser iterations of controller, and it will 
still do the best it can. 

Adding power to USB was inspired. It 
cut out that ugly mass of transformers 
under your desk, and relieved the 
peripheral manufacturer of the cost of 
supplying one. The initial specification 
was for 500mA at 5V. USB 3.0 took this 
to 900mA for its increased data rates. 
And there’s a charging mode, which can 
deliver 1,500mA. USB 3.1 has a Power 
Delivery mode that offers 5A at up to 
20V, considerably expanding its 
potential as a charging format.

And now we come to a slightly 
annoying part. For such a universal 
standard, USB has a fair number of 
different plugs and sockets. These fall 
into three groups: standard, Mini, and 
Micro. The standard type was designed 
for full-size desktops and peripherals. 
Type A is the familiar flat one used on 
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Back in the dark  
pre -USB ages, every 
peripheral needed a 
different type of connector, 
such as this bulky five-pin 
plug for a keyboard. 

USB has become the standard  
for attaching a keyboard and 

mouse to your PC, and for clever 
surround-sound headsets, too.
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Structure, Modes, and Cables
USB is simple and flexible. It 
scales nicely, capable of 
running very basic devices, 
such as a keyboard, right up 
to demanding mass storage 
devices. It is all based around 
a single controller on the 
host machine. All 
communications are initiated 
by the host – devices cannot 
communicate directly with 
each other. Each device is 
assigned an address. The 
host controller sends packets 
of data, one bit at a time. 
Every connected device 
receives the data, but only 
the specified device 
responds, and only one 

device at a time can reply. 
despite the huge number of 
devices you can connect at 
once, it essentially only talks 
to one at a time.

USB has four data transfer 
types, which help make it so 
flexible. Control transfer does 
the initial housekeeping and 
setup. Bulk transfer is for 
when it’s vital you get every 
bit, such as file transfers – 
here, bandwidth and latency 
may suffer. Interrupt 
transfers are for peripherals 
that require a quick 
response, such as a mouse – 
latency is prioritised here. It 
involves regularly spaced 

transfers set by the device, 
the host collecting one 
packet at a time. Isochronous 
transfer prioritises 
bandwidth, and there may 
be data loss. This is used for 
real-time video, such as 
webcams or audio, where 
keeping going is more 
important than the odd 
dropped bit. When you plug 
in a device, it passes a USB 
class code to the host 
controller, and picks the 
appropriate data transfer 
mode and type.

The original USB 1.1 
standard allowed for a three 
metre cable. The limit was 

down to 
the time 
allowed for a device’s 
response to a host request, 
as well as maintenance of 
signal integrity. USB 2.0 
raised this to five metres. 
SuperSpeed modes are more 
demanding. There is no 
specified maximum length 
for the cable, but three 
metres is recommended. You 
can work around these limits 
by using powered hubs; each 
acts as a signal repeater, 
maintaining integrity and 
timing. As you can run five 
tiers from a host controller, 
you can reach 15 metres.

memory sticks. Type B is square – for 
some reason, external drives and 
printers favour these. OK, it does stop 
you from plugging USB devices that 
must go into your PC into a peripheral 
that can’t do anything with them, or 
getting too confused about what goes 
where. More practically, it means you 
need a different cable. 

The Mini-A and Mini-B sizes are 
designed for mobile devices, although 
they’re not used much these days. They 
have been ‘deprecated’ to avoid a 
proliferation of standards. Micro-A and 
Micro-B are intended for very thin gear, 
such as smartphones. As the plugs get 
smaller, they also get more robust, 
since mobile devices are plugged in 
and out more often. 

Then we have the SuperSpeed 
sockets and cables to accommodate 
the extra pins. There are SuperSpeed 

Type A, Type B, and Micro-B. There is 
some useful backwards compatibility 
here, too – you can plug an original 
into a SuperSpeed version. On most of 
these plugs and sockets, the chances 
appear to be more than 50-50 that you 
will try to plug it in upside down.

On that note, we have USB-C, 
something of a departure. This can be 
used in both orientations, at last. It also 
allows power transfer in both 
directions. USB-C is favoured by Apple 
for laptops such as the MacBook and 
MacBook Pro, it’s also appearing on 
increasing numbers of smartphones, 
and starting to appear on Windows 
laptops. It’s not a USB standard as such, 
but a new expanded connector. It has a 
more substantial 24 pins – there is 
some redundancy here, depending on 
its use. The extra data lines add 
considerably to its potential 

longevity. It’s small, neat, and a step up 
in design on previous versions.

‘C’ change
Apple really went for it on its 2015 
MacBook, which had just one USB-C 
port. This was not universally popular, 
as the first thing most users had to do 
was get an adaptor so they could plug 
in a memory stick, or just about 
anything else, for that matter. 
Technically, USB-C, or Type-C (for some 
reason, C has a hyphen, but A and B 
don’t), looks a good bet, although two 
years after its introduction, it’s still the 
outsider. That will change, though.

USB-C is designed to replace all the 
current sockets, and alleviate the 
number of combinations that brings. 
The ten standard socket types give us 
21 possible cable combinations, not 
counting nonsensical configurations, 
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USB Type A: The blue tells us it’s the SuperSpeed 
version. It’s designed so that it can plug into a USB 1.1 
or 2.0 socket, and speeds drop accordingly.

USB Type B: Although less common than its counterparts, 
it supports everything from USB 1.0 to 3.0. It’s often found 
in printers and more industrial peripherals.

USB-C, the best yet. It’s small, doesn’t mind which way 
you plug it in, and has enough data lines to cope with 
all current standards, even Thunderbolt 3 and over. 
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Whatever happened to FireWire?
USB’s main rival in the early 
years was FireWire. In 1987, 
Apple, IBM, and others started 
working together on a new 
high-speed interface. By 1995, it 
was ready, and it was something 
of a triumph. FireWire – or IEEE 
1394, as it is officially known – 
could manage 400Mb/s in both 
directions simultaneously, 
supply up to 1.5A at 30V, and 
daisy chain up to 63 hot-
swappable devices. Apple added 
it to its Macs. Sony used it on its 
first generation of semi-pro 
digital video cameras. Microsoft 
and Intel took an interest. It 
looked as though it was going 
to be a thing.

On the cusp of success, the 
wheels started to fall off. The 
collaborative effort had also 
produced 261 patents across 10 
companies. Apple decided it 
wanted a $1 per port royalty 
payment. A fuss was made, and 
eventually the cost was dropped 
to 25 cents, which was to be 
distributed to all parties. The 
damage was done, though. Intel 
pulled out in a huff, and added 
USB support to its motherboard 
chipsets, rather than FireWire. 
USB had reached version 2.0 by 
this point, and the speed 
difference had eroded. 
Motherboard manufacturers 
could add USB at very little cost, 

while supporting FireWire 
meant adding an extra 
controller chip and paying 
royalties. Most didn’t bother. 
Peripherals went with USB, and 
that was that.

Faster versions – FireWire 400 
and 800 – couldn’t save it. In 
2008, Apple started dropping it 
from new Macs; 2012 saw the 
last FireWire Apple product.

There were other issues that 
didn’t help: different non-
compatible cables for each 
iteration, and confusing names 
(Sony called its implementation 
ilink, for example). FireWire 
survives here and there, mostly 
in digital video, but as a 

mainstream PC technology, it is 
dead. royalty payments can 
make you a fortune – just ask 
IBM. however, they are always 
resented. If the success of a 
product is in the hands of 
others, then asking for 
substantial royalty payments is 
also asking for trouble.

Your motherboard defines how many USB ports 
you get to play with. More modern boards offer 
Type C connectors as well.

and a further 12 deprecated and 
non-standard ones. Realistically, you’ll 
probably only need four or five USB 
cables to use nearly everything – even 
so, it’s easy to get caught without the 
right combination at hand. Sockets and 
plugs are often colour-coded. Standard 
ones are black; SuperSpeed are blue; 
yellow, orange, or red are for charging 
ports; and green ones are special 
Qualcomm Quick Charge ports.

The USB subsystem is built around a 
USB controller on a host machine, part 
of a motherboard’s chipset these days. 
One USB controller can address a 
maximum of 127 devices – the 
controller itself counts as one device, so 
that takes us to the neat binary number 
of 128. Each USB device downstream is 
the end of the line, however; that’s 
where the data lines end. Since there 
are no controllers in USB devices, no 
daisy chains are possible. To attach 
more devices, you need a hub. This 
simply splits the wires out into more 
USB ports. If you connect devices that 
draw significant power, you need a 
powered hub, otherwise the 500mA 
gets shared out, too. USB supports up 
to five levels of branching. To the 
controller, your mass of devices appears 
as one long line with branches, each 
ending in a device. 

USB is cheap to implement, especially 
in its simpler Low Speed mode. This, 
along with providing power, easy 
computer control, and its sheer 
proliferation, has made it an ideal 
platform for the strange world of the 
desktop toy, from kitsch novelty lights 
and fans through to the frankly 
disturbing. Apart from the remote-
control Nerf gun, these are all great.

The number of USB ports you have on 
your rig is not necessarily the number of 
USB controllers you have. One controller 
can be wired to any number of ports 
through an internal hub. Intel’s X99 
chipset, for example, has up to 14 USB 
ports, according to the literature; up to 
six configured as USB 3.0, the rest as 
USB 2.0. However, it only actually has 
three USB controllers: one USB 3.0 and 
two USB 2.0. More recent chipsets are 
more lavishly equipped, using internal 
High Speed I/O lines. The Z170 has up to 
10 HSIO lines available for USB 3.0. 
Remember, though, that port, hub, and 
controller (or root hub) are three 
completely different things.

Thunderbolt from the blue
If there is an industry standard, Apple 
will probably do something else. After 
the company’s experiences with 
FireWire (see box below) it looked 
around for another high-speed interface 
to combine USB, PCIe, DisplayPort, and 
FireWire functions. It liked the look of 
Intel’s Light Peak, originally designed 
for an optical connection. Under Apple, 
it emerged as Thunderbolt. 

Version 1 and 2 of Thunderbolt used a 
Mini DisplayPort connector, while 
Thunderbolt 3 moved to USB-C. Despite 
its origins, it’s all copper. The optical 
route was found to be an expensive one 
– and, anyway, it couldn’t carry power, 
and the copper version proved faster 
than expected. Essentially, Thunderbolt 
is a combination of DisplayPort and four 
PCIe lanes mashed together 
(multiplexed) into two Thunderbolt 
lanes, and unscrambled at the other 
end. One port can support six devices, 
either through a hub or daisy chain, 
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Wireless USB: the question nobody asked
In 2005, we were promised 
wireless USB. The idea seemed 
sound enough at the time. 
The USB Implementers Forum 
still has a page trumpeting the 
project. It points out that 
there are (or rather were – it is 
an old page) two billion wired 
USB devices. Wireless USB 
would bring the speed and 
security of a wired connection 
together with the ease of use 
of wireless. It would use 
Ultra-wideband (UWB) radio 
technology to establish a 
short range connection 
between a host and a device. 
At around three metres, it 
would offer USB 2.0 speeds. 

Performance dropped off with 
distance, down to a quarter of 
that at nine metres or more.

Unfortunately, this proved 
to be a troublesome project. 
The regulations surrounding 
UWB are different all around 
the world, and there was lots 
of paperwork and negotiation 
to be done. It wasn’t until 
2007 that anything was ready 
to launch; Belkin got as far as 
selling the gear. It proved 
unimpressive, data rates 
weren’t as good as expected, 
and the range was limited, 
down to 1.8 metres for decent 
transfer rates. Sales did 
nothing, and it died.

There was a rather obvious 
problem with the concept: 
Wi-Fi. All of the major PC 
peripherals had already gone 
wireless: cheaply, with a 
decent range, and much 
faster. Ironically, USB proved 
the ideal port for the £20 
Wi-Fi adapters it used. There’s 
another fly in the ointment: 
no power. Cut off from the 
cable, your wireless USB hub 
needs a power source, so you 
need yet another transformer 
plugged in at the wall. 
Actually, if it’s not too far away 
from your system, the best 
bet would be a USB cable. Oh, 
no – hang on. Quite.

There was actually a second 
stab at getting wireless USB 
going, around 2013. It was 
radically altered and called 
Media Agnostic USB this time. 
The concept used a range of 
Wi-Fi frequencies and 
standards. Unfortunately, the 
horse they were flogging 
was dead after all.

with the  computer monitor placed 
right at the end of the daisy chain. 

Thunderbolt 1.0 ran DisplayPort 1.1a 
and x4 PCIe 2.0 lanes, version 2 moved 
to DisplayPort 1.2. The big jump was 
Thunderbolt 3, which moved to PCIe 
3.0, and threw in USB 3.1 and HDMI 2.0 
support. Theoretical data rates doubled 
each time, from 10Gb/s to 20Gb/s, and 
with version 3, a not inconsiderable 
40Gb/s. Real-world speeds are down ,of 
course; it has 128b/132b encoding, and 
various other overheads, but tests have 
version 3 in the range of 25Gb/s. So it’s 
quick, which it needs to be if you’re 
going to run a 4K screen and more.

Thunderbolt is not just for Macs; the 
full rights are back with Intel, and it has 
done the lion’s share of development, 
so anybody could, and will, use it. 
Windows laptops run it, and Intel 
recently announced that at some point 
next year, Thunderbolt will become 
royalty-free. Given that the specification 
includes USB 3.1, is it a rival? Yes and no. 
For the high end, it looks promising. For 
the mass market, it’s far too expensive. 

A Thunderbolt hub capable of building 
your daisy chain is the best part of £300; 
a USB one is barely £25. The on-board 
controllers Thunderbolt requires are 
always going to be expensive.

While USB 3.1’s SuperSpeed+ is fairly 
nippy, it doesn’t quite match a single 
PCIe 3.0 lane. The next iteration is USB 
3.2, tentatively due for release this 
autumn. Data transfer rates are set to 
double to a theoretical 20Gb/s, which 
translates into a practical maximum of 
1,800MB/s. It’s going to be called 
SuperSpeed++ (turns out they did run 
out of superlatives after all). It’s been 
designed around the USB-C connector, 
and will use existing cables with double 
the number of data lanes. Don’t get too 
excited yet, though – certification and 
validation are expected to take us into 
2019 before we can take the hardware 
home. The USB Implementers Forum 
published its USB 3.2 specification in 
September, with USB developer forums 
taking place around the globe.

It looks like USB-C is being groomed 
to be the main peripheral connection 

format, with both Thunderbolt 3 and 
USB 3.2 using it. One cable, one socket 
for everything from your monitor down 
to the most pointless USB desktop toy. 
Given the number of Type A devices 
knocking about, it’ll be some time until 
we see the back of the rectangular USB 
port, although you might have to buy 
an adapter or two at some point – but 
Mac people are used to that. 

USB has brought a level of seamless 
connectivity that we now see as the 
norm. You just plug a device in, and off 
it goes. It has been hugely successful. 
It’s killed off numerous rivals, from the 
chunky old parallel port to more 
capable ones, such as FireWire. The 
sheer number of USB devices in the 
world ensure it’ll be around for a long 
while, and any replacement will have to 
offer compatibility. Its future lies with 
USB-C, and as a subset of Thunderbolt. 
USB’s proliferation of cables and sockets 
will slowly resolve down to just one 
socket that’ll be capable of nearly 
everything required for peripherals; and 
that makes it truly universal. ■

The first flash drives managed 8MB. This is currently the 
world’s largest, weighing in at 2TB, and £1,269 full price. 

As USB-C and Thunderbolt take off, we’ll see more of 
these mildy ridiculous adapters. Apple is fond of them.

Wireless USB: It worked, now think of something to do 
with it that Wi-Fi can’t do much faster and cheaper.
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Make your PC more resilient  
to hackers and malware

by Nick Peers

nce upon a time, the 
process of protecting 
your Pc against viruses 
was simply to install 
an anti-virus program, 
and be careful about 

which floppy disks and CD-ROMs you 
introduced to it. Then we all got internet 
access, and you needed to make sure 
you didn’t download anything dodgy, 
while adding a firewall to your Pc to 
dissuade hackers. And for a while, that 
seemed sufficient.

How times have changed – and with 
ever-increasing rapidity, too. These days, 
the threats keep coming, finding ever 
more inventive ways of getting through 
defences, using trickery as much as 
anything else. but however hard the 
hackers fight, the security folk fight 
back, helping to develop new forms of 
protection, removal and repair to thwart 
the cybercriminals.

As it has been since the beginning, 
prevention is always better than cure. Far 
better to tighten the security on your Pc 
than have to go through the trauma of 
removing unwanted software, or battling 
a demand for money from a ransomware 

attack. But where do you begin? What 
software do you need? And how can you 
change your behaviour to minimise your 
exposure in the first place? In this feature, 
we’ll help you on all of these counts.

We’ll reveal the core protection you 
need, run through the various ways in 
which your online activities put you at 
risk, and explain how to protect yourself 
accordingly. you’ll discover how to 
encrypt your email, properly screen 
downloads for viruses and potentially 
unwanted programs, keep malvertising 
at arm’s length, and ensure none of your 
online accounts are easily – if at all – 
hacked. We’ll help secure your home 
network, too, so people can’t piggyback 
onto your Wi-Fi, or gain access to your 
home devices through your router.

but what happens if you do get 
infected? Don’t worry – we’ll run through 
some ways in which you can get control 
of your PC back from the malware. And 
we’ll point you in the direction of some 
useful tools that can help you recover 
from a ransomware attack, even to the 
point of potentially decrypting your 
precious data. Without further ado, let’s 
get this (anti-malware) party started!

O
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Hackers are always looking for weak spots to 
exploit, and often find them in the underlying 
code that makes up Windows and all the 
programs (and associated extras, such as 
browser add-ons) on your PC. When such 
vulnerabilities are found, hackers use so-called 
‘zero-day exploits’ to take advantage of them.

Most good anti-malware software has 
built-in behavioural protection against these 
exploits – it works by monitoring your PC’s 
processes for suspicious behaviour that could 
point towards a zero-day attack, and takes steps 
to block it. It’s not foolproof, though – some  
false positives can be found.

As always, the best form of protection is 
prevention, and that means keeping your system 
up to date. This is one of the reasons why 
Windows 10 updates for you, and most good 
software automatically checks for new versions 
when it’s first launched – so never skip this, 
particularly if it refers to security updates. Most 
browser add-ons should update automatically, 

too, but Flash is one you should keep an eye on 
– it’s more vulnerable than most to zero-day 
exploits, and given the rise in support for native 
HTML5 video streaming, you might want to 
experiment with disabling it altogether. (In 
Firefox, go to ‘about:addons’, select Plugins, and 
set Shockwave Flash to ‘Ask to Activate’ – that 
way, you’re alerted when a site needs it, enabling 

you to make a decision on whether to run it). 
If you’re struggling to keep your programs 
updated, use a free tool called Personal Software 
Inspector (http://bit.ly/softinspector), which 
carries a database of thousands of supported 
apps and tells you exactly which ones need 
updating at any given time – in many cases, it 
can even do the updating for you.

The importance  
of being updated

Norton provides comprehensive protection for your computer.

hether you like it or not, you 
need anti-malware software. 
Windows 10 comes with 
Windows Defender for basic 

protection, but it’s outclassed by most 
other anti-malware tools. The best free 
anti-virus tools include BitDefender AV 
Free (www.bitdefender.com/solutions/
free.html) and Panda Free AntiVirus 
(www.pandasecurity.com). However, if 
you’re looking for more comprehensive 
security (including a third-party firewall), 
eseT smart security (www.eset.com/us) 
is renowned, along with Kaspersky 
(www.kaspersky.com), while we’ve relied 
on Norton security (www.norton.com) 
for the past ten years.

in the past, you could only run one 
anti-virus app on your Pc at once. These 
days, there exist anti-malware apps 
designed to work in tandem with other 
security software. The most visible of 
these is Malwarebytes Anti-Malware 
(www.malwarebytes.org). 

The free version provides scan and 
remove tools, but for continuous 
real-time protection, and the ability to 
block malicious websites – vital when it 
comes to keeping out malvertising and 
potentially unwanted programs (PUPs) 
– the Professional edition is available for 
a reasonable annual fee. Speaking of 
PUPs, it’s worth your while installing a 
tiny, free program called Unchecky 
(www.unchecky.com) to stop unwanted 
add-ons being installed on your Pc.

Tighten up your router
One of the most effective ways of 
making your PC as hacker-proof as 
possible is to review the way you use 
your Pc. Let’s begin by securing your 
PC’s connection to your network and 
the internet. First, your network – if you 
connect through Wi-Fi, make sure you 
have WPA2 encryption enabled in your 
router’s settings, and choose a strong, 
randomly generated password that can’t 
easily be remembered, if at all.

Worried about drive-by hackings, 
where people get within range of your 
wireless network, then attempt to gain 

access to it? Reduce your network’s 
visibility by disabling SSID Broadcast, 
then changing the SSID of your network 
to a name that’s not easy to guess. if you 
wish, enable wireless MAC filtering (use 
the ‘ipconfig /all’ command in a 
Command Prompt window to find out 
your PC’s MAC address, in order to 
whitelist it first), change your network’s 
IP address from the usual 192.168.0.x to 
192.168.y.x (where ‘y’ is between 1 and 
255), and disable DHCP.

With this in place, a hacker would 
need four things to gain access: your 
network SSID and its password, yes, but 

W
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Malwarebytes Premium blocks threats that are often missed by other tools.

Make sure your email provider supports secure 
methods for sending and receiving email –  
for webmail providers, that means ensuring 
you’re always logging on through https://  
to prevent your password being sniffed out  
by hackers. In the case of major providers such 
as Google, this should now be the default, but 
also look for other ways in which to protect 
your account – see the ‘Protect Online 
Accounts’ box on page 62.

If you use a traditional email account, check 
with your provider that it supports SSL, the 
protocol that establishes a secure connection, 
and verify you’re using those settings in your 
email program to send and receive messages. 
This ensures that your username and password 
are encrypted when sent to or from the server.

As things stand, however, the content of 
your email isn’t encrypted during transit, and is 
easily readable. If your mail provider supports 
TLS, it’s possible to encrypt emails you send to 
and receive from other email providers that 
they also support TLS. Taking Gmail as an 
example, the feature is enabled by default, but 
look for an open red padlock when composing 
emails – this indicates that the receiver doesn’t 
support TLS, so the conversation won’t be 
encrypted. Check with your email provider to 
see if TLS is supported, and what settings you 
need to apply in your client app, and check to 
see if it’s able to make it clear which 
conversations are encrypted and which aren’t.

If you want to go further (with co-operation 
from other individuals), look at implementing 
PGP mail encryption. This encrypts the mail 
before it’s sent, and then the recipient uses 
PGP at their end to decrypt the mail once it 
arrives. Wizards make it relatively easy to set 
up, but Google your email client (or webmail 
provider) and ‘pgp’ to find out more.

Encrypt  
your email

also a whitelisted MAC address to spoof, 
and what iP address to assign to their 
device (as well as the iP address of your 
router), just to get on your network. In 
reality, though, this will make network 
setup long-winded, so you may want to 
strike a balance (perhaps leave DHCP 
enabled, for example).

Next, tighten your router’s other 
settings. Verify its firewall is switched on, 
and review any ports you’re forwarding 
– these are channels from the internet to 
your networked devices, so make a note 
of what they are, remove any not in use, 
and disable those you don’t need 
permanent access to. Also, review your 
UPnP settings – these ports are allocated 
to apps running on your network. 
Disable suspicious ones, and search for 
the originating apps to remove them.

it’s also important to protect access to 
the router settings: change the default 
password to a stronger one (change the 
username if allowed, too). Now look for a 
Remote Management or Remote Access 
option. This enables you – and anyone 
else – to access your router from outside 
your home network, using your public IP 
address (or dynamic hostname, if you 
have one). so disable this option.

Lock down your connection
Virtual private networks (VPNs) offer a 
number of security and privacy features 
– not only can you make you and your 
location anonymous when connected 
through one, but they also encrypt all 
your internet traffic, which makes them 
an essential add-on for your laptop or 
tablet whenever surfing using a public, 
unencrypted Wi-Fi hotspot.

There are many free services, such as 
cyberGhost (www.cyberghostvpn.com). 
Paid-for plans, starting from around £5 a 
month, lift this limit, and there’s no wait 
before you connect. if you’d like to run 

your entire home network through a 
VPN, you need to use a second router 
that supports the DD-WRT firmware.
 
Behavioural changes
Unfortunately, the days are gone when 
the only way malware got onto your 
system was through opening files or 
programs. These days, many threats 
are triggered by your own inadvertent 
behaviour, through misdirection.

so, how can you protect yourself from, 
erm, yourself? Let’s start with email, 
where most initial phishing threats 
originate from. First, treat all email with 
suspicion. if it’s peddling an offer too 
good to refuse, or making dire threats 
while exhorting you to click a link to 
verify your account or respond to some 
kind of dispute or offer, just take a deep 
breath. re-read the message, spot the 
spelling mistakes, or the fact the address 
you’ve been emailed isn’t the one you’ve 
linked to your bank account. Who’s the 
sender? In the majority of cases, these 
checks will reveal the email is a fraud.

Get into the habit of never clicking 
links in emails. Instead, open your 
browser, and visit the site specified by 
typing its address. but that’s not all you 
need to do against emails. some contain 
malicious code hidden in the mail’s 
HTML, so configure your email client to 
read mail in plain text by default. Also, 
consider installing a mail-checking tool, 
like POP Peeper (www.esumsoft.com) or 
Mailwasher (www.mailwasher.net), which 
can screen mail for junk and scams, 
and let you preview email without 
downloading it. connect using ssL or 
TLs (see the ‘encrypt your email’ box).

Safer web surfing
in the past, surfing the web was a blind 
process – you typed in a web address 
and it loaded, no matter what was 
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lurking at the other end. These days, 
most browsers can detect known 
malicious websites, and block them by 
default, but there are still many dodgy 
sites that aren’t considered direct 
security risks. This is where web filtering 
solutions come in, such as Web of Trust 
(www.mywot.com). WOT operates a 
traffic-light safety system, providing an 
icon next to web addresses (and search 
results) that’s green (safe), amber (use 
with caution), red (dangerous), or grey 
(untested, so be cautious). The ratings 
are community-based, so aren’t always 
100 percent accurate, but they do help 
flag up potentially dangerous sites, and 
block access to red-rated sites by default. 
Add-ons are available for all major 
browsers. Norton offers a similar 
feature with safe search – a search 
engine extension that helps protect you 
from phishing and other dodgy sites.

even with this extra line of defence, 
protecting yourself on the web requires 
extra effort. First, adopt the same level 

of scepticism to everything you see on 
the web as you do with email. Phishing 
occurs across all platforms, from pop-up 
pages masquerading as Windows dialog 
boxes, claiming you’ve been infected or 
need to update now, to scams in 
Facebook Messenger, trying on the 
same type of scam as found in email. 
you should even be suspicious of text 
messages exhorting you to share your 
two-factor authentication code ‘for 
security purposes.’

First, don’t react immediately. Neither 
should you try to close the window, 
unless you’re confident that what you’re 
clicking is the close window dialog box 
and not a spoofed one. Instead, use Task 
Manager to close the process. Under no 
circumstances give out any personal 
data, ever, regardless of who it is that 
seems to be asking for it.

Another way to tighten web surfing 
is to use a secure web connection 
(https://) whenever you can. some sites 
automatically use secure connections, 

One of the biggest contradictions with 
passwords is that they need to be unique, 
strong and hard to crack, yet somehow easy to 
remember. Thankfully, password managers are 
built specifically to aid with this process – you 
set up a vault containing all your passwords, 
then unlock it with one master password, 
meaning that you only need to remember that 
one to effectively gain access to all the rest.

Our favourite password manager is 
LastPass. We recommend the Premium version, 
which syncs across all your devices (mobile and 
desktop) and offers two-factor authentication 
as well, which means that even if someone 
hacks your password, they still can’t get at 
your vault. LastPass is installed as a browser 
add-on or standalone app, and offers to save 
passwords as you enter them for the first time. 
It can also generate strong, randomly 
generated passwords for sites, and thanks to its 
Security Challenge feature can then alert you to 
weak and duplicate passwords that need 
changing, as well as highlight sites that have 
been the victim of attacks. In some cases, it can 
even automatically change these passwords for 
you with a single click – though generally you 
need to change them manually.

But LastPass itself was hacked, we hear you 
cry. These days, it seems major websites will at 
some point be subject to attack. The question 
is, how robust are the site’s defences? In the 
case of LastPass, it did give up user email 
addresses, but nothing else was lost – LastPass 
has no access to your master password anyway, 
while the encrypted vaults were left untouched. 
LastPass then immediately enabled email 
verification, which meant any hacker logging on 
from an unknown location who guessed your 
password would still be blocked, while you 
would have received an email notification, 
giving you time to change your password.

Protect 
Online 
Accounts

You can block unwanted program installations with Unchecky’s help.

Make sure you tighten your network’s security through your router.
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but others don’t – even though they 
support them. Force all compliant sites 
to encrypt your connection by installing 
the HTTPs everywhere add-on for the 
Chrome, Firefox, and Opera browsers 
(from www.eff.org/HTTPs-everywhere). 

Malicious add-ons
browser add-ons such as WOT and 
HTTPs everywhere help tighten browser 
security, but it isn’t surprising that not 
all add-ons are what they seem, with 
many able to track your movements 
and steal personal data. Malicious 
add-ons have been injected into the 
Chrome Web Store in the past, while 
some cybercriminals buy up legitimate 
add-ons only to introduce nasties 
through updates, which are then 
automatically installed. even those 
add-ons that appear to be reputable 
can be poorly coded in such a way as 
to make them vulnerable to exploits.

So, first, exercise extreme caution 
before installing any add-on – do all the 
usual checks, such as checking who the 
publisher is and reading reviews (and 
paying particular attention to any that 
say the add-on is spyware or spam). 
Google the name and words such as 
‘malware’ or ‘exploit’, to see if they’re 
linked in any way. Check the permissions 
(particularly during an update, where 
an add-on may ask for additional 
permissions it didn’t previously need), 
and ask yourself why it wants them. Also, 
regularly check your browser extensions, 
removing any you no longer need or 
don’t recognise.

consider using bookmarklets, too, 
instead of add-ons – bookmarklets 
contain tiny bits of code that do simple 
things, such as tweeting the current 
page, but they can’t automatically 
update, and only run when you click the 

bookmarklet. Again, be sure to obtain 
these from reputable sources, and be as 
sceptical as you would with an add-on.

Download protection
Downloads are a common source of 
malware, so make sure the installer is 
scanned by your anti-malware tools 
before you launch it – right-click the file 
to find the relevant option, such as ‘Scan 
with Malwarebytes Anti-Malware’, if it’s 
not done automatically (Norton pops up 
a message in Taskbar Notifications to tell 
you it’s scanning the file, for example).

An increasing number of developers 
provide checksums for the software 
you’ve just downloaded. These 
checksums, also known as signatures or 
hashes, are typically used to verify that 
a download isn’t corrupt, but can also 
be used to calculate its authenticity too. 
you need a third-party tool to generate 
the ‘hash’ of the file you’ve downloaded, 

and then you compare this with the 
checksum given online – it’s not 
definitive proof, but it’s a useful step.

A number of different hashes are used: 
MD5 and SHA are the most common, 
and the MD5 & SHA Checksum Utility 
(https://raylin.wordpress.com/) makes it 
easy to verify either type. Just select your 
downloaded file, then paste in the hash 
from the webpage, and click Verify – the 
program should then confirm for you 
that the two match.

There’s one major development to 
look out for whenever downloading 
software. An increasing amount is 
shipped as ‘bundleware’, which means 
it includes other program installers, 
offered to you during installation. 
Reputable installers make these offers 
crystal clear, and make it obvious how 
to opt out of them, but an increasing 
number don’t, making it all too easy to 
accidentally install unwanted extras, not 
all of which are desirable.

it’s not just individual programs, either 
– major download sites (we’re looking at 
you, Download.com) have also started 
bundling extra unwanted software with 
downloads, and some of this is little 
more than ‘crapware’, or even borderline 
malware. In the case of Download.com, 
examine the green ‘Download now’ 
button carefully for a greyed-out 
‘installer enabled’ sign; if it’s there, it 
means the app is installed using 
Download.com’s own installer, which 
contains bundleware. MD5 & SHA 
Checksum Utility is downloaded 
through Download.com, and thankfully 
there’s no bundleware included.

Programs such as Unchecky and the 
Premium version of Malwarebytes will 
screen most of these out – you still get 
the original program, but they either 
change the bundleware’s default settings 

Free VPNs might be slow, but they are safer than regular connections.

Make a habit of vetting suspicious websites with the help of Web of Trust (WOT).
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to prevent the extra programs being 
installed by default, or may block the 
bundleware portion of the app. either 
way, you get a notification that they’ve 
worked on your behalf.

even if you have these programs 
installed, though, they’re not foolproof 
(particularly Unchecky). Therefore, you 
need to take extra care during the 
installation process – look out for licence 
agreements referring to other programs, 
and examine any checkboxes carefully to 
ensure you’re not about to inadvertently 
install an unwanted extra. some offers 
come with Accept and Decline options 
– choose the latter, and you move on to 
the next part of the process, or close the 
installer and source a different program 
that doesn’t take risks with your security.

Are you a fan of torrenting? You need 
to be doubly cautious – torrents from 
official sources (such as Linux installer 
ISOs) are usually safe, but if you’re 
venturing into dodgy territory, looking 
for the latest TV episodes, say, be very 
wary. Check comments and reviews of 
individual torrents to see if anyone else 
has spotted anything dodgy, and run the 
usual scans before opening any files.

Social networking
One way in which we inadvertently hand 
out personal data is through our social 
networking profiles. Ask yourself if you 
really want to share your birthday 

publicly with everyone on Facebook, 
or why a particular social networking 
add-on needs to know so much personal 
information about you. Take the time to 
check your profile’s privacy settings on 
all your networks, to review what data 
you’ve handed over to the network, and 
how much of it is public. Avoid making 
public posts that unintentionally give 
out information you use as security 
questions elsewhere (your mother’s 
maiden name, for example, or the town 
or city where you were born). And, as 
always, ensure that your accounts are 
protected with strong passwords, and 

use two-factor authentication or 
verification whererever possible.

Many web links shared over social 
media – particularly on Twitter – are 
often shortened to save on characters, 
but how do you know the link published 
is genuine? At http://checkshorturl.com, 
you can input the shortened link to 
examine the webpage it points to, as 
well as check the link’s safety ratings on 
WOT, Norton, and other reputable sites.

Ransomware
One of the biggest threats in recent 
times comes from ransomware, which 

Many instances of ransomware are delivered 
through malicious advertising – or ‘malvertising.’ 
This is the process of injecting malicious, 
malware-laden ads into legitimate online 
advertising networks and webpages – since 
2012, billions of ad impressions have been 
hijacked, including trusted sites. This malware 
gets through defences, and can silently infect 
users’ systems – no interaction required.

So, how do you protect against these ads? 
Your anti-malware software should have some 
protection – both Norton and the Premium 
version of Malwarebytes have defences against 
malicious websites built in, and you’ll see a steady 
stream of alerts as sites are blocked, not just from 
your browser but other apps, such as Skype, too. 

Make sure you’re running the latest version 
of your browser and Adobe Flash, as some 
malvertising targets vulnerabilities, as we noted 
in the ‘Importance of Being Updated’ box. 
Speaking of which, setting Flash to run only 
on your say-so is a good idea, as encouraging 
advertisers to stop using Flash for their ads is one 
way to improve security going forward. There’s 
also an argument for avoiding dangerous 

websites, where these kinds of ads (as well as 
other unwanted pop-ups) tend to proliferate – 
use your Web of Trust (WOT) or Norton Safe 
Search browser plug-in to steer clear.

Perhaps the most effective way to protect 
against malvertising is through ad-blockers, 
which block all ads that aren’t expressly allowed. 
Norwegian browser Opera (www.opera.com) is 

the first to provide ad-blocking natively – no 
plugins required. Alternatively, you can install 
the AdBlock Plus plugin (https://adblockplus.org), 
which works with all major browsers and is 
open-source. Be sure to whitelist your trusted 
(and responsible) sites, though, as adverts are the 
lifeblood of many, enabling them to provide you 
with content for free.

Block malvertising

Be careful installing programs that may attempt to add unwanted extras.
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What happens if you receive a ransomware 
demand? First, identify its type – there are 
those that block access to your PC, and others 
that encrypt data, then demand a ransom to 
release it. The former usually tries to trick you 
by claiming to have found unlicensed software 
or other illegal material on your PC, while the 
latter is more upfront.

Make a note of the Bitcoin wallet address 
used for payment demands, plus the file-list of 
encrypted data – should the private keys used 
by the criminals ever come to light, it may give 
you back your data. Next, verify you have a 
recent backup that’s safe and uncompromised 
(check on another PC).

Finally, you need to clean your system. 
Try running scans with your anti-malware tools 
to see if they can remove the infection. If 
necessary, reboot into Safe mode – hold [Shift] 
as you press the power button, and choose 
Restart, which should bring up the Advanced 
Boot Options menu. From here, select 
Troubleshoot > ‘Advanced options’ > Startup 
Settings, and choose option 5.

If the scans don’t help, try a dedicated 
removal tool – search for ‘ransomware’, 
‘removal’, and anti-malware vendors, including 
Trend Micro and BitDefender. If you can 
identify the exact form of ransomware, you 
might find a specific removal tool.

These tools tend to focus on ransomware 
that blocks access to your PC. If your files are 
encrypted by ransomware, in most cases you 
have to rely on your backup to restore them 
(but do so only after verifying that the infection 
has been removed). We recommend that you 
visit https://noransom.kaspersky.com first, 
though – it has tools that can decrypt files 
from a wide range of data-scrambling 
ransomware infections.

Recovering 
from nasty 
Ransomware

is specially formed malware that locks 
you out of your Pc or your data (typically 
by encrypting it), before demanding a 
ransom in return for receiving the code 
required to unlock it. One clever trick 
on the thieves’ part is to ramp up the 
pressure by hiking up the ransom cost 
the longer you delay. Most anti-malware 
tools should offer you some form of 
protection, but check with your vendor 
to see what it can and can’t do. 

The most effective way to protect 
against ransomware is to keep your PC 
backed up – either a drive image of an 
entire drive, or file-based backups of 
your data (including cloud services, 
such as OneDrive) – as this will help 
ensure you’re protected. in the case of 
file-based backups, these offer multiple 
versions of your files, enabling you to roll 
back; drive images enable you to wipe 
the drive and restore Windows, your 
apps, settings, and data from scratch, 
with all but those changes made since 
the image was taken. Use a tool such as 
Macrium Reflect Free (www.macrium.
com/reflectfree.aspx), with daily images 
to keep the file size down.

Try to keep at least one copy off-site 
– that is, not directly connected to your 
computer. Otherwise, it’s possible the 
ransomware could locate your backups 
and encrypt those too. Future attacks 
may target cloud storage, for example.

Repairing the damage
it’s not always possible to keep infections 
off your system, so what can you do if 
they get through your defences? If your 
system is working, try running scans with 
your existing tools – reboot into ‘safe 
mode with networking’ if necessary, via 
start > settings > ‘Update & security’ > 
recovery > ‘restart now’, to access the 
Advanced start-up menu. From here, 

choose Troubleshoot > ‘Advanced 
options > startup settings, then restart, 
and pick option 5. If this fails, you need 
some additional tools. First, download 
RKill and ADWCleaner from https://
toolslib.net (use another Pc if necessary, 
transferring them across on an optical 
disc or USB flash drive). run the former 
to terminate known malicious processes, 
but don’t reboot if prompted. Next, 
launch Malwarebytes, update it, then 
select settings > ‘Detection and 
Protection’ > ‘Scan for Rootkits’, before 
running a Threat scan.

if you need additional cleaning of 
adware, browser toolbars and hijackers, 
and other PUPs, then run ADWCleaner, 
plus Malwarebytes Junkware Removal 
Tool (www.malwarebytes.com/
junkwareremovaltool), which may find 
things missed by Malwarebytes itself. 

Another tool to consider is the 
emsisoft emergency kit – this is a 
portable dual-engine scan and remove 
tool, which can be downloaded direct to 
a portable Usb drive on another Pc. run 
the tool once on the second Pc, and 
update it when prompted, then plug it 
into your ailing Pc, and let it attempt to 
find and remove the nasties.

Once your Pc is clean, you may need 
to perform repair tasks. NetAdapter 
Repair All In One (https://sourceforge.
net/projects/neta-dapter/) can help with 
broken internet connections, for 
example, while the Windows Repair Tool 
(www.tweaking.com) can give your 
system the once-over, as well as restore 
functionality – resetting the registry and 
permissions, removing policies set by 
infections, and repairing safe mode.

With your Pc running smoothly, follow 
our tips to tighten security, and restore 
any backups, ready to sail into calmer, 
safer waters. ■

You should always find out where short web links actually direct you.
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Internet
LASTPASS ADD-ON 
PRObLEm IN FIREFOX 

Q My LastPass add-on has 
stopped working properly in 

Firefox. When I attempt to search 
for any sites through the add-on, it 
always comes up blank. I have to 
log out of my account and log back 
in before it works. Been waiting 
ages for a fix, none forthcoming. 
What’s the solution?
Freya Outhwaite

Nick P’s solution
At time of writing, the 
problem had been fixed, 
but a stable update 

hadn’t been posted to the Mozilla 
add-ons site. Instead you need to 
install the latest beta add-on. 
Navigate to https://addons.mozilla.
org/ and search for LastPass. Click 
its name to access its own page, 
verify that the version is still 4.1.54 
and then scroll down to the bottom 
of the page, and expand the 

Development Channel, Here, you’ll 
see an option to install the latest 
beta version. Install this over the 
top of your existing LastPass install 
(if it fails because it can’t overwrite 
the older version, try again – it 
should then work). Once that’s 
done, your LastPass add-on should 
start working properly again.

Security
CAN’T DISAbLE  
PROXy SETTINgS 

Q I helped my father-in-law with 
his Windows 7 desktop. He 

kept losing the Internet connection.  
For some unknown reason the LAN 
settings box keeps getting ticked.  
His anti-virus (Panda) did not show 
anything amiss. I have shown my 
father-in-law how to amend the 
connection settings manually. Do 
you have any suggestions for 
further steps I can get him to take?
Jack Porterfield

Rob’s solution
We’re assuming you 
mean the ‘LAN Proxy 
Settings’ box, Jack. If it 

Do you have a  
PC problem?  
Get in touch…
Email full details of your 
problem to the 
support team and we’ll 
do our best to help 
windowshelpline 
@futurenet.com

Blank fix 
Update to the 

latest lastPass 
add-on beta if you 

are using firefox.
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keeps being ticked – presumably 
each time your father-in-law 
reboots his PC – then a third-party 
program (potentially, but not 
necessarily malware) is doing this. 
Without knowing what’s running 
on your father-in-law’s PC, we can’t 
provide you with specific advice. 

The first thing to do is to rule out 
malware by performing scans with 
Malwarebytes Anti-Malware Free 
from www.malwarebytes.com. 
Assuming it comes back clean, use 
a tool such as Autoruns from 
Microsoft (look under Process 
Utilities at https://docs.microsoft.
com/en-us/sysinternals/) to identify 
what’s loading with your PC. 
Google program names with ‘LAN 
Proxy Settings’ to see if any are 
known to amend this setting. Once 
identified, you can either disable 
the program at startup or check it 
for settings to prevent it from 
attempting to divert your 
connection through a proxy server.

Finally, press [Win] + [R], type 
‘inetcpl.cpl’ and hit [Enter]. Switch 
to the Advanced tab and click 
Reset. Tick ‘Delete personal 
settings’ and click Reset, then 
reboot to see if the problem has 
been fixed – hopefully for good.

Windows
bEST REINSTALL mETHOD 

Q I’m about to install the 
Windows 10 Fall Creators 

Update having decided to reinstall 
Windows from scratch following 
your guides. Should I reinstall 
Windows 10 first and then apply 
the update, or should I reinstall 
after I’ve done the update first?
Adam griffin

Cat’s solution
Why not do both at the 
same time? Download 
the latest version of the 

Media Creation Tool from www.
microsoft.com/software-download/
windows10 and use it to create a 
fresh Windows 10 installation DVD 
or USB flash drive. Use this to install 
Windows 10 with the Fall Creators 
Update included following one of 
our recent guides. Doing so means 
you’ll have a fresh system with the 
latest version of Windows on it.

Applications
bUILDINg A PORTAbLE 
APPS TOOLkIT 

Q I’d like to install PortableApps 
and build my own toolkit as 

Quickfire questions

Find the solution! Fix network issues in Windows 10
Visit https://support.microsoft.com/help/10741/ for a list of 
troubleshooting steps to perform with network connections.

Can you recommend a tool to 
create bootable USB flash 
drives from ISO images?
Howard Scott

Try Etcher (https://etcher.io/), 
which simply asks you to select 
your source file and target 
drive (SD card or USB flash 
drive) and then does the rest.
 
Can you suggest an alternative 
to the Fireshot browser add-on 
for capturing screenshots of 
web pages, please?
kris Edwards

Both Firefox 56 and Opera 48 
have introduced built-in 
screen-capture tools – look for 
the scissors icon (Firefox) or the 
camera icon (Opera) in the 
either the toolbar or sidebar.

“Assuming it comes 
back clean, use a tool 
such as Autoruns”

 Proxy Server 
A server that sits in the middle 
between a PC and another 
server (typically the web) to 
filter and redirect web traffic.
 

 mapped drive
A network shared folder that’s 
assigned a local drive letter 
(A-Z) to provide an easy-to-find 
and permanent connection. 

DisaBle Proxy 
Unticking the 
‘Use a proxy 
server for your 
lan’ box should 
be enough to fix 
a lost internet 
connection.

Go PortaBle 
Unlink your apps 
from Windows to 
survive reinstalls 

and crashes.

Support 
Technical help
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2 Change Lock screen settings
From the Formats tab, set the ‘Short 

time’ format to your chosen setting, which 
affects the time format shown on the Lock 
screen: the ‘H’ and ‘HH’ options set a 24-hour 
clock, ‘h’ and ‘hh’ set a 12-hour clock. Click 
Apply when you’re happy with your choices.

1 Locate settings to correct
Click Start > Settings and navigate to 

‘Time & language’ > ‘Region & language’. 
Once there, click ‘Additional date, time & 
regional settings’ to open the Control Panel. 
Then click ‘Change date, time or number 
formats’ under Region.

CHANgE TImE FORmAT 
ON WELCOmE SCREEN

Q Why does my Lock screen 
show a 12-hour clock when I 

start Windows, but a 24-hour clock 
when resuming from sleep or a 
locked computer? How can I make 
both settings match each other? 
Steve Cox

Ian’s solution
This problem occurs 
because the Lock screen 
at startup takes its 

settings from the system account, 
not your personal account. Read on 
to discover how to bring both 
settings into sync.

Quickfire questions

shared resources immediately show 
up in File Explorer, while other 
times they can take 5-10 minutes to 
appear, if they appear at all. 
Thankfully there are two 
workarounds you can usually 
employ to bypass this problem.

The first is to open File Explorer 
and simply type ‘\\devicename\’ 
folder (such as ‘\\DiskStation\
Shared’) or the device’s IP address 
(‘\\192.168.0.4\Shared’) to directly 
access a shared folder. Using the IP 
address works when the device 
name isn’t recognised.

Related to this, you can also map 
a drive letter to a specific network 
resource or folder, which ensures 
that the shared folder is always 
accessible even after Windows 
starts. You may occasionally get an 
error about the drive not being 
found, but this is resolved by 
waiting a minute or two.

To map a drive letter, right-click 
the Network icon in the left-hand 
pane of File Explorer and choose 
‘Map network drive’. Choose your 
drive letter, then click Browse (if the 
shared folder or drive is currently 
present) or type it in manually 

I need to repair my Windows 
10 installation. Should I 
reactivate my Reimage 
subscription to do so?
John Wallis

Reimage has a poor reputation 
from those who use it, and its 
website is marked malicious by 
Malwarebytes Anti-Malware. 
Instead of putting your faith in 
third-party software, follow 
our guide in issue 139 that 
covers repairing and 
reinstalling Windows.
 
How do I clear the list of 
recently opened or created 
documents in Word please?
Steph Faulkner

Go to File > Options > 
Advanced. Scroll down to 
‘Display options’ and change 
the numbers under Recent 
Documents to 0. Click OK to 
remove them, then return and 
reset the numbers if you plan 
to continue using the feature.
 
I’ve just updated to Macrium 
Reflect Free 7. How do I enable 
Hyper-V for virtualisation?
Andrew Johnson

You need a 64-bit Professional 
edition of Windows 8.1 or 10. If 
this is the case, then type 
‘hyper-v’ into the Search box to 
access the ‘Turn Windows 
features on or off’ dialog where 
you can enable it.

you have recommended. Do you 
have any tips or pointers for which 
apps I should include?
Frank Plunkett

mayank’s solution
First, download and 
install the PortableApps 
plaform (available from 

https://portableapps.com) on a 
different drive or partition to 
Windows if you can; however, if you 
have a non-partitioned solid-state 
drive (SSD) on which Windows is 
installed, install the app in a folder 
inside your user folder, making sure 
that the folder is synced to the 
cloud using OneDrive or a similar 
service so it can be easily restored 
following a crash or reinstall (plus 
shared on any other PCs you have).

Once installed, go through the 
extensive list of apps provided and 
add those you want. Other portable 
apps can also be incorporated by 
extracting them into a folder inside 
the main PortableApps sub-folder 
and choosing Apps > Refresh App 
Icons. Finally, these programs will 
appear under the Other category 
– take the time to right-click the 
program shortcut and move them 
to the category you want.

Networking
NETWORk DEvICES 
DON’T SHOW UP 

Q I seem to have a strange issue 
where File Explorer doesn’t 

show all of the attached network 
devices on my PC, making it 
impossible to access – among other 
things – my two Synology 
DiskStation drives and a Surface 
tablet. Can you advise please?
Jorgen gullestrup

Nick P’s solution
We’ve been plagued 
with similar problems 
ourselves – sometimes 

MaP Drive 
Get a permanent 
connection to a 
shared folder by 
mapping it.

68  |    |  December 2017



Jargon buster!
 Hyper-v 

The Microsoft equivalent of 
VirtualBox, a built-in tool that 
enables higher-end versions of 
Windows to run virtual PC 
installations in their own 
sandboxed environment.
 

 Reimage
A software tool that claims to 
be able to repair Windows files 
without reinstallation. Sadly, it 
has a poor reputation among 
users, thanks to its indifferent 
results and service. 

4 Set start-up lock screen
Once you’re happy with your settings, 

switch to the Administrative tab and click 
‘Copy settings…’ A new pop-up window will 
appear. Tick ‘Welcome screen and system 
accounts’ and click OK to complete the 
switch. Reboot to test.

3 verify settings
Press [Win] + [L] on your computer 

keyboard to verify the Lock screen now shows 
the time as you want it to appear. As things 
stand, this will only affect it when you sleep 
or lock your PC – the Lock screen at startup is 
linked to the main system account.

“To map a drive letter, right-click the Network 
icon in the left-hand pane of File Explorer 

and choose ‘Map network drive’”

again following the syntax above. 
Leave ‘Reconnect at sign-in’ ticked, 
then tick ‘Connect using different 
credentials’ if you log on with a 
different username and password.

Hardware
UPDATE kILLED my 
NET CONNECTION 

Q On Saturday last my Acer 
Z3-600 was automatically 

updated and now I can’t access the 
Internet. Acer originally told me 
that the drivers needed updating, 
but the link it provided didn’t work. 
Now I’m told my machine isn’t 
eligible for the Creators Update so I 
must reinstall Windows 10 or hope 
Microsoft issues another update. 
This is a disgrace!
Paul Latham

Alex’s solution
We feel your pain, Paul. 
That said, I think Acer 
rather than Microsoft is 

culpable here – four years is no 
time to drop extended support for 
a product. However, just because 
Acer doesn’t officially support your 
all-in-one PC doesn’t mean it’s not 
going to continue working.

When you lose Internet access, 
the first thing you should do is 
verify it’s not a configuration issue 
using the step-by-step guides and 
troubleshooters highlighted at the 
Microsoft Help article listed in the 
‘Find the Solution’ box on page 67.

If you suspect a driver problem, 
then the latest driver for your PC’s 
RTL8168 wireless chip can be 
downloaded from www.realtek.
com – click the Realtek PCIe GBE 
Family Controller Series Drivers link. 
If it’s already installed, rolling back 
the driver to the previous version as 
outlined in the Microsoft Help 
article may provide the cure.

If neither option works, you may 
have to bite the bullet and reinstall 

Windows 10 from scratch, or even 
roll back to Windows 8.1 following 
our guide in issue 139.

Security
CLEAN OUT THE JUNk 

Q Can you recommend a 
program that really cleans up 

my computer? Even though I’m 
running a paid version of AVG I’m 
left with unwanted programs, 
which seem to remove my Restore 
points. Please help!
Cecil Deacon

Rob’s solution
We covered this 
in-depth in issue 141 
with our ‘Wipe it’ 

feature, but if you’re looking for 
program recommendations then 
we suggest pairing two free 
products from Malwarebytes 

(www.malwarebytes.com): use 
Malwarebytes Anti-Malware Free to 
scan for and remove serious threats 
from your PC, and AdwCleaner 
(www.malwarebytes.com/
adwcleaner) to target browser-
related items as well as adware and 
potentially unwanted programs 
(PUPs). Upgrade to the Premium 
version of Malwarebytes only if you 
want real-time protection; it will run 
happily alongside AVG or any other 
anti-virus tool that you have 
decided to replace it with.

Once done, you can switch 
System Restore back on by typing 
‘system restore’ into the Search box 
and choosing ‘Create a restore 
point’. Select your system drive and 
if protection is currently switched 
off, click ‘Configure…’ to turn it 
back on. Allocate five percent or 
5GB of space, whichever is less. ■

roll Back 
Windows 8.1 will 
be supported until 
January 2023, so is 
still viable.

Do you have  
a PC problem?  
Get in touch…
Email full details of 
your problem to the 
support team and we’ll 
do our best to help: 
windowshelpline 
@futurenet.com 
Or write to: 
Support Squad, 
Windows Help & 
Advice magazine, 
Future Publishing Ltd, 
Quay House, 
The Ambury, 
bath,  bA1 1UA

Support 
Technical help
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Welcome
Just starting your 
Windows journey? 
Confused by the  
changes Microsoft 
has made to the 

Creators Update? Maybe you 
just want to learn something 
new about Windows 10. Well, 
this is the section for you!

There’s not enough space to 
tell you absolutely everything 
you need to know here, but 
Windows Help & Advice always 
has your back. On page 72 we’ll 
show you how to master the 
desktop, customise application 
icons and take control of 
notifications; and on page 74 
we’ll explain how you can 
customise the Start menu from 
changing the default colours to 
managing your Live tiles.

Matt Hanson  
Associate Editor

Featuring…

Windows 10 tip of the month Discover Mixed Reality on your PC

Mixed Reality is Microsoft’s buzz phrase 
for a set of new APIs that it’s bringing to 
Windows 10 – it combines Virtual Reality 
(VR) and Augmented Reality (AR) to give 
you a whole new way of interacting with 
your PC. Some developers are already 
on board, with a slew of Mixed Reality 
apps appearing on the Windows Store. 
To experience Mixed Reality, you’ll need 
a suitable headset and an Insider 
Preview Build of Windows 10.

Explore Windows 10’s Mixed Reality apps

Windows 10

sign up  To install a preview Build, sign up for the 
Windows insider program at insider.windows.com

sHop in the Windows store, search for Mixed Reality 
and download any app that takes your fancy. Enjoy!

Welcome to…

www.facebook.com/windowsmag

PC Problems? 
FIND oUT HoW 

To FIx THem  
oN PAGe 11
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72 How to master the 
Windows 10 desktop 

74 Change the way 
the Start menu works

 



You’ll spend a lot of time there, so here are 
some great ways to make it work for you…

Master the desktop

hen not actually using 
applications, the Windows 
desktop is where you’ll 
spend much of your time, 

moving files about, hunting for that 
obscure application you installed six 
months ago and suddenly need, or 
lining up your windows so that they 
fill the space perfectly (a time-wasting 

pastime that’s all but dead now 
thanks to window snapping).

In Windows 10, the desktop and the 
Taskbar get a few new tricks that 
make working with files and folders 
even easier, and the new search bar 
means pulling up an application you 
don’t use often is a breeze. Follow 
these tips to a happy start…

W

1 Show desktop/peek
The Show Desktop button isn’t marked, and some people 

don’t even know it exists. Press this anonymous section at the 
extreme right of the Taskbar, and all your open windows will 
minimise. Hover the mouse pointer over it, and you’ll get a 
preview ‘peek’ at the desktop that reverts when you move your 
mouse pointer away. It’s very useful when you’ve got a chaotic 
number of windows open on your desktop.

2 Virtual desktops
If you find your desktop frequently getting overcrowded as 

you work, why not offload some of the mess onto another one? 
Click the Task View button to the right of Cortana’s search box on 
the Taskbar, and you’ll be taken to a screen that shows your open 
apps, and also your desktops. Add a new one, or even more, and 
you’ll be able to flick between them with different apps open on 
each. It’s a great way to stay organised on your PC.

4 Window snapping
A real godsend for those who used to tease their window 

edges out until they exactly matched the edge of the screen, 
snapping in Windows 10 enables you to have two or more 
windows open that completely fill their areas of the screen. Pick 
up a window and move it to the extreme left or right edge of the 
desktop to try it (you’ll see it ‘snap’ to the new half screen format). 
You can adjust how much of the screen they take up too.

3 Scroll inactive windows
An annoyance for anyone who’s come to Windows from 

using the Mac, the ability to scroll the window your pointer is 
currently over – instead of the one that’s currently active – is new 
in Windows 10. So, if you have a browser and a word processor 
open, and are reading one while typing in the other, you can now 
scroll down in the browser without having to take your focus 
away from your text document.
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5 Desktop icons
The Windows 10 desktop icons have a pixellated look, and 

if this offends you it’s easy to change them. Luckily, there are icon 
packs available online – including the shinier Windows 8 icons. 
Download the icon pack you want to use, then go to Start > 
Settings > Personalisation > Themes. Click the ‘Desktop icon 
Settings’ and select the icons you want to place on the desktop, 
then use the Change Icon option to change their look.

6 Shake to minimise
This may sound like something left over from a tablet build 

of Windows that needs a built-in accelerometer, but picking up a 
window with your mouse pointer and shaking it back and forth 
will minimise every other window, leaving you with a clear and 
uninterrupted view of the one you want to work with. It’s much 
faster than clicking several minimise buttons, and it’s a fun little 
quirk that’s a good one to remember.

8 Window management
In addition to window snapping, you can arrange your 

windows in some other ways too. Right-click on the Taskbar to 
reveal three window arrangement schemes: ‘Cascade windows’; 
‘Show windows stacked’; and ‘Show windows side by side’. These 
are similar to the Windows menu’s functions that have been 
available all the way back to Windows 3.1, and can make it quick 
and easy to find what you’re looking for.

7 Notifications
The notifications panel – or Action Centre – slides in from 

the right of the screen, with a button in the system tray, and will 
house any messages that apps or Windows components want to 
send you. It’s where you’ll find links to details of Windows updates 
that have been installed on your machine, and any social media 
messages or upcoming calendar events. You can customise it so 
it’s as intrusive as you can deal with.
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The Start menu in Windows 10 is more powerful than 
ever – here are some easy tips to make it work for you

Customise the Start menu
he Start menu’s return was big news 
when Windows 10 launched, and it 
has evolved as the operating system 
has been updated. It’s become a fast, 

and efficient way to access apps and settings – 
Windows 8’s full-screen monstrosity is now a 
distant memory, thankfully!

However, if you don’t like how the Start menu 
looks when you first pop it up on your fresh 

install of Windows 10, it doesn’t have to stay that 
way. It’s fully customisable in ways that were 
never possible in earlier versions of the 
operating system, and can be made to work in 
just about any way you want, standing out from 
its background for ease of reading, or 
automatically blending in with the colour 
scheme of whatever theme you have currently 
set on your desktop.

T

1  Colour
Your Start menu’s background can be any colour you like 

– all you have to do is untick a box. Open up Settings, then 
Personalisation and finally Colours. Untick the ‘Automatically pick 
an accent colour from my background’ option and you’ll be able 
to pick a colour from the palette. So your Start menu can be a 
contrasting red or yellow rather than a dull blue or grey. Play 
around to find a combination that works for you.

2  Size
To make space for all the customising you can do to the 

Start menu, you can easily resize it to your liking. Just move your 
mouse pointer to the top-border or right-border of the Start 
Menu, the pointer will change into arrows, and you’ll be able to 
increase or decrease height and width, dragging it out to 
completely fill the screen if you want to. This is particularly useful 
if you have a PC filled with programs that you access regularly.

4 Hide program lists
By default, the Start menu will show you lists of both your 

most used programs and the most recently opened ones. This can 
end up repeating itself, so if you want to get rid of one or the 
other of the lists, or both, open up Settings > Personalisation > 
Start, from where you’ll be able to toggle the lists on or off. You 
can also prevent apps from appearing on the lists so you only get 
a view of the things you really need from day to day.

3  Folders and tiles
Your Start menu is made up of lists and tiles, and some of 

these can be shortcuts to folders such as Documents. Settings > 
Personalisation > Start enables you to tinker with this, so if you 
never shoot videos you can stop the empty Videos folder from 
taking up space on the menu. You can turn the links to the 
Settings window, and the one that opens an empty File Explorer 
window, on and off too.
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8   Bring back the Start screen!
It may have been almost universally mocked and reviled in 

Windows 8, but the full-screen Start menu is still there in Windows 
10, ready to block out all your work at a single press of the [Win] 
key! But, if you liked it, go to Settings > Personalisation > Start and 
tick the box marked ‘Use full-screen Start when in the desktop’. 
Note that wording: the Start menu now won’t actually cover up 
your apps like it used to do in Windows 8.

7   Pin tiles and shortcuts
If there’s something you need to be able to find quickly, but 

which gets lost in the lists of the Start menu, you can pin and 
reposition it so it’s always prominently placed. To do that right-
click an item and choose ‘Pin to Start’. It will now appear in tiles. 
Now click and drag the tile to where to want to move it to. To 
resize the tile, right-click, choose Resize then the tile size you 
want. You can pin shortcuts to the Taskbar for easy access too.

5   Use it to search with
Hitting the [Win] key on your keyboard to pop up the Start 

menu’s Search box is one of the fastest ways to look for anything 
in Windows 10. Just type a few characters and you will get 
suggestions for applications and documents stored on your 
computer that match your initial query. You can also use the 
arrow keys on your keyboard to navigate the Start menu, if you’d 
rather not use the mouse.

6  Live tiles
Live tiles are tiles that are constantly updated with data, 

usually gleaned over the internet to make them up-to-date. 
There’s one for the Mail app that shows your most recent 
messages, one for the Weather app that uses your PC’s location to 
tell you what’s going on outside the window, and so on. If you 
find them distracting, you can turn them off by right-clicking 
them and choosing the appropriate option.
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 new hardware   essential accessories   latest gadgets

if you frequently 
create and edit 
text documents 
on your Pc, it’s 
likely that you’re 

paying a subcription for 
Microsoft office, but there 
are plenty of highly able 
alternatives out there – 
many of which are free.

So whether you want a 
fully-featured app that can 
truly replace Word or a 
minimalist text editor for 
focused writing, you’ll find 
the solution on page 88.

 We also test the Lenovo 
IdeaPad 720S (page 78); 
Asus’ VivoBook S510U 
(page 80); Logitech’s MX 
Ergo mouse (page 82); and 
the Katana PC soundbar 
from Creative (page 84). 

Nick Odantzis Deputy Editor
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The Upgrade section is your key to finding out about the latest 
products, all designed to help you get more from your PC

rating exPlained Superb GoodVery good Disappointing Poor

Our promise to you…

You can trust our reviews
Our reviewers are 100 per cent 
independent, with years of 

experience in the world of computing. 
Our rigorous testing procedures mean 
that only genuine, high-quality 
products are awarded high star ratings. 
If you see an item of hardware bearing 
a high score, you can be confident that 
it is an excellent product.

we choose the best products
Thousands of new PC products 
are released every year and 

choosing between them can be an 
impossible task. Our experts select only 
the best hardware and software to 
feature in this magazine. Even better, 
our star rating system makes it simple 
to find the best products, giving you  
a fast, trustworthy guide.

how we review
Our expert reviewers guarantee  
to test every piece of hardware 

rigorously and thoroughly, using  
only acknowledged experts to 
establish the worth of a product.  
We always review from the viewpoint 
of our readers; the day-to-day 
practicality and quality of a product  
is paramount.
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There are literally hundreds of 
14-inch laptops on the 
market. If you want your kit to 

stand out, it’s a sector where 
innovation absolutely matters. 
Lenovo hasn’t thrown traditional 
laptop design out of the window 
with the IdeaPad 720S, and nor 
should it have done, but this is far 
from a run-of-the-mill machine.

If anything, the 720S – also 
known as the Lenovo IdeaPad 80XC 
– seems poised for a bare-knuckle 
battle with Dell’s slightly-dinkier 
XPS 13, probably one of the best 
all-around laptops in the world. 

It has a similarly slim bezel 
design, a comparatively compact, 
luxurious frame, and even goes one 
better than the Dell XPS 13 with a 
discrete graphics solution on board. 
But does it punch above its weight?

Price and availability
The IdeaPad 720S pushes itself out 
of the mid-range bracket in terms 
of its cost. In the UK, it costs 

£949.99, which obviously includes 
VAT and the typical UK markup, 
although if you hunt around you’ll 
find it slightly cheaper. In the US, it 
has an MRSP of $969.99, though 
again, it’s potentially available for 
less if you shop around.

There’s a single specification on 
offer, so you’ll take your Core i5 and 
like it, though this is a highly-
engineered device so we’ll forgive 
Lenovo’s skimping on the options. 
In terms of the competition, it’s 
cheaper than a similarly specced 
model of Dell’s XPS 13 (£1,149/$999), 
and handily squashes HP’s thinner 
and far lighter Spectre Pro 13 
(£1,362/$1,169).

That said, it’s not the cheapest 
Kaby Lake machine on the market 
by any means. Asus’s 15.6-inch 
VivoBook S510UA (see page 82), for 
example, can be found for a full 
£200 ($200) less, and that sports an 
Intel Core i7 processor, 16GB of 
RAM and the company’s similarly-
tight NanoEdge screen. Tough call.

Design
Despite its 14-inch display, the 
IdeaPad 720S is incredibly compact 
– a heavily reduced slim bezel (not 
quite the equal of the XPS 13, but 
still very handsome) means you get 
more machine in a lot less space. 

The reduced keyboard has a few 
compromises; while it’s neatly 
backlit, it stuffs the directional 
arrows into the space of three keys, 
and inexplicably includes the 
power button as a keyboard key 
directly next to [Delete] and 
[Backspace]. It’s not instantly 
triggered on pressing, so this isn’t 
as boneheaded as it sounds, but it’s 
still an odd design choice.

There’s still room for a large 
multi-touch trackpad, a fingerprint 
sensor, and just enough ports that 
it doesn’t seem neutered. And the 
aluminium case itself is clearly 
squashing some serious hardware 
inside, as the IdeaPad 720S weighs 
in at a not inconsiderable 1.55kg. 
It’s not back-breaking by any 

Lenovo IdeaPad 720S
£949.99 | $969.99 www.lenovo.com
A compact laptop with plenty of power
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that’s relevant; if you’re looking for 
gaming joy, there are beefier but 
uglier machines at this price point. 

If you’re more of a worker, there 
are lighter machines with larger 
screens that might suit you better. 
But if you fall in the middle of those 
two camps there’s no way you’ll be 
disappointed with the IdeaPad 
720S, particularly if you can find it 
for less than its asking price. ■

Tight bezel, decent CPU and 
dedicated graphics – all crammed 
into an impossibly tight case. Nice.

means, but definitely unusually 
weighty for a laptop of this size.

One thing seems to play off 
against another on the IdeaPad 
720S. On the one hand, the IPS 
screen has tremendous viewing 
angles; on the other, it tops out at a 
resolution of 1,920x1,080 pixels, not 
even tacking on the extra 120 
vertical pixels many modern panels 
manage. Yes, we’re being picky.

There’s also a decent JBL-
engineered, Dolby-infused sound 
system on board, with surprising 
audio thickness for such a 

diminutive laptop, but you’ll often 
struggle to hear it over the wind 
tunnel blast of the IdeaPad 720S’s 
infernal fan cooling system. It’s one 
of the loudest laptops we’ve ever 
used when under stress. To be fair, 
that cooling really works – the 720S 
barely even gets warm to the touch 
– but it whirrs at an irritating pitch.

Performance
It’s easy to find fault with the 
IdeaPad 720S before even using it. 
The 256GB SSD space, with no 
additional storage on board, is 
going to fill up very quickly. It has 
discrete graphics but, as our 
benchmark results show (achieving 
just 12.4fps when running Total 
War: Warhammer at 1080p Ultra 
and 2.4fps on Deux Ex: Mankind 

Divided at the same setting), the 
Nvidia GeForce 940MX really can’t 
keep up with modern gaming.

 But as a package? This thing is 
nice. It’s a great machine on the 
desktop, it’s slick and efficient to 
use, it’s perfect for media and 
working on the move. 

Older games run smoothly 
enough, and that Kaby Lake 
processor is an impressive number 
cruncher. We used this as a family 
laptop for a week and it never 
faltered once, as adept at Minecraft 
as it was at Microsoft Word.

Although it’s nowhere near as 
quick to drain as a typical gaming 
laptop, we suspect the battery was 
the first component to get shaved 
down when squeezing all this 
technology into such a small shell. 

The battery lasts a typical three 
and a half hours between recharges 
(using the integrated graphics) – a 
disappointing result. That time 
drops even lower if you’re gaming. 
Drop the brightness and stop 
hammering the CPU, though, and 
you’ll get a bit longer out of it.

Summary
Whether the IdeaPad 720S 
particular meets your value 
expectations really depends on 
what you want from a laptop. 
Reviewer’s cliché, perhaps, but one 

“It’s a great machine on the desktop, it’s slick and 
efficient to use, it’s perfect for media and working”

Upgrade 
Lenovo IdeaPad 720S
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Lenovo IdeaPad 720S
Supplier www.lenovo.com
Processor 2.5GHz Kaby Lake Intel Core i5 
7200U (Dual-core, 3MB cache, turbo 
boost up to 3.1GHz)
Graphics NVIDIA GeForce 940MX (4GB 
GDDR5 RAM), Intel HD Graphics 620
Memory 8GB DDR4 SDRAM
Display 14-inch Full HD (1,920x1,080)  
IPS LED
Storage 256GB SATA SSD
Connectivity Intel PRO Wireless AC 7260 
+ BT Wireless LAN Combo; 2x USB 3.0; 1x 
HDMI; 1x USB Type-C; SD card reader; 
audio multi-jack
Camera Built-in HD webcam
Weight 1.55kg
Dimensions 389x266x198mm



With a starting price of 
around £617 ($799), the 
Asus VivoBook S510U is a 

moderately-priced laptop that’s 
sure to attract attention from 
students and the casual user. It’s 
powerful and has a large display, 
yet is still portable enough to tote 
around in a backpack.

We’ve spent the past week 
putting it through our benchmark 
tests as well as using it for work and 
play. The VivoBook S510U’s spec 
sheet hits all the right notes, but at 
the end of the day, real world use 
tells a slightly different story, but a 
happy one nonetheless.

Price and availability
This particular model is available in 
the US for $799 (about £617), with 
the same configuration we tested 
for this review. In the UK, however, 
Asus only lists the more robust 
variants of the VivoBook S510U, 
with specifications more in line 
with gaming laptops than the 

everyday laptop we tested. Pricing 
for the VivoBook S510U models 
listed in the respective countries 
wasn’t available at time of writing. 
In the US, Newegg has numerous 
configurations of the VivoBook 
S510U, ranging from the model we 
tested to a model with a 2TB SSD 
and 32GB of memory for $1,836. 
At this price, the VivoBook S510U 
compares favourably with the Dell 
XPS 13. With the same processor, 
GPU and RAM, the VivoBook has 
more storage, but lacks the XPS 13’s 
UHD display. A larger display and 
the lack of a few extra pixels, for 
some, is a fair trade-off for the 
amount of storage gained. 

Within the same ballpark price, 
Microsoft’s Surface Laptop gains a 
touchscreen, a 720p webcam, and a 
smaller design than that offered by 
the VivoBook S510U. As with the 
Dell XPS 13, however, you’re also 
going to give up storage space with 
the entry-level Surface Laptop 
housing a 256GB SSD.

Design
The plastic base of the VivoBook 
S510U is a mirage. Its brushed finish 
gives the impression it’s a metal 
housing from afar. It’s only after you 
pay closer attention that you realise 
the optical illusion, designed to 
match the laptop’s aluminium lid. 

The slight taper from the hinge 
to the front of the housing is 
reminiscent of Apple’s MacBook Air, 
albeit on a larger scale. Weighing in 
at 1.5kg, the VivoBook S510U is 
slightly heavier than the XPS 13 
(1.29kg), but that’s expected due to 
the difference in size. 

Overall, the VivoBook S510U feels 
solidly made, with its combination 
of plastic and aluminium keeping it 
affordable without sacrificing looks.

With a fair amount of ports 
decorating either side of the S510U, 
you’re unlikely to run out of places 
to plug in accessories. The left side 
is where you’ll find both USB 2.0 
ports and a standard SD card 
reader. On the opposite side is the 

Asus VivoBook S510U
£617 | $799 www.asus.com

An average laptop for the average user
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push towards the bottom of the 
trackpad due to the placement of 
the fingerprint sensor.

Thankfully, the easy way to fix 
this is to disable right-click in the 
lower-right corner of the touchpad 
in Windows 10’s Settings. But, for 
those who’d rather use the bottom 
corner as either forms of a click, 
there’s going to be a fine line you’ll 
need to learn to walk.

The keyboard doesn’t deserve 
strong accolades, nor does it 
warrant criticism. It’s an average 
keyboard, with adequate spacing, 
and suitable travel in the keys.

The 1080p Full HD display could 
be a touch brighter especially for 
outdoor use. Outside of the 
brightness issue, the display is 
sharp, with vivid colours and 
saturation. It really shines when 
watching a movie or viewing 
photos, as well reading crisp text 
on websites or in documents.

Summary
For those looking for a laptop 
around the £600 mark, where 
storage and screen size are the 
main priorities, the VivoBook S510U 
hits all the right notes. Between the 
hybrid SSD and HDD storage setup, 
the 7th-gen Core i7, and 8GB of 
RAM, its performance isn’t an issue. 

The biggest problem is its 
battery life, and even then it’s not 
horrible. It would be nice if it came 
closer to a full day of use as Asus 
claims, however. All told, you’re 
looking at an average laptop that 
willl be worth more serious 
consideration whenever Asus 
decides to snip the price a bit. ■

An affordable laptop that doesn’t 
stand out from the crowd, yet still 
hits all the right notes.

3.5mm audio jack, a lone USB-C 
port, a full-size HDMI port, a USB 3.1 
port, and the DC charging port.

Surrounding the 15.6-inch, 
1,920x1,080 Full HD display is a 
narrow bezel, measuring just 
7.8mm. Asus’s official term for this 
bezel is NanoEdge. Of course, by 
shrinking the width of the bezels, 
Asus can reduce the overall size of 
the VivoBook S510U, but the 
difference isn’t enough to limit 
yourself to only NanoEdge bezels.

As with the Asus ZenBook 3, the 
fingerprint reader is located in the 

top-right corner of the trackpad. 
Fortunately, on the VivoBook S510U 
it’s tucked further into the corner 
than it is on the ZenBook 3. This 
slight change in position makes it 
easier to use the trackpad without 
the fingerprint reader interrupting 
gestures or swipes. We’d still prefer 
not to have a fingerprint sensor 
included within the trackpad, of 
course, although we’ll settle for the 
change that Asus has made.

Performance
Overall, the VivoBook S510U is a 
dream to use. It keeps up with any 
task you put it up against, and 
you’re unlikely to notice any 
significant slowdowns or over-
zealous fans to keep it cool. 
Between Slack and Chrome – both 

of which are known to eat away at 
your system’s resources even when 
they’re idle – the VivoBook S510U 
still manages to keep up. 

Where the VivoBook S510U 
struggles most is with its battery 
life, lasting just three hours and 12 
minutes during our PCMark 8 
battery benchmark test, compared 
to the Dell XPS 13’s four hours and 
three minutes. The results of our 
movie test were even starker, with 
the VivoBook on five hours and 48 
minutes, compared to the XPS 13’s 
seven hours plus.

Out of the box, the touchpad is 
set up with both left-click and 
right-click sections, separated by a 
line in the middle of the plastic-
covered touchpad. Click within 
either section and it initiates the 
respective action. This isn’t an 
uncommon setup, with a lot of 
fellow laptop makers implementing 
a similar system. With the VivoBook 
S510U, however, it’s frustrating to 
discover just how finicky the 
invisible sections are, resulting in 
frequent errant right-clicks. As you 
absent-mindedly scroll or gesture 
across the pad to select a link on a 
web page, for example, you can 
accidentally trigger a right-click 
despite your finger staying above 
the invisible line. Or so we thought, 
perhaps there’s a subconscious 

“It keeps up with any task you put up against it, and 
you’re unlikely to notice any significant slowdowns”

Upgrade 
Asus VivoBook S510U
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KEY FEATURES

Asus VivoBook S510U
Supplier www.asus.com
Processor 2.9GHz Intel Core i7-7500U 
(dual-core, 4MB cache, up to 3.5GHz)
Graphics Intel HD Graphics 620
Memory 8GB DDR4
Display 15.6-inch Full HD (1,920 x 1,080)
Storage 1TB HDD; 128GB SSD (SATA 3)
Connectivity 802.11ac Wi-Fi; Bluetooth 
4.2; 1x USB-C; 1x USB 3.1; 2x USB 2.0; 1x 
HDMI; audio jack; SD card reader
Dimensions 361x243x178mm 



Trackball mice are a completely 
different way of interacting 
with your PC. We’ve been 

putting Logitech’s MX Ergo through 
its paces to determine whether it’s 
worth switching away from the 
traditional mouse. And, depending 
on what you’re using your PC for, it 
just might be worth it.

 
Design
Trackball mice have existed for 
longer than the standard versions 
most of us use everyday, but it’s not 
hard to see why the trackball has 
remained a niche product. There’s 
just something intimidating about 
using your thumb to push a ball 
around rather than moving the 
entire body of the mouse. 

That’s without mentioning the 
sheer amount of buttons on the 
mouse. More traditional mice have 
suffered from button excesses of 
their own, but by changing their 
placement, the MX Ergo forces you 
to re-learn how to use them. 

The thumb buttons are a good 
example. Whereas a traditional 
mouse places the thumb buttons, 
you know, under your thumb, the 
MX Ergo places them to the left of 
your left-click button. 

Obviously now your thumb is 
dedicated to moving the trackball, 
it makes sense that the thumb 
buttons have to move, but their 
new position turns them into extra 
buttons for your index finger, and 
we think this removes a certain 
amount of their utility. The MX Ergo 
also has a scroll wheel that can be 
pushed left and right for more 
functionality, and a small button to 
the left of the trackball that puts it 
in ‘precision mode’. This slows its 
responsiveness so you can make 
smaller, more precise movements. 

The main event is the trackball 
itself. Although it’s not textured, 
you should never have any trouble 
with it slipping under your thumb, 
and it’s just the right size to get 
maximum control without having 

to constantly re-adjust your 
thumb’s positioning. 

Since your thumb is going to be 
touching the trackball for hours at a 
time, there’s also a mechanism for 
removing it entirely to clean it. This 
is done by removing the magnetic 
plate on the bottom of the mouse 
and pushing the ball out with a 
pen, at which point you can clean 
the trackball and its housing. 

This magnetic plate also serves as 
a way of tilting the mouse up at a 
20-degree angle for ergonomic 
reasons. This initially seems like an 
odd decision. Is holding your hand 
parallel to the floor really that bad 
for your posture? Why 20 degrees? 
Why can’t you adjust it to any other 
rotation between the two?

Once you start using the MX 
Ergo, the decision makes more 
sense. When tilted up, your arm is 
in a complete resting position, and 
when you tilt the mouse back 
down you’ll notice the small bend 
your wrist has to make to use it. 

Logitech MX Ergo
£99.99 | $99.99 www.logitech.com

Everything a trackball mouse needs to be
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and ‘use’ function then needing to 
use your index finger for the thumb 
buttons isn’t as convenient since it 
takes your attention away from the 
left mouse button. 

So, the MX Ergo is a mixed bag 
then, but if you’re happy to sacrifice 
a certain amount of speed for 
comfort and ergonomics then this 
mouse really shines. 

Summary
Comparing mice and trackballs is 
like comparing apples to oranges; 
they’re two different input devices 
that will suit the way different 
people like to use their PCs. 

But looking at the MX Ergo, it’s 
difficult to know what else a 
trackball could offer beyond what 
this model does. The trackball itself 
is responsive and easy to use, the 
device sits comfortably in the hand, 
and the connectivity options 
should satisfy all but the most 
demanding users. 

The MX Ergo’s only problem – 
beyond the lack of a left-handed 
model – is that some of the 
features, like the replacement 
thumb buttons and the tilting scroll 
wheel feel like a bit of a novelty. 
Ultimately, they never detract from 
the rest of the trackball – they’re 
there if you want to use them, and 
are easy to ignore if you don’t. 

But what you’re left with is an 
exceptionally designed product 
that’s a joy to use. the Logitech MX 
Ergo might not have re-invented 
the wheel, but when it works this 
well it’s hard to ask for much more. 
And if you suffer from repetitive 
strain, it’s well worth a look. ■

Trackball mice aren’t for everyone, 
but the Logitech MX Ergo does 
everything you need it to do.

The best defence against any 
kind of repetitive strain is taking 
regular breaks, but the ergonomic 
considerations here are rock solid.

You can choose to connect the 
MX Ergo to your PC either via the 
supplied Unifying Receiver (a USB 
dongle that plug into your PC) or 
via Bluetooth. You shouldn’t notice 
any difference in lag between the 
two, so it’s up to you to decide 
which one you want to use. A small 
button below the scroll wheel 
enables you to switch between 
them, and it’s easy enough that you 

could use it as a way to switch 
controls between two PCs. 

If you want to control multiple 
PCs at a time, then Logitech’s Flow 
software is compatible with the MX 
Ergo. Flow enables you to control 
up to three PCs at the same time, 
and gives you the ability to drag 
and drop files between them. 

Finally, the mouse charges using 
a Micro USB port and has a claimed 
battery life of up to four months 
between recharges, which seems 
realistic. The MX Ergo is, sadly, an 
exclusively right-handed affair. 
There is no left-handed option.

Performance
If you’re used to using a traditional 
mouse, then a trackball will feel 
incredibly weird the first time you 

start spinning the trackball instead. 
It’s not just the movement of the 
thumb that feels different. You also 
have to let the trackball spin before 
stopping it to have the mouse 
travel large distances. It doesn’t 
take long, though, before you get 
used to it – a day at most.

As we’ve already mentioned, 
there’s a small button to the side of 
the trackball that you can press to 
reduce the speed that the cursor 
travels at. This ‘precision mode’ 
supposedly helps with fine mouse 
control – useful for design work –  

but you probably don’t need it for 
everyday use. The same is true of 
many of the other buttons on the 
MX Ergo. It’s nice they’re there, but 
you probably won’t use that many 
of them on a regular basis.

For general office work the MX 
Ergo is as efficient as a regular 
mouse, but it’s more of an acquired 
taste when it comes to gaming. 

There are some who swear by 
gaming on a trackball, but spinning 
the ball to cover large distances 
never feels as accurate, and the 
added hassle of having to switch to 
precision mode to fine-tune your 
aim can slow you down a lot.

Additionally, while you may not 
rely on thumb buttons for everyday 
use, if you’ve taken to using them in 
games to handle things like ‘reload’ 

“It’s not just the movement of the thumb that feels 
different, you also have to let the trackball spin”

Upgrade 
Logitech MX Ergo
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KEY FEATURES

Logitech MX Ergo
Supplier www.logitech.com
Connectivity 2.4GHz Wireless; 
Bluetooth; Micro USB
No. of buttons 8
Button durability 10 million clicks
Battery Rechargeable i-Po; Battery life of 
up to 4 months on a single charge
Weight 164g (without metal plate); 259g 
(with metal plate)
Dimensions 132.5x51.4x99.8mm 
(mouse); 18.4x14.4x6.1mm (receiver)



Why are there not more 
soundbars for desktop 
PCs? If you have a pair of 

speakers, a regular-sized desk and 
perhaps a 24-inch monitor, it’s likely 
that you’re fighting for space. Cue 
the Sound BlasterX Katana from 
Creative Labs, a soundbar for 
pairing with a PC monitor that 
creates 2.1 audio – using a separate, 
wired subwoofer – and offers a 
whopping 75W of power. 

Although a relatively rare genre, 
the Katana does have competitors, 
most notably the ageing Razer 
Leviathan and the even older 
XtremeMac Tango bar. This is the 
first soundbar for desktops that 
we’ve seen for a good few years. It’s 
selling for £279.99/$299.99. 

Design
The Sound BlasterX Katana has a 
robust build quality. Measuring 
59cm long, it has two small feet 
beneath it, which create about a 
centimetre of clearance between 

the soundbar itself and your desk, 
giving it a pleasant floating look, 
with the speaker angled slightly up 
towards you. Audio-wise, that’s an 
excellent design, while on each end 
there’s a separate 7cm speaker 
grille that enables the Katana to 
project sound slightly to the sides. 

Despite its heavyweight feel and 
1.5kg bulk, it looks super-sleek 
(save for an over-the-top brand 
logo), with a height of just 4.5cm, 
depth of 8cm, and a black, brushed 
aluminium finish.

As befits most PC gaming 
accessories these days – and 
Creative markets it as a multi-
channel gaming soundbar – the 
Katana also comes with an Aurora 
Reactive Lighting System, which is 
made of up 49 programmable LEDs 
that can display up to 16.8 million 
colours – perfect for creating 
ambient lighting setups whether 
you’re playing a game or watching 
a movie. It’s hardly an essential 
feature, but it’s fun to have. 

Setup
Physically, the Sound BlasterX 
Katana is a little difficult to house 
on a desktop. Not because there’s 
anything wrong with the main unit, 
but because the subwoofer must 
be tethered to the soundbar using 
a relatively short cable. 

The cable measures about two 
metres long, which may sound like 
a lot, but once you trail a cable 
behind your desk and position the 
subwoofer in a convenient place, 
it’s nowhere near long enough. 
Ditto for the power cable for the 
soundbar itself, which links first to 
an external power pack, and then 
to a wall socket. 

If you are in any doubt that the 
Sound BlasterX Katana is meant 
primarily for desktops and not for 
living rooms, the inputs and 
outputs on its rear make it clear. 
There you’ll find a subwoofer 
connector alongside inputs for a 
microphone, a 3.5mm auxiliary 
input for connecting analogue 

Creative Sound BlasterX Katana
£279.99 | $299.99 www.creative.com

Sleek and powerful, this chameleonic PC soundbar impresses
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However, that extra oomph gives 
the Sound BlasterX Katana a 
deserved place perhaps not in a 
living room, but certainly next to 
32-inch TV in a second room or 
bedroom. Having said that, with 
only 2.1-channel sound at its core, 
the Katana is best thought of as a 
powerful audio upgrade for any 
existing PC setup, enabling you to 
enjoy music, movies and games 
without taking up too much space 
on your desk. ■  

This incredibly loud soundbar 
impresses, although its space-
saving design is slightly flawed.

audio sources, a digital optical 
audio input, a USB port (for USB 
audio using the integrated audio 
player), and a Micro USB port. 

Note that you could use this 
soundbar in your living room using 
either the digital optical or 3.5mm 
analogue audio inputs, or perhaps 
in a second room with a 26-inch TV 
– although it would suit a 32-inch 
TV just as well, size-wise. However, 
soundbars created for the living 
room typically also include an 
HDMI input, and this is one feature 
that the Sound BlasterX Katana 

obviously lacks, limiting its 
versatility somewhat.

Performance
The chief reason why the Sound 
BlasterX Katana works well is that 
you have to sit pretty close to it. 
Unlike a soundbar, which disperses 
sound all over a room with varying 
degrees of success, Katana’s two 
34mm tweeters, twin 63.5mm 
upwards-firing mid-bass drivers, 
and offboard 133mm subwoofer do 
have its audience at close quarters. 

Cue some decent audio effects, 
although the promised 7.1 virtual 
surround sound effects can scarcely 
be heard. The overwhelming 
impression, however, is one of 
volume. Serious volume. As in, far 
too much of it. We got no further 

than about 25 percent through its 
volume capabilities, having already 
reached deafening levels. The 
Sound BlasterX Katana handles 
game soundtracks and music well, 
with plenty of mid-range and bass, 
although treble detail is its defining 
characteristic. 

The Katana has a digital-to-
analogue converter (DAC) capable 
of 24-bit/96kHz lossless audio 
playback via either USB or its digital 
optical connection, so you can 
stream high resolution FLAC and 
WAV audio files. The clarity at 

close-quarters is very impressive, 
with some exceptional detail 
shown off by what is effectively an 
add-on PC soundcard. 

At the other end of the spectrum, 
even songs streamed from your 
smartphone via Bluetooth have 
pleasing breadth and treble detail. 
Overall, the boxy subwoofer does 
OK, but can sound a little blunt.

 
Summary
The Sound BlasterX Katana is sleek, 
powerful – perhaps a little too 
powerful – and it has Bluetooth 
connectivity as well. If anything, the 
Katana leaves you wanting not 
more, but less, with its volume and 
bass levels potentially a little 
overwhelming when heard at 
close-range on a desktop. 

“Even songs streamed from your smartphone via 
Bluetooth have pleasing breadth and treble detail”

Upgrade 
Creative Sound BlasterX Katana
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KEY FEATURES

Sound BlasterX Katana
Supplier www.creative.com
System type 2.1-channel system
Drivers 2x 63.5mm mid-bass drivers; 2x 
34mm tweeters (soundbar); 1x 133mm 
long throw driver (subwoofer)
Power output 75W (RMS)
Connectivity Bluetooth 4.2 (A2DP); 1x 
3.5mm auxiliary input; 1x USB flash drive 
port; 1x USB port; 1x headset output; 1x 
microphone socket; 1x optical input
Supported codecs SBC; AAC



HYBRID SMARTwATcheS
Place fitness tracking power and analogue style on your wrist 
with our pick of the best hybrid smartwatches available today

3 Skagen Signatur 
Connected 
£195, skagen.com

You’re guaranteed to make a statement 
with Skagen’s hefty 42mm case on your 
wrist, although if you’re a bit furry, you 
might want to swap the hair-tugging 
mesh steel strap for a leather or nylon 
option. The connected app makes light 
work of smartphone syncing and, once 
you’re moving, displays fitness stats in 
detail, or you can check daily fitness 
activity via the progress dial. cleverly, 
message alerts can be customised with 
different colours to individual contacts, 
so you know who’s getting in touch 
without looking at your phone.

1 Emporio Armani 
Connected
£259, armani.com

want the benefits of connected tech and 
the look of a classic timepiece? This 
luxurious Armani hybrid packs all the 
activity-tracking trickery you’d expect, 
plus built-in smartphone notifications 
and a smart button to control everything 
from music to alarms. Sleep tracking is 
decent, but the weight and size mean it’s 
not the most comfortable. If you’re a 
hardcore traveller, then the Armani 
connected can display a customisable 
time zone at the touch of a button and 
automatically adjusts the primary time 
when you land in a different country.

2 Misfit Phase
£155, misfit.com

The Phase is a killer smartwatch in 
analogue clothing. hook it up with your 
smartphone and this dapper timepiece 
turns into a connected powerhouse. 
Track steps, distance, calories and sleep 
accurately – press the top button and the 
hands shift to display how today’s targets 
are looking – and receive discrete 
vibration alerts for calls, text and emails 
straight to your wrist. want to control 
your music, shoot a selfie or control 
smart home lighting? That’s no problem 
with the Phase’s customisable smart 
button, configured within the excellent 
Misfit app for windows 10, windows 10 
Mobile, iOS and Android.

Winner!
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6 Garmin Vivomove
£239.99, garmin.com

The Vivomove might lack auto time-
syncing, smartphone notifications and 
smart buttons, but the classic look and 
some unique smarts make up for any 
shortcomings. The face is flanked by two 
svelte, curved bars; one displays your daily 
steps progress, while the other is an 
ever-present reminder to get moving – 
following every 15 minutes of inactivity, 
the bar fills up with terrifying red blocks 
which only disappear once you start to do 
something more active. The Vivomove also 
monitors activity to auto-set your daily 
step targets, rather than leaving you to lay 
down your own fitness gauntlet. It’s a great 
ideal well implemented.

4 Timex  
IQ+ Move
£149.99, timex.co.uk

Despite a simplistic single-button design, 
there’s a ton of tracking smarts lurking 
beneath the surface of the IQ+ Move. 
The Activity dial on the face displays how 
hard you’re hitting daily fitness targets 
– the watch tracks steps, distance 
travelled and calories burned – while the 
Timex connected app enables you to set 
goals and delve even deeper into your 
stats. Sleep tracking is accurate and the 
Indiglo light-up dial is a neat touch for 
night-time use. The IQ+ is 50 metres 
water-resistant, but swap the leather 
strap for silicone before you swim.

5 Nokia Steel
£119.95, nokia.com

Nokia’s no-frills, buttonless activity and  
sleep tracker might be a bit vanilla in the 
style department – only a small progress 
dial divulges any fitness smarts – but 
when you pair it with the company’s free 
health Mate app for iOS and Android it 
becomes all flavours of fantastic. The 
Steel auto-detects whether you’re having 
a lunchtime wander, a dip in the pool or 
hitting the sack using connected 
Movement tech, and delivers results to 
the health Mate app, giving you detailed 
graphs and insights on your progress. 
From there, receive guidance on hitting 
your goals quicker, or challenge other 
users to help you hit your targets.

oes your office dress code 
mean you have to be 
‘suited and booted’? Do 
you hate flashy gadgets?  

If so, a fluoro fitness tracker or a 
bells-and-whistles smartwatch is 
probably not the best way to keep tabs 

D
on your health. Hybrid smartwatches 
are styled on analogue timepieces, 
subtly tracking everything from steps 
and calories to sleep quality, then 
beaming stats to a companion 
smartphone app via Bluetooth 
without disturbing the peace. Some 

models feature customisable smart 
buttons for additional functionality, 
such as music control, and batteries 
last for months rather than hours. So, 
if you prefer style over spec, these 
hybrid watches could help you look 
smart, stay connected and keep fit.
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If you’ve used a recent version of 
Microsoft Word, there’ll be no 
learning curve at all when you 
switch to Writer – the word 
processing app in WPS Office Free.

This free word processor looks 
and behaves almost exactly like its 

1 WPS Office Writer
www.wps.com/writer

RATING

premium counterpart, and even 
has its own OneDrive equivalent, 
offering 1GB of free cloud storage.

Its selection of pre-installed 
templates gives you everything 
you need for common document 
types, and you can easily create 

your own for bespoke tasks. It’s 
compatible with every text file 
format you can think of, including 
current and legacy versions of 
Microsoft Word.

WPS Office Writer is supported 
by adverts, which can be removed 
by upgrading to the premium 
version, although they’re barely 
noticeable and no features are 
locked behind a paywall. Overall, 
WPS Office Writer is very 
impressive, and is the best free 
word processor available today.

WPS recently launched a free 
PDF to Word converter as well, 
which is a great companion app.

RATING

LibreOffice is a fork of Apache 
OpenOffice, and although there 
are some differences between the 
two (LibreOffice receives more 
frequent updates, for example), 

their word processing apps are so 
similar, we’ve listed them together.

Both versions of Writer are 
feature-packed analogs of 
Microsoft Word, packed with all 

the features you could possibly 
need for any text-based work. 

The two versions of Writer 
include wizards and templates for 
common document types, and it’s 
easy to create your own templates 
as well. The word processors also 
work with the other software in 
their respective suites – so you 
can use Base to create a 
bibliography, for example.

Both word processors support 
all the most popular file formats, 
and can export documents to PDF. 
If you’re looking for a text editor 
that can stand in for Word, either 
of these two are good candidates.

A word processor 
with cloud storage 
and support for all 
text file types.

2 LibreOffice/Apache OpenOffice
www.libreoffice.org, www.openoffice.org

All-singing, 
all-dancing word 
processors for any 
text-based work.

The besT Free word processors 2017
Top-quality software for any writing task

Winner!
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If you simply want to hammer out 
some words without worrying 
about formatting, you could use 
Windows’ built-in Notepad app, 
but FocusWriter is packed with 

3 FocusWriter
https://gottcode.org/focuswriter/

tools that will help you maximise 
your productivity without ever 
getting in the way.

FocusWriter blocks out all 
distractions so you can give that 

first draft your full attention. In 
normal use, all you see is a blank 
page – toolbars are only visible if 
you move your mouse pointer to 
the edge of the screen – but 
there’s a killer feature in Focused 
Text, which fades everything into 
the background except the 
current paragraph or sentence.

FocusWriter also features alerts 
that are triggered at certain times, 
or when you reached a pre-set 
word count, so you don’t need to 
worry about watching a counter.

It’s not suitable for editing 
documents, but for productivity, 
FocusWriter is hard to beat.

TextMaker – the word processing 
element of SoftMaker FreeOffice 
– is good-looking, and comes with 
several handy templates for 
creating letters and other 

4 SoftMaker FreeOffice TextMaker
www.freeoffice.com/en/

RATING

everyday documents. The 
selection isn’t as extensive as 
some of its rivals’, but you can also 
make new designs for future use 
and save them in TMV format.

All the features you’d expect 
from a modern word processor 
are present and correct, including 
advanced formatting options, the 
ability to create databases for 
managing bibliographies and 
footnotes, and it even includes a 
function for tracking changes to 
collaborative projects.

The only real drawback of 
TextMaker is its inability to save 
your work in DOCX format 
(although you can open and edit 
these files with no difficulty). This 
feature is limited to the premium 
version of SoftMaker Office, which 
retails for £48.20.

RATING

The ideal word 
processor for first 
drafts, with no 
fussy formatting.

Another great 
looking word 
processor, but 
watch your file 
formats.

Software Test
Best free word processors
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