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Charles Arthur
What lurks on the dark
web? We dispatched
Charles, the Guardian’s
former technology editor,
to find out. The answer, on
p46, may just surprise you

each month,we try to tie our readers’ poll (see p27) to one of
the issue’s big subjects. So when our letters editor came up
with the idea of “Is email dead?”, I jumped at it. I knew
whatmy answer was without hesitation; email has been
the bane of myworking life, and I figured this would be
true of PC Pro readers. Well, I sit here humbled, with only
one person agreeing withme out of 122 (and counting).

I tried to work out why, whichmeant going through
the comments. “My business, IT support, just couldn’t
operate without this simple yet brutally reliable tool,”
wrote Terry Montague. He added that “it just works”,
an argument that cropped up again and again.

Email’s universal nature proved another key theme.
“Email is still thede factomodernbusiness communication,”
said GregWallis, a man I know embraces social media
because we’ve corresponded via Twitter for years. “Like
it not,” said Greg, “it’s simply how it is.”

Then there was thematter of a proven track record.
Robert Kriesler put it best: “Unlike tech fads, whose
bubbles have come and burst, email stands the test of
time.” Pascal was similarly dismissive. “Social network
sites are for children and the brain-dead,” he wrote. “My
time is too valuable to use something as wasteful as
Facebook… Email is precise. Facebook is sloppy.” One thing
I picked up from that: Pascal isn’t a big fan of Facebook.

Dan, a postdoctoral researcher, carried on this theme:
“Writing emails and replying to them in a careful and
accurate way is themost important thing I do. Email is my
primarymeans of collaborating with other scientists.”

And it’s also private. Many peoplementioned that
mail was “targeted” to the person youwanted it to be,
withMDearmaking the salient point that “it doesn’t

requiremy personal details to work”. Other than your
email address.

James, at least, leans closer tomy views. “Seems overly
formal for simple communication. The constant spam…”
Yes, absolutely. There are days when it feels likemy inbox
is unusable. I’ve tried Clutter and SaneBox, which are great
for weeding out the chaff, but even after weeks of use and
training, I still had to waste timewading through the flood.

This reflects email’s major problem, which is that
it’s too darn easy to send them. Not just personal emails.
Companies are built around the business of mass email;
marketing strategies depend upon it. There’s bigmoney
to bemade, yet a huge imbalance between benefit and risk.

Here, risk equates to the cost of creation; evenwhen
you factor in an email provider’s charge for sending out
bulk campaigns, we’re talking tiny fractions of pennies
per email. So what if there was someway to generate risk?
Say, if each email cost 10p to send. A second-class stamp
costs 55p, after all. Until we add an element of real cost,
there’s no reason for companies to stop sendingmass
emails or individuals cc’ing the universe.

Within businesses, I already think the arguments for
Slack and its ilk are too powerful to ignore. The exchanges
are quicker, more pertinent, less annoying. For those who
praise email’s indexing ability, there’s an effective search
tool that’s far superior to that of Outlook. If you have
influence within your company, I urge you: turn to p36 and
see just what each service has to offer.

Anthony Dowling
Who better to advise on
how to get rid of viruses
and ransomware than a
man who rescues infected
PCs for a living? See his
trade secrets on p116

Stuart Andrews
There’s only one way to
unearth the best NAS
drives on the market, and
that’s to put them to the
test. Discover the results
of Stuart’s efforts on p76

Professor Mark Beach
The University of Bristol is
leading research into 5G.
We speak to the professor
who has helped build and
test a “Massive MIMO”
antenna – see p128

CONTRIBUTORS

Tim Danton
Editor-in-chief
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victims of online abuse,
threats, stalking and
bullying continue to be let
down by the police and tech
companies, according to
campaigners and victims.

As the government
ponders new laws that aim
tomake the prevention of
online harassmentmore
effective, police are regularly
ignoring the defamation,
race-hate threats and other
abuses that are reported.

“Police are overwhelmed
– they’ll fob off victims,”
said Jennifer Perry, CEO of
Digital-Trust, which aims
to support victims of online
stalking and abuse.

“Inmany cases, they’re
not even taking criminal
complaints, so there are no statistics
and there’s no investigation to follow.
When it’s stalking, they’ll say ’Don’t
be daft’, or ‘They’ll get bored’ –
the victim has nowhere to turn.”

Tech firms and police failing
online abuse victims
An outdated set of laws is one of a number of reasons that under-staffed
police can’t cope with the volume of online abuse, Stewart Mitchell discovers

The Crown Prosecution Service
could shed no definitive light on the
scale of the problem, nor the number
of cases it had brought, because online
crime is lumpedwith all the others.

“It would bemisleading
to try to put a figure on
it because cases would be
recorded under several
offences,” a spokesperson
said. “There isn’t really a
way tomeasure which of
the prosecutions involved
an online element.”

Figures indicate online
hate crimes and harassment
are widespread. Yet a study
by the Greater London
Authority suggested that
only 9% of online hate
crimes reported nationwide
were investigated – and the
majority of victims don’t
even take their complaints
to the authorities.

The law lottery
According to both Digital-Trust and
the police, the problem is that online
abuse can fall under a confusing array
of 30 laws, from the Protection from
Harassment Act 1997 to theMalicious

ABOVE Victims of
online abuse are let
down by police and
tech companies

Briefıng
Background and analysis on all the important news stories

Internet access for all
Universal broadband obligation
could see prices rise p13

Online whistleblowers
IT security measures are failing
to plug the leaks p14

Profile: Yubl
How to make social networking
appeal to the young again p20

2 Googledrops
supportforageing

operatingsystems
Googlehasdroppedsupport
forolderMicrosoftand
Macoperatingsystemsin
version50of itsChrome

webbrowser,meaning
usersonoldersystemswill

needtoupgradeorswitch
browser.Thecompanyannounced

thatPCsrunningMicrosoftversionsolder
thanWindows7–primarilyVistaandXP–
wouldnolongerbesupportedbyChrome,
whileMacsonversionsofOSXearlierthan
10.9willalsodropoffthesupport
programme.FirefoxandOperashould
continuetoworkasanalternativeifpeople
don’twanttoupgradeoldermachines.

1 Microsoftjoinsprivacyfight
Microsofthasjoinedthebattle–alreadybegunbyApple
andGoogle–forprivacyagainstUSauthorities.It’staking
legalactionagainsttheUSDepartmentofJusticeoverits
useofcourtorderstomakethecompanyturnover
customerfileswithoutnotifyingtheend-user.Microsoft’s
chieflegalofficer,BradSmith(below),isarguingthat“non-
disclosure”orders–whichprohibitthefirmfromtelling
customerswhen
theirdataisbeing
probed–violate
itsconstitutional
righttofree
speechand
customers’
protection
against
unreasonable
searches.

Five
stories
not to
miss
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Briefing News

Communications Act 1988 and the
Offences Against the Person Act 1861.

“There’s a plethora of things for
which they could be charged, and it’s
confusing for the police and victims,”
said Perry. “Then the threshold for
prosecution is very high, and the
evidence requirements differ
depending on the crime.”

According to Stephen Kavanagh,
head of Essex police, the law needs
to bring internet harassment crimes
under a single umbrella. “Victims
often don’t know how to articulate
what’s happened to them; they aren’t
clear what the offence is, if there is
one,” he told theGuardian. “When
they then get an ambiguous response
from the police, it undermines their
confidence about what has happened.
It isn’t only about officers and staff
being confident, the law needs to be

pulled together and the powers
consolidated into a single place.”

Thewarning comes weeks after
Parliament was presentedwith a
privatemember’s bill – theMisuse of
Digital Technologies and Services
(Consolidation) Bill – which aims to
simplify online abuse crimes. The
bill wouldmake it a clear offence to
repeatedly use new technology to
locate, listen to or watch an individual
without legitimate reason, andwould
clarify that discriminatory, threatening
or distressing posts are offences.

While the police can’t investigate
every online crime – especially if they
see no hope of a prosecution – tech
companies also come under fire for
not taking a harder line on abusers.

“The tech companies receive
reports and complaints in
astronomical volumes, so they
have to automate the process

– but it could bemade sophisticated
tomake it more useful,” said Perry.
“They can use algorithms to drive
content or ads; they could use that to
make reports more sophisticated with
keywords and better explanations.”

The proposed bill would seek
tomake social media platforms
responsible for better protection,
such as blocking offensive, inciteful
or violent postings, informing the
police if they become aware of any
wrongdoing, and linkingmultiple

abuse reports from users.
In themeantime, victims
either suffer in silence or
are often left tomake their own
cases against the people carrying
out the abuse. “I’ve been stalked and
intimidated on social media, Facebook
and Twitter,” a 31-year-old female
victim, who asked to remain
anonymous ahead of legal action,
told PC Pro.

“A former friend became obsessed
withme and used Facebook to spread
untruths aboutme in an attempt
to underminemy reputation both
personally and professionally.
I reported this to Facebook, which
did nothing.” Facebook declined
to comment on specific cases.

Although the NorthWales police
took a passing interest in an initial
complaint, it was effectively unable or
unwilling to take any real action, and
the experience has left the victim
scared and outraged by the lack of a
solution. “Last year, I reported it to the
police, who did visit this person and
spoke to him, telling him to stop – but
it’s begun again,” she said. “I called
the police, who came to speakwith
me, but this time they toldme it was a
civil matter and decided to take no
action. I was told to use a solicitor, but
I can’t afford that.”

One study suggested
only 9% of online hate
crimes reported
nationwide were
investigated by police

4 CriticalFlash
flawfixed
Securityexpertshave
warnedcomputerusers
topatchtheirFlash
softwareafteraflaw
inthemuch-maligned
Adobeprogram
allowedremotecode
execution.TheAdobe
APSB16-10update
fixestheCVE-2016-

1019vulnerability,whichallowsattackers
todeployransomwarethatlocksusers
outoftheirPCs. “Allusersarehighly
recommendedtoimmediatelyupdatetheir
systemswiththelatestsecurityfixasthis
isactivelybeingexploitedinthewild,”said
securityfirmTrendMicro.

5 Help,Ideletedmycompany
Losingafileisapain;wipingyourbusinessis
disastrous.HostingproviderMarcoMarsala
postedonaforumthathe’ddeletedallofhis
company’sfilesandthoseofthewebsitesit
wasmeanttohost,allthankstoonelineof
code:“rm-rf”.Butitturnedouttobeahoaxto
promotehiscompany,whichoffersserver
managementservices.Onlytimewilltellifit
alsoerasedconfidenceinhiscompany.

3GCHQmovestosecure
smartmeters
IntelligenceagencyGCHQhassteppedinto
improvesecurityonthecountry’snew£11bn
smartmetersysteminfrastructureinabid
tosecurethenationalgridfromthreatsby
internationalhackers.Accordingtoreports,
itclosedaloopholeinsystemscurrentlyused
overseasfollowingdiscoverythatconsumer
metersandtheutilitycompanieswere
encrypted,butthatallthecommunications
usedthesameencryptionkeys.

BELOW ... as does
Twitter, but the
proposed new bill
would make social
media companies
responsible for
better protection

RIGHT Facebook
does offer clear
advice on how to
report abuse...
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OR NOT
TO BLOCK?

Web publishers are increasingly turning the screws on surfers that
use ad-blocking technologies such as AdBlock Plus, effectively
depriving content providers of essential income.

Restricting access to content and asking for a subscription are
two of the tactics being used to persuade visitors to disable the
blockers. Yet consumers are reluctant to do so, often because they

see browser performance suffer, and because ads are becoming
evermore intrusive and audible. Not tomention the privacy fears
of advertisers tracking you from onewebsite to the next.

The battle is only set to intensify, as smartphone users look to
block content on their handsets. Evenmoreworrying for publishers
is the fact that younger people are themost likely to block adverts.

BLOCK
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Briefing News

Universalbroadbandobligation
couldseepricesrise

ABOVE Who will
bear the costs of
universal internet?

the government’s plans for a Universal
Service Obligation (USO) for
broadband –where all homes should
expect a 10Mbits/sec connection
– could lead to higher internet
prices across the board.

The government outlined plans
last year for a USO, and both the
telecoms regulator Ofcom and the
Department of Culture, Media and
Sport have opened consultations
on how a framework could work.

However, with nomention of
funding for a broadband obligation
in the latest budget, there are fears
that consumers in urban areas could
effectively end up funding rural
broadband, as communications
providers pass the burden of universal
provision onto their customers.

BT has estimated that rolling out a
fibre service to the remaining homes
could cost as much as £2bn, although
usingwireless technologywould
provide cheaper alternatives.

In its consultation paper, Ofcom
says funding is unlikely to come from
government coffers: “The government
has indicated that its preference is for
an industry-funded scheme.”

Service providers are unlikely to
finance projects if they can’t recoup
themoney, which almost inevitably
means higher prices for consumers.
“Are they going to put a levy on the
industry… and does that get pushed
down to consumers?” asked Andrew
Kernahan, public affairs manager
at the ISP Association.

“How it’s paid for will be an
interesting argument.We had these
arguments in 2010when Labour
wanted to introduce a USO –which
back thenwas for 2Mbits/secs – and
the Conservatives thought it was a

terrible idea, so it’s a tricky one and
we’re only just starting the debate.”

BT – the companymost likely to
bear the brunt of any USO – has said it
would be willing to be the obligated
provider, but wants assurances that it
could recoup investments. “BT stands
ready to play a supportive role in
delivering the government’s
10Mbits/ sec Universal Service
Obligation.We’re actively exploring a
range of potential solutions that could
be deployed, subject to a supportive
regulatory environment.”

As well as questionmarks over
funding, it’s unclear how having
an obligated operator would fit with
European rules on competition.
Projects could potentially be divided
by region, whichmay appease
competitionwatchdogs that don’t
want to see BT given carte blanche on
the USO. “Havingmore designated
providers in several areasmay satisfy
the competition element, withmore
providers being able to deliver this
work,” said Kernahan.

The existing USO for internet
access requires internet services at
speeds of only 28.8Kbits/sec.
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Companies spend huge sums of money keeping
hackers and viruses from entering their
networks, but greater danger is often lurking

within. Most recently, the Panama Papers detailing the
tax-avoiding affairs of law firm Mossack Fonseca have put
whistleblowing back in the spotlight. NSA surveillance
data leaker Edward Snowden – a hero or traitor,
depending on your viewpoint – may be the most
famous whistleblower of our time, but other leaks from
organisations as diverse as HSBC and the British National
Party demonstrate the difficulty of keeping data private if
employees believe it should be public.

The bad news for chief security officers is that leaks are
almost impossible to stop. Specialist software can help, but
with so much data and so many potential points of failure,
sensitive data is vulnerable. “To say, ‘We will prevent
this’ is extremely difficult, and if you want proof of that,
Snowden worked for the NSA,” said Paul Ducklin, senior
advisor at security firm Sophos.

“If the NSA couldn’t do it, what hope do others have?
You could argue that it’s impossible to have perfect
security and prevent anybody from accessing anything
they’re not supposed to. I don’t believe you can stop
someone who’s absolutely determined from doing the
wrong thing with data that you’ve already decided you
trust them with.”

The NSA has since installed data loss prevention (DLP)
software on the system leaked by Snowden, but barring the
doors is no longer feasible for many companies, whose staff
require access to corporate data from multiple devices and
locations. “In the past, the mentality was that we keep
everything behind the corporate secure perimeter and that
way everything is protected,” said Dominic Trott,
European security practice manager for research firm IDC.
“But in a world where business strategies require cloud
computing, mobility and ubiquitous access, the secure
perimeter is dissolving, if it’s not already dissolved. We’d
suggest we’re in an era of inevitable breaches just because
of the sheer scale and porousness.”

■Preventative software
One response to the changing landscape has seen DLP
software deployed to restrict certain file attachments,
block encrypted traffic, or to restrict access to sensitive
files. We now know that the facility where Snowden
worked had yet to deploy such a system, but it’s unclear

just how effective DLP
software is. It relies on
strict implementation,
but since employees often
prefer flexibility over
security, this isn’t always
the case. Certain functions
may be switched off to
make life easier for staff,
increasing the potential
for exploits.

Poorly implemented DLP software can actually be more
of a help than a hindrance. Experts, who asked to remain
unnamed, told us that if DLP systems are compromised,
they can be turned against themselves, revealing where

sensitive data resides.
There are other weaknesses, too,

such as the fact that DLP can’t parse
encrypted data. If an employee is
using a whistleblower platform
based on Tor, for example, the DLP
might be able to flag that there’s
encrypted data attempting to leave
the network and block it – but it

Companies and governments spend millions on IT security, but they often
seem unable to thwart attacks from within. Stewart Mitchell finds out why

Cananyonestopthe
onlinewhistleblowers?

You can’t stop
someone from doing the
wrong thing with data
you’ve already decided
you trust them with

ABOVE The Panama
Papers leak
detailed the
tax-avoidance
affairs of law firm
Mossack Fonseca

just how effective DLP 
software is. It relies on 
strict implementation, 
but since employees often 
prefer flexibility over 
security, this isn’t always 
the case. Certain functions 
may be switched off to 
make life easier for staff, 
increasing the potential 
for exploits. 

The Panama 
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incentivised by the demand
for that information, but
second, they’re able to
establish contact with
people outside their
organisationwho can give
them direction and
infrastructure tailored
direction to help them
successfully leak
information,” said
Ed Parsons, head of
cyber defence at MWR
InfoSecurity. “They can

lean on skilled operators. It’s becoming easier – some of the
whistleblower sites have a button that you can click in
order to securely leak documents.”

For all the technical measures designed to prevent
leaks, there remainmore basic methods that even themost
sophisticated security programs are powerless to thwart.
Companies can, for example, block USB ports to prevent
staff downloading files and smuggling them out in their
pockets, but other devices can be used to work around
such tactics. “Keeping information private is particularly
difficult in a world withmobile phones that have good
cameras,” said Ducklin. “Even if security were possible

using encryption, what stops
someone taking a picture of the
screenwith their mobile phone?”

In the end, damage limitation
may be the best strategy. “You don’t
have to stop anybody from stealing
anything, but you have to try to
stop somebody from stealing
everything,” said Ducklin.

can’t provide useful proof to company investigators. “If
you’re trying to get something out from a very strict, large
organisation that uses efficient filtering, Tor traffic can be
blocked, because Tor itself uses a type of protocol that can
be spotted,” said Marco Calamari, founder of the Hermes
Center for Transparency and Digital Human Rights.

“If it’s spotted, it doesn’t give away anything. You
can see that someone is using it, but it could be someone
talking to their partner or looking at a site that’s blocked.
You have no proof about the whistleblower.”

nCulture shift
The lack of effectiveness of many organisations’ anti-
leaking security is exacerbated by a climate that now
encourages whistleblowing. Snowden became a celebrity
following his leak, and themedia coverage of the Panama
Papers shows there’s a huge appetite for such efforts. As
media outlets rewardwhistleblowers, and human rights
organisations develop platforms designed to protect them,
there’s a sense that leaks are increasingly likely.

“There now exists amarketplace where people are first,

Even though it may be difficult – if
not impossible – to lock down every
last piece of sensitive information
within an organisation, experts
agree there are steps you can take
to reduce the impact of a leak.

Counter-intuitively, one of the
first steps to reduce leaks is to set
up an in-house whistleblowing
system, where staff can report
corruption or discrimination
without fear of retribution. Staff
are less likely to go to the media
if there’s an effective way to
report malpractice internally.

“There’s the person who starts
the process – say, bribery in an
organisation – and the receiver

who gets the material, and they’re
anonymous to each other, although
they can communicate and interact
via chat so the two parties can
build trust,” said Marco Calamari.

Other tactics rely on reducing
the importance of information that
a would-be whistleblower could
access. However, perhaps the
most effective deterrent is the
idea that leaking information is
an action that carries a real risk
of being caught – either through
greater controls on sensitive
information that flag attempted
access, or actively leaving traps
for potential leakers. “Increasing
the risk of getting caught is a good

way to address these challenges,”
said Parsons. “You can restrict
access to the information or who
can view it… and check who’s
trying to access files.”

Honeypots of fake sensitive
data can be strewn across the
network. They have traditionally
been aimed at attracting external
attackers, but there’s no reason
why organisations couldn’t use the
same kind of controls to detect
attempted data leakage by their
own staff. “If there’s info that
might be marked as sensitive
– say, your complete financial
results – you hide that information,
but create another version of the

document that is signed with a
specific signature, so that when it’s
seen transiting the network it’s
picked up by detective controls,”
said Parsons.

Howorganisationscanprotectthemselves

Keeping information
private is particularly
difficult in a world with
mobile phones that have
good cameras

ABOVE Protesters
rally in Hong Kong
to support NSA
whistleblower
Edward Snowden
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The A-List The best products
on the market, hand-
picked by our editors

ALTERNATIVESALTERNATIVES

ALTERNATIVES ALTERNATIVES

SMARTPHONESLAPTOPS

TABLETS PCS

We already loved the Dell XPS 13, but this
update makes it irresistible. Skylake CPUs,
super-fast SSDs and Thunderbolt 3 all help
it fly through tasks, and the design
is as amazing as ever. It’s
the ultraportable we’ve
been waiting for.
REVIEW pcpro.link/alxps13

Samsung Galaxy S7 Edge
Android, 32GB,
free phone, £36/mth
uswitch.com

Apple iPad Pro 9.7
From £499
apple.com/uk

Lenovo ThinkPad
Yoga 260
Blending its esteemed
ThinkPad range with the
flexibility of the Yoga,
Lenovo has created
something close to a
perfect business hybrid.
From £875; lenovo.com/uk
REVIEW Issue 259, p62

Acer
Chromebook R11
Spices up the Chromebook
formula with a Yoga-like
hinge and vibrant 11in
touchscreen. With a
battery life of nearly nine
hours, it’s a budget do-it-all
hybrid. £230; currys.co.uk
REVIEW Issue 259, p70

Apple iMac
21.5in (2015)
The latest 21.5in iMac
is as classy as ever,
especially if you choose
the 4K option. Just avoid
the bottom-end model.
From £899; apple.com/
uk REVIEW pcpro.link/
alimac2015

Chillblast
Fusion Krypton
Chillblast matches
eye-catching design
with bucketloads of
speed in all areas –
including an Nvidia GTX
970 card. £900;
chillblast.com
REVIEW Issue 256, p62

The Samsung Galaxy S7 Edge usurps its non-Edge
sibling thanks to a bigger screen with its unique
Edge features – all for just £70 more SIM-free. It’s
simply the best phone around: a brilliant camera,
expandability via a microSD slot, weather-proofing
and superb battery life are a winning combination.
REVIEW Issue 261, p70

Yes it’s expensive, but once you add on the
Smart Keyboard and Pencil – note this ups
the price up to £707 even if you choose the
32GB version – then you have an amazingly
versatile computer. It’s superb for dashing
down notes by hand, for typing when away
from your main machine, and a glorious
lightweight tablet when you need it.
REVIEW Issue 261, p64

We already loved the Dell XPS 13, but this 
update makes it irresistible. Skylake CPUs, 
super-fast SSDs and Thunderbolt 3 all help 
it fl y through tasks, and the design 
is as amazing as ever. It’s 
the ultraportable we’ve 

 pcpro.link/alxps13

This PC offers serious power,
thanks to an Intel Skylake Core i5
processor overclocked to 4.4GHz,
8GB of DDR4 RAM and a GTX 960
graphics card. Despite this power,
it’s quiet in use. An extra £100 will
buy a 22in monitor and Zalman
mouse/keyboard combo.
REVIEW pcpro.link/alwarbird

Yoyotech Warbird RS10
Base unit, £600
yoyotech.co.uk

Dell XPS 13
From £959
dell.co.uk

Google
Nexus 5X
An ugly duckling but
brilliant where it
matters: speed, camera,
and the latest Android.
16GB, £299; store.
google.com REVIEW
pcpro.link/alnexus5x

Apple
iPhone SE
All the power of the
iPhone 6s in the tiny
chassis of an iPhone 5s,
including the camera.
What’s not to like? Free,
£24/mth; uswitch.com
REVIEW Issue 261, p74

Samsung Galaxy
Tab S2 8in
Fast, slim and with a
gorgeous 8in display, the
Galaxy Tab S2 is as good
as compact tablets get.
£320; johnlewis.com
REVIEW pcpro.link/
alsgts2

Apple iPad
Pro 12.9in
The price is high, but
you’re getting more than
a tablet. It’s fast, beautiful
and the most versatile
iPad yet. 32GB, £679;
apple.com/uk REVIEW
pcpro.link/alipadpro

Apple iPad
mini 2
A price drop due to the
iPad mini 4’s arrival
makes this old-timer
more attractive than
ever. 16GB, £219; apple.
com/uk REVIEW
pcpro.link/almini2

Apple iMac
27in with Retina
5K display
A revamped specification
improves Apple’s stunning
all-in-one yet further, even
if you do pay for it. From
£1,449; apple.com/uk
REVIEW pcpro.link/
alretina

Apple
iPhone 6s
Enthusiasts should
upgrade for 3D Touch
alone, with extra speed
a bonus. 64GB, free,
£45/mth; uswitch.com
REVIEW pcpro.link/
alapple6s

NEW ENTRY

NEW ENTRYDell
XPS 15
Dell takes the XPS 13’s
beautiful design and
applies it to this blistering
15.6in laptop. End result:
the best 15in all-round
laptop on the market.
From £1,149; dell.co.uk
REVIEW Issue 258, p62

NEW ENTRY
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PRINTERS

MONITORS

Not so long ago, a 4K display for less than
£400 was unimaginable. Asus delivers
exactly that: a razor-sharp image on a
28in panel at a very reasonable price.
REVIEW pcpro.link/alpb287q

Dell UltraSharp
UP2716D
This 27in screen can’t match the
Eizo CG277 for outright quality, but
compared to most screens it has
superb colour accuracy – we’re
amazed at the quality on offer for
the price. A great choice for pros
on a tighter budget. £634; dell.
co.uk REVIEW Issue 260, p86

Eizo ColorEdge
CG277
Spectacular image quality; stunning
colour accuracy; amazing flexibility.
Just three reasons why the CG277
won our Labs on monitors for pros.
While its skills are reflected in the
price, it’s still an amazing buy.
£1,532; wexphotographic.com
REVIEW Issue 260, p88

Asus PB287Q
Premium monitor, £370
dabs.com

The MG6450 inherits its predecessor’s
status as PC Pro’s favourite inkjet
all-in-one, offering high-quality
output at a very reasonable price.
REVIEW pcpro.link/almg6450

Canon Pixma
iP8750
Canon’s mid-range inkjet is ideal for
anyone who needs prints larger than
the usual A4. It can print photos up to
A3+ in size, and its six-ink cartridges
produce immaculate photographs, yet
the price isn’t extortionate.
£200; currys.co.uk
REVIEW pcpro.link/alip8750

Canon Pixma MG6450
All-in-one inkjet printer, £116
printerbase.co.uk

ROUTERS

In return for that staggering price, you’re getting
top-end performance, today and in the future –
thanks to support for multi-user MIMO. Bags
of advanced features only add to its allure.
REVIEW Issue 256, p86

Synology RT1900ac
Until now, Synology was probably
best known for NAS drives, but this
802.11ac router suggests it may
become a major player here too. Not
only fast, easy to use and packed with
features, it also comes at a price that
undercuts rivals by up to £50.
£115; ballicom.co.uk
REVIEW Issue 256, p87

DrayTek Vigor 2860Ln
A brilliant router for businesses
that demand excellent security
features, while its VPN support is
second to none – the price includes
support for 32 IPsec VPN tunnels.
That’s reflected in its price, but it’s
worth every penny.
£419; broadbandbuyer.co.uk
REVIEW Issue 258, p95

Netgear Nighthawk X4S
802.11ac router, £268
broadbandbuyer.co.uk

HOME NETWORKING

A versatile dual-bay NAS with great support
for cloud services, dual USB 3 ports and our
favourite web-based management interface.
It’s speedy and packs plenty into a compact unit.
REVIEW pcpro.link/alds215plus

Qnap TS-453mini
Superb performance and a
decent range of media and server
features – including an HDMI
output – make this four-bay NAS
drive a great choice for both home
and business. A price drop makes it
even more attractive.
£326; ebuyer.com
REVIEW pcpro.link/alts453mini

Google Chromecast 2
Google’s TV-streaming device has
been improved, finally adding support
for 5GHz Wi-Fi. For the bargain
basement price of £30, it’s a
no-brainer for anyone looking to
beam video from their Android
device to their TV.
£30; play.google.com
REVIEW pcpro.link/alccast2

Synology DiskStation DS215+
Network-attached storage, £261
amazon.co.uk

WEARABLES

Android watches are gaining in number and class,
as this excellent debutant from Huawei shows. Its
super-bright AMOLED display is the star turn, but it’s
backed up by classy touches throughout.
REVIEW pcpro.link/alhuaweiw

Pebble Time
A fun, practical watch that, unlike
so many rivals, works with both
Android and iOS. App support is
comparatively limited, but all the
fundamentals are covered, and the
colour e-paper screen helps the
Time achieve five days of battery
life. £150, firebox.com
REVIEW pcpro.link/alpebble

Apple Watch Sport 42mm
The slickest smartwatch experience
there is, thanks partly to the unique
scroll-wheel interface and advanced
haptic features. The weakness is
battery life – expect to charge it
every night – and even this low-end
Sport model doesn’t come cheap.
£299, apple.com/uk
REVIEW pcpro.link/alapplew

Huawei Watch
Smartwatch, £289
watchshop.com

Epson Expression
Photo XP-960
Epson ’s high-end inkjet all-in-one (an
update to the model we reviewed last
year) is a fantastic all-rounder for the
enthusiast photographer. It combines
high-quality A3 prints with a decent
scanner and a great touch interface.
£185; parkcameras.com
REVIEW pcpro.link/alxp950
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SECURITY SOFTWARE PRODUCTIVITY SOFTWARE CREATIVITY SOFTWARE
Kaspersky Total
Security Multi-Device
Perfect protection scores
and lots of extra features
make Kaspersky Total Security fantastic value.
3 PCs/1yr, £30; store.pcpro.co.uk
REVIEW Issue 257, p85

Avast Free
Antivirus 2016
Avast Free Antivirus
2016 can’t match
paid-for suites for virus
detection, but it’s still a
strong performer with
some nifty features.
Against tough rivals,
the pick of the free
crop. Free; avast.com
REVIEW Issue 257, p87

Eset Smart
Security 9
A great choice for techie
users, with excellent
virus detection, but its
ace card is anti-theft
protection – which could
pay for the annual cost
many times over.
3 PCs/1yr, £45
shop.eset.co.uk
REVIEW Issue 257, p84

Microsoft Office 2016
We’ll be honest: there’s very
little here for anyone upgrading
from Office 2013. However, this
is still the best office suite for professionals.
From £120; office.microsoft.com
REVIEW pcpro.link/aloffice16

LibreOffice 5
The interface looks
a little dated, and the
lack of collaboration
features is a shame. But
interoperability with
Word and Excel is better
than ever, making this
a fine upgrade if you
don’t want to pay. Free,
libreoffice.org REVIEW
pcpro.link/allibre

Scrivener
A brilliant package for
serious writers: not
only a word processor,
but a tool that helps you
organise your ideas and
manage the process
of composition from
start to finish. £29;
literatureandlatte.com
REVIEW pcpro.link/
alscrivener

Adobe Creative Cloud
The licensing model won’t suit everyone,
but Adobe’s suite of creative tools keeps
getting better, covering everything from
photo and video editing to web development.
Complete plan, £46/mth; adobe.com/uk
REVIEW pcpro.link/alcc15

Adobe
Photoshop
Elements 14
Despite few new
features, this is still the
best home image-editing
tool around. Consider
subcribing to Lightroom
and Photoshop proper
instead, though. £50;
amazon.co.uk REVIEW
pcpro.link/alelem14

Steinberg
Cubase Pro 8
A big bump in
performance and
a handful of UI
improvements keep
Cubase at the top of
the audio-production tree.
A worthwhile upgrade.
£359; dv247.com
REVIEW pcpro.link/
alcubasepro8

SERVERS STORAGE APPLIANCES SECURITY

HPE ProLiant DL20 Gen9
The ProLiant DL20 Gen9 packs a powerful
hardware configuration into the smallest of rack
spaces. It’s very affordable and versatile, and its
silent running makes it highly suited to a wide range
of deployment scenarios. £1,273 exc VAT;
uk.insight.com REVIEW Issue 260, p101

Qnap TVS-EC1280U-SAS-RP
Hungry for storage? Then take note of this 12-bay
2U NAS, to which you can connect up to eight disk
shelves for a total of 140 drives. A 3.5GHz Xeon CPU
speeds things along. Diskless, £3,556 exc VAT;
lambda-tek.com REVIEW Issue 255, p94

Sophos XG 135W
The XG 135W mixes
together a
superb range
of security
measures and
serves them up at a
price that beggars belief. A great long-term
investment that ties in well with Sophos Cloud.
With 1yr TotalProtect, £1,607 exc VAT; sophos.
com REVIEW Issue 259, p96

BUSINESS PRINTERS BACKUP NETWORK MANAGEMENT
Epson WorkForce Pro WF-5620DWF
Shatters the myth that inkjets are only for
low-demand use, delivering fast output
speeds, low running costs and tons of features.
It prints at 20 pages per
minute, and quality is
perfectly acceptable –
it can even print glossy
photos. £187 exc VAT;
printerland.co.uk
REVIEW pcpro.link/
alwf5620

HP Color LaserJet Enterprise M553x
HP’s A4 colour laser offers excellent quality, fast
printing and a low-power fuser that slashes the time
to first page. A 10.9in touchscreen display makes it a
delight to use too. £555 exc VAT; printerland.co.uk
REVIEW pcpro.link/alhpm553x

Barracuda Backup Server 290
A beautifully simple appliance that brings together
on-site and cloud backup. There’s block-level
deduplication, extensive support for Windows
and integral Exchange MLB. £4,446 exc VAT;
barracuda.com REVIEW pcpro.link/alserver290

Arcserve Backup r17
Everything a small business wants from a software
backup solution: it works with just about any
backup device you care to mention; supports both
Windows and VMware virtual machines with equal
aplomb; works with Windows 10 and Exchange
2016; includes data deduplication in the price; and,
the killer, it’s both
affordable and
easy to use.
File Server Module, £899 exc VAT; arcserve.com
REVIEW Issue 261, p101

SolarWinds Orion NPM 11.5
Offers excellent value for money, packing in a
huge number of monitoring features as standard,
including support for 802.11 wireless access points
and virtual machines. 250 elements, £4,110 exc VAT;
solarwinds.com REVIEW pcpro.link/alnpm115

Paessler PRTG Network Monitor 15
A network-management solution that’s ideal
for businesses on a tight budget. Paessler’s PRTG
Network Monitor 15 supports a wide range of
devices, which are included in the price, and
licensing is based purely on sensor count, so there
are no hidden costs. An excellent way
to keep tabs on what’s going on in
your network.
500 sensors, 1yr, £1,094 exc VAT;
paessler.com
REVIEW pcpro.link/alprtg15

HPE ProLiant ML150 Gen9
HP Enterprise’s compact tower server packs in a huge
range of high-end features, alongside impressive
expansion capabilities so it can grow as your
business does. A great buy. £780 exc VAT; uk.insight.
com REVIEW pcpro.link/alhpplml150

Synology RackStation RS2416RP+
Built with speed and expansion in mind, this 2U rack
NAS offers a feast of storage features and plenty of
expansion potential. It’s good value, despite not arriving
with disks. Diskless, £1,325 exc VAT; broadbandbuyer.
co.uk REVIEW pcpro.link/alsynology

WatchGuard Firebox T30
Delivers a remarkable range of features for its price.
Add powerful performance and you have a highly
recommended security solution for small and medium-
sized businesses. With 1yr UTM subscription, £754 exc
VAT; watchguard.com REVIEW Issue 259, p98
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Enterprise features
• Load balancing
• VPN
• External firewall

Set up in seconds
• Easy to use

control panel

Cloud Servers from:

£15.00
per month ex VAT charged at 20%

UK data centres,
UK support

Flexible Pay as you
use pricing

Call 0808 1686 777
or visit fasthosts.co.uk/cloud-servers
SERVERS • WEB HOSTING • DOMAIN NAMES • EXCHANGE EMAIL

next generation Cloud Servers

NEW
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Profile

ABOVE Gareth Evans says Yubl, his new mobile interactive social network featuring a shared, live
canvas of content, is aimed at the 18-24 age group who are dissatisfied with current social media

IN A NUTSHELL
Launched in
February 2016,
Yubl is a social
network that’s
targeting
18-24-year-olds
who are
disenfranchised
with Facebook,
Twitter et al.

LOCATION London

FOUNDED 2012

EMPLOYEES 55

WEBSITE
yubl.me

KEY FACTS I f we had £5 for every social network startupwe’d come
across over the past decade, well… we’d have enough to
eat heartily in one of London’s finest diners. Social

networks disappear as fast they appear, with even the
near-limitless resources of Google proving unable to prick
the bubbles of Facebook and Twitter.

Yet, nobody could accuse the founders of Yubl of
rushing tomarket with half-baked notions of stealing
Facebook’s thunder. Yubl has taken seven years from
concept to launch, and even then it’s starting slowly in the
UK before embarking on the wider world. But whatmakes
this British-born attempt at social networking stand out?

n Mature approach
Gareth Evans doesn’t fit the stereotype of the social
network CEO. They’re typically Zuckerberg clones or
young idealists whowant to bring down Facebookwith an
“ethical” alternative. Themiddle-aged Evans is neither.

About seven years ago, Evans and his business partner,
Jonathan Ellis (the founder of games developer Psygnosis),
had the “germ of an idea” to take advantage of the always-
on connectivity of mobiles, even before the smartphone
movement was in full swing. The pair patented the ideas

behind their
mobile social
network and
“smartphones
really caught up
with the idea,”
claimed Evans.

Three years
ago, the pair
decided that
smartphones
were now
sophisticated
enough to handle
their concept, so they formed a company and began
exploring ways to bring their intellectual property to
a smartphone app. They hired a pair of designers, Ben
Copping and James Parker, “to turn that [intellectual
property] into a commercial product”. The duoworked
on a variety of concepts, ranging from financial services
to security, but what eventually came out of the pipe was
Yubl – a social network pitched at millennials who don’t
do email and barely bother with Facebook.

“There hasn’t been a lot that’s new, radically new, in
this [social networking] space for some time,” said Evans,
“and there is a degree of dissatisfaction if you look at a
particular segment of users, and that segment is really
around the 18-24 age group.We identified that at a very
early stage and then Ben and James’ whole design raison
d’être was around the 18-24 sweet spot.”

n Pain points
Copping and Parker were given a blank slate and a year to
come upwith their concept for the new social network.
They spentmany hours in focus groups with teenagers
upwards, trying to work out how they used the apps they
currently had and identifying the “pain points”.

Yubl – which stands for Your Bubble – has several
unique features. It’s broken into three channels: Private,
Public and Explore. Private is based around one-on-one or
closed-group conversations. Public is more like the Twitter
model, where you follow people and canmonitor their
public output, while the Explore tab is where Yubl makes
its money, showcasing ads from partner brands, trending
Yubl’s and other curated content.

BACKGROUND INFO ON INNOVATIVE BRITISH COMPANIES

Yubl
Can a British firm capture an audience of disillusioned
millennials? We discover how Yubl plans to make social
networking appeal to a young audience again

Choose between closed-group
conversations or the more
Twitter-like Public channel
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RIGHT Yubl will make
its money from the ads
and curated content in
the Explore channel

FAR RIGHT
Interactivity is a key
feature of all three
channels on Yubl

What about you?
Do you work for a British technology company that could be
profiled in PC Pro? If so, get in touch: profile@pcpro.co.uk

Our patent is about
setting up this live
connection, where the
data can be updated on
everybody’s device

Yubl posts aremore
sophisticated than the text/
photo/linkmessages you
can put on other social
networks. For example, you
decide it’s time for you and
your colleague to head to
the pub: you can post a
picture of a pint glass and
then add editable buttons
to that photo, letting people
vote onwhether to go to the
Dog &Duck or The Crown.
They press the button to
cast their vote, with the
Yubl updated in real-time
on everyone’s handset so
they can see whichway
the vote is swinging.

Once the venue’s been
decided, you can add a
location button to the post,
letting everyone see on a
map exactly where the pub
is. You can also add a button
that asks people to share
their current location, so if
one of your colleagues is
meeting you at the bar, you
can get a quick visual check
of where he is before deciding whether to drink up and
move onwhen the latecomer arrives, or stay for another.

The whole conversation becomes one long, interactive
wall, with any text comments, photos and other elements
thrown into themix. It’s this shared, live canvas of content
that Yubl claims to have protected with its intellectual
property. “If you think ofWhatsApp or text messages as
a piece of data being sent oneway and a separate piece
of data being sent back, they’re asynchronous events,”
said Copping. “Our patent is about setting up this live
connection, this channel, between devices where the
data can be updated on everybody’s device.”

n Brand building
Yubl isn’t just trying tomake conversationsmore
interactive for friends, it hopes tomake it easier for brands

to interact with customers, too.
Fashion brands using Yubl can post
photos of their new range and ask
customers to click on the colour they
prefer. Teaser campaigns can invite
users to click through link buttons
to complete a purchase. Musicians
can post buttons to play their new
track from SoundCloud.

This not only increases the user’s
engagement with the brand, but it also provides some
potentially lucrative data. Partners can obviously see the
data from those interactions (such as howmany people
preferred chocolate to cinnamon doughnuts), but also
regional data (howmany people in London preferred each
flavour) that could help them judgewhich variant to
launch in a given location.What’s more, later theymay be
able to target promotions based on the choices youmade.
“In contrast to the history of [social networks], we’ve
considered howwe’ll monetise this thing in the design Ben
and James undertook,” said Evans. He claimed 50 brands
were on board at the time of launch, adding that the
company is “committed to avoiding” the interruption of
the user’s privacy and experience in a “very dumbway”.

The biggest draw for advertisers will be sizeable user
numbers, but Yubl plans to expand steadily, launching

first here in the UK, then into the rest of Europe, before
arriving in the US and Latin America by the end of the
year. Evans isn’t naïve enough to believe Yubl will bring
Facebook and Twitter to their knees; instead, he’s happy to
chip away at the edges of the social networking stalwarts’
audience, at least to begin. “Yubl has functionality that
isn’t available elsewhere,” said Evans. “We anticipate
additional use or displacing some of the time they spend
on those other apps, rather than any vision of a wholesale
abandoning of other apps.”

The company is also taking it steady in regards to the
availability of platforms.While there are already Yubl apps
for Android and iOS, the only people who can access Yubl
via the web at the time of writing are content partners,
perhaps reflecting themobile-first attitude of the
millennials – and the fact that the company’s intellectual
property extends only tomobile devices, not desktops.

If Yubl fails to attract sufficient numbers of millennials,
there are fallback plans for that potentially valuable chest
of intellectual property. “We’re looking at the potential
of different versions of Yubl for enterprise use,” said Evans.
“We believemany of those functions could be useful
for remote workers, retail workers, people who are
more in front of amobile screen than a static one. In the
medium-term, we see this as a potential play beyond this
demographic.” Indeed, the company has registered a
variety of “petal” companies to exploit these opportunities
in education, health and enterprise, should they arise.

Evans is even considering taking the privately funded
company public, such is the need for investment in a
rapidly expanding social network. “We’re considering the
way forwardmight involve beingmore institutional in its
funding, but that’s to be nailed down.” He’s not quite
ready for a Yubl bubble yet… BARRY COLLINS
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Viewpoints
PC Pro readers and experts give their views on the world of technology

Theymay have a
stuffy image, but our
high-street banks
are rocking some
prettymodern
technology these
days. Contactless
payment has
becomemore or
less ubiquitous,
while the frustrating
three-daywait for
money transfers to
arrive is a thing of
the past. And do
youwant to talk

about convenience? The banking app onmy
smartphone lets me shunt six-figure sums
aroundwithout even needing to speak to an
agent. Not that such sums are normally to be
found inmy account, you understand, but
while moving house last year I was blown
away by how quick and easy it all was.

Yet while very large payments aremuch
easier to handle than theywere 20 years
ago, we seem to havemade no progress at all
with the very small ones, familiarly known
as “micropayments”.

In the early days of the web, it was
envisaged that such payments would keep
online newspapers and the like in business;
when you clicked on a story that interested
you, a few pence, or maybe even a fraction
of a penny, would be automatically

Darien Graham-Smith
is associate editor of PC
Pro. He’s often to be found
nursing a pint at The Silver
Bullet in Finsbury Park.

@dariengs

transferred to the publisher. Youwouldn’t
miss it, but cumulatively a large number of
micropayments would add up to a viable
revenue stream.

Compared to a regular subscription
model, the idea has plenty going for it. As
a reader, you’d get your online content à la
carte, fromwhichever sites interested you,
rather than buying into a single source. And
the publisher could reach a bigger audience,
including those whowould never in amillion
years pay for a full subscription.

Well, you’re probably wondering, if
micropayments are so great – and if the idea
has been floating around since the days when
56Kbits/sec was considered high-speed
internet – why aren’t we using them already?

In fact, several organisations did try to get
micropayments off the ground back then.
The problemwas that existing payment
infrastructures were too expensive; the cost
of processing amicrotransaction through
the 20th-century banking system could be
many times greater than the value of the
transaction itself. Micropayment processors
had to build their own back-ends, or find
clever ways of tackingmicropayments onto
larger transactions.

Getting such systems into themainstream
was a tremendous challenge; platforms such

as iPIN andMillicent were never widely
adopted, and after the dotcom crash in 2000,
the whole idea was quietly forgotten about.
(If you’re curious, IBM’smicropayments web
page, last updated in 1999, is still charmingly
online at pcpro.link/261ibm.)

That doesn’t meanmicropayments were
a bad idea. Theyweren’t viable at that time,
but we now live in a different world. The
banks, as I’vementioned, have caught up
with the digital age.We have all-digital
currencies such as Bitcoin, which can be
divided into fractional denominations as
small as you like. PayPal explicitly supports
micropayments, although its fees mean
businesses must charge 6p ormore to
avoidmaking a loss on the transaction.
My Google account is another virtual
wallet – I’d be happy to top it upwith a
tenner everymonth or two, and then click to

pay for content as I browsedmyway
around the web.

Does it sound like I’m saying I want
to pay to access websites that don’t
currently charge? I’ve long been an idealist
when it comes to free content. But it’s
bonkers that there’s no straightforward
way forme to pay a small sum for access to a
single web page, a single listen of a song, or
what have you. The site ends up having to
makemoney fromme indirectly instead,
through advertising, and that certainly
doesn’t inspireme to keep coming back. It
makesme fear for what I might be facedwith
next time, as advertisers resort to evermore
obnoxious tactics to ensure I can’t tune out
their unwantedmessage.We sigh and accept
this deplorable state of affairs only because
we know the adverts pay the publisher’s
bills. Amicropaymentmodel opens up
another way.

The really beautiful part is that you
don’t even have to cough up real money to
make it happen. Right now I have about £15
of credit inmy Google Play account, which
I’ve amassed simply by answering surveys
in the Google Opinion Rewards Android
app. Every few days, it pops up and asksme
aboutmy shopping habits, or what sort of
computer games I play, and in exchange for

my answers it credits mewith a few
pence to spend on apps ormedia.
Because, yes, micropaymentsmake
it feasible for you to sell information,
as well as buy it.

If you’re queasy about that then
you can always stick to the old-
fashionedway, but your personal
information is your own asset, and
I think it’s absolutely right that you

canmonetise it – or aspects of it – yourself.
However you fund them,micropayments

could allow online publishers and creatives
to survive and thrive simply by creating
popular content – by enticing readers to
share the link, and to keep coming back
formore. It’s a positive feedback system,
in sharp contrast to the destructive
downward spiral of advertising that we’re
mired in today.

Youmight be unhappy about giving yet
more online clout to Google, or whoever
elsemight end up running amicropayments
scheme, but facedwith the prospect of
finally saying goodbye to pop-ups,
rollovers and all their ghastly friends,
it’s a no-brainer for me. Just as soon as
sites want to start microcharging, I’m
ready to start micropaying.

dariengs@gmail.com

Micropayments never took off,
but now the pieces are in place
to make them a viable option

It’s a no-brainer for me: just
as soon as sites want to start
microcharging, I’m ready to
start micropaying

It’s crazy that
we still can’t
easily pay our
way online
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Forget Manchester
United’s famous
night in Barcelona;
forget Churchill
returning for a
second term as prime
minister; forget,
even, Noel Edmond’s
triumphant return
to the screens with
Deal or No Deal.
The single greatest
comeback of the
modern era belongs
to a tiny piece of
tech: Bluetooth.

Once the sickman of technology,
Bluetoothwas as reliable as Russell Grant’s
horoscopes – you hadmore chance of a
successful pairing on Cilla’s Blind Date and,
even if you didmanage to get device A to talk
to device B, connections would be dropped if
a sparrow flew past in the wrong direction.

And that’s not tomention Bluetooth’s
catastrophic effect on battery life. Even back
whenmobile battery life wasmeasured in
days and not hours, switching on Bluetooth
would see your battery percentage tick
down like a PE teacher’s stopwatch.

Consequently, Bluetooth came close to
extinction. Its survival is perhaps the only
thingwe can thank estate agents for, since
their affection for those daft earpieces was
probably the only reason Nokia, Motorola
and the like didn’t drop Bluetooth entirely.

Now, Bluetooth is almost indispensable,
the first name on the smartphone spec sheet.
Diligent revisions of the spec have ironed out
many of its creases. I can’t remember the last
time one of my Bluetooth-enabled gadgets
refused to pair with another. Dropped
connections do still occur, as the occasional
buzz of the smartwatch onmywrist tells me,
but usually only in locations where there’s
enoughwireless radio traffic to kill one of the
tin-foil hat brigade. In fact, Bluetooth is now

If youwere one of the
fewwho bought a
Revolv home hub,
congrats! You now
own a $300 device
that’s been turned
into a brick by Google.
If youwant to chuck
it through Google’s
office window, I’d
totally understand.

Back in 2014,
Google bought Nest,
themaker of smart
thermostats that have
since evolved into the

centre of Google’s smart home system. Later
that year, Nest bought Revolv, pulling its
home hub hardware from sale, but
continuing to support the service.

A year and a half on, Revolv and Nest
announced they’ll be ending that service in
mid-May. They’re not only halting updates,
and leaving users without support; Revolv
hubs will actually stopworking as of 15 May
– a kick in the face for buyers whowere told
they had a lifetime subscription.

This is but one of the problemswith the
Internet of Things, alongside security issues,
data privacy and surveillance, and the
enduring lack of usefulness of so-called
smart gadgets. Connecting an item – be it a
thermostat, coffeemaker or car – requires
the need for software and servers, whichwill
require support from themanufacturer.

Once we buy an item, we assume it’s ours,
that it will work until we replace it for an
upgradedmodel, or it breaks. It’s unheard of
for a company to go around to customers’
homes to rip a still-working thermostat from
thewall, smash an operational coffeemaker
into bits, or yank the engine from an

so reliable, I can leavemy phone on
the desk upstairs and reversemy car out of
the driveway before the watch buzzes to
tell me that I’ve wandered out of range.

Battery life has come on enormously, too,
largely thanks to the Bluetooth Low Energy
protocol that was introducedwith version 4,
whichwas specifically designed to let
Bluetooth devices run off a watch battery.
I distinctly remember accidentally leaving
Bluetooth enabled onmy turn-of-the-
millennium Sony Ericsson T68i mobile, and
the battery going flat midway through an
overnight press trip (you never bothered
taking a charger with you for short trips back
then). Nowadays, Bluetooth doesn’t even
register in the top ten battery drainers,
according tomy Samsung’s diagnostics.

The conclusive proof of Bluetooth 4’s
battery parsimony is the Pebble Timewatch
onmywrist. It’s hooked to the phone around
the clock, with alerts buzzing onmywrist
the instant they arrive on the phone. Yet the
tiny Pebble battery lasts a workingweek and,
as I’ve already noted, it has no noticeable
detriment on the phone’s battery. That is
nothing short of remarkable progress.

Bluetooth has blossomed in other ways,
too. A few years ago, a family friend sidled
up tome at a barbecue and toldme he’d just
spent two hundred quid on a Bose Bluetooth
speaker, so that he could listen to his music
while he went travelling in his camper van.
I shookmy head, threw an arm round his
shoulder and smugly told him hemight as
well have chucked the bank notes next to the
burgers for all the good that speaker would
be. He promptly fetched the speaker from
his car and hooked it up to his iPhone, while
I sat choking onmy chargrilled chicken.
The sound quality was astonishing, partly
because of the speaker technology, but in
no small part due to the extra bandwidth
afforded tomodern Bluetooth protocols. I
had a Victor Kiammoment and bought one
myself shortly afterwards.

The Bluetooth renaissance has also
revived another piece of technology that I’d
long since written off as useless junk. My car
doesn’t have an auxiliary jack to connect
my phone to the speaker system. Until
recently, I’d been usingmy Bluetooth
speaker to listen to satnav instructions and
Spotify streams, but then I spotted one of
those plug-in FM transmitters on Amazon,
which connects to your smartphone via
Bluetooth and pumps the audio through a
spare bit of frequency at the edges of the FM
spectrum. I’d tested a few of these devices
years ago, and all I got was seven shades of
static, but given this VicTsing device was
only £20 and the improvements in Bluetooth,
I thought it was worth a spin.

It might well be the best £20 I’ve ever
spent. The Bluetooth connection
is flawless, themusic – while by no
means CD quality – comes through
relatively unscathed, bar a little
background crackle and the odd
dropout in areas where a pirate
station is operating on your chosen
frequency. And better still, using the

Barry Collins is a
former editor of PC
Pro. He’s old enough to
remember when Wi-Fi
was rubbish, too.

@bazzacollins

Nicole Kobie is the editor
of PC Pro’s Futures
section, but she actually
prefers her home a bit on
the dumb side.

@njkobie

buttons onmy smartwatch, I can skip to the
next track or adjust the volumewithout
takingmy hands off the wheel, because
Bluetooth can now happilymaintain two or
more connections concurrently.

Has ever a technology bounced back as
brilliantly as Bluetooth? Answers by email,
please. I’ll read them onmy smartwatch.

barry@mediabc.co.uk

The smart
home hub that
has sadly now
become a brick
Google’s move to disable Revolv
hubs is a worrying sign of the
future of smart devices

Bluetooth: it’s
the greatest
comeback of
the modern era
Has ever a technology witnessed
such a turnaround in performance
and reliability as Bluetooth?

Bluetooth was once the sick
man of technology – you had
more chance of a successful
pairing on Blind Date
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It’s a cliché, but true;
many IT problems are
caused by the unholy
rapidity of change in
our industry. But I’ve
just had an irritating
lesson in the opposite
case, where things
that remain the same
for too long can land
you in trouble.

It started last
week, when a friend
emailed to say that
mail tomymain

dick@dickpountain.co.uk address was
bouncing, and it soon turned into a
tragicomedy. A test mail showed it was
indeed broken, and that mywebsite at
dickpountain.co.uk had become inaccessible
too. Something nasty had happened tomy
domain. This wasn’t without precedent:
I wrote here exactly a year ago, in issue 249,
about the way Google’s tightened security
had bustedmy site.

The first step is to log into the website of
my domain registrar FreeParking, which I
duly attempted – only to be rudely rebuffed.
Its website has been completely redesigned

andmy password no longer worked – the
message says it was too weak, so FreeParking
had automatically replaced it with a stronger
one. A stronger one that unfortunately it had
omitted to tell me.

So, I click on the “Forgot Password”
button and am prompted to enter the email
address my account was openedwith. Trying
all four addresses I’ve used over the past
decade garners nothing but “password
change request failed”. I send an email to
FreeParking support, which replies within
the hour (my experience with it has always
been good). Unfortunately, the reply is that
my domain has expired. I’m gobsmacked,

Inertia can
cause as many
problems as
rapid change

otherwise functional car. By pulling the plug
on Revolv’s servers, this is exactly what Nest
and Google are doing.

And there’s little reason for it. Revolv’s
co-founders blamed the end of service on an
inability to “allocate resources” to support
the product – a product that surely helped
them to grab Nest’s attention and
investment, and as a result made them the
wealthy people they are today. Besides,
Google and parent holding company
Alphabet have the funds to keep any server
ticking along for all eternity, even if Nest as a
standalone entity can’t support it.

More could and should have been done.
Revolv was snapped up by Nest before it sold
many hubs – it doesn’t appear to have
shipped any units to the UK – so it’s believed
there are few users left with the device.Why
not offer them a refund, a replacement
product; or open source the software for the
community to keep running? Or simply halt
updates and let the user base slowly fade?

While few people are likely to be affected
this time around, the Revolv case sets a nasty
precedent for how the IoT operates at a
consumer level. It also serves as a warning.
If we’re to embed connectivity into our
homes and cars, we need assurance they’ll
keepworking, even if it’s not in the best
interest of the companies selling them.
Fridges used to last for decades, but will
smart fridges be digitally destroyed at the
end of their warranty? Imagine the cost,
financially and environmentally.

We needn’t accept this. If we’re to invite
the Internet of Things into our homes,
companies must do better. We needn’t trust
them to do so, of course. EU consumer law
is generally stronger than that of the US
–wheremost Revolv users are based – and
should a similar situation arise here then
I’m confident British customers couldmake
a successful complaint under our own
Consumer Rights Act. In themeantime,
consumer rights bodies in the US should
challenge Google over Revolv, to set a
precedent that the lawwill be used to protect
users from such abuse of power.

There are technical answers, too.
Blockchain, the ledger behind Bitcoin, could
ensure companies keep their promises, by
guaranteeing a contract that if a certain
number of devices remain in frequent use
then their servers must be kept running.

And, of course, we can vote with our
wallets. Given Nest isn’t willing to
continue support for one of its products,
whywould anyone shell out for the firm’s
other gadgets?

Anyonewith a Revolv would be well
advised to hang onto the now-brick – not as
a paperweight, but as a reminder of where
not to buy smart home gadgets.

work@nicolekobie.com

because for the eight years I’ve had the
domain, they’ve always sentme a renewal
reminder in plenty of time. A flurry of emails
establishes there’s still time to renew, but
to do that I have to get intomy account.
Can they tell me the password? No, but they
can tell me the right email address is my
BTinternet one. I go back to Forgot Password
and use that, but still no password reset mail.

At this point I must explainmy neo-
byzantine email architecture. Gmail is my
main hub, where I read andwrite all mymail.
It gathers POPmail frommy old AOL and CIX
addresses, and dickpountain.co.uk is simply
redirected into it, but all mail redirected from
dickpountain.co.uk is also copied tomy
BTinternet account as a sort of backup.
Unfortunately, with the domain expired,
that feedback loop appears to have broken.

By now I’m starting to gibber undermy
breath, and the word “nightmare” has
cropped up in a couple of messages to
support. I ask them to change the email
address onmy account tomy Gmail address,
but they can’t do that without full identity
verification, so I send a scan of my passport;
they change the address, and password resets
still don’t arrive. Now desperate, I try once
more, entering each of the four old addresses
– I make this discovery: three of them say
“password reset request failed”, but AOL
actually says nothing.Whirring of mental
cogs, clatter of deductions: the account
address is actually AOL and reset requests are
going there, but Gmail isn’t harvesting them.
I go to aol.com and try to access my email
account (which has been dormant for the
best part of a decade) and am told that due to
“irregular activities” the account has been
locked. I now know that a Lenovo Yoga
doesn’t show teethmarks...

Another email correspondence ensues
with AOL, with both a passport andwater
bill required this time, and I’m back intomy
account. Sure enough, all the password reset
mails are there, plus FreeParking’s renewal
reminders. I get back intomy FreeParking

account and after a bit of nonsense
with PayPal, Visa and HSBC, renew
my domain.

I’m not complaining about the
seriousmanner in which both firms
treatedmy security, and their
support people were both helpful
and efficient. There’s nomoral to
this tale beyond the second law
of thermodynamics: ignore

something for long enough and entropy
will break it while your back is turned.

But it sparked off a horrible fantasy. It’s
the year 2024 and President Trump is getting
ratty as the end of his second term nears.
Vladimir Putin, who’s married one of his
ex-wives, makes one nasty jibe toomany
over the phone and Donald presses the Big
Red button – then thinks better of it and
goes to the Big Green Reset button. He can’t
recall the password, and on pressing Forgot
Password, thememorable question is the
middle name of his secondwife (case-and-
accent-sensitive)...

dick@dickpountain.co.uk

By now I’m starting to gibber
under my breath, and the word
‘nightmare’ has cropped up in a
couple of messages to support

Ignore something for long
enough and the second law of
thermodynamics will take effect

Dick Pountain is editorial
fellow of PC Pro and
can be found towards
the red end of the
autistic spectrum.
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Your views and feedback
from email and the web

Readers’comments

VR gone mad?
I have no doubt that new technology
will makemovie-watching a far more
immersive and rewarding experience
( see “How virtual realitywill change
themovies forever”, issue 259). What
appeals tomemost, though, is the
way this immersionwill actually
make us bemore present, and carry
on into “real life” as we emerge from
the VRworld. In themodern age,
people’s heads aremore often found
focused on their mobiles and tablets,
and they raise their eyes only
momentarily to see if it’s lunchtime.
Virtual reality can, ironically, result in
making peoplemore aware of their
surroundings once they’ve removed
the headset – and appreciate the real
worldmore than they have ever done
before.Robert Roemer

I don’t like to call your writers mad,
but with 3D still hardlymainstream,
suggesting that VRwill be seems to
bemissing an important elephant in
the room: cost and portability. How
will a cinema be capable of running
different VR systems? Howwill it
be possible to generate 50 or 100
different viewpoints for each person?
Bandwidth and processing power will
need to progress significantly if it’s
tomaintain an immersive pixel rate.

Home cinema is nomore likely.
The systemmay call for each person in
the room to have a

video card, so just a five-seat home
living roomwill require the kind of
computing power that wouldmake
SETI envious. Plus, each personwill
need their own headset. Will the VR
headset replace the phone as the item
to have in your pocket? Perhaps your
writer should have a VR drink and a lie
down. Philip Cockle

Norton subscription
I’ve been a long-term user of Norton
security protection software.
I haven’t experienced anymajor
security problems and have
benefitted from peace of mind
as a result. However, I face a
continual battle with renewal costs –
exemplified by this year’s renewal of
Norton 360 Premium.

If I use automatic renewal, the
cost is £69.99. If I go to the Norton
website then I can renew direct
for £59.99, or buy a new annual
subscription for Norton 360 Premium
for £39.99. FromAmazon I can buy
the software for £29. This is all for the

BELOW Virtual reality
is coming, but will it
ever arrive at a
cinema near you?

same version of Norton 360 Premium.
Three guesses as to the path I took.
Dave Penguilley

Windows updates
The article by Steve Cassidy says that
support has ended onWindows 7 and
that “means the end of updates” (see
issue 259, p104). The fact is, extended
support has nearly four years to go on
Windows 7, so you’ll receive security
updates up to 14 January 2020 (as long
as you’re on Service Pack 1).

If youwant to remain onWindows
7 or 8.1 then there are articles on the
webwith instructions for removing
theWindows 10 “nag” screens.
Microsoft should have given the
option on this screen to stay on
Windows 7 or 8.1, rather than forcing
us to install Windows 10 and break
ourmachines. I’ve had to roll quite
a few people back toWindows 7
when items stoppedworking after
they’ve upgraded.Alan Vincent

Contributing editor Steve Cassidy replies:
My point was that the end of updates is in
sight. Worse still, the presentation of
updates on Windows 7 is, as you say,
appallingly ambiguous, and traps those who
don’t pay attention into accepting Windows
10 rather than carrying on with Windows 7.

I have two PCs: an HP Pavilion 500
fromOctober 2014 and an eight-year-
old Toshiba Libretto U100. The HP
camewithWindows 8, was upgraded
toWindows 8.1, and gave loyal service
with no glitches or crashes. My
problems began on updating to
Windows 10, which robbedme of
wireless internet access. Subsequent
reboots failed to resolve the issue, so I
blew the dust off the Libretto and
downloaded a new driver for the
wireless adapter fromHP’s website,
transferred it via USB stick, ran it,
rebooted and… no change. Even after

Starletter
I’m writing this on my desktop PC, which, against
my express wishes, recently updated itself from
Windows 7 to 10 while I was out of the room. To my left
I can see my laptop, which I purposefully updated
from Windows 8.1 to Windows 10 – but which I find no
easier to use and now has a troublesome trackpad.

My Acer notebook lies unused in a cupboard, since
the update from Windows 7 Starter to Windows 10
rendered it unusably slow. My Linx tablet updated
from Windows 8.1 to Windows 10, but now the

cameras don’t work; if I install working drivers then
Windows 10 updates them to newer, broken versions.

My partner’s HP Stream keeps asking to update,
but is incapable of doing so due to lack of disk space
– despite having nothing on it but Windows 8.1. It then
asks to update again, ad infinitum.

Two things emerge here. First is that I have too
many computers. Second is that my next computer
won’t have a Microsoft operating
system on it. Paul Crossley

This month’s star letter wins a 250GB Samsung 840 EVO SSD worth £84. Visit samsung.com
This month’s star letter wins a set of Creative T50 wireless speakers, worth £100.
To find out how they could give your music a boost, visit uk.creative.com
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45minutes on the phone to HP
support, I still had a PC that no longer
connected to the outside world, my
NAS or any other device onmy home
network.

Thus began the tedious rollback to
Windows 8.1, which I continue to use
quite happily to this day, leavingme
with a relatively new PC that,
although fully serviceable, has
apparently reached the buffers where
OS updates are concerned. Had it been
advertised as “non-upgradable”, I’d
probably have purchased something
else. Chris Moxham

Say no to spam
It’s now themiddle of a working
morning and I’ve already dealt with
more spam than I knowwhat to do
with. My emails are automatically
filtered byMessageStream, somost of
the obvious Viagra and fake Rolex
offers don’t even get tome. It’s the
almost-worthwhile business offers
that clog upmy inbox. I’ve just been
touted a better accountant, cleaning
services and a trip on the Orient
Express. All are serious offers from
what I presume are valid UK
companies, with UK phone numbers.

The Telephone Preference Service
has done superb job of significantly
reducing the quantity of nuisance
calls I receive. Could we not have
something similar for emails? It

wouldn’t stop all the spam sent from
the other side of the world, butmuch
of this is obvious and could be filtered
out automatically. It would, however,
legally block UK-originated spam
and, potentially, if we remain part of
the European union, it could then
apply across Europe as well.

We can’t stop spam, but I do
believe we can improve the situation
with some basic, legally binding
restrictions. If you agree, please let
your MP know andmaybe they’ll do
something to help.Andrew Crossley

Corrections
In issue 260’s feature “Is your boss spying
on you?”, we managed to lose the final
sentence. It should have ended: “Oh, and it
may be wise to resist the temptation to
take that ‘free’ step counter home with
you.” In the same issue, we incorrectly
stated that the Samsung Galaxy S7 was
waterproof to 15m; in fact, it’s to 1.5m.
Apologies for both errors!

I almost sent 80,000
emails to a client’s
customer list proclaiming
a database product we
were using was [expletive]
while developing an email
application
Jason Sorsby

I remember typing
pools and composing
handwritten drafts for
letters. Self-typing and
instant send are taken for
granted now. Watch out
for ‘reply to all’ though!
Ken Sharp

Email lost me a
relationship
Andrew Williams

We asked you whether email was dead. It was a provocative question
that attracted one of our biggest responses for some months.

We can’t stop spam,
but I do believe we can
improve the situation
with some basic, legally
binding restrictions
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88.2% Alive
Still my primary means
of communication

5% Dying
I’m using it less and less

4.2% Ageing
Only for the older
generation

1.7% Phoenix-line
about to have a revival

0.8% Dead
I barely use it any more

Email is…

While we expected email to still
play a large part in readers’ lives,
we were surprised that close to
90% of respondents still used
it as their primary means of
communication.

Ryan Thomas wrote: “I have
different friends on Facebook
Messenger, Hangouts, Signal,
SMS and WhatsApp; if I need
to message a group they all
have email.”

Robert Kreisler added:
“It’s multiplatform, supports
rich content, you can add file
attachments of all types and
sizes, it’s searchable and has
an indexed history, and is more
discreet being point-to-point.”

We also asked what role
email had played in your lives.
See the quotes, right.
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P
enetration testing, or pen testing for short, sounds
like something only banks and themilitary should
be concernedwith. Certainly, for most small
businesses, it isn’t something that usually appears
on the security strategy radar. But should it?

Wikipedia defines a penetration test as “a software
attack on a computer system that looks for security
weaknesses, potentially gaining access to the computer’s
features and data” – which does nothing to reduce the
scariness. However, if you think of it as being a controlled,
time-limited test that emulates how an attacker would
gain access to your network and your data, then the fear
factor begins to diminish.

There are plenty of security consultancies that offer pen
testing as part of their portfolio, and some that specialise in
doing little else. Formany small businesses with a limited
security budget, the cost of hiring such specialists can be
prohibitive. Yet, not putting your defences to the test is
a false economy, as any business that suffers a breach
will soon discover. So is a do-it-yourself approach to pen
testing something that should be considered preferable
to nothing at all?

“Pen testing is not an exact science,” explained Caitlin
Harrison, a security consultant at MWR InfoSecurity. “As
such, there are no hard and fast rules that can be applied to
determinewhen it would bemost beneficial. Provided a

@ P C P R O F A C E B O O K . C O M / P C P R O
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Want to test your security but can’t afford to call in the professionals?
Davey Winder shows how you can do your own pen testing
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small business is careful about when
they conduct a pen test, they’re likely
to benefit from testing their systems
and components internally.”

Although a business’s assessment
may not provide the depth and
coverage that they could receive from
a professional service, it shouldmake
themmore familiar with the types of
security problems that exist. That has
to be a good thing.

Ryan O’Leary, from the Threat
Research Center atWhiteHat Security,
goes further and suggests that every
business that has a web presence
should conduct a pen test on their
applications, regardless of size.
“Small businesses may havemore to
lose than large enterprises,” O’Leary
told PC Pro, “sincemoney and IP is
more precious to them and even the
smallest oversight in the design of
a website can lead to huge losses.”

So what are the dangers of
adopting a DIY approach? O’Leary
points to inexperience as themost
obvious pitfall. Without exposure
tomultiple environments, platforms
and configurations, a pen tester may
lack the necessary experience to
ensure that their assessment covers
all of the relevant attack vectors.

O’Leary refers to web application
security in particular, but the
principle carries across to any aspect
of the systems being tested. “If the
pen tester is unfamiliar with web
application security and is therefore
having to learn it from scratch, there’s
an obvious danger that they could
miss some vulnerabilities,” he said.

This can lead to a false sense of
security. As Caitlin Harrison
explained: “Security is a broad and
dynamic field, and not one that can
be learned inmuch depth from a
few examples or a book over a short
period of time.”

And that’s not tomention the risk
of damage to internal systems, since
pen testing by its very nature can be
destructive if done incorrectly – with
potential risks including everything
from accidentally deleting data to
shutting down production systems.

An experienced professional
can bring a different, objective
perspective to the table, according
to Rapid7’s Jack Daniel. Not only do
these consultants see hundreds of
different environments every year,
they’re also part of a team of
individuals that’s constantly
trying new things and finding
newways to uncover flaws.

“Many [consultants] have a
research function that’s focused
on newmethodologies, tools and,
of course, the alluring zero-day
discovery,” said Daniel. “This
research, paired with the hundreds
of different environments every year,

While many of the tools employed by the
professional pen testing services are custom
built and consequently fall into “trade secrets”
territory, there are a number of freely
available resources that DIY testers can use.
We asked our collection of pen testing experts
for their suggestions.

Metasploit (from Rapid7) is generally regarded
as the de facto, go-to, open-source tool. The free
Metasploit Unleashed training course from
Offensive Security (pcpro.link/261meta)
provides excellent guidance on using this resource
effectively and safely. A free framework edition
is available that can form the foundation of most
network pen testing tasks.

As an alternative, Kali Linux (kali.org) comes
installed with reputable copies of the basic tools
required for a pen test, including Burp, traffic
analysis tools such as Wireshark, and automated
vulnerability scanners and testing tools, such as
dirb, nikto and OpenVAS.

For an Android mobile assessment, the
Android Debug Bridge (pcpro.link/261debug) and
Apktool (pcpro.link/261apktool) are invaluable.
Drozer (pcpro.link/261drozer) comes pre-
packaged with modules that provide an accurate
estimate of the attack surface of an Android

application, as well as the tools necessary for
post-exploitation tasks.

SQLmap (sqlmap.org) is an a SQL injection tool
that both discovers and exploits SQL injection
issues in web applications. It’s one that should be
in every pen tester’s toolkit, for no other reason
than it’s in the majority of attackers’ toolkits.

Reputable, commercial vulnerability scanners,
such as Nessus (pcpro.link/261nessus) and Qualys
(pcpro.link/261qualsys) are useful and can
be used to provide a comprehensive baseline.

Familiarity with Python, cURL, Bash scripts
and PowerShell would be useful, as a given tool
may not do exactly what a tester requires. At
which point it becomes necessary to create
custom code.

Remember, though, while the tools
themselves are important, the ability to use
them effectively and efficiently is equally so. One
excellent way to obtain and, crucially, maintain
this technical know-how is by participating in
online “capture the flag”exercises, and practice
on challenge VMs downloaded from websites
such as vulnhub.com.

provides a valuable perspective that
internal testers may not have.”

LawrenceMunro, a director at
Trustwavewho has worked in the
pen testing business for more than
a decade, told us that his singlemost
important suggestion for any business
that’s determined to go it alone would
be to properly educate the individual
whowill be performing that testing.
He suggested investing in a course for
the tester. “It’s impossible to become
an expert in the field overnight, but
at least they’ll understand some basic
concepts andwhat’s more risky,”
Munro explained.

10TIPSFOR
DIYTESTERS

To kick off our top 10, here are five
tips from experienced pen tester,
LawrenceMunro:

1DON’T STRAY OUT OF BOUNDS
When performing a test, it’s vital

to stay within the scope, and certainly
within the bounds, of your ownership.
Many organisations, especially the
small-to-medium sized businesses
that aremost likely to be doing their
own pen testing, use hosting solutions
or SaaS-based services to run their
operational or revenue-generating
ops. If you don’t seek permission from
the service owner before testing, you
could be in breach of section 2 of the
1990 Computer Misuse Act. Typically,
the larger providers have provision for
penetration testing, but read their
contracts carefully; some firms have
unlimited liability clauses. If you
accidentally take down an adjacent IP
or system that’s part of their
infrastructure, you could be liable for
the incurred costs of any resulting
down-time. It’s therefore important
to checkwhat you’re targeting and
that you have permission.

Free automated SSL scans are available from
Qualys, via the cloud

SQLmap finds and exploits
your SQL injection issues

THE TOOLS OF THE TRADE
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The social-engineering risk is something that
a traditional pen test, especially one using
automated tools to check for system
vulnerabilities, won’t adequately check.
There are specialist pen testing offshoots
known as “red teams” which take the notion
of attack simulation to the extreme by
actually sending the boys (and girls)
round to attack you as if they were
the real deal. However, the small
business on a budget might
consider implementing a social
media honeypot.

Ken Munro and his team at Pen
Test Partners believe that there’s

a real place for DIY pen testing in
that it helps promote a proactive
security stance, and a social media
honeypot is a simple way to gather
threat intelligence to help the
business defend itself.

A honeypot is simply something
created to look vulnerable, but which

isn’t. You can create your own by
using social media and manually

seeding social networks with
regularly updated profiles to
create identities for bogus staff.

The type of staff dummies used
are based on the type of attack you

wish to monitor. So, new starters are
perfect cannon fodder for a

spear-phishing campaign, since
they aren’t familiar with internal
processes. Senior staff with
access to other resources,

possibly with raised privileges, who
may not be suspicious or aware of

attacks, also make ideal bogus identities.
The more genuine connections they have, the
more plausible they are as real people, and the
more likely they are to be the recipients of
targeted malware – giving better threat
intelligence. Use this honeypot network to
check for similar patterns on mail logs.

2AVOID DISRUPTION
When performing testing, it’s

important not to disrupt services.
Someonewho’s inexperiencedmay
accidentally scan a printer – and send
it haywire – or use an aggressive tool
to scan awebsite and take it down.
An understanding of what’s being
done is important, and I’ve seen
a lot of people being caught out by
point-and-click tools that they didn’t
understand properly.

3CLEAN UP ANYMESS
Often, more inexperienced testers

can finish a test and fail to clear up
after themselves. This can result in a
trail of evidence that could hinder
incident response activity following a
breach. Moreover, leaving open shells
(backdoors into systems that have
been created during testing) running
on a system couldmake it easier for an
attacker to take over the network,
should they penetrate the perimeter.

4RESPECT CONFIDENTIALITY
Something that’s often

overlooked is the operation of a
penetration test’s impact on the
employees of an organisation.What if
the tester starts hacking individual
machines within the network and
accesses personal
files on themachines? Even if this
is unintentional, if themachine
is a company asset, but the data
belongs to an individual, then has the
Data Protection Act been broken?
What about the Human Rights Act
and a right to a personal life? These
types of issues are common for
firms that perform suchwork
regularly, but it’s a risky undertaking
for an amateur.

5ACT UPON THE RESULTS
Even if the test is performedwell

and safely, there are still a lot of
findings to remedy.Who in the
organisation knowswhat all these

findingsmean, andwho has the
required skill to action them? This
is the hidden cost of penetration
testing that’s often overlooked by
organisations that are new to it.

Caitlin Harrison fromMWR
InfoSecurity adds the following tips:

6DOCUMENT AMETHODOLOGY
Establish amethodology that

covers everything from information
gathering, to injection, to logic flow
manipulation. This methodology
should be based on information
from a number of reputable sources.
Use themethodology in all testing
and be ready to update it when you
come across new, useful information
or techniques.

7STAY ABREAST OF
CURRENT THREATS

It’s important to understand the latest
trends and be knowledgeable on
what is happening in “the wild”.

Staying abreast of developments
in information security will allow
the in-house, DIY penetration
tester tomodify their approach
to suit current best practices as
andwhen needed.

8USE TRUSTED TOOLS AND
WATCH FOR FALSE NEGATIVES

Use trusted automated vulnerability
scanners and tools in order to cover
the basics of testing and identify
low-hanging fruit. However, be aware
that automated scanners can have
false positives andwill miss new and
non-standard vulnerabilities. These
results should always be verified using
further testing performed by a
different tool.

9DON’TMAKE SECURITY
AN AFTERTHOUGHT

Start working security into the
development lifecycle. For example,
ensure you gather security-related
requirements at the same time as
features, and ensure any functions
you design keep security inmind.
While this isn’t a replacement for
testing, applications and systems
will inherently bemore secure if
security is part of the design and
implementation process. This should
reduce the possible impact of
anythingmissed in a DIY test. Once
you have a solidmethodology and
understanding of where problems
come from, this process will become
easier andmore refined.

10CHECK THE LOGS
Examine the security logs and

detection systems after a penetration
test and check that these systems
have correctly flagged the abnormal
testing behaviour. If the detection
systems of a small business are
functioning optimally, they’re
likely to detect strange activity,
whichwill give them time to respond
to any possible attacks.

“APPLICATIONS AND SYSTEMS
WILL BE MORE SECURE IF
SECURITY IS PART OF THE
FUNDAMENTAL DESIGN”

BUILD YOUR OWN SOCIAL HONEYPOT
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Want to bring an end to bulging inboxes?

We profile some of the top alternatives to

email for businesses and communities
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There is arguably no greater plague on
productivity within our working lives
than email. An endlessly demanding
drain on employees’ time, many staff

spend the best part of their day just trying
to tame their inbox.

Email is a 20th-century technology that’s
showing its age. It’s a brutally ineffective
means of in-house communication and
is best suited to the desktop, rather than
themobile world in whichwe now live.
Howmuch time have youwasted trying
to download documents attached to emails
over 3G?

In this feature, we profile several
potential email killers –modern, mobile-
optimised, communications apps that can
stop internal emails stone dead. Designed
for a generation that’s more accustomed
to instantmessaging than email, they’re
the types of service that could both boost
productivity and help attract and retain the
young staff who are the lifeblood of most
organisations. Perhapsmost important of all,
theymake communicationwithin teams
easier and, yes, can evenmake it fun.

Each of the services we profile here
have their strengths andweaknesses, but
they’ve all killed off email in organisations
our writers are part of. Andwe’ve used their

experience to provide some tips on how
theywork and are best deployed.

If you’re fed up of arriving
at work to find dozens of

unreadmessages, or
dread the ping of an
office email arriving
while you’re
eating your
dinner, it’s time
to consider the
alternatives.

KILLERS
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What is Slack?
Slack is “team communication for the 21st century”
according to the company’s website, which also promises
“nomore email”. What does that actually entail? A
real-time chat system inwhich conversations can be
split into different “channels” for sub-teams or projects,
or privatemessages that can be sent between co-workers.
Slack also allows employees to upload documents for
discussion and integrates with a host of third-party
services, including Dropbox, Google Drive and Twitter.

How is Slack organised?
Your organisationwill have one “Slack”, which is broken
down into different conversation channels. So, youmight
have different channels for #sales, #marketing, #accounts
(channels in Slack are prefixed by a hash), and/or channels
for different projects such as #2016annualreport. Only
relevant employees are invited to join each channel,
theoretically keeping everyone on a need-to-know basis.

There are also private channels, or Direct Messages,
where employees can have one-on-one conversations
or chats within small groups. These discussions are only
open to the channel’s members – even your company’s
Slack admin doesn’t get to view the content of these
chats, whichmight pose problems for companies in
tightly regulated industries (so-called “Compliance
Exports” of private discussion between employees is
only available to customers on the expensive Plus plan).

Each channel, whether open or private, consists of
a live streamwhere the latest messages are added to the
bottom,making Slackmore akin to instantmessaging than
email. You can also direct comments at particular channel
members by placing an@ before their name (in a similar
fashion to Twitter), and they’ll receive a notification
that someone is talking about them.

Slack is testing a voice-calling service for audio/video
conversationwith colleagues, which is handy if you’re not
all working from the same office. It currently only works
onWindows/Mac desktops, though.

SLACK
What’s good about Slack?
Slack is beautifully designed.Whether you access Slack
via the browser, or by using theWindows, iOS and
Android apps, everything is immaculate and spotlessly
responsive. Conversations update in real-time on your
screen, making it easier to catch upwith an inter-office
conversation than bywading through an inbox of 30
emails with everyone cc’ed.

It also integrates flawlessly with dozens of other
services. For example, post a link to a Dropbox document
and everyone in the channel can access the document
fromwithin the app and post comments about it. The
company’s Twitter feed can be integrated into Slack,
so you can discuss how to respond to, say, tweets from
a customer. YouTube links appear as playable videos in
the feed. It’s all very slick.

The search facility is arguably Slack’s best feature.
Faintly recall that discussion youwere having last week
about “Client XYZ”? Enter their name in the search box and
you’ll receive a near-instantaneous and smartly formatted
list of results from across your various channels, with the
search termhighlighted in conversation previews. I can’t
recall ever being unable to find something in Slack, which
is more than I can say for Outlook.

It’s true also that, at least as far as PC Pro is concerned,
it has all but killed internal email. We still need inboxes
to deal with external clients, though. Dammit.

What’s bad about Slack?
The lack of threaded conversations is a real weakness.
Within the #sales channel, for example, someonemight
start a conversation about a particular campaign, only for
the conversation to drift to another topic. If you’ve been
away from Slack for a couple of hours andwant tomake
a comment about the campaign, it will simply appear
at the foot of the current conversation, which canmake
conversation threads hard to follow. That can lead to
people creating fresh channels for every single project,
and before long your channel list is longer than your arm.
Basecamp’s mix of real-timemessaging and threaded
message boards provides the best of bothworlds.

Slack does also live up to its name somewhat. Perhaps
it’s the instantmessaging-like nature of channels, perhaps
it’s the ease with which you can paste in animated GIFs,
but I find that people will wastemore time on non-work-
related conversation in Slack than any of the other services
tested here. That watercooler-style conversation can have
benefits for team building, especially if teammembers
don’t work in the same office, but it can definitely prove
a distraction. “He spends all his time on Slack,” is not an
uncommon complaint in the office.

How much does it cost?
Slack is free at the base level, but that does comewith
some potentially show-stopping limitations. Only the
last 10,000messages are retained in the archive – older
messages are expunged – and you can only integrate
ten other apps (such as Dropbox and Google Drive).

The next step up is the Standard plan, which hikes the
cost to $8 per user, permonth ($6.67 if billed annually).
That includes an unlimited archive and app integrations,
two-factor authentication, priority support andmore.

Those in the finance and other tightly regulated
industries that need records of inter-company
communicationwill need the Plus plan, which is $15
per user, permonth ($12.50 annually) and also includes
a 99.99% guaranteed uptime SLA. TIM DANTON
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4 Files can be shared openly with all
colleagues or shared privately between
individuals/groups – or just within a

channel. You can use the right-hand panel
to find files you or others have uploaded.
Comments remain attached to documents,
which is handy for peer review.

1 Slack channels are denoted by a hashtag (#).
Each employee might be a member of several
different channels, which can be broken down

by department or project. All team members belong to
the default #general channel, which can’t be removed.

5Direct messages can be
conversations between individuals
or small groups. The number

denotes how many other people are in the
conversation. The green dot highlights if
the other person is currently using Slack.

2 The content of the currently
selected channel or
direct-message conversation

is shown in this centre pane. Team
members can be addressed directly by
putting an @ in front of their name, for
which they’ll receive a notification. Posts
are ordered chronologically.

3 An experimental new feature,
Slack allows you to have audio/
video conversations with

colleagues. It works well but, for now at
least, is enabled only for the desktop.

Email killer rating
Capable of killing all internal email
stone dead. If only it could do the
same for external email.
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MORE EMAIL
KILLERS

Yammer
Snapped up by Microsoft for more than $1 billion
in 2012, Yammer has now been folded into
Microsoft’s Office 365 offering. Out of the three
main services we’ve featured, it’s most similar
to Basecamp, providing a means for teams to
communicate and share documents (it can be
integrated with Microsoft’s SharePoint stores).

Yammer has a more corporate feel than Basecamp,
Slack or Trello. Access to a Yammer network is

determined by the user’s domain; you’ll
need a yourcompany.co.uk address to

join, while Basecamp lets admins
invite anyone to join a team.

Yammer allows both group
and private conversations within
teams, although its basic premise
is that “when people work in the
open, everyone benefits”. To that
end, its “Social Graph” feature
claims to “surface relevant
conversations and work of others
at the company, providing greater
visibility that enables you to make
better decisions”.

As you’d expect from Microsoft,
there’s a host of document

management features, with teams
able to share, comment on and collaborate

on Office files, PDFs, images and videos. Files can
be marked as “official content”, which is read-only
and takes priority in inbox search results.

Asana
Asana is a close pretender to Trello’s project-
management crown. Like Trello, it’s very task-
orientated, allowing you to assign tasks to employees,
set due dates, and have conversations about specific
tasks with colleagues.

Asana has a calendar view, so you can see your
upcoming deadlines on a month planner. There’s
also a dashboard with attractive-looking graphs
showing the progress of various projects and tasks,
allowing project managers to keep on top of
workloads and avoid deadline-day meltdowns.

Each team member has their own inbox, which
lets them know when new
tasks have been
assigned or a
comment posted
on a task or team
conversation. It also
gives updates on the
progress of projects.
Attachments can be
uploaded, allowing
you to get approval
of wireframes for a
website, for example.
There’s a 100MB limit,
although bigger files can
be shared from Dropbox
or Google Drive.

Asana has a clean design with a stark white
background that’s shared across the web and
mobile apps. Asana is free for teams of up to 15,
but premium features – such as data export and
unlimited boards – and support for bigger teams
can be unlocked for $8.33 per user, per month.

Teamwork
Another project manager, Teamwork stands out for
the granularity of its task-setting tools. The hierarchy
is deeper than most rivals, running from Project >
Milestones > Tasklists > Tasks > Sub-tasks. Each
project can have unique settings and features, so
if you don’t need billing or messageboards on a
particular project, you can just switch them off.

Tasklists can be private, so if there’s sensitive
data on a particular project – such as proposed
redundancies or financial details during a potential
takeover deal – then they
can be restricted
to selected team
members only.

Tasks can be set
as dependencies,
so if A needs to be
done before B can
be completed, the
task can be marked
as such. Teamwork
can display this
information in
a Gantt chart,
so that project
managers can get
a clear idea of the likely bottlenecks in any project
and assign resources accordingly.

Communication tools include group or private
messages, and comments on notebooks or tasks.
There are also invoicing and billing tools built in,
giving you one less reason to reach for your email.
Outlook is further pushed out of the picture with
the Calendar facility, which not only tracks task
deadlines but can be used for other business or
personal appointments.

This is powerful stuff, so after 30 days there are no
freebies. Packages range from $12 per month

for five projects and 1GB of space to
$249 per month for 500 projects and
400GB. There are no per-user fees.
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What is Basecamp?
Basecamp describes itself as a “web-based project
management and collaboration tool”. It rolls together
instantmessaging, message boards, to-do lists and
document stores for teams of employees. Although it
brands itself a “web-based tool”, there are Basecamp apps
for iOS, Android,Windows andMac. However, these are
sometimes little more than awrapper for the website.

How is Basecamp organised?
Basecamp has its own quirky, and initially confusing,
terminology for common features. Different teams can
be organised into different Basecamps – so youmight
have a Basecamp for sales, another for marketing, with
employees able to joinmore than one Basecamp at a time
and easily switch between the two (ormore). Basecamps
can also be set up for communicationwith clients, with
clearlymarked sections for internal communication
that the client can’t see, and for talking to the customer.

Each Basecamp has a Campfire, a real-time chat
windowwheremessages from all teammembers appear
in chronological order. As with Slack, you can get
someone’s attention by putting an@ sign before their
name in a Campfiremessage, whichwill notify the person
in question that their presence is required.

Then there are Message Boards, which are best used
to kickstart a discussion on a specific topic, rather than
the general flim-flam that normally ends up in Campfire.
A thirdmessaging option is Pings, where you can have a
private, one-on-one chat with anothermember of
that Basecamp.

Events such as physical teammeetings or training
can be added to the Schedule, while deadlined tasks can
be assigned to teammembers using the To-Dos. One of the
best features of Basecamp is that automatically generated
reports can tell youwhat tasks are due that week, which
are overdue, and evenwhat an individual teammember
has “on their plate” andwhat they’ve been doing that
week. This allowsmanagers to easily check if projects
are falling behind schedule, whether a particular team
member is overloaded or not pulling their weight. Or
spending toomuch time chatting around the Campfire…

Finally, there are document stores, where you
can create or uploadWord files, spreadsheets and
presentations, and allow everyone to submit their
comments on them.

What’s good about Basecamp?
Basecamp has almost killed email dead among the staff
and board of the non-league football club of which
I’m a director. Previously, we’d have a dozen different
conversations flying around on email, with people not
always reading to the end of the chain before interjecting
and oftenwith several documents attached to onemessage.
Frankly, it was amess.

Now, email has been virtually eliminated at Lewes FC.
Decisionmaking has been accelerated, because people
can quickly give their approval. Papers submitted for
boardmeetings are uploaded to the central store, so
everyone can review the documents beforehand and
post comments or questions theymight want addressed
at themeetings. Staff and boardmembers can also be
assigned tasks with clear deadlines, allowing the board
to see what’s been done andwhat’s still outstanding.

Best of all, if you’re out for the day –we’re effectively
volunteers, so all have day jobs – you don’t return to an

BASECAMP

inbox of 58messages, half of which are irrelevant by the
time you’ve got to them.

What’s bad about Basecamp?
The company launched Basecamp 3 last year, but users of
the previous versionweren’t automatically migrated to the
new version. In fact, at the time of writing, migration tools
from Basecamp 2 to 3 still didn’t exist (they’re due to arrive
this summer), meaning long-term users face the choice
of ditching their archives ormissing out on new features,
which isn’t great.

Document handling could also be improved. If another
teammember uploads aWord document, for example,
you have to download the file to read it: there’s no live
preview in the browser window (although it exists, oddly,
onmobile devices). You also have to use something like
Google Docs, which is supported within Basecamp, if you
want to collaboratively edit the same document.

Themobile apps are a little buggy, especially in
Campfire chat windows, where the cursor can suddenly
zing back into themiddle of a paragraph, or incomplete
messages are accidentally submitted.

The terminology used – such as Campfires and Pings –
also put off some of our teammembers.

How much does it cost?
Each Basecamp costs $29 permonth for internal teams,
or $79 permonth if youwish to use Basecampwith
external clients. There’s no per-user fee, so there are
no creeping costs if you hiremore staff. That includes
100GB of file storage. The Enterprise-grade version, with
2TB of storage and a guaranteed uptime SLA, costs from
$3,000 a year. BARRY COLLINS
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4 To-Dos can be assigned to individual
Basecamp members with specific
deadlines. Everyone gets to see

the Basecamp’s To-Do list, and managers
can run reports – from the dropdown at the
top – to see what’s on the plate of individual
team members, among other things.

2 You can have different Basecamps
within a team, denoted by a hashtag –
in this case, #BOD for our board of

directors. Each Basecamp has its own
dashboard, shown here, keeping you abreast
of the latest developments. Flick between
Basecamps using the dropdown at the top
of the screen.

5 Basecamp provides a facility to
upload files, which can be collated
into folders (as seen here).

Comments about those documents are
linked to the file, which is convenient if you
need colleagues to provide feedback on
presentation slide decks, for example.

1 The Campfire is a general
conversation thread for that
Basecamp. Every message

is posted in chronological order and
there’s no threading.

3 The Message Board provides
a facility for threaded
conversations, which is handy

if there’s a specific proposal to discuss
or an item on which you need to collate
feedback. The number to the right
shows the number of replies.

Email killer rating
Unlikely to kill all internal email due to its
focus on specific projects, but a great way
to collaborate within teams.
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What is Trello?
It’s a project management tool that focuses on all aspects
of projects in an at-a-glance way. Trello is a collaborative
tool, suitable for one-off projects or tracking ongoing
work. It’s primarily web based, but there are mobile apps
for iOS, Android and – somewhat curiously – Amazon’s
Kindle Fire, too.

How is Trello organised?
The taxonomy of Trello is: Board > List > Card > Checklist.
You can add all team members to a board, create lists
for each element of a project, cards for each task and
checklists for each element of that task.

However, that flexibility means you can organise
projects in whichever way you want. Boards can be set
up for specific clients, teams or projects; lists can be used
in an agile way, with cards moving across the board from
“To do”, to “Doing”, and finally “Done”. You can have
an unlimited number of lists per board, so Trello can be
organised with a board for each client and a list for each
project or team that works for that client. Coloured labels
can be easily adapted to mark the progress of cards, or to
signify they’re part of a group.

Typically, in my company, we use boards in two
different ways. Each client has a board and each discipline
has a list of tasks – one card for each task. Labels are used
to inform the rest of the team about progress of the task
(rather than moving the card to a different list) and cards
are archived as they’re completed.

We also have agile, task-based boards to which clients
can add task requests. These have lists labelled for each
sequence of the task, in our case: Backlog, In Progress,
Internal QA, Staging, Deployed/Completed, Blocked. Each
task is added to its own card in the backlog and is moved
across the board as it’s worked on.

For both types of board, people are assigned to a card
while it’s their responsibility and then take themselves
off the card when they’ve completed their task, adding
the person it’s now with. This makes for clear progress

on tasks and a simple way to determine who is causing a
blockage and who needs prompting to complete their task.

Discussions take place on cards. There are no messaging
or chat options, so conversations are public to all on the
board, even if they’re not added to a card – you’ll need
to find another method of communicating if there’s a
conversation to be had that you don’t want everyone to
see. As with Basecamp and Slack, you get the attention
of another member by using @.

What’s good about Trello?
The flexibility is Trello’s real selling point, as you can shape
a board to work how you want it to and therefore they
can be used by all kinds of organisations and companies.
I use it daily in my digital marketing and web development
company, but have also used it as part of pre-production
for a film and as a way to visualise tasks in a small charity
I helped set up.

There are so many features – from labels, to card ageing
(those that have been inactive for a while grey out), card
filtering (by label, person or date), adaptable backgrounds
(so you can tell boards apart at-a-glance) plugins and
extensions. With the paid system there are many more of
these, including GitHub, Slack, Salesforce and Evernote.

A new Chrome extension from Trello allows you to
create a card and send it to the correct board directly
from the website you’re browsing (with the option of
linking to the URL). This is beneficial for those of us in
web development, who can link straight to an error on a
page – and, crucially, in the back-end of sites as well – but
also means Trello can be used a bit like Pinterest, creating
cards for each item you see across the web.

The upload limit, even for free sign-ups, is generous
and you can upload a wide variety of files – including
Word, Excel, PDFs and JPEGs. This allows all elements
of a project to be in one place.

What’s bad about Trello?
When you work across numerous boards as I do, the
number of notifications can get unwieldy since they’re
not split by board – you get one long list of all of the times
you’ve been added to a card, mentioned on a card and so
on. This can make it easy to miss things when there’s
a high volume of activity.

Trello attempts to solve this in two ways. You can set
up notification emails to let you know of this activity
(either aggregated or an immediate message for every
activity), but that defeats the object. The other option
is to use the Activity log on the right-hand menu of
the board, but there can be a lot of “noise” in this column
so, again, it’s easy to miss things.

How much does it cost?
The base Trello service is free, allowing you to create
unlimited boards and integrate with Box, Drive and
Dropbox. However, file attachments are limited to 10MB.

The Business Class tier costs $8.33 per user, per month,
when paid annually, and increases the attachment limit
to a more workable 250MB. It includes integrations
with Google Drive, MailChimp, GitHub and many other
professional services, and also gives you better data
security by allowing invites to be restricted to those
within the company.

The Enterprise tier ($20.83 per user, per month)
introduces two-factor authentication, a dedicated account
executive, improved support, file encryption and intrusion
detection, among other features. SARAH MANN
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4 The green and yellow labels aren’t
progress bars, they’re coloured labels,
in this instance used to decide which

channel the feature will appear on. They could,
however, be used to indicate a job’s status.

2 In this example, Trello’s Lists
(Unassigned, Alan, Curtis, David)
are being used to denote the

tasks assigned to each member of the
team. Cards – or tasks in this instance –
can be moved between different lists.

5 The menu on the right lets you see
the board’s members, filter cards
according to their label, activate

“power-ups” – such as polls – and monitor
board activity, among other facilities.

1 Trello is the most freeform of the
email killers profiled here, in that
Boards can be organised in a

variety of ways. Boards can be set up for
teams or individual projects, be used for
internal project-tracking or sharing
progress with clients.

3 The card shows the specific job
assigned to the team member.
Other members can be added

to the card (you see some here have
two different members), and comments
about the job – indicated by speech
bubbles – are contained within the card.

Email killer rating
Could kill off email threads about projects/
deadlines and stop endless revisions of
documents – but it’s a supplement, not a killer.
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The dark web is growing increasingly popular, but
is there anything more to it than sex, guns and

drugs? Charles Arthur investigates

T
he description alone – “the darkweb” –makes it sound like the stuff
of horrormovies or the Grimmbrothers’ grimmer tales. Will the
screen be darker? Are there tendrils? You can see the concern in the
questions people ask on public forums: “Is it safe to browse the dark
web? I don’t want to p*** off authorities… I’mmainly curious to see

what the hell it is, not the illegal content,” to quote one.
But since the Snowden revelations of multi-government surveillance in

2013, media and user interest in Tor and the darkweb has rocketed. (They’re
not quite the same, as we’ll explain.) Nor is it all for buying cocaine on Silk
Road, themost infamous of such sites, where people could buy drugs, weapons
or even – allegedly – hire a hitman. In fact, around half of the estimated 30,000
sites on the darkweb are for legal uses, or uses that are legal in other parts of the
world. “Some are things that youmight not think of as illegal, such as online
gambling, which is illegal in some parts of the US, for instance,” said Professor
AlanWoodward of the University of Surrey, who is also an adviser to the
cybercrime arm of the European policing organisation, Europol.

TheDarkWeb

THE

DARKWEB
HOWBIG,HOWDARK
ANDWHAT’S THERE?
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DARKORDEEP?
It’s tricky to distinguish the “darkweb”
from the “deepweb”. They havemany
similarities and neither will turn up on any
conventional search engine. But, in this
case, deep is far bigger than dark – the latter
is generally defined as sites that can only be
accessed using the Tor browser. They’re
immediately recognisable by the use of the
“.onion” domain name. They tend to contain
content that doesn’t want to be found by
Google’s spiders: people offering drugs,
guns, dubious videos, stolen credit card
details, fake passports and driving licences.

The darkness online, a study published
in February by King’s College London,
found that of 5,205 live sites on Tor, half
of the active ones were for something
illegal. (Notably, there was no Islamic
extremism content; Daniel Moore and
Thomas Rid, authors of the study,
suggest it’s because propaganda
doesn’t thrive if it can’t be found.)

In all, the researchers found
300,000 addresses within the Tor
network, comprising roughly 205,000
web pages. By contrast, Google
reckoned the openweb comprised
30 trillion pages back inMarch 2013.
In other words: the darkwebmay be
dark, but it’s also tiny.

Yet, there has seemingly been a
recent explosion in the amount of
content buried in the darkweb. In
February, the number of “hidden
services” pages roughly tripled,
according to Tor’s metrics – yet traffic
to hidden services, as measured by the
same system, didn’t budge. How could
you havemore pages, yet nobody
visiting them?Woodward reckons
the best explanation is a ransomware
program called Locky, which encrypts
victims’ hard drives and automatically
sets up a unique “.onion” page where
the victim is directed to pay a ransom in
Bitcoin; in return they receive the key to
decrypt their drive.

POST-SNOWDENSPIKE
You can see why the darkweb doesn’t have
the best reputation. And yet its popularity
has grown, and not only among ransomware
writers. In the aftermath of Edward
Snowden’s revelations inmid-2013 about
the extent of US and UK government
surveillance of internet use, interest
rocketed. “The number of people entering
the Tor network had been about onemillion
before Snowden,” saidWoodward. “It
spiked at sixmillion just afterwards.”

But that wasn’t necessarily people
whowere looking for “hidden services”,
as sites inside it are called. Tor’s analysis in
February 2015 suggested that only 3% to 6%
of overall traffic on the networkwas actually
visiting Tor sites. So what are the rest doing?
Woodward chuckles: “People at work using
it to access Facebook,” he suggested.

That’s because using Tor to browse the
openweb defeats a lot of surveillance. You
can access any site, not just the darkweb,

via the Tor browser (whose interface closely
resembles that of Firefox). Anyone sampling
your web traffic – includingmonitoring
systems at work –would see an encrypted
stream, hiding the content and the
destination youwere visiting. Nor can the
destination sites see fromwhere youwere
visiting; the IP address would be that of an
“exit node” from the Tor network.

But that usemay fall off too. A
collaborative study by four universities in
February found “discrimination” against
Tor users, withmore than 1 in 30 of themost
popular thousand sites turning Tor users
away at their front page. Some security
researchers see that as bad – preventing

anonymous browsing by people who could
have good reasons not to be traceable – but
Jonathan Zdziarski, a computer forensics
and security expert, suggests Tor users who
are refused admission to sites have only
themselves, or their predecessors, to blame.
“Tor users [are] actively discriminated
against by the tech community, which
knows better than to trust a third of the
people on Tor,” he said on Twitter, calling
it “a network known for abuse”.

Woodward says that for those traversing
Tor, “the other use is probably to create
the equivalent of a VPN [virtual private
network] while at work.”Withmany
video-based services blocking access on
the basis of IP address, using Tor could
be oneway to circumvent it.

The US and UK appear tomake up the
highest proportion of users. “The fractions
are tiny,” saidWoodward. “About 10 to 25
people out of every 100,000.” For the UK,
with an internet population of about
58million, that would translate to a user
base of between 5,800 and 14,500 people.
Even in the two countries with the highest
proportional use, Israel and Italy, the figure
is only about 200-300 out of every 100,000,
or a few thousand permillion internet users.

The difficulties of using Tor, from the
need for a special browser
with limited functionality, to
problems logging on to
familiar sites (and the
concomitant growth in
smartphone use as a
replacement),may explain
why that sixmillion figure

from 2013 has since dropped to about two
million today. “People started using it, and
then discovered the limitations of using it,”
saidWoodward. “If you try to log in to
Facebook or Twitter and the site doesn’t
recognise the IP you’re visiting from, you’ll
be asked not only for your password but also

ABOVE Learn how to make people zombies and
a battery that produces energy continuously

ABOVE The most prominent search engine is
Torch, with its unGoogle-like ads

“TORUSERSWHOAREREFUSEDADMISSION
TOSITESONLYHAVE THEMSELVES, OR
THEIRPREDECESSORS, TOBLAME”
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to complete extra identification steps. That
makes it difficult to log in, and people get
frustrated with that.” So around fourmillion
people who tried Tor gave it up.

LEGITIMATEUSES
Still, 3% to 6% of twomillion is between
60,000 and 120,000 people using Tor for
its hidden services, and if the numbers are
proportional to the legality of the service,
then 30,000 to 60,000 people are using the
darkweb for entirely legal pursuits. So what
are they doing? I started at a page called The
HiddenWiki, whichwas set up as a starting
point to help people find sites on Tor. It
exists in at least ten incarnations; the host of
the original was arrested in August 2011, on
charges of facilitating online hosting of child
abuse images. (The HiddenWiki site was
also later hacked to remove links to sites
hosting such images.)

From the start, the culture feels unlike
the openweb. Site design is rudimentary,
and dark backgrounds popular, as if the
web of 20 years ago had been built by the
paranoid. Dead-ends are frequent; site
hosting costs money, andmany of the sites
on the darkweb are sketchy. “Be aware that
this is the DarkNet, and everyone could be
a scammer,” says the cheerymessage on
OnionDir, which aims to be a directory of
sites. (This isn’t hard to figure out when one
of the sites advertises itself as “Multiply your
Bitcoins 100x in 24 Hours: thanks to a breech

[sic] in the system. OFFICIALLYHIDDEN
SERVICE ANONYMOUS.” Seems legit.)

The statistics beside some of the sites
makes for depressing reading: “up 0% last 7
days” isn’t uncommon. Top of the listings
I visited was Blackbook, which calls itself
“The Facebook of Tor” – a strange concept.
(The page wouldn’t load.) There’s also a link
to Facebook’s .onion address, “which claims
not to keep logs,” says the text by the link.
“Trust them at your peril.”

I headed over to Intel Exchange – nothing

to dowith the chipmanufacturer, but
instead short for “intelligence” – and read
up about “how tomake people zombies”
(use the drug scopolamine, alreadywell-
known). I also indulged in “Alien tech of the
Bible” and the promising, but ultimately
disappointing, “a battery that produces
energy continuously”. (A solar panel on a
geostationary satellite? No, a battery pile
in amuseum in Romania that depletes
very, very slowly.)

Then there are the discussion forums,
with popular topics of
conversation including
conspiracy theories,
hacking, and how to get
expensive items cheaply.
On the “current events”
forum at Intel Exchange,
themost-commented

thread I visited was “red roomwith isis [sic]
members”. A “red room”, in the language of
the deepweb, is one that shows people being
killed – at the extreme, doing so at the whim
of viewers. However, its parent posting was
sixmonths old and the discussion quickly
turned into a conclusion that “the admin of
that page is f***ing crazy” and that there
wasn’t actually any content there.

After a fewminutes scrolling past other
sites such as “Turkish Dark Network –
hacking, carding” and “Project SAGE –

avant-garde textboard dedicated to
technoanarchism, hacking and taoism”, you
wonder if Taken’s LiamNeeson is available
as a wingman. Or whether he’d just try to
shoot everyone.

Then there’s “Flashlight” – a news site
of sorts claiming to be “an info beam in the
darkweb” –whose news is vaguely dark-
web-related, andwhose forumswere being
spammed to hell and back by a drug vendor
trying to sell MDMA. But anyone trying to
find out why somany links were deadwould
be out of luck – it’s so common, it isn’t news.

Nor is this the only frustration.
As one Twitter user said: “I
assumed Tor users were trying
to hide their IP address, but it
turns out they just hated
having fast internet.” As with
all satire, it carries the sting of
truth: using Tor slows down
the browsing experience a lot.

So I tried “Football Money”,
which ungrammatically
promises “information of fixed
football games every week”. It
turns out to be a Gmail address
whose owner says s/he will
accept payment by PayPal or
Bitcoin. Should I trust it?
Perhaps I should ask the
“Choose Better” site, which
says “we have already tested a
lot of sites andwe knowwhich

are scams andwhich are not!”. Andwill tell
you for only 0.08 bitcoins (about $34).

Then there are “cheap Apple products”,
passports for a variety of countries including
the US, UK, Australia and others, credit
cards (“with huge balance”), Samsung
phones, and “Kamagra – same as Viagra
but cheaper!” There is information and PDF
files on “weapons, locks, survival, poisons,
protesters, how to kill”. And libraries
offering thousands of DRM-free ebooks,
whose content is strongly skewed towards
the youngmale reader.

Youmight be wondering about the
passports. Scout around and €650will get
you a British fake; €700 a US one. It’s
impossible, of course, to judge whether the
products would passmuster. The photos
provide no clues, the passport might be
printed on tissue paper, and – unlike Silk
Road (despite all its illegality) – there’s no
feedbackmechanism or customer reviews,
whichmeans you can’t have any trust in it.

What one realises on visiting the “legal”
side of the darkweb is that, in the words of
Gertrude Stein, “there’s no ‘there’ there”.
If something is legal, then it will attract a
larger audience and be easier for its creator
tomaintain on the openweb, rather than
among the hidden services, whose
skankiness tends to afflict everything else.
We hear a great deal about the darkweb and
a lot about criminals using it. There’s a good
reason; if youwant legal content, it’s a lot
easier to find and host on the openweb.

LEFT A fake UK passport for only £2,000 – quality
definitely isn’t guaranteed

ABOVE Flashlight styles itself as the news site for
all things dark web

“I ASSUMEDTORUSERSWERE TRYING TOHIDE
THEIR IP ADDRESS, BUT IT TURNSOUT THEY
JUSTHATEDHAVING FAST INTERNET”



51

@ P C P R O TheDarkWebF A C E B O O K . C O M / P C P R O

How do you get around the dark web? What are the
best Tor clients for PC/smartphone? How do you
find the sites that aren’t listed on Google? How
do you become part of this culture?

The intent of Tor wasn’t to create an
impenetrable corner of the web; it was to let
secret agents and dissidents in countries friendly
to the US converse without the risk of their
communications’ content, origin or destination
being intercepted. But it turns out that it works
pretty well to obscure anything.

1 Install Tor browser
The first, essential tool for using it is a copy

of the Tor browser. This is available for all desktops
via the Tor site at torproject.org. This site also
offers ways to install the official Android version,
called Orbot, either from the Google Play Store or
directly from the Tor site. All of those versions are
free. For iPhone users, there is the paid-for Onion
Browser (costing $0.99/£0.79), which is well
reviewed and built from the official code.

2 Maximise anonymity
Having installed the browser, you’re ready

to explore – but there are a few points you should
bear in mind first. If you’re truly looking to go
deep into this space, you should maximise your
anonymity. That means not only using the Tor
browser, but also a VPN so that you appear to
be entering the Tor network from a different IP
address than the one you’re on.

Next, turn off JavaScript and disable Flash
(although the latter would be a wise move at any
time) because they can be used to identify your
machine and location.

3 Connect to network
That done, you can fire up

the Tor browser, which should
confirm that you’re connected
to the network, and show an IP
address from which you seem to
be connecting – which won’t be
the same as your own.

4 Explore the dark web
Now where? First, bring up a

site such as thehiddenwiki.org (or
search for “Hidden Wiki”). This will
provide a long list of links for all
sorts of sites. The key problem with
the dark web, though, is that if you
aren’t looking to buy drugs or guns or fake
passports, then things can feel limited. The dark
web is roughly at the same stage as the open web
in 1995; there are plenty of “directory” sites, and
people putting up sites almost for the fun of it,
but useful search engines are few and far between,
and site reliability is iffy.

HOW TO EXPLORE THE DARKWEB
1

2

3
4

The most prominent search engine is Torch –
it will be clear you’re not using Google through
the big adverts (“cheap iPhone!” “Hacked PayPal
Accounts!”) on its search page. Be ready for only
about half of the generated results to resolve to an
actual page, and don’t expect the ones that do
appear to improve your life.

If you do decide to journey onto the dark side of
the web, take all the normal precautions – and then
a few more on top. Certainly, never give away any
details about your personal identity, such as name,
age or location. You simply don’t know the motives
of the site you’re visiting or the anonymous people
with whom you may communicate.

A SIMPLE STEP BY STEP GUIDE TO GOING UNDERGROUND ONLINE
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Nik Rawlinson explores the non-destructive image-
editing tools in this issue’s bonus software download

This monthwe’re bringing you one of ourmost powerful
software downloads to date: CyberLink PhotoDirector 6. This
all-in-one photomanagement tool lets you catalogue, tag and

rank your shots, andmake them look as good as they possibly can.
Theworkflow starts with importing shots from your camera: it’s

no problem toworkwith JPEGs if you’re a smartphone shooter, but
PhotoDirector 6 also supports native RAW formats from leading
camera brands such as Canon, Nikon, Samsung and Sony.What’s
more, if you’re workingwith RAW files, all of your adjustments are
non-destructive. Rather than changing the original shot, they’re
applied as a series of metadata tweaks, so you can easily roll them
back if you later decide you’ve over-cooked the result.

Enhancing your images
Most of your adjustments will be applied using a series of sliders that
live in the sidebar of the Adjustmentsmodule. It’s best to think of
these as “corrections” rather than editing tools, and to use themwith
a light touch, incrementing gradually until you achieve your desired

result. Once you find a combination you’re happywith, you can save
them as a preset for future use by clicking “Create...” at the bottom
of the sidebar and giving the collection a name. The dialog you’ll be
working in at that point also lets you selectively deactivate individual
adjustments, should you prefer to exclude them from the preset.
CyberLink has created a wide range of presets already, which you’ll
findwithin the Adjustmentsmodule by clicking the Presets tab.
These cover everything from balanced black-and-white conversions
to creative looks such as high dynamic range and fantasy.

When youwant to take things further, the Edit module lets you
intelligently removewrinkles, warp objects (or bodies, if youwant
tomake yourself look slimmer or better-built), brighten eyes, erase
backgrounds andmore. And if you decide to try a different approach,
the ViewHistory button enables you to roll back.

In this walkthrough, we’ll show how PhotoDirector 6’s simple
adjustment controls can add impact to your images, allowing you
to quickly and easily enhance colours, fix lighting problems and use
masks to control which parts of the image your edits affect.

CyberLink
PhotoDirector 6

1 Pick Import | Photos… from the File menu, then select the images
you want to use. Click Open, then use the import dialog to refine the
selection by unticking any you don’t need. It makes sense to work with

duplicates, so make sure “Make extra copy in” is selected and choose the
folder where they should be stored. Use the “…” button to navigate your
directories and create new folders. The Organise dropdown can automate
splitting them into separate folders by date.

You can use the Import dialog’s sidebar to write a copyright notice into
the metadata of each image – handy if they later turn up on somebody else’s
website without your permission – and add tags to make images easier to
sort and filter. Finally, click Import to add the shots to your library.

2 For our demonstration, we’re going to edit a shot of a fishing boat –
but we have five exposures from which to choose. We’ll use star
ratings and the 2-up view to help us identify the best one. Press Alt-2

to enter “Compare 2” mode. We’ve given the current shot three stars by
clicking the icons below it, and the alternate candidate four. We’ll
therefore hit return to set this candidate as the current shot: this now
moves to the left and takes on the white border, while the next shot on the
film strip moves in to become the new candidate.

If we continue in this manner until we reach the fifth shot, we’ll have
identified what we consider to be the best image in the collection (it will be
on the left), and we can start work on the edit.

Importing and selecting your images

YOUR BONUS

SOFTWARE
Full details: p66
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3Press Alt-1 to return to the single view, and F7 to hide the film strip,
then click the Adjustments button at the top of the interface. Using
the sliders in the sidebar, set the appropriate white balance, then use

the Temperature and Tint sliders to refine it. Use the Crop and Straighten
tool, in the Regional Adjustment Tools section, to level off any skewed
horizons, as these can be distracting faults in an otherwise cracking shot.

4Use the Spot Removal tool – again, in the Regional Adjustment Tools
– to blot out unwanted elements. We’d like to reduce the number of
boats in the bay, so we’re clicking on each one and then dragging the

removal tool into a patch of open water, which is cloned over the vessel.
The edges are neatly smoothed off for a realistic result. Clicking on empty
water and dragging over a boat would duplicate it instead.

5The shadows under the boat are so strong that we’ve lost any detail in
that area – but brightening the image would blow out our highlights.
Instead, we’ll use the Darkest slider to lift only those extreme

shadows by dragging it to the right. To balance things out we’ll also drag the
Brightest and Bright sliders to the left; this counteracts the slight effect the
shadow correction has on the pebbles and other parts of the picture.

6Now let’s enhance the sky, without touching the pebbles. This is a
two-step process: first, click the gradient mask in Regional
Adjustment Tools and drag out a mask across the image. The upper

line marks the point where our adjustments will be at 100% strength, and
the bottom line at 0%, as illustrated by the red preview. By hovering over
the middle line we can skew the mask to match the angle of the shoreline.

7With the gradient in place, we can use any of the adjustment tools in
the sidebar to tweak the image: only unmasked areas will be affected.
Here we’ve increased the Vibrance and Saturation levels to really

make the colours pop. Click Done when you’re happy, then click “Compare
before/after” below the image to see how the image has changed. You can
apply multiple masks to make several selective adjustments to one image.

8The amendments we’ve made aren’t direct edits: the image still exists
in its original form on your hard disk. To save a copy of your edited
image, ready to share with others, press Ctrl+E to open the Export

dialog and choose a destination folder. The options are extensive: expand
the File Settings section, set a format and, if appropriate, compression
setting to balance quality with file size.

Adjustments and edits
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W hatmakes an iPad “Pro”?
Not long ago, youmight
have included a larger

screen in the list of characteristics
that turns an ordinary iPad into a Pro
device, but the iPad Pro 9.7 turns that
idea on its head.

Visually, it’s almost identical to the
iPad Air. It’s the same size andweight,
and themain clues that it isn’t an Air
are on the back, where the camera
protrudes, iPhone 6-style. There are
also three tell-tale black dots on the
side that indicate the presence of
Apple’s Smart Connector, for hooking
up compatible keyboards.

Themain changes are all internal,
where you’ll find an Apple A9X
processor and up to 256GB of storage.
The screen, too, is entirely changed
and now supports the Apple Pencil. So
back to the question: does this add up
to a genuinely “Pro” device?

Writing in Pencil
If you’ve used the Apple Pencil on the
larger iPad Pro, you knowwhat to
expect from it on the smaller one: the
Pencil is the closest experience you’ll
get to writing with a real pencil on
paper. Of course, you don’t get the
slight drag of pencil on paper, the
physicality of leaving a trail of actual
atoms on top of something. But the
way Apple reflects a change in the
pressure you’re applying, and the
angle of the Pencil itself, is somehow
reflected in what appears onscreen.

Arguably, the Pencil is a better fit
for a smaller iPad. The 12.9in version
is a pretty big device onwhich to write

SCORE ✪✪✪✪✪

PRICE From £416 (£499 inc VAT) from
apple.com/uk without Pencil or Smart
Keyboard
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Apple has made the best tablet in the
world – just be prepared to spend
more than the headline price

AppleiPad Pro 9.7in
Apple has made the best tablet in the 
world – just be prepared to spend 

Apple iPad Pro 9.7in



or draw,more like an artist’s
sketchbook than a business notepad.
That’s great if you’re an artist – you
can certainly see how the designers in
Apple’s design studio would love the
larger size – but for the average
person, the smaller device feels more
familiar and natural than its brother.

If you’re the kind of personwho
carries around aMoleskine notebook,
you’ll love the combination of the iPad
Pro 9.7in and the Pencil. If you
regularly use Apple Notes or Microsoft
OneNote, you’ll love it evenmore. The
combination of Pencil and iPad Pro
9.7in is possibly the ultimate OneNote
machine. It’s portable, light, and a
great writing and drawing experience.

Where the smaller iPad Pro
compares far more poorly to the larger
one is for typing. First, the good bit:
Apple has done an excellent job of
shrinking the Smart Keyboard cover
to smaller iPad proportions and
retaining a decent typing feel.
However, even Cupertino is subject to
the laws of physics and biomechanics,
and a smaller keyboard is more tiring
and less comfortable to type on than
themore spacious one. I’ve found that
I can happily type on the iPad Pro
12.9in’s Smart Keyboard for an entire
daywith no ill-effects. The smaller
version left me feeling cramps inmy
hands after only 500words.

In a pinch, or when travelling, the
Smart Keyboard is fine. However, if
you’re serious about writing plenty
then do yourself a favour and buy an
Apple Bluetooth keyboard instead.

Star of screen
You’re going to love the screen on
the iPad Pro 9.7in. It’s so good that I
spent time just staring at the serried
ranks of icons on the homescreen,

admiring the various
colours. It isn’t just
pleasant to use; it’s a
genuine pleasure.

Apple hasmade
several changes to
make the screen
better. The first is
improved brightness
– Apple claims 25% –
and this, alongwith
lower reflectivity,
makes it far easier
to read outdoors.
But the biggest
improvement is what
Apple calls True Tone.

This immediately
has the whiff of
marketing over
content, so I’ll

translate it into somethingmore
tangible: True Tone is an active
adjustment of the onscreen colour
temperature based on ambient light,
measured by a tiny light sensor on the
iPad. The idea is tomake the screen
more “paper-like” and thereforemore
natural to read.

Executed poorly, this kind of
systemwould be terrible: get the
calibration between screen
temperature and ambient lighting
wrong, and your screenwould be
either oversaturated, dull, or washed
out. There are somany potential
lighting conditions that creating an
algorithm for optimising the screen is
a tough proposition.

However, Apple has donewell
here. In fact, True Tone looked
fantastic in every lighting
condition in which I used the
device. I turned it off for a
while and quickly wanted to
turn it back on. You’re going
to love it, andwant it on
every other screen you use.

There’s more good news
when it comes to images:
the iPad Pro 9.7in takes
excellent snaps. It uses the
same 12-megapixel camera
that features on Apple’s
current flagship phones, and
the pictures are in fact so
impressive that, when
viewed in the Photos app, I
struggle to recall whether
theywere taken using the
iPad ormy iPhone. That’s
quite a leap forward.

You get all the bells and
whistles you’re used to from
the iPhone, too, including
Live Photos.Whether or
not you believe these to be
gimmicks, it’s good that
Apple is taking tablet
photography seriously
enough tomake sure it’s
not a second-class citizen.

Double the speed
Of course, a new iPadwill be faster
than an old iPad. However, Apple
claims the new iPad Pro is 2.4 times as
fast as the iPad Air 2, whichwas itself
no slouch. Using demanding apps
such as Adobe Photoshop Fix proved a
breeze, and it powered through the
Geekbench 3multi-core benchmark
with a highly respectable score of
5,257. That’s around 200 behind the
12.9in Pro.

The iPad Pro 9.7in isn’t as fast as its
bigger sibling, though, for one reason:

Apple has chosen to equip it
with 2GB of RAM, rather than
the 4GB in the 12.9in iPad Pro.
Although the difference is
only really noticeable when
workingwith large images
and sizeable video files, or
when you have amillion tabs

open in Safari, if you’re used to the
speed of the bigger iPad Pro then
you’ll notice it. It’s a shame Apple has
made this budget-cuttingmaneouvre.

If you’re coming from an older
iPad, you’ll be amazed by how quick it
is. As Apple always likes to say, it’s
“desktop-class” performance. It’s just
that of a slower desktop.

My final word, before we come to
price, is about battery life. It lasted for
8hrs 56mins in our video-rundown
tests, which is actually a little shy of
the iPad Air 2 (9hrs 32mins) and iPad
Pro 12.9in (9hrs 8mins). That’s a little
disappointing, but indicates it will
live up to Apple’s claims of “up to 10
hours of surfing the web onWi-Fi”.

“If you carry around a
Moleskine notebook all
day, you’ll love the
combination of the Pro
9.7in with a Pencil”

BELOW It’s tricky to
spot the difference
between the iPad Pro
9.7 and the Air 2 – but
the camera “bulge” is
one giveaway

BATTERY: video playback, 8hrs 56mins

LEFT For better or
worse, the iPad Pro
9.7 comes in the usual
array of Apple colours
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A price to pay
There’s no doubt that the iPad Pro
9.7in is amarvellous tablet, but
there’s a catch: you’re going to pay
for it. In fact, you’re going to pay a
lot for it.

On its own, the iPad Pro 9.7in will
cost you anything from £499 for a
32GBWi-Fi version up to £849 for one
with 256GB of storage and bothWi-Fi
and LTE. Add in an Apple Pencil (£79)
and Smart Keyboard (£129), and you
could spend asmuch as £1,047.

To put that into context, the 13in
MacBook Air with 256GB of storage, a
Core i5 and 4GB of RAM costs £48 less
than themost expensive version of the
iPad Pro 9.7in with a keyboard and
stylus. Or you could buy a Surface 3
LTEwith 128GB of storage, 4GB of
RAM and Type Cover for £688.

Even the entry-level price is hardly
cheap. Add the Pencil and Smart
Keyboard to the 32GBWi-Fi version,
and you’ll still pay £707 –more than
themost expensive version of the
Microsoft Surface 3.

Yes, this is amachine that’s
beautifully designed, runs the entire
range of iPad apps, and is packedwith
great technology. But you’re paying a
lot of money for a 9.7in device: the
question then becomes, is it worth it?

The long view
Apple hasmade the best tablet on the
market, full stop. It’s a joy to use, and
Apple’s PR teammay have to pry it out
of my fingers when the time comes to
return it. If you’re after a tablet to use
in a business setting, there aremany

reasons to be joyful: the iPad Pro 9.7in
is the ultimate “carry about the office”
device. It’s brilliant if you spend your
time going tomeetings, taking notes,
managing people, and firing off
emails from odd places. If you use
OneNote, it’s the best experience
for note-taking you’ll ever have,
one that is leagues ahead of
anything onWindows.

Thanks to the Smart
Keyboard and Pencil
support, it’s also an
incredibly capable
device for
creating.
Don’t make
themistake of
thinking that “the iPad is
only for consumption”. Use the Pencil
with an app such as Photoshop Fix for
a fewminutes, and you’ll see how this
combo couldmake youmore creative
than you’ll ever be with a laptop.

Unlike its bigger sibling, however,
it isn’t a device that you can sit and
work on all day. The 9.7in screen,
whichmakes it an ideal note-taking
device, will be too cramped for
anyonewhowants to write a long
Word document or change around a
detailed spreadsheet.

That’s why I think the “Pro” name
is a little misleading. If you think of
“Pro” asmeaning “supporting the
Smart Keyboard and Pencil”, then,
yes, it’s a Pro device. But unlike the
larger iPad Pro, it’s much harder to
make the case that it can replace your
laptop. This whole reviewwaswritten
on the larger iPad

Pro, bar 500words that were written
on the 9.7in iPad and causedmy
fingers to ache.

It’s a much better tablet than the
iPad Air 2, thanks to support for the
Pencil and – to a lesser extent – the
Smart Keyboard. The screen is the best
of any tablet. The cameramight finally
make youwant to use the camera on a
tablet because it’s almost as good as
the one on your phone.

It also chips away at the reasons
someone should buy a laptop, but –
and this is a big “but” – to a lesser
degree than its bigger sibling.

And that’s okay. At first, I felt like
the fact that this “Pro” iPad couldn’t

replace a laptop to the same
degree as the 12.9in version
was a huge deal. As I’ve spent
more timewith the device,
though, I’ve come to realise
that it matters much less than I
initially thought.

Despite Apple’s hype, for
most people the iPadwill be a second
device, rather than the only device.
Either way, there’s little doubt that
Apple has created amachine you’ll
want to spendmore timewith, one
that will make your laptop feel clunky
and old-fashioned by comparison.
The increasingly rare times when you
have to use a laptopwill leave you
disappointed and eager to get back to
the iPad. This is a tablet you’ll want to
use all the time, and there’s no higher
praise for any piece of technology
than that. IAN BETTERIDGE

LEFT After gazing at
the iPad Pro 9.7in’s
screen for a few
minutes, you’ll find it
tough to go back to
your old tablet

ABOVE The Pencil and
Smart Keyboard turn
this into a device that
creates content as
well as it consumes it

SPECIFICATIONS
64-bit Apple A9X custom processor with
M9 motion coprocessor ● 2GB RAM ●

32/128/256GB storage ● 9.7in 2,048 x 1,536
IPS display ● 12MP/5MP rear/front camera ●

802.11ac Wi-Fi (2 x 2 MIMO antenna) ●

Bluetooth 4.2 ● 4G (optional) ● 7,306mAh
battery ● iOS 9 ● 1yr RTB warranty ●

170 x 61 x 240mm (WDH) ● 437g

“It isn’t a device that
you can sit and work
on all day... That’s why
I think the ‘Pro’ name
is a little misleading”

Reviews
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SCORE ✪✪✪✪✪

I t seems like 2-in-1 hybrids are
more like two-a-penny
hybrids at the

moment – we
reviewed both the Dell
XPS 12 and HP Spectre x2
last month – but the Galaxy TabPro S
offers something different. First, this
12in 2-in-1 includes a 2,160 x 1,440
Super AMOLED display with colours
so vibrant they don’t just jump off the
screen, they punch you in the nose.

Then there’s its 4:3 aspect ratio,
a break from the 16:9 orthodoxy of
mostWindows laptops.While this
leads to thicker black bars on the top
edge whenwatching films, I found
the 4:3 ratiomade both browsing and
editing documentsmore pleasurable
thanks to the extra splash of vertical
screen space.

As expected for a Samsung screen,
the TabPro S has top-notch image
quality. Its colour accuracy is almost
perfect thanks to 99.5% sRGB colour
gamut coverage and a Delta E of 1.75.
It’s bright, too, hitting 363cd/m2 in
our tests.

There’s only onemajor problem,
and that’s the limited viewing angle
adjustment afforded by the keyboard
cover/case. The display is propped
up at one of three fixed angles: 115
degrees or two variations on “almost
flat”. It pales in comparison to the
adjustable kickstands of the Surface
Pro 4 and HP Spectre x2.

Aminor irritation comes courtesy
of Samsung’s screen-dimming
software.Whether or not the tablet is
onmains power, it will dim the screen
after a period of inactivity to help
prolong the display’s lifespan. You
can’t disable it, only change its default
timing from oneminute up to five, but
at least it doesn’t kick in when you’re
watching films or video (evenwhen
you’re watching in a browser).

The keyboard cover
The faux-leather keyboard cover
comes in a black or white finish,
and each one feels suitably
premiumwithout adding

much bulk. It attaches to the tablet’s
rear usingmagnets, but you have to
move the tablet towards youwhen in
keyboardmode, as its magnetic dock
sits about 3in belowwhere the case
folds in half.

Themagnet proved strong enough
to lift the entire device via the screen
without the keyboard falling off.
However, lift the front of the
keyboard, or give the screen a strong
prod, and the whole thing falls
backwards. It’s sturdy enough on a
desk, but using it onmy lap felt
rather hazardous.

Undocking the tablet to close the
lid also took some getting used to.
Since the tablet doesn’t dockwith the
base at the hinge, you can’t just fold it
shut when you’re done. I found I had
to hold down the keyboard base with
one handwhile pulling with the other.

Then there’s the typing experience.
While the keys are full-sized, the
keyboard feels cramped. This is partly
because there’s little room to play
with once you’ve docked the tablet in
place, but also due to little clearance
between each individual key. I struck
adjacent keys far too frequently,
leading to constant typos and some
bad language.

Life as a tablet
As far as the tablet component goes,
the TabPro S is surprisingly svelte at
just 6.3mm. That’s thinner than the
Surface Pro 4 (9mm) and the HP
Spectre x2 (8mm). At 693g, it weighs
significantly less than rivals, and is
only 1.09kgwith the keyboard

attached. Part of the weightloss is
thanks to the plastic back, which does
cheapen it slightly, but amagnesium
frame around the edgemeans it feels
well constructed, with no signs of flex.

The TabPro S is rather lacking in
ports, with one lone USB Type-C
connection for both charging and data
transfer. Evenworse, there’s no

Type-C to Type-A cable in
the box, so if you have
USB flash drives or any
peripherals youwish
to connect to the
TabPro S, you’re
out of luck until
you buy an

adapter. By comparison,
theMicrosoft Surface Pro
4 includes full-size USB
ports, while HP had the
good grace to include
an adapter with the
Spectre x2. You’ll
also need to
consider the

ABOVE The
12.1in Super AMOLED
display delivers
eye-popping colours

RIGHT When it comes
to typing positions,
you’re stuck with
this angle

Samsung Galaxy
TabPro S
An eye-popping screen and
featherweight build make
this a great 12in tablet –
shame about the keyboard

PRICE £689 (£827 inc VAT)
from scan.co.uk

“Give the screen a strong
prod and the whole thing
falls backwards. It’s sturdy
enough on a desk, but using
it on my lap felt hazardous”



59

@ P C P R O F A C E B O O K . C O M / P C P R O

59

SPECIFICATIONS
Dual-core 900MHz Intel Core m3-6Y3 ● 4GB
RAM ● 128GB SSD ● Intel HD Graphics 515 ●

12in 2,160 x 1,440 Super AMOLED
touchscreen ● 5MP/5MP front/rear cameras
● 802.11ac Wi-Fi (2 x 2 MIMO antenna) ●

Bluetooth 4.1 ● USB 3 (Type-C) ● 5,200mAh
battery ● Windows 10 Home ● 1yr RTB
warranty ● 290 x 199 x 6.3mm (WDH) ●

1.09kg (693g, tablet only)

added expense of a USB Type-C dock if
youwant to connect another display.

Those looking to take notes using a
stylus will also be disappointed, since
you’ll need to purchase Samsung’s
optional Bluetooth C-Pen. Again, this
is something that comes as standard
on both theMicrosoft Surface Pro 4
and HP Spectre x2.

Performance
Samsung opts for a dual-core 900MHz
Intel Corem3-6Y30 that can Turbo
Boost to 2.2GHzwhen temperatures
allow; this is the same processor found
in the HP Spectre x2 and entry-level
Surface Pro 4. Also included is 4GB of
RAM and a 128GB SSD. Day-to-day
productivity andmedia entertainment
is certainly well within the TabPro S’
capabilities but, as evidenced by its
score of 32 in our difficult 4K-based
benchmarks, it’s going to strain under
anythingmore taxing.

Notably, the TabPro S performed
better than the Spectre x2, even
though they have identical
specifications. The Spectre x2
managed only 24 in our benchmarks,
indicating that the TabPro S has better
cooling to allow its processor to
operate at faster clock speeds for
longer. Its integrated Intel HD
Graphics 515 can copewith light
gaming, but you’ll need tomake
sacrifices when it comes to image
quality to get playable frame rates.

Battery life was also good, with the
TabPro S lasting 6hrs 53mins in our
video-playback test with the screen
brightness set to our usual 170cd/m2;
that’s an hourmore than the Spectre
x2. It’s quick to replenish, too, as
Samsung’s fast-charging technology
means you can go from 0 to 100% in
2hrs 30mins.

BATTERY: video playback, 6hrs 53mins

0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150

HP
Spectre x2

BENCHMARKS

Image
editing

55

Video
editing

31

Multi
tasking

25

BREAKDOWN SCORES

OVERALL
32

ABOVE Despite having full-sized keys, this isn’t our favourite “touch cover” keyboard

Verdict
There’s much to like about the Galaxy
TabPro S. Its beautiful display, fine
battery life and decent performance
came as a welcome surprise. However,
more work needs to be done to
improve the keyboard cover and its
wobbly dockingmechanism. As a
Windows-based tablet, it’s wonderful;
as a laptop, it’s unconvincing.

For this price, we also expect more
– including a stylus and 256GB of
storage. For £799, the HP Spectre x2
offers both, and a better keyboard,
even if its screen and performance
aren’t up to the TabPro S’s standard.
If you aren’t willing tomake any
compromises, and can afford it, the
Surface Pro 4 remains unchallenged as
king of the 2-in-1s. RICHARD EASTON
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SCORE ✪✪✪✪✪

A t first glance, you could
almost mistake HP’s new
Chromebook 14 for its

identically named 2014 predecessor.
Both have a neat, white lid and flashes
of sky blue along their sides. Open
them up, however, and differences
quickly become apparent.
Whereas the previousmodel
limited its sky-blue finish to
the edges of the lid, the new
Chromebook 14’s interior is blue
throughout.When open, the eye can’t
help but be drawn to it.

Despite the copious amounts of
plastic, it feels well built. It’s a little
lighter than its predecessor (1.69kg
versus 1.9kg) andmarginally thinner
(17.8mm vs 20.6mm), but otherwise
the twomodels havemuch in
common. The keyboard retains the
same bouncy spring, but in this case
that’s no bad thing: I found it
surprisingly comfortable to type on.
The onlymild annoyance is its thin
Enter key, which can be tricky to
press correctly when typing at speed.

HP gets the other usability touches
right too. In particular, the sizeable
touchpad has a coating that enables
fingers to glide across the surface,
and it recognisedmultitouch inputs
without any difficulty.

Internally, HP has completely
revamped the Chromebook 14 to
better reflect today’s modern
hardware. It still has one of Intel’s
Celeron chips, but this dual-core
N2840model runs at 2.16GHz and can
Turbo Boost to 2.58GHz. That’s
quite a bump up from the old
2955U Celeron processor in the
original Chromebook 14, which
ran at a lowly 1.4GHz.

HP provides a generous 4GB of
RAMwith this particular model (part
code 14-ak003n), but you’re stuck
with only 16GB of internal storage.
Luckily, there is amicroSD card
slot, but you’ll want to
take advantage of the
bundled 100GB Google
Drive storage (“free” for
two years).

As ChromeOS is such a lightweight
operating system, it doesn’t require a
high-powered spec. Even so, I was
disappointed by the power on offer. A
JetStream score of 52.9 is fine, but
10fps in theWebGL 3D Cubes
benchmarkwas less than half of the
Acer Chromebook R11 (see issue 259,
p70). A SunSpider score of 586ms isn’t
the greatest, either.

This doesn’t mean the HP feels
slow. I found it responsive in everyday
tasks such as web browsing, with the
load only beginning to showwith
several tabs open at once.When they
did eventually load, though, even
image-heavy pages scrolled without
any hiccups. Besides, a long battery
life is arguablymore important than
outright speed in a Chromebook, and
a time of 9hrs 14mins in our video-
rundown tests shows this is certainly
a strength.

Whether folk will want to watch
back-to-back films on a Chromebook
is a different matter. The built-in
speakers are loud and clear, far
better than I’ve come to expect

from budget laptops, but the display is
distinctlymediocre.

It has the same 14in, 1,366 x 768
resolution display as the last model,
and achieved almost identical scores
in our calibration tests too. Its black
level was high at 0.82cd/m2, meaning
shadows appear grey andwashed out
rather than dark and inky. Its white
level was respectable, but a contrast
ratio of 291:1 is disappointing. The
new Chromebook 14’s colour accuracy

wasmarginally better
at 64.6% of the sRGB
colour gamut, but it still
isn’t particularly rich
or vibrant.

If the Chromebook 14
had cost more than £400
this may have been

something tomoan about, but let’s be
realistic: you’re buying a 14in laptop
for around £200. It’s well built, a solid
all-round performer, has fine battery
life and looks good – so long as you
like blue. If screen size isn’t important
then I’d spend the extra £30 or so on
the Acer Chromebook R11, but if 14in
is amust then it’s the best on the
market right now. RICHARD EASTON

SPECIFICATIONS
Dual-core 2.16GHz Intel Celeron N2840 CPU
● 4GB RAM ● 16GB storage ● 14in 1,366 x 768
screen ● 802.11ac Wi-Fi ● Bluetooth 4 ● USB
3 ● 2 x USB 2 ● HDMI ● microSD card reader
● Chrome OS ● 1yr RTB warranty ● 334 x 240
x 17.8mm (WDH) ● 1.69kg

ABOVE The HP
Chromebook 14’s big
selling point is its
screen – the size, not
the quality

LEFT Despite
the low price, this
is quite a stylish,
lightweight laptop

HP Chromebook 14
(2016)
Not the best display, or the
quickest in benchmarks, but
it’s the pick of the bunch if
you want a 14in Chromebook

PRICE £167 (£200 inc VAT)
from very.co.uk

“The HP Chromebook 14 is
well-built, a solid all-round
performer, has fine battery
life and looks good – so long
as you like blue”

BATTERY: video playback, 9hrs 14mins





Reviews @ P C P R O F A C E B O O K . C O M / P C P R O

62

SCORE ✪✪✪✪✪

T he Dell Inspiron 11 3000 has two
eye-catching features. First is
the price: £179 inc VAT is

phenomenally low for aWindows 10
laptop. Second is its colour scheme:
youwonder if there’s any
“Tango Red” left in
Dell’s paint
factory, such is
the punch of its
plastic lid. If it
screams toomuch for
your taste, fear not; blue and
white finishes are also available.

Considering that price, it’s
surprisingly well put together. The
edges are nicely rounded, and it feels
as though it would survive a few
knocks in a backpack. At 18.5mm
thick and around 1.2kg, you could also
carry it aroundwithout undue strain.

It’s less brilliant when it comes to
long periods of working, however.
The keyboard’s chiclet keys are of a
reasonable size, but their travel and
key action isn’t themost comfortable.
There isn’t much feedback on each
strike either, which I found led to
occasional missed keystrokes.

The touchpad is a decent size
considering the laptop’s tiny chassis,
and it’s precise in use. The integrated
mouse buttons workwell, too, and
you can adjust the touchpad’s
sensitivity using Dell’s pre-installed
software. You can even configure
multitouch gestures should youwish.

Intel’s dual-core 1.6GHz Celeron
N3050 processor sits inside, which is
a popular choice for budget laptops.
It’s paired with 2GB of RAM and
32GB of eMMC storage, so you
won’t be surprised to hear this isn’t
a system for strenuous video editing.
Indeed, it isn’t a combination that
can copewith our new benchmarks:
we ran our older tests instead,
where it scored 0.3 overall. By
comparison, the HP Stream 11
scored 0.4. However, the Dell is
more than capable of handling
basic tasks such as checking email,
browsing the internet andworking
on the occasional document. It had
no issues firing up Netflix, either.

It begins to struggle if you attempt
toomany tasks simultaneously, a

reflection of its limitedmemory and
processor. Open toomany browser
tabs and applications and you’ll
experience a noticeable slowdown.

The limited storage space is
another area you’ll need to work
around: withWindows 10 installed,
there’s only around 11GB of usable
storage remaining. Fortunately, there
is amicroSD slot. For once, this is
preferable to the full-size SD card
slots on other budget laptops, since
these often leave the card protruding
out of the side, which isn’t ideal if you
want to leave them in permanently.

Battery life was reasonable at 5hrs
50mins of video playback. This was
with the screen set to our standard
brightness measurement of 170cd/m2,
which is perfectly usable indoors.
Undermore general use with reduced
brightness, you can just about eke out
enough battery life to get you through
a day (Dell claims nine hours of life).

There’s a pair of
stereo speakers
above the
keyboard and
these provide
a surprising
amount of
volume.With a
bright, tinny
sound, they’re fine
for watching films
andmaking Skype
calls, but little
more. Talking
of which, Dell
squeezes in a
capable 720p
webcam.

Nowwe come to
the weakest part of
the Inspiron: the
display. The 1,366 x
768 resolution is

typical of laptops at
this price, but viewing

angles are atrocious, especially
on the vertical plane. Somuch so

that, with a solid colour on-screen,
the only way to erase any evidence of
colour cast is to tilt the screen back as
far as the hinge allows, and then lift
the front of the laptop up by an inch
to tip it back further. The display
lacks contrast, too, with a pitiful
ratio of 203:1.

This is caused by its high black
levels of 1.32cd/m2, whichmake solid
blacks appear positively grey. Colour

accuracy of 57.8% sRGB is
also pretty poor, but at
least themaximum
brightness of 267cd/m2
is reasonable. The other
saving grace is the
screen’s matte coating,
which helps to limit

any pesky reflections.
Despite these weaknesses, the

Inspiron 11 wouldmake a great
first laptop. It’s solid enough that
it won’t break at the first knock
(we hope), the bold design is
appealing, and it’s cheap enough
that we can forgive that screen.
Before you buy, though, take note
of the HP Stream 11, which also has
a fun design but amuch better
display. RICHARD EASTON

SPECIFICATIONS
Dual-core 1.6GHz Intel Celeron N3050
processor ● 2GB RAM ● 32GB storage ● 11.6in
1,366 x 768 screen ● 802.11ac Wi-Fi ●
Bluetooth 4 ● USB 3 ● USB 2 ● HDMI ● microSD
card reader ● Windows 10 Home ● 1yr C&R
warranty ● 292 x 196 x 18.5mm (WDH) ● 1.18kg

ABOVE There’s plenty
to like about this 11in
laptop, but the screen
doesn’t make the list

BELOW We’re calling
this design “fun”. You
may use other words

Dell Inspiron 11 3000
It’s cheap and brash – and it
knows it. Despite our qualms
over the screen, this is a
tempting first laptop

PRICE £149 (£179 inc VAT) from dell.co.uk

“You wonder if there’s any
‘Tango Red’ left in Dell’s
paint factory, such is the
punch of the Inspiron 11’s
plastic lid”

BATTERY: video playback, 5hrs 50mins
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R emoving yourself from the
Vive’s virtual worlds is an odd,
disorientating experience.

Despite the fantastic worlds into
which you’re submerged – see the
images below – it’s so realistic it’s
unnerving.While the Vivemay not be
the product that brings VR into living
rooms around the land, it heralds the
beginning of something beautiful.

That’s despite the Vive being
something of an ugly duckling among
themajor VR headsets. Sony’s
PlayStation VR looks futuristic, and
the Oculus Rift has slimmed down
and ditched the plastic for a fabric-
wrapped shell, but HTC’s device
maintains a pock-marked exterior
and looks pudgy in comparison.

As soon as you hold the Vive in
your hands, though, it’s clear you’re
dealing with a premium product. The
plastic shell is soft andwarm to the
touch, the controllers feel smooth
and light, andwhile the pockmarks
remain for tracking purposes, they’ve
been smoothed out to create a headset
with a style all of its own.

It’s worth noting that the Vive’s
core specifications haven’t changed
since it was first unveiled. It still has
twin 1,200 x 1,080 OLED displays, two
laser-emitting beaconmodules to
track youwithin a space up to 4 x 4m,
and twomotion controllers to
replicate your hands within VR
experiences. Despite having an
identical resolution to the Oculus Rift,
which relies on far smaller lenses, the
Vive’s Fresnel lenses produce a

sharper, clearer picture. This makes
all the difference when you’re deep
into a VR experience. The colours are
bright and crisp, and there’s little to
no ghosting of the image. Text isn’t
always clearly readable, but that’s
largely down to individual pieces of
software rather than the Vive itself.

If youwear glasses, you’ll be
relieved to know thatmy chunky-
framed eyewear fit inside the Vive’s
housing with no problem at all.
There’s also a cameramounted to
the front of the Vive to help identify
where objects are around your play
space.While the camera is turned off
by default, you can delve into the
developer options to enable it,
allowing you to viewwhat’s around
the room as you play, or whenever
you veer too close to a wall.

A tricky start
Which bringsme to the first major
hurdle when setting up the Vive: I
wasn’t able to screw brackets into our
testing-roomwall, whichmeant
finding a way to place the beacons at
their minimum required height of 2m
was rather difficult. I then needed to
clear a large enough space to avoid

smacking the controllers into walls,
ceiling and other obstructions. If you
spend £700 on the Vive, ensure you
have somewhere to play it.

Many of the remaining issues arise
when connecting up the cables. There
are a lot of cables. Not only do both
beacons need their ownmains power
supply, but so does the Vive headset.
Once you factor in the HDMI and USB
cable from the Vive breakout box, to
which the headset connects, along
with the 3m cable to the headset itself,
savvy cablemanagement will be
required to keep it looking tidy.

Software setup is simpler. Thanks
to a series of clear and informative
animations, the eight steps it takes to
get everything up and running are
completed with ease. I hit only one
issue, when I foundmyself below
ground level in a game due to poor
floor calibration. But this was easily
resolved by recalibrating the room.

And thenwe come to themost
important software: the apps. Selfie
Tennis is huge amounts of surreal
tennis fun; Job Simulator: The 2050
Archivesmanages to turn office work
into a brilliant haze of absurdity; Tilt
Brush has the potential for real artistic

ABOVE A front-facing
camera means you
can avoid banging into
walls mid-activity

BELOW The software
bundle includes Job
Simulator (left) and
the 3D art app Tilt
Brush – this picture
was created by Google
“artist in residence”
Drew Skillman

HTC Vive
Undoubtedly the best VR
headset you can currently
buy, but know its limits
before you rush in

PRICE £574 (£689 inc VAT)
from htcvive.com
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inspiration; and even the arcade-
centric Space Pirate Trainer works
well at absorbing you in a clearly
fictitious world.

When inside these experiences,
things feel real. It’s as if you’re right
there on a pastel-coloured tennis
court, surrounded by tennis-ball-
headed dancing monstrosities. The
question is, will these games distract
you for more than 15 minutes at a
time? I don’t think so. If you buy a
Vive, you’ll be doing so in the hope
that a greater number of titles will be
building in support. Elite Dangerous
is at the frontier here, being an
incredible example of the benefits of
consuming content via VR rather than
traditional means. Unfortunately,
experiences as vast, polished and
involving as this are currently few and
far between.

Not a virtual bargain
Having said all that, there’s nothing
else out there like the HTC Vive.
While PlayStation VR offers similar
hand-tracking facilities, and Oculus
Touch has the potential to make
Oculus Rift as intuitive as the Vive
when it launches, I predict neither of
them will be as capable or convincing
as HTC’s device.

I’d happily pay £689 for Vive.
However, the PC setup I used cost
around £1,500, with a baseline unit
costing around £800. Even if you
already own a decent PC, you might
have to upgrade the graphics: HTC
recommends the GeForce GTX 970,
a card that costs around £250.

If you have that much spare
capital floating around, and you’re
curious about VR, there’s much to
love. After all, it’s black magic in a box
you strap to your head. As a way to
amaze friends, family, or if you just
want to show visitors to your office
how cutting-edge your business is,
nothing else competes. Most would be
better advised to wait and see: rivals
are coming, and we don’t yet know
how much software will be updated to
support it. VAUGHN HIGHFIELD

.com
A fresh take on technology

TECHNOLOGY BUSINESS SCIENCE LIFE & CULTURE THE FUTURE

Why the
Apple Car is
the kick the
industry
needs

“It feels as if you’re right
there on a pastel-coloured
tennis court, surrounded
by tennis-ball-headed
dancing monstrosities”

around £1,500, with a baseline unit 
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ABOVE There’s room
for even a chunky pair
of glasses inside the
padded foam interior
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BELOW The bundled
controllers are easy
to get to grips with, in
every way
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Your bonus software
We scour the globe to negotiate the best software deals for
our readers, from extended licences to full programs you
don’t need to pay a penny for. Here’s this month’s lineup

■ Full version worth £40
■ cyberlink.com

PHOTODIRECTOR6helps youorganise, edit and share
your digital images. Its integrated library lets you
view, rate, tag andorganise your photos. There
are also plenty of time-saving toolswhen it comes
to importing images, such as face tagging and the
option to automatically excludeduplicateswhen
copying images fromyour camera.

You can thenuse theAdjustmentsmodule to
start editing. This section caters for bothmanual
and fully automatic tweaks for colour,white
balance, sharpness andmore, aswell as allowing
you to crop and rotate, and apply quick fixeswith
healing brushes and a red-eye remover.

Whenyou’re finished, you can turnyour photos
into a video file or slideshow,upload them to
YouTubeor print them. There’s also a panorama
tool andplenty of sharing options to showoffwhat
you’ve created. See our guide onp52 to learnhow to
get themost from this powerful software. REQUIRES Windows XP or later; 500MB available hard drive space; online registration

CyberLink PhotoDirector 6

How to claim your bonus software

For more information, see the cover gift section in the main magazine

Your unique coupon code

Enter the web address printed above into
your browser’s address bar. Then enter this
month’s issue number (which you can find
on the spine) into the box under the PC Pro
logo, and click Submit.

In the New user section, enter your email
address and the unique coupon code printed
below into the relevant boxes, then click the

Register button. Browse through this
month’s choices and follow the online
instructions to download and register the
software. Youmay need to register a user
account for our software store and enter your
unique coupon codemore than once.

The registration process varies from
program to program, so read the instructions
carefully – they explain exactly what you
need to do for each program.

n Enter the issue
number from the
magazine’s spine
into the box under
the PC Pro logo and
click Submit. You’ll
also need the code
printed below

Download
instructions
If you have any queries about our
download service, please contact us
at software@pcpro.co.uk

www.pcprodownload.co.uk

To download your software:

ABOVE If you’ve bought
the Bonus Software
edition of PC Pro, it will
include this card between
the current pages

1Visit the PC Pro
download site at
pcprodownload.

co.uk. You’ll need to
enter the coupon code
printed on the card,
along with your email
address. We’ll send
you an email to confirm
that your code has
been registered. On
subsequent visits,
you’ll be able to access
the download area by
entering only your
email address.

3If the software
needs registering,
click the purple

Register button, or
follow the instructions
on the left of the product
page (again, please read
these carefully). In some
cases, you may need to
register for a PC Pro
Software Store account
– if you don’t already
have one – and you
might be prompted to
re-enter the coupon
code on the card.

2Once you’re into
the download area,
you can access this

month’s bonus software
by navigating to the
relevant product page
and clicking the red
Install button. For trial
software, freeware
and other downloads,
click the Install button
below the product
description, or
follow the onscreen
instructions (please
read these carefully).

4Please be sure to
install and register
your bonus

software before the
date shown below.
After this date, we can’t
guarantee that it will
still be possible to
download or register
the bonus software.
If you need assistance
with the coupon code
or registration issues,
please contact us at
software@pcpro.
co.uk.

pcprodownload.co.uk
Remember to claim your software by 26 June 2016

Total
value this

month
£132
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n One-year licence worth £15
n bitreplica.com

bitreplica is a simple backup tool thatmakes
it easy to protect yourmost important files from
disaster. Its predefined list of backup sources
lets you ensure your files and settings are
protectedwith the simple tick of a box.

The software offers a range of backup types:
simple, exact (where obsolete files are removed
from thedestination folder) and full, incremental or
differential backups. The scheduler can run the job
manually, hourly, daily orweekly.

Your backup canbe saved locally, but that’s
just the start – you can also store it on a local drive,
upload it to Box.net or SkyDrive or, at extra cost,
useAuslogics’ owncloud storage service.

BitReplica 2makes an excellent backup choice
for homeuserswhoneed a simplemeans of
securing their data off-site.

Auslogics BitReplica 2

REQUIRES Windows XP or later; 70MB available hard drive space; online registration

nGobeyondWindows’ integrateddefragutility andoptimise the
performance of your drive byperformingdeepdefragmentation

n Visualisation tools illustrate howmuchharddrive space is free
n JetDrive can also defragment theRegistry,which canmake
abig difference to amachine left unmaintained formanyyears

nDrive-checking tool scans for errors indicative of imminent failure

nOne-stop, easy-to-install online protection forWindows,Android,
iOS andMac systems

nAntivirus andbrowser protection, plus firewall
nAlsomonitorsWi-Fi vulnerabilities
nAndroid tools include antivirus, device optimisation, location
service, and the option towipe your device remotely

JetDrive 8
n Six-month licence

worth £23
n abelssoft.net

REQUIRES Windows XP
or later; 50MB available
hard drive space; online
registration

n Six-month licence
worth £20

n pandasecurity.com

REQUIRES Windows XP
or later; 200MB available
hard drive space; online
registration

Panda Internet Security 2016 F-Secure KEY Premium

n Setmore secure passwordswithout theneed to remember them,
using this passwordmanager forWindows,Mac, iOS andAndroid

n Import your credentials fromother passwordmanagers, including
KeepPass andPassword Safe

n Synchronise your passwords across all devices usingAES encryption,
while keeping your data inside theEuropeanUnion

Iobit Malware Fighter

nRunon-demand scans to check yourPC for spyware, adware,
trojans, bots andother threats that antivirus softwaremaymiss

n Provides real-timeprotectionbymonitoring startupprograms,
browser settings, cookies,webpages and file access

n This six-monthPro licence also offers scheduled scans and
protection forUSBdevices

n Six-month Pro licence
worth £12

n iobit.com

REQUIRES Windows XP
or later; 10MB available
hard drive space; online
registration

n One-year Premium
licence worth £22

n f-secure.com

REQUIRES Windows XP
or later; 30MB available
hard drive space; online
registration
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I n aworld of me-too smartphones,
the LG G5 is a breath of fresh air.
Where every othermanufacturer

seems content to tiptoe forward
with incremental improvements,
LG has reinvented its flagship phone
with amodular design that can be
upgraded and tweakedwith camera
add-ons, high-end audio and
replaceable batteries.

Note, too, that LG hasn’t reverted
to a shonky plastic rear to achieve
this. Instead, the LG G5 has an
attractive anodised aluminium
unibody that’s smoothly contoured
and unblemished by dust-gathering
grooves or nail catches. It’s elegant
and unfussy, with only the bulging
camera housing spoiling its look.

I also like the position of the
fingerprint reader in the centre at the
rear, which doubles as the phone’s
power button, and that LG has finally
seen fit to reposition the volume
buttons. After a few years of rear-
mounted volume keys, 2016 sees them
return to their rightful place on the
edges of the phone.

It’s all wrapped up in a light and
slim package, while the 5.3in display
strikes the ideal balance between big
screen and pocketability. What’s not
to like?

An expandable phone
The only external sign of the LG G5’s
modular approach is the pin-line
seam that runs across the rear of the
phone at the bottom edge, and a
small button on the left. Push this
in and the LG G5’s expansion
module disengages, allowing it
to be withdrawn, complete
with battery, from the end of
the phone’s chassis.

Plugging in a newmodule
is more complicated. First
you have to snap apart
the battery and bottom
cap, attach the new
module to the bottom
end of the battery,
and slide the whole
lot back into the
phone. To replace
the battery,

remove the cap, attach it to the new
power pack and slot back in. It’s a
simple idea, but it could be slicker.
Also note that water- and dust-
proofing are sacrificed.

More disappointingly, the LG G5
will launchwith only two expansion
modules: one for photos, another for
audiophiles. The CAM Plus adds a
comfortable grip and DSLR-style
controls to the phone, with physical
buttons for power, shutter, zoom and
movie recording. It also adds an extra
1,200mAh battery.

The B&O Play expansionmodule,
developed in collaborationwith Bang

&Olufsen, delivers
high-resolution audio
playback and can be used
with the phone, or even as
a standalone DAC attached
to your hi-fi or PC.
That’s it for now, which

begs the question of how
committed LG is to the
modularity idea. Unless the

firm continues to back the
system for subsequent
models, it’s a concept that
will quietly fall by the
wayside – quirky and
intriguing, yes, but
perhaps pointless in the
long-run. After all, history
suggests that features once

thought to be “separate” – such as GPS
and cameras – become integrated.
Why take two bottles into the shower?

Triple camera action
As if to hammer home this point, the
LG G5’s other big innovation is its rear
camera arrangement. For LGmounts
two cameras on the rear: one standard
camera, one wide-angle.

The former is a 16-megapixel
shooter with a 75-degree field of view,

and it grabs excellent
quality snaps. Its bright
f/1.8 aperture, “laser
autofocus” and three-axis
optical image stabilisation
all helped it achieve good
image quality in low light.
I say “good” rather than

“great” because photographs were a
little noisier than rivals such as the
Galaxy S7, mainly due to LG’s camera
tending to choose a higher ISO level.

In good conditions it captures
high-quality video at resolutions of up
to 4K, and there’s a host of different
modes and effects to play with,
including an effective HDRmode,
slow-motion and time-lapse video.

BATTERY: video playback, 11hrs 10mins

ABOVE It looks like a
regular phone, but
the LG G5 has a few
hidden talents

LG G5
A top-quality smartphone,
with a great set of cameras,
superb screen and ingenious
modular expansion system

PRICE Free from £26 (£31 inc VAT) per
month from uswitch.com

“Unless LG continues to
back the modularity
system with subsequent
models, it’s an idea that
will fall by the wayside”

LEFT The CAM Plus
expansion module
adds a comfortable
grip and DSLR-style
controls
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SPECIFICATIONS
Quad-core Qualcomm MSM8996
Snapdragon 820 processor, running at
2.15GHz and 1.6GHz ● Adreno 530 GPU ●

4GB RAM ● 5.3in IPS display, 1,440 x 2,560
resolution ● 32GB storage ● Android 6
Marshmallow ● microSD slot ● 16MP/8MP
rear/front camera ● 8MP wide-angle rear
camera ● 802.11ac Wi-Fi ● Bluetooth 4.2 ●

NFC ● USB Type-C ● removable 2,800mAh
battery ● 149 x 7.7 x 74mm (WDH) ● 159g

The secondary camera is more
interesting. It has a 135-degree
wide-angle lens with a resolution
of 8megapixels, an aperture of
f/2.4, and it captures amuch
broader view of a scene than the
main camera. For example, in the
picture of the pizza below, I held

the camera at the same distance in
each shot (the wide-angle shot is at
the bottom).

The downside of the wide-angle
camera is that the edges of the
image suffer from significant
barrel distortion. The upside is
that having such a broad field of
viewmakes the camera ideal for
capturing dramatic scenery, large
groups of people and cityscapes.
It’s a doddle to point and shoot, and
a joy to use.

Speed and battery life
The LG G5’s dramatic list of features
continues inside, with a roster of
top-flight internal components. A
quad-core Snapdragon 820 processor
with 4GB of RAM run the show, with
32GB of ultra-fast universal flash
storage (UFS) to keep stutters to a
minimum – and it’s just as quick and
responsive as you’d expect.

As can be seen from the benchmark
results (top right), this is one of the
most powerful phones around, no
matter what task you throw at it.
The only reason it falls behind the
iPhones in the on-screen GFXBench
Manhattan 3 test is resolution; its
result in the 1080p off-screen test
proves it hasmore graphics grunt
than any current rival.

Display quality is equally
impressive. The IPS panel is sharp,
with a resolution of 1,440 x 2,536, and
LG claims it reaches up to 800cd/m2
in automatic brightness mode. By
shining a bright torch at the front-
facing camera I measured it spiking at
717cd/m2, ensuring readability in the
harshest of conditions.

The LG G5’s display is colour
accurate, too, covering 97.1% of
the sRGB colour space, and it has
another trick up its sleeve: an

always-on display. This means
that when you put the phone into
standby, the screen permanently
displays a clock and notification
icons, so you don’t have to
power-on your phone several
times an hour.

If you’re worried about the
impact this might have on battery
life, LG says the feature consumes
about 0.8% of the LG G5’s battery
capacity per hour; less than
switching on your phone
repeatedly to check notifications.

The LG G5’s results in battery
testing seem to back this up. Its
2,800mAh removable battery
lasted 11hrs 10mins in our looping
video test (with the screen set to
170cd/m2 and flight mode
engaged). Although a longway
short of the Samsung Galaxy S7’s
17hrs 48mins, it’s fine for a
phone of this class. There’s a
USB Type-C socket along the
bottom edge for charging, data
transfer and attaching LG’s
VR glasses accessory.

A must-buy?
The LG G5 is one of themost
interesting phones I’ve seen since
the days of the LGOptimus 3D.
The question is whether that’s
enough tomake people buy it,
especially at this price.
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Samsung Galaxy S7
Google Nexus 6P

Frames per second

Bought SIM-free it costs less
than the Samsung Galaxy S7 (but
not bymuch), while on contract,
prices are around the same. And
yet inmost key areas – battery life,
camera quality, screen quality and
performance – it’s either on par or
slightly behind. If you don’t want to
spend this much, the Nexus 6P offers
lesser performance and a duller
design, but an all-round package
that’s almost as good for far less cash.
Then there are fresh temptations such
as the HTC 10 (see p72).

Having said all that, the LG G5 is
still a great smartphone, and if you’re
upgrading from any two-year-old
model then you’ll love the speed
boost and camera quality it brings –
especially that wide-angle snapper.
Whether you’ll grow to love the
expansionmodules… only time
will tell. JONATHAN BRAY

LEFT The LG G5
includes an excellent
and bright display that
covers 97.1% of the
sRGB colour space

ABOVE How the LG G5
fared in benchmarks
compared to the
other phones tested
this month

Frames per second



SCORE ✪✪✪✪✪

T he Galaxy S6 Edgewas amisstep
by Samsung, adding £100 to the
S6’s price but keeping the spec

precisely the same. This year, there’s a
much sharper distinction: the S7 Edge
has a 5.5in display that’s 0.4in larger
than both the S6 Edge and the
standard S7, moving this phone
towards “Plus” territory.

It does share features with the S7,
but that’s no bad thing. I warmly
welcome the return of microSD
expansion, with support for cards
up to 200GB, andweatherproofing –
an IP68 ratingmeans the S7 can be
immersed in water up to 1.5m deep
for up to 30minutes.

Style-wise, the phone looks very
close to the S6 Edge. A glossy glass
finish sandwiches a gleaming,
colouredmetallic substrate that
catches the light in all the best ways,
while the long edges of that 5.5in
screen dip away to a slim, aluminium
frame that runs all around the edges
of the handset.

My only frustration is that, just
like the S7, it picks up unsightly
fingerprints all too easily. The
buttons and ports remain in the same
locations: themicro-USB port on the
bottom is themost notable, because it
isn’t Type-C.

■ Cutting-edge screen
For the display, Samsung sticks to the
tried and tested. There’s no sign of 4K
here; instead, the S7 Edge has a 1,440 x
2,560-resolution display. This uses
vibrant Super AMOLED technology,
and it’s no surprise that the Edge’s
screen performed brilliantly in tests.
Under the scrutiny of our X-Rite
i1Display Pro colorimeter, and
with auto-brightness

switched off, the
brightness range runs
from 1.7cd/m2 at its
dimmest to amaximum of
503cd/m2; both impressive results.

Samsung is finally taking
advantage of OLED technology’s
strengths by implementing an
always-on display. This shows the
time and recent notifications on the
screen, evenwhen the phone is on
standby. There’s a selection of
different designs to choose from,
including several clock types,
calendars and images.

Then there’s the Edge display that
gives this phone its name. Drag a
finger lightly over the screen’s
rounded shoulder to access a double
column of contact shortcuts,
newsfeed streams and even a series of
handy tools – the ruler makes a
comeback here, accompanied by a
control that allows you to toggle torch
mode on and off (and increase or
decrease its intensity).

Interestingly, these Edge screens
are no longer containedwithin the

side screen, as theywere on
the original Samsung

Galaxy Note

Edge. Instead, they emerge
from it, spilling over onto
themain surface of the
display, making it both
more readable and
more useful.

■ Performance
boost
As for performance,
that’s prettymuch
impeccable. In fact,
there’s hardly any
difference between this
handset and the Samsung
Galaxy S7 when it comes
to raw speed.

That’s what you get
when you give two
handsets identical
processors (the octa-core,
2.3GHz Samsung Exynos
8890), the same amount of
RAM (4GB) and the same
resolution display. In
every test (see p69 for a
full breakdown of results),
the S7 Edge performed to
the same high standard
as the S7, and I found
general responsiveness
to be flawless.

The battery is now
3,600mAh, a full 1,000mAh

bigger than the S6 Edge’s wimpy
2,600mAh, and it lasted an age in our
tests. In fact, playing back a video on
loop –with the screen brightness set
to 170cd/m2 – the S7 Edge’s battery
kept on trucking for a huge 18hrs
42mins, a result that puts all its rivals
firmly in the shade. Even the iPhone
6s Plus lasted only 14hrs 48mins.

There are other performance-
specific upgrades of which to take
account.With a renewed focus
onmobile gaming, and perhaps
also an eye on the problems rival
manufacturers’ phones have suffered
with overheating, the Samsung
Galaxy S7 Edge now has an internal

liquid-cooling system.
The aim is to prevent
the phone from turning
into a high-tech hand-
warmer while gaming,
which subsequently
throttles the CPU and
GPU speed to keep the

phone from crashing.
In practice, it will still heat up if

you put it under pressure. Run the full
set of GFXBench graphics tests while
charging, for instance, or pop the
phone in a Gear VR, and the phone
will still get uncomfortably warm;
I measured it at a peak of 43°C. It’s

BATTERY: video playback, 18hrs 42mins

ABOVE The Galaxy S7
Edge includes a larger
screen than the S7,
not just extra curves

Samsung Galaxy S7 Edge
The best smartphone on the
planet right now, with great
battery life, sumptuous
design and all-round quality

PRICE Free from £36 per month
from uswitch.com

“A glossy glass finish
sandwiches a gleaming,
coloured metallic substrate
that catches the light in all
the right ways”

LEFT The camera is a
clear upgrade on last
year’s inclusion, with
sharper results in
low light
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SPECIFICATIONS
Octa-core Samsung Exynos 8890 processor,
running at 2.3GHz and 1.6GHz l Adreno 530
GPU l 4GB RAM l 5.5in Super AMOLED
display, 1,440 x 2,560 resolution l 32GB
storage l Android 6.01 Marshmallow l

microSD slot l IP68 dust- and water-
resistant l 12MP/5MP rear/front camera l

802.11ac Wi-Fi l Bluetooth 4.2 l NFC l

micro-USB l 3,600mAh battery l

151 x 7.7 x 73mm (WDH) l 157g

good to know that Samsung is
acknowledging the issue, even if it has
failed to solve it entirely.

n Brighter, better pictures
All of which bringsme to this phone’s
biggest advance: the camera. Last
year’s S6 camera was a belter and it
remains so.

By reducing the resolution from 16
megapixels to 12, Samsung appeared
to be taking a gamble. Remarkably, it
pays off. The reduction in resolution
means the pixels have increased in
size, from 1.12μm to 1.4μm, although
that in itself won’t make a huge
difference to image quality. The
overall size of the sensor is still
roughly the same, increasing by only a
fraction, from 1/2.6in to 1/2.5in, so the
overall light-gathering capacity of the
sensor is similar.

It’s the other specification changes
that have the greatest impact, and the
one that I’mmost excited about is that
it now has a brighter aperture of f/1.7
(it was f/1.9 on the S6 Edge).

This means the camera can, and
does, shoot at faster shutter speeds
and lower ISO levels in low-light
conditions. This, in turn, leads to
sharper shots with lower noise levels
and cleaner, less blurry images.

The other big step forward
for the S7 Edge’s camera – and
that of the Galaxy S7 – is that it
has a “dual-pixel sensor”, an
advance that means faster
autofocus than last year’s
model. In everyday use, the
camera rarelymissed focus and,
coupledwith the faster shutter
speeds in low light, this makes
it both speedy and dependable.

Aside from the introduction
of Android 6Marshmallow,
which is welcome but largely
obscured by Samsung’s
TouchWiz launcher software,
there isn’t much to say about
the software side of things. As
ever, TouchWiz remains both
divisive and chock-full of
features. I do like that Samsung
has resisted the urge to start
filling the phonewith
preloaded apps, though.
There’s still a good selection
here, including the full set of
Microsoft Office apps, but they
fill up only a single page of the
app drawer.Would I prefer
naked Android, as on a Google
phone? Yes. But I’d also like
world peace, and I’m not
getting that either.

Manage Vendor Access

Restrict access to specific devices

Multi-factor authentication

Activity logs and event recordings

No software required by the vendor

No need to maintain or extend VPN access

Consolidate your tools to mitigate risk

Netop lets you centrally govern access rights and permissions when third parties
need to provide secure remote support to your environment.

Get in touch with our UK Distributor
on 01926 813500 or sales@maitek.co.uk

Free 30-Day Trial
www.netop.com/remotesupport

n Best phone out there
Just like the Samsung Galaxy S7, the
S7 Edge is a superb phone. It isn’t a
huge upgrade on last year’s model,
but with improvements all round – a
better camera, bigger screen, better
Edge screen functions, that microSD
slot, weatherproofing and superb
battery life – it’s a big enough update
tomaintain Samsung’s position at the
top of the smartphone tree.

It’s expensive, costing £639 inc
VAT at retail, which is £190more than
the Google flagship. Is it that much
better? Arguably not. But unlike last
year, when buying the S6 Edge over
the S6 felt like a waste of money, the
S7 Edge does indeed edge ahead of
its sibling. Paying an extra £70 for a
bigger, better, sexier smartphone isn’t
a bad deal at all. JONATHAN BRAY

LEFT As beautifully
slim as you’d expect,
but a 3,600mAh
battery means it also
lasts and lasts
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T he HTC 10 is an excellent phone,
but it really has to be. £570
SIM-free is the same price as

the Samsung Galaxy S7, £30 more
than the entry-level iPhone 6s, and
over £200 more than the iPhone SE
(see p74). Say what you like about
HTC, that’s a bold statement of intent.

It certainly looks the part. By
ditching the logo and speaker beneath
the screen, HTC has found room to
swell the screen size – it’s now 5.2in
to the M9’s 5in – and add a touch-
sensitive home button that doubles
as a fingerprint scanner.

There are other changes, too, the
most obvious being a USB Type-C port
rather than micro-USB. The power
button has moved from the top of
the handset to the side, while the
headphone jack now sits on the top.
Turn it over and things feel more
familiar. The all-in-one metal design
is proudly on display again, as are the
familiar lines that slice across the
curved corners. The round camera
housing is as distinctive as ever, but
it now protrudes by a couple of
millimetres, while the rounded rear is
framed by sharper, chamfered edges
running around its circumference.

It isn’t the lightest phone – at 161g
it’s heavier than both the iPhone 6s
(129g) and Galaxy S7 (152g) – but that’s
reflected in excellent build quality.
There’s no removable battery, but
you’re free to pop in a microSD card,
expanding the existing 32GB of
storage to your heart’s content – as
long as your heart’s content is capped
to 2,032GB.

Cutting-edge camera
Recent HTC cameras have been
lacklustre, and the company has
clearly been eager to put that right
in the HTC 10. Ahead of the phone’s
launch, the company submitted
the HTC 10 to imaging benchmark
specialists DxO Labs, and the phone’s
Ultrapixel 2 camera gained an
impressive score of 88 overall. This
puts it level with the Samsung Galaxy
S7 in their estimations. For
comparison, last year’s HTC M9
achieved a measly 69.

The HTC 10 packs a 12-megapixel
sensor with 1.55μm pixels alongside
an f/1.8 aperture, support for raw
image files and a revamped image-
processing algorithm. The often-
overlooked front-facing camera is the
first on any handset to get optical
image stabilisation (OIS) alongside a
f/1.8 aperture and 1.34μm pixels.

The results are extremely good.
Even in low light, where some phone
cameras struggle, the HTC 10’s shots
are crisp and vibrant. Up close
images retain their sharpness, with
every hair on my cat’s decidedly
disinterested face highlighted for
the world to enjoy. The lack of
over-zealous edge enhancement or
noise reduction is a joy to see – this is
a great smartphone camera.

The front-facing camera offers
pleasing results too. Perhaps there
isn’t a big enough difference from
rivals to act as a clear USP, but if you
like crisp, perfect selfies, then this
phone should be on your shortlist.

Screen boost, speed boost
For three generations, HTC has clung
doggedly to 1080p as its smartphone
resolution of choice, but this larger
screen upgrades to a quad HD, 2,560 x

1,440 resolution. It’s as sharp and
vivid as you’d expect, although to the
naked eye the leap from 441 to 564ppi
is a marginal improvement.

It uses Super LCD 5 panel
technology with a protective layer
of Gorilla Glass 4, and performed
strongly in our tests. It reaches a
maximum brightness of 449cd/m2,

covers 99.8% of the sRGB
gamut, and serves up an
impressive contrast ratio
of 1,793:1. The HTC 10’s
screen is a match for the
very best.

But performance
is what keeps people

upgrading every 24 months. On paper,
the specifications of the HTC 10 are
nigh-on identical to the LG G5: both
contain the quad-core Qualcomm
Snapdragon 820 processor backed
up by a beefy 4GB of RAM. Despite
having ostensibly the same hardware,
though, the HTC 10 did lag behind the
LG G5 in most of the benchmarks (see
the graphs on p69).

The key thing to note here is that
the HTC performs as slickly as you’d
hope a top-of-the-range handset
would. Swiping between screens is
seamlessly quick, and everything

ABOVE HTC upgrades
not just the excellent
rear-facing camera,
but the front-facing
one too

HTC 10
The best phone HTC has
made in years, but it needs to
be more aggressive on price
to win sales from Samsung

PRICE £8 (£10 inc VAT) upfront and then
£31.50 per month from uswitch.com

“HTC’s all-in-one metal
design is proudly on display
again, as are the familiar
lines that slice across the
curved corners”

he HTC 10 is an excellent phone, 

than the entry-level iPhone 6s, and 
over £200 more than the iPhone SE 

HTC, that’s a bold statement of intent. 

ditching the logo and speaker beneath 

swell the screen size – it’s now 5.2in 

sensitive home button that doubles 

There are other changes, too, the 
most obvious being a USB Type-C port 
rather than micro-USB. The power 

headphone jack now sits on the top. 

familiar. The all-in-one metal design 
is proudly on display again, as are the 

The HTC 10 packs a 12-megapixel 1,440 resolution. It’s as sharp and ABOVE  HTC upgrades 

made in years, but it needs to 
be more aggressive on price 
to win sales from Samsung

£8 (£10 inc VAT) upfront and then 
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SPECIFICATIONS
Quad-core Qualcomm MSM8996
Snapdragon 820 processor, running at
2.15GHz and 1.6GHz ● Adreno 530 GPU ● 4GB
RAM ● 5.2in IPS display, 1,440 x 2,560
resolution ● 32GB storage ● Android 6
Marshmallow ● microSD slot ● 12MP/5MP
rear/front camera ● 802.11ac Wi-Fi ● NFC ●

Bluetooth 4.2 ● USB Type-C ● 3,000mAh
battery ● 146 x 9 x 72mm (WDH) ● 161g

performs smoothly. The HTC 10’s
chart-topping score in the off-screen
version of GFXBench Manhattan
suggests it won’t struggle with any
current or near-future games either.
During my time with the handset, it
scythed through every game I played.

Sense and sensibility
HTC’s Sense overlay was a great
addition to Android back when the
HTC Hero launched in 2009, but as
Android has matured, so has the need
for user-friendly overlays. Icons aside,
the only obvious sign you’re using
something different is the presence of
BlinkFeed, HTC’s news aggregator,
which you can access with a swipe
to the right from the homescreen.
Connect BlinkFeed with Facebook,
Twitter and your favourite sources,
and you’ll be presented with a tailored
spread of news from your friends and
trusted sites.

Curiously, rather than lumbering
you with Android apps you might not
want, HTC presents a halfway house
– it suggests apps you may like, and
then invites you to download them
when you touch them. For example, I
tapped the Facebook icon on the

desktop, preparing to log in, but I was
offered the chance to download it.

Other than that, HTC has gone easy
on Android, reflecting how solid the
OS has become with each improved
version. There are a couple of HTC
apps built in – HTC Club and a help
system – but these can be deleted.
The other additions – Boost+, for
example, which clears memory and
theoretically improves gaming
performance by clever power
management – are actually welcome.

Ten out of ten?
Battery life is creeping up consumers’
list of desirable qualities in a
smartphone, and it’s arguably even
more significant in the HTC 10 thanks
to its adoption of USB Type-C
charging; if you don’t have a spare
cable with you, you’re stuck. It scored
12hrs 8mins in our tough video-
rundown tests, placing it marginally
ahead of most rivals other than the
Galaxy S7. Not bad, but given you
can’t replace the battery once it
ages, I’d hoped for a better result out
the box.

In short, it doesn’t stand out. And
that’s the biggest problem for the HTC
10. Although it’s a great-looking

handset with a superb screen,
excellent camera and a fine turn of
speed, those are now almost tickboxes
for flagship phones.

The Samsung Galaxy S7 Edge
offers slightly better performance in
day-to-day use, an AMOLED screen
with stylish edges, waterproofing and
a battery with staying power. HTC
needed to go toe-to-toe against
Samsung and win. Short of a mortal

hatred of TouchWiz,
there’s no reason I can
think of that anyone
would pick the HTC 10
over the S7 or S7 Edge if
they’re a similar price.

There is hope, though.
We’re already seeing deals

that undercut the S7 Edge by almost
£5 per month, adding up to a tidy
£120 over the course of a 24-month
contract. If you see a deal that appeals,
go for it: as I said at the start, the HTC
10 is an excellent phone. ALAN MARTIN

BATTERY: video playback, 12hrs 8mins

“Connect HTC’s BlinkFeed
app with Facebook, Twitter
and your favourite sources,
and you’ll be presented with
a tailored spread of news”

handset with a superb screen, 

for flagship phones. 
ABOVE With the
switch to USB Type-C,
you may need to invest
in a spare cable or two

Reviews



Reviews @ P C P R O F A C E B O O K . C O M / P C P R O

SCORE ✪✪✪✪✪

I f you’ve been doggedly clinging to
a battered iPhone 5 or iPhone 5s,
then the iPhone SE is your dream

made real: a 4in phonewith all the
power of Apple’s latest handsets. If,
on the other hand, you’ve become
used to a larger-screened phone
then the iPhone SE looks and feels
disconcertingly tiny. It’s exactly the
same size andweight as the iPhone 5s,
giving it an almost retro charm.

Inside, though, beats the heart
of an iPhone 6s. Nomatter how you
might feel about Apple, kudos to its
engineers: taking the powerful A9
processor from its top-end phones
and cramming it into the tiny
iPhone SE is a remarkable feat. If you
suspected it would be a cut-down,
half-pint imitation of its bigger
brothers, you’d be wrong: the
iPhone SEmatches its pricier
stablemates blow for blow. As
you can see in the speed graphs
on p69, it topped the scores in
Geekbench 3 – and even nudged
slightly ahead of the iPhone 6s.

After running through our usual
video-rundown test, with the screen
brightness dimmed to 170cd/m2 and
AirplaneMode enabled, the iPhone
SE’s battery kept going for well over
16 hours. That’s significantly longer
than any of its familymembers, and
not far behind the larger Samsung
Galaxy S7.

Apple hasmade sacrifices. There’s
no pressure-sensing 3D Touch
technology, while the Touch ID sensor
is first-generation tech that feels
slow compared to the
iPhone 6s.

With a resolution of
640 x 1,136 pixels, the
iPhone SE’s 4in display
might also appear as if it’s
lagging behind the new breed of quad
HD and 4K phones, but it shares the
same 326ppi pixel density as the
iPhone 6s. It isn’t quite thematch of
its pricier cousins for overall quality,
since images don’t ooze with the same
level of punch and contrast, but most
people are unlikely to notice.

Apple claims amaximum
brightness of 500cd/m2 and a contrast
ratio of 800:1, but in our tests the
iPhone SE actually did better. It hit a
maximum brightness of 577cd/m2 and
the contrast ratio soared to 892:1. It
covers 94.6% of the sRGB gamut with
an average Delta E of 1.01, making it a
well-balanced display.

The rear-facing camera
is another star feature,

with the same

12-megapixel camera found on
Apple’s top phones. The results, as
you’d imagine, are routinely great.

Likemost smartphone
cameras, the small sensor
begins to struggle as the
lights go down, but in
good conditions photos
teemwith detail and
natural, lifelike colours.
The 4K video quality is
astonishingly good
too. Only selfie
aficionados have
anything tomourn,
since Apple sticks
with a front-facing
1.2-megapixel camera
rather than the
5-megapixel snapper
on the iPhone 6s.

At first glance, you’d
be forgiven for thinking
that the iPhone SE lacks
for nothingwhen it comes
to connectivity – you get
802.11acWi-Fi, Bluetooth
4.2, NFC and LTE for
high-speed 4G. There’s
no support for LTE
Advanced, if/when UK
networks upgrade, but
the bigger loss is the
iPhone 6s’s MIMO
antennas: in both theory
and practice, the iPhone
SE lags behind for speed

and range.
Arguably, though, that’s the only

sacrifice. It’s small, but as powerful as
anyone could need it to be; the battery
life exceeds even Apple’s Plus-sized
handsets; and the screen, camera and
all-round quality should be enough to
seduce almost anyonewho’s in the
market for a smaller phone. I

routinely forget it’s even
inmy pocket, making a
lovely change from the
litany of 5in+ phones
I’ve owned.

The clincher is the
price.While a lack of
storage expansionmeans

everyone should avoid the £359 16GB
model, the £439 price for the 64GB
version is exceptional for a high-end
smartphone. SASHA MULLER

SPECIFICATIONS
Dual-core 1.84GHz Apple A9 processor ●

PowerVR GT7600 GPU ● 2GB RAM ● 4in IPS
display, 640 x 1,136 resolution ● 16/64GB
storage ● iOS 9 ● 12MP/1.2MP rear/front
camera ● 802.11ac Wi-Fi ● Bluetooth 4.2 ●

NFC ● Lightning connector ● 1,624mAh
battery ● 124 x 7.6 x 59mm (WDH) ● 113g

ABOVE Worst game
ever: try spotting the
differences between
the iPhone SE and the
iPhone 5s

LEFT Including the
same camera as the
iPhone 6s means
superb photos

Apple iPhone SE
Apple crams all the best bits
of its flagship phones into a
4in device, including a great
camera and bags of power

PRICE Free from £24 per month from
uswitch.com

“If you’ve been doggedly
clinging to a battered
iPhone 5 or iPhone 5s,
then the iPhone SE is your
dream made real”

BATTERY: video playback, 16hrs 46mins
RECOMMENDED
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NASdrives
QnapTS-228AsustorAS6202T Buffalo LS5202TB

NetgearReadyNAS
RN214

Build yourowncloud
Whether you’reanexpert or justwant to take
control of your own storage, this group testwill
reveal exactlywhat youneed tobuy

AsustorAS3102T
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Speed, access, privacy, protection,
control. With the rise of the cloud,
it looked for a while like the days
of local network storage were

numbered, but these are the crucial factors
that mean NAS drives will always appeal to
those in the technical know.

For others, the arguments can sound
compelling. Cloud storage services have
risen in capacity and dropped in price, while
media streaming services have taken over
from physical formats and even downloads.
The growth of fibre broadband has made
online backup and HD video streaming
practical, while the proliferation of mobile
devices has transformed the cloud into the
essential infrastructure that ties all your
devices together. Why store your own stuff,
when you can pay someone else to store it
for you? Does it make sense to hold your
data locally when you need it accessible,
on everything, everywhere you go?

If that’s your thinking, think twice.
Cloud storage is great, but what about
those privacy concerns and security scares?

Streaming media services are brilliant, but
don’t you already own collections of photos,
video and music that you’d still like to enjoy?
You can keep all your business data on
Microsoft or Box.com’s servers, but nothing
beats local network storage for fast access
that doesn’t disappear if your internet
connection goes down. Most of all, local
network storage is under your control.
You can add users or remove them, decide
who can access what, store as much
data as you like without paying more than
the up-front cost.

NAS, meanwhile, has evolved. The
devices are growing more powerful and
more versatile, enabling them to work less
like Ethernet-connected, shared hard disks
and more like a cheap, efficient server with
numerous applications for the home or office.

They’re also now equipped to mimic the
advantages of cloud storage without many
of the disadvantages, giving you the same
“anytime, anywhere” access, but at a lower
ongoing cost with more capacity and control.
In short, the NAS comeback is on.

Front shot
missing
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1 Storing and sharing
The principal reason to buy a NAS
is that it’s a cost-effective, high-
performance, resilient means of
storing and sharing data, covering all
the various PCs and devices in your
home or office. Sure, an external
USB 3 hard disk plugged into every
PC orMac could handle some of that
role, but with high-capacity drives,
fast multi-core processors and plenty
of bandwidth, a NAS can easily
handle the needs of a whole team or
household in one unit. As the admin,
you havemore control over how
resources are allocated andwho can
access different folders, and it’s easy
to set things up so that shared folders
on the NAS can be used like folders on
a local drive.

Backups aren’t a problem, either.
With all the NAS drives we’ve tested,
they workwithWindows’ built-in
backup tools, themanufacturer’s
own backup solutions and Apple’s
TimeMachine. Capacity allowing,
you can safeguard all of themost
vital data for a team or

family in just one compact device.
More recent NAS drives take this

further still. The smarter models can
be run like cloud storage services,
complete with remote access, apps for
iOS and Android smartphones and
even synchronisation, so that files
stored on a local hard drive sync with
files stored on the NAS, updating
as, say, a document is edited and
re-saved. Buy a NASwith enough

capacity and the right
features, and you can
effectively have your own
cloud storage solution
working in-house. Some
even do a pretty good
job of aping OneDrive’s
general look and feel.

The other issue is redundancy.
Even an affordable two-bay NAS can
be set up in a RAID1 configuration
with datamirrored across both drives.
Should one drive go down, you’ll still
have a safe backup of yourmost
important files, and you can keep
working on any documents or data
stored (just remember to order that
replacement hard disk). That’s a big

plus for business continuity, but it’s
just as important when you’re talking
about irreplaceable photos or videos.

2 Media streaming
Smart TVs, media streamers, games
consoles and networked audio
systems are all designed to work
closely with web-based streaming
services, but will also support a NAS
running a DLNA server in the home.
It’s a whole lot easier, cheaper and
quicker to transfer existingmedia
libraries and new rips to a NAS than it
is to a streaming service in the cloud,
particularly with the rise of HD and
Ultra HD video, where the file sizes
and bandwidth requirements grow
exponentially.

Capacity and performance both
matter here, as well as compliance
with the two key standards of UPnP
and DLNA – not tomention the ability
to work as an iTunes server if you’re
workingwithin Apple’s ecosystem.
Beyond that, it’s worth checking that
your NAS either supports the
streaming devices that you already
use, or has add-onmedia server apps
or features – such as Plex or
TwonkyMedia – where player apps are
available for those devices.

Themost powerful units now
incorporate transcoding,

enabling them to change
formats or reduce bit-rates to
suit a tablet or phone, or to
turn exotic file formats into
something your player can
read. Some NAS devices can
even double up as amedia
player andmedia server,
with HDMI and audio
connections for direct output
to your TV and sound
system.

3 Speed
When it comes to speedy
access, quick downloads
and smooth streaming of
your files, a NAS beats the
cloud into oblivion. Optimal
performance requires a
wired Gigabit Ethernet link

between the NAS and the
switch or router and then the router

“Buy a NAS with enough
capacity and the right
features, and you can have
your own cloud storage
solution working in-house”

Buyer’sguide:6 reasons
tochooseaNASdrive

Thefirst step inchoosing the rightNASdrive is toworkoutwhatyou’ll use
it for.Herearesix keybenefitsofnetworkattachedstorage

BELOW A NAS such
as the Qnap TS-451
can handle the needs
of a whole team
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and each PC, but the best NAS drives
have the disk bandwidth, RAM and
CPU horsepower to handle multiple
connections and file transfers
simultaneously. The higher-end pro
models will even include dual Gigabit
Ethernet ports, so that you can bond
the two Ethernet channels and all
but guarantee high-speed transfers
between the NAS and a whole range
of devices. Try doing that with a
consumer-grade cloud storage
service over a single ADSL or fibre
connection.

4 Capacity and cost
NAS devices don’t come cheap, but
hard disks still give you more gigabyte
per pound than any other storage
option. Cloud at high capacities is
expensive. The 1TB Dropbox Pro
account costs £7.99 a month or £79
per year, Google Drive $9.99 a month,
while a 1TB OneDrive account costs
a minimum of £5.99 per month for
one user. Spread that across multiple
users or look at business-grade
accounts and the costs just spiral.

Now consider how little a 1TB drive
costs these days. With a high-capacity
NAS, you can store and safeguard
more data for less: the largest devices
top out at 8TB, and even 3TB or 4TB
NAS hard drives cost under £100.

5 Reclaim your
independence
With a NAS, you’re in control. You
add the users and create the shared
folders, allocate resources and define
who can see what and where. You can
encrypt or decrypt your drives and
data as you choose, using 256-bit AES

ABOVE A NAS is a
brilliant way to protect
all your irreplaceable
photos and videos

encryption to encrypt it. Providing
you maintain good security, nobody
can get at your data, and there’s not
much chance of GCHQ, the NSA or
hackers finding a way in for a snoop.
In short, you have a greater degree
of independence, and if you want to
make changes to the way your storage
works, that’s up to you.

6 Flexibility
Increasingly, NAS is becoming a
misnomer. Some of the mid-range
and high-end devices are now more
like mini-servers, albeit ones that
run stripped-back, specialist,
Linux-based firmware. New ARM
and Intel architectures are giving
them more performance without
increasing power consumption, and
built-in app stores make it easy to add
new functions. Want a web server?
A WordPress host? An email server or
a VPN? A NAS drive could be cheaper
to run and easier to administer than
a more traditional server.

NAS drives are also adapting to
the modern IT landscape. The most
forward-thinking manufacturers are
developing devices in conjunction
with mobile apps that can manage
them, stream media to your device,
or access their data to give your tablet
and phone exponential levels of
storage. They’re either making remote
access easier, so that taking files from
the home NAS while you’re at the
office becomes a no-brainer, or
they’re adding features that sync
folders between the NAS and the big
cloud storage services, so that key
files are protected and available.

Then there’s virtualisation.
NAS can support this, using either
standard protocols or – with the pro
and business-grade models – iSCSI
links to provide virtualised drives
for virtual machines. That’s great
for development, testing and desktop
virtualisation, but can also be useful
in the home for experimenting with
different operating systems or
applications, or setting up controlled
environments for secure browsing.
If you’re keen to get stuck into
virtualisation, a NAS can be a simple,
cost-effective storage option to power
those virtual machines.

With great flexibility tends to come
complexity, and the less expert will
find that the more basic NAS devices
are easier to set up, manage and work
with every day. However, few NAS
devices require serious admin skills
– or at least not for basic functions –
and the features list tends to grow
with each firmware update. Explore
your new NAS, and you may be
amazed at what it could do.

BELOW Some NAS
drives offer add-on
media server apps
such as Plex

@ P C P R O F A C E B O O K . C O M / P C P R O Labs NAS drives
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Asustor AS3102T Asustor AS6202T Buffalo LS520 2TB Netgear ReadyNAS
RN214

Qnap TS-228

Overall ✪✪✪✪✪ ✪✪✪✪✪ ✪✪✪✪✪ ✪✪✪✪✪ ✪✪✪✪✪

Pricing

Part code AS3102T AS6202T LS520D0202-EU RN21400-100NES TS228

Price (inc VAT) £185 (£220) £278 (£333) £147 (£176) £267 (£321) £125 (£150)

Supplier lambda-tek.com amazon.co.uk amazon.co.uk amazon.co.uk cclonline.com

Warranty 3yr RTB 3yr RTB 2yr RTB 3yr RTB 2yr RTB

Specifications

Processor 1.6GHz Intel Celeron dual core 1.6GHz Intel Celeron N3050 1.1GHz Realtek RTD1195N 1.4GHz ARM Cortex A15 1.1GHz ARM v7

RAM 2GB DDR3L 4GB DDR3L 256MB DDR3 2GB DDR3 1GB DDR3

Disks supplied 2 x 1TB

Number of drive bays 2 2 2 4 2

User replaceable drives

Hot swap

Networking Gigabit Ethernet 2 x Gigabit Ethernet Gigabit Ethernet 2 x Gigabit Ethernet Gigabit Ethernet

Ports HDMI, 3 x USB 3 3 x USB 3 USB 3 eSATA, 3 x USB 3 USB 2, USB 3

Dimensions (WDH) 102 x 218 x 165mm 108 x 230 x 164mm 87 x 205 x 125mm 223 x 134 x 205mm 90 x 125 x 188mm

Features

Managed backup

Apple Time Machine

RAID options 0, 1, JBOD 0, 1, JBOD 0, 1 0, 1, 5, 6, 10 0, 1

Encryption 256-bit AES 256-bit AES 256-bit AES

Mobile OS support Android, iOS Android, iOS Android, iOS, Windows 8 Android, iOS Android, iOS

Desktop OS support Windows XP upwards, OS X
10.6 upwards

Windows XP upwards, OS X
10.6 upwards

Windows XP upwards, OS X
10.7 upwards

Windows 7 upwards, OS X 10.6
upwards, Linux/Unix, Solaris

Windows XP upwards, OS X
10.4 upwards, Linux

Other apps Surveillance Centre,
VirtualBox, VPN client/server

Surveillance Centre, VPN
client/server

MediaWiki, Memeo,
ownCloud, Transmission,
VPN server

Photo Station, Surveillance
Station, VPN client/server

Media server

Standards supported DLNA, iTunes, UPnP DLNA, iTunes, UPnP DLNA, iTunes, UPnP DLNA, iTunes, UPnP DLNA, iTunes, UPnP

Kodi/Plex Kodi Kodi Plex Plex

Other SoundsGood SoundsGood Music Station

Web hosting

Drupal

Joomla

WordPress

Cloud service integration

Dropbox

Google Drive

OneDrive

Other Amazon S3, Box

Power consumption (measured)

Idle (W) 15 18 14 21 14

Peak (W) 19 22 17 28 17
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RECOMMENDED LABS WINNER RECOMMENDED

Qnap TS-451+ Seagate Personal Cloud
2-Bay

Synology DS216+ Thecus N2810 WD My Cloud Mirror Gen 2

✪✪✪✪✪ ✪✪✪✪✪ ✪✪✪✪✪ ✪✪✪✪✪ ✪✪✪✪✪

TS451+ STCS6000201 DS216+ N2810 WDBWVZ0060JWT-EESN

£292 (£350) £230 (£275) £200 (£240) £249 (£299) £292 (£350)

www.amazon.co.uk seagate.com/gb broadbandbuyer.co.uk span.com store.wdc.com

2yr RTB 2yr RTB 3yr RTB 2yr RTB 2yr RTB

2GHz Intel Celeron J1900 1.2GHz Marvell Armada 370 1.6GHz Celeron N3050 1.6GHz Celeron N3050 1.2GHz Marvell Armada 385

2GB DDR3L 512MB DDR3 1GB DDR3 2GB DDR3 512MB DDR3

2 x 3TB 2 x 3TB

4 2 2 2 2

2 x Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet 2 x Gigabit Ethernet Gigabit Ethernet

HDMI, 2 x USB 2, 2 x USB 3 USB 2, USB 3 eSATA, 2 x USB 2, USB 3 HDMI, 3 x USB 3 2 x USB 3

180 x 235 x 177mm 235 x 234 x 48mm 108 x 233 x 165mm 102 x 213 x 146mm 171 x 155 x 99mm

0, 1, 5, 6, 10, JBOD 0, 1 0, 1, JBOD 0, 1, JBOD 0, 1, JBOD

256-bit AES 256-bit AES 256-bit AES

Android, iOS Android, iOS Android, iOS, Windows Phone Android, iOS Android, iOS

Windows 7 upwards, OS X 10.6
upwards, Linux/Unix, Solaris

Windows Vista upwards, OS X 10.7
upwards

Windows XP upwards, OS X 10.7
upwards, Unix/Linux

Windows XP upwards, OS X 10.6
upwards, Unix/Linux

Windows XP upwards, OS X 10.6
upwards

Photo Station, Surveillance Station,
VPN client/server

BitTorrent, ownCloud, Plex HiDrive, MailPlus, Moodle, Photo
Station, SugarCRM, Surveillance
Station

Photo Station, Transmission Git, Icecast, Transmission

DLNA, iTunes, UPnP DLNA, iTunes, UPnP DLNA, iTunes, UPnP DLNA, iTunes, UPnP DLNA, iTunes, UPnP

Plex Plex Plex

Music Station, TwonkyMedia Audio Station, Video Station SqueezeCenter

Amazon S3, Box Baidu Amazon S3, Box Amazon S3, ElephantDrive

22 25 19 18 10

29 29 21 21 12
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Qnap TS-451+
A NAS drive for enthusiasts,
with comprehensive
features, bags of speed and
generous storage capacity

SCORE ✪✪✪✪✪
PRICE £292 (£350 inc VAT)
from amazon.co.uk

features, and its Qsyncmodule allows
you to synchronise a Dropbox-style
folder between the NAS andmultiple
PCs. The look and feel isn’t quite as
slick asWestern Digital or Netgear’s
equivalents, but all the functionality
is there, with files syncing quickly
when added ormodified.

You can also access files on the
NAS from your iOS or Android
smartphone using the Qfile app, or
managemany of the core features
using another app, Qmanager.
Meanwhile, the TS-451+ will happily
work in tandemwith awide range
of cloud services, including Amazon
Cloud Drive, OneDrive, Google Drive,
Box and Dropbox.

A rich app library enables you
to use the TS-451+ to download
torrents, handle backups, serve
Wikis, WordPress, Drupal and Joomla
sites, or operate as a VPN or email
server. You can also configure Plex

or TwonkyMediamedia servers,
then use the TS-451+ as a Kodi media
player. Not only does it have the
requisite HDMI output, but also
a bundled remote control.

It proved effective as amedia
server and player in our tests, and can
transcode 1080p and 4K video files
on-the-fly for streaming to tablets or
smartphones.While a goodwireless
connection at the device end is vital
for smooth, artefact-free playback,
the results are generally impressive.

Qnap’s claims that the TS-451+ can
moonlight as a virtualisation platform
or a PCmight be a little ambitious –
this is a Celeron-based NAS, not a Core
i5 or Xeon server – but it has strong
iSCSI support and it all goes to show
just how versatile this NAS can be.
Naturally, it still handles standard
NAS tasks such as backup, either
through Qnap’s own rather basic
NetBak Replicator app or Apple’s
TimeMachine.

This is a big and sometimes
intimidating NAS, with lots of options
and high-end features, excellent
connectivity and server-room, not
living-room, style. It’s also quiet, easy
tomanage andwell thought-out. If
you don’t need four bays, the two-bay
TS-251+ offers you the same features
and specificationwith half the
capacity for around £100 less. If you
do, this is the leader in its class.

ABOVE The Qnap
TS-451+ is a seriously
quick four-bay NAS
– and looks the part

It says somethingwhen NAS drives
pack processors more commonly
associated with laptops.While the

Qnap TS-451+ doesn’t have one of
Intel’s latest Braswell Celeron
processors inside, there’s nothing
slow about its Celeron J1900 Bay Trail
processor – running at 2GHzwith a
2.4GHz burst speed, and partnered
with 2GB of DDR3 RAM, it’s primed
for speed.

And so it proved in our test. The
Qnap hit average speeds of 107MB/sec
when transferringmeaty 4K video
files, dropping down to 105MB/sec
whenwriting. Even the small file tests
that leave other NAS struggling didn’t
faze it, with its 46.6MB/sec write and
42.9MB/sec read speeds comfortably
the fastest on test.

There’s more to this hefty four-bay
NAS than performance, too. For a
start, it’s easy to get going. The drives
install into solid pull-out caddies –
you’ll need to screw them into place
– and these slip back into the unit
with a satisfying click. Each drive
has a label stuck to the side complete
with QR code and nine-digit number;
either scan the code or type the digits
into the Qnap site, and the browser-
based routine will do the rest.
Alternatively, use Qnap’s Qfinder
Pro utility over the network to do
the same job.

The setup routinemakes it pretty
clear that the TS-451+ targets more
expert users, with the upside being
that options to set up a static network
connection or configure the basic
services are front and centre. You can
create RAIDs in RAID0, 1, 5, 6, 10 and
JBOD configurations, and enable
256-bit AES encryption on volumes,
and the whole process is logical and
thorough. Sure, there’s a strong Linux
feel to the desktop-style interface,
but it makes it easy to find and install
add-on apps or check the status of
the disks and hardware. If you like
reports and detailed status screens,
the TS-451+ is NAS nirvana. You can
even change the photo andwelcome
message on the login screen.

Qnapwas one of the first NAS
manufacturers to push cloud-like

BELOW With twin
Gigabit Ethernet ports
and an HDMI output,
there’s little this drive
can’t do

RECOMMENDED

QnapTS-451+
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Synology DS216+
Polished, powerful and
packed with features, this
intuitive NAS is the most
rounded device around

SCORE ✪✪✪✪✪
PRICE £200 (£240 inc VAT)
from broadbandbuyer.co.uk

shared folders is easy, while it’s not
muchmore difficult to configure
remote access through Synology’s
QuickConnect service; registering
an account and enabling the service
is all you need for access through a
browser ormobile app.

Setting up Dropbox-like sync
features isn’t a challenge, either.
Install the CloudStation Server
app from the built-in app store and
you’ll get a button to download the
accompanying CloudStation Drive
Windows app.With this in place you
can sync folders between NAS and PC,
just as youwould with Dropbox or
OneDrive. The app even includes
at-a-glance status updates and
Dropbox-style icons to show the sync

status of your sub-folders and files.
Synology has a built an excellent

app ecosystem,making it easy to add
features to its NAS drives. If you’re
looking to run amedia server,
automate backups, create your own
email server or even build your own
CRM solution, you’ll find the DS216+
has you covered. Media features go
beyond normal DLNA discovery and
streaming to cover 4K file transcoding
too. The DS216+ struggled to get 4K
video playing on our Android phone
through VLC, but it played fine on a
Windows laptop and a Rokumedia
streamer, with no dropped frames
and speech in perfect sync.

With a 1.6GHz Celeron N3050
processor and 1GB of DDR3 RAM, the
DS216+ isn’t far off the Thecus N2810
power-wise. Performance is broadly
similar between the twowhen it
comes to large files, at an average
106.5MB/sec write and 105.6MB/sec
read, but Synology had the edge when
handling large volumes of small files.

This makes the DS216+ one of
the fastest units on test. It’s a high-
performance NAS drive designed by
people who seem to know that great
features only count if youmake them
accessible and easy to configure. The
Qnap TS-451+ takes you up one notch
in terms of horsepower, but for most
people the DS216+ is all the NAS
they’ll ever need.

ABOVE The DS216+
has it all: nice to look
at, fast and dripping
with features

I f the DS216+ looks familiar, it’s
because the chassis is all but
identical to Synology’s previous

two-bay units. Still, with both being
PC Pro awardwinners, why fix what
isn’t broken? Thematt-black plastic
chassis looks good, while the curved
panel on the front pulls off neatly to
reveal the two drive bays with their
simple slide-out caddies.

Drives are held in by pinned
clamps and rubber grommets, which
do an effective job of dampening
drive noise.With this and a carefully
controlled 92mm fan, the DS216+ is
noticeably quieter than the other
powerhouse NAS units on test. There’s
real attention to detail here as well,
with any tabs you’remeant to pull
labelled tomatch, while labels on the
caddies showwhichway up they go.

It’s not the best equipped NAS in
terms of connectivity, with a single
Gigabit Ethernet port and one solitary
USB 3 connector at the front – the pair
on the back are USB 2. They’re joined
by an eSATA port, but if youwant to
add high-speed external drives, the
DS216+might not be for you. Pack it
with a pair of high-capacity internal
drives, though, and you’re good to go.

Up to a point, setup is easy. Plug in
the power adapter and Ethernet cable,
turn it on, visit find.synology.com,
and the web-based setupwill pretty
much do the rest. Oddly, though,
creating the RAID isn’t part of the
setup routine, meaning you have to do
it yourself before you can use the NAS.

Here Synology does things slightly
differently, offering its own Synology
Hybrid RAID standard, whichworks
like an optimised version of RAID1.
You can also use Synology’s own
BTRFS file system instead of XFS. If in
doubt, you can use the standard
RAID1, RAID0 and XFS options.

Beyond that, it’s all smooth sailing.
Synology’s DiskStationManager
OS strikes a nice balance between
powerful features and ease-of-use,
andwhile it requires more expertise
thanWD’s My CloudMirror or the
Netgear, it’s more welcoming than the
Qnap or Asustor units. Adding users,
defining permissions and setting up

BELOW Where it loses
out is connectivity,
with few ports
compared to rivals

SynologyDS216+
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WD My Cloud Mirror
Gen 2
An excellent choice if you
want an easy-to-use NAS
to create your own cloud,
and excellent value, too

SCORE ✪✪✪✪✪
PRICE 6GB, £292 (£350 inc VAT)
from store.wdc.com

are the only ones that approach
Dropbox or OneDrive’s features and
ease of use. Download theWD Sync
app and any files you save or update
in your My Cloud folder are synced
almost instantly on the NAS, complete
with a Dropbox-like status applet
to keep you up to date on progress.

Meanwhile, the My Cloudweb
portal gives instant, easy access
to your files and folders through
a browser, even if it lacks the sort of
document preview,media streaming,
slideshow and sharing features you’d
get fromOneDrive or Dropbox. If
you needmobile access, the iOS and
AndroidMy Cloud apps let you access
and download files, andwill also

automatically upload photos –much
like the true cloud storage apps.

The downside of most consumer-
level NAS units is performance, and
we didn’t have high hopes for theMy
Cloud’s 1.2GHzMarvell Armada CPU
and 512MB of RAM. Surprisingly,
however, it’s not slow at all, with read
andwrite speeds in excess of 100MB/
sec when copying large 4K video files.
The limitations of the CPU proved
more apparent when processing our
10.7GB of small files but even here
the results weremoremid-table than
bottom of the league.

Perhaps its biggest selling point,
though, is value. Just the two 4TB
Western Digital Red drives would
cost around £260, making this NAS’s
£350 price seem pretty reasonable.
Drop down to the 6TB version and
you can find it for less than £250.

If you’re an ambitious user looking
for a Swiss-Army-knife of a NAS that
can function as a web server, email
server, IP camera security centre and
4K video transcoding powerhouse,
then choose the Qnap TS-451+ or
Synology DS216+; theMy CloudMirror
is not the NAS you’re looking for. If,
however, youwant a simple, ready-
made solution for backup, file-sharing
and personal, cloud-like storage, look
no further. TheWDMy CloudMirror 2
gives you all you needwith the
minimum of hassle and expense.

ABOVE The WD My
Cloud Mirror Gen 2
is far easier on the eye
than rivals

Much as we love the Qnap
TS-451+ , not everyonewants
a chunky NASwith hot-

swappable bays, a vast range of
features and the kind of design that
makes network admins swoon. Some
simply want fast networked storage,
Dropbox-like sync capabilities and
solidmedia-handling features,
preferably in a box that’s easy on the
eye andwith an interface that justifies
the adjective “intuitive”. If that’s your
wishlist, the second-generationMy
CloudMirror is hard to beat.

For a start, the design owesmore to
Western Digital’s external hard disks
than enterprise storage, and it comes
populated with dual 2TB, 3TB or 4TB
Western Digital Red drives for a total
of 4TB, 6TB or 8TB of capacity. If you
do need to replace drives, they’re
easily accessible through a flap at
the top of the unit.

It’s quite noisy when starting up
but very quiet in general operation,
while power consumption never crept
above a peak 18W in our tests, mostly
hovering at 12W to 15W. Connectivity
is basic, with just two USB 3 ports
on the rear plus the single Gigabit
Ethernet, but for many home and
small office users, that’s enough.

It’s those users whowill best
appreciate how easy the newMy
CloudMirror is to set up. Theweb-
based routine discovers it on your
network, creates an account and
sets up the drives. There’s a focus
onweb access and synchronisation
that leaves you feeling you’re turning
on your own personal cloud. This
straightforward user interfacemakes
managing this device a cinch, whether
you’re adding users, creating new
shared folders or setting up backups
throughWD’s SmartWare Pro app or
Apple’s TimeMachine. It’s the same
story with DLNA and iTunesmedia
streaming; you don’t get advanced
features such as real-time transcoding
but the basics are in place andwork.

While theMy CloudMirror isn’t
the only NAS to offer cloud storage
capabilities, it and the Netgear RN214

BELOW Want bags of
expansion potential?
Then look elsewhere

RECOMMENDED

WDMyCloudMirrorGen2

@ P C P R O F A C E B O O K . C O M / P C P R O



Labs NASDrives

85

@ P C P R O F A C E B O O K . C O M / P C P R O

Test results

0 30 60 90 120

Seagate

Qnap TS-228

Buffalo

WD My Cloud

Asustor AS3102T

Asustor AS6202T

Synology

Netgear

Thecus

Qnap TS-451+ 107.6

106.3

106.2

105.6

104.6

104.4

103.4

101.1

100.4

97.5

Recommended

Recommended

Labs Winner

0 30 60 90 120

Asustor AS6202T

Qnap TS-228

Buffalo

Seagate

Qnap TS-451+

WD My Cloud

Asustor AS3102T

Thecus

Synology

Netgear 104.2

103.5

101.7

100

99.2

96.2

95.2

92.6

89.5

88.3

Recommended

Recommended

Labs Winner

Read speed (4K video) MB/sec Read speed while streaming MB/sec

0 10 20 30 40 50

Seagate

Buffalo

Thecus

Qnap TS-228

Netgear

Asustor AS6202T

WD My Cloud

Asustor AS3102T

Synology

Qnap TS-451+ 42.9

42.5

39.6

38.4

35.4

35.3

31.3

30.7

24.9

22.9

Recommended

Recommended

Labs Winner

Read speed (small files) MB/sec

0 30 60 90 120

Seagate

Buffalo

Qnap TS-228

Asustor AS3102T

Netgear

WD My Cloud

Asustor AS6202T

Qnap TS-451+

Synology

Thecus 106.8

106.5

104.9

103

102

99.5

99.2

89.2

88.9

71.2

Recommended

Recommended

Labs Winner

0 30 60 90 120

Seagate

Buffalo

Qnap TS-228

Asustor AS3102T

Netgear

WD My Cloud

Thecus

Qnap TS-451+

Synology

Asustor AS6202T 107.8

106.6

106.3

104.2

97.6

94.1

87.1

85.8

73.4

71.9

Recommended

Recommended

Labs Winner

Write speed (4K video) MB/sec Write speed while streaming MB/sec

0 10 20 30 40 50

Buffalo

Seagate

WD My Cloud

Qnap TS-228

Netgear

Thecus

Synology

Asustor AS3102T

Asustor AS6202T

Qnap TS-451+ 46.6

41.9

40.4

37.5

33.7

33.5

33.2

31.7

24.1

23.3

Recommended

Recommended

Labs Winner

Write speed (small files) MB/sec

We connect each NAS unit
through a Gigabit switch
to an Intel Xeon 1240 v2

workstationwith 8GB of DDR3 RAM,
runningWindows 10 Pro 64-bit. We
assess read andwrite transfer speeds
by copying files to and from a 128GB
SATA III SSD, to ensure that neither
the network connection nor the target
drive is a bottleneck.

Where the units arrive populated
we use the drives as installed; when
bare we fit 6TBWDREDNAS drives,
provided byWestern Digital. We also
set up each NAS in a RAID1
configuration.Where dual Gigabit

Ethernet ports are providedwe use
both connections linked tomaximise
bandwidth, and switch off any
outgoing internet connections to
minimise interference during testing.

We run two sets of test files for each
NAS. The first set comprises 2.6GB of
Ultra HD video files, reflecting the
workload a NASmight face when
transferring or streaming demanding
content. However, it’s large volumes
of smaller files that tend to push a NAS
to its limits, as the CPU struggles to
process and allocate space for the
flow of content. To replicate this,
our second set comprises 10.7GB of

documents, images and audio assets.
We also re-time the large Ultra HD
video transfer tests while streaming
Ultra HD video andMP3 audio from
the NAS.

With the formal testing finished,
we test media server features plus
remote access and cloud
synchronisation, giving us a feel for
how easy these are to configure and
how effective theywould be in daily
use.We also look at the hardware
features of each NAS, noise levels and
ease of drive installation and removal,
factoring all of this information into
the review and the final score.

Howwetest



NAS box or Dropbox?My Cloud
or OneDrive? Local or Cloud?
There’s a fight on between the

big online storage services and the
hardwaremanufacturers, with both
camps claiming the high ground on
convenience, ease-of-use and cost.
Both approaches have their strengths,
but if you’re looking to safeguard your
most important data or to share it,
whichway should you jump?

■ Performance
There’s just no getting around it – NAS
drives have a definite advantage when
it comes to speed.With a NAS, read
andwrite speeds aremainly affected
by the bandwidth of the connection
between your PC and the NAS, the
size and number of the files, the power
of the NAS’s CPU and the quantity
of RAM and the performance of the
drives installed.

With online services, however,
you’re still constrained by the
performance of the servers and the
client-side hardware and software,
but evenmore limited by your
internet connection.

With a NAS, youmay have a Gigabit
Ethernet connection linking your PC
and the unit, and even 802.11nWi-Fi
will give you up to 300Mbits/sec of
bandwidth, rising up to between
400Mbits/sec and 1,300Mbits/sec if
you use 802.11ac. The very fastest
fibre-to-the-premises broadband
packages top out at 300Mbits/sec, but
themajority of us on fibre-to-the-
cabinet packages are stuck at
100Mbits/sec, 70Mbits/sec or less. .

What’s worse, these are download
figures, and fibre broadband remains
an asynchronous technology. Your
upload speeds for copying files may
be up to 30Mbits/sec dropping to
7Mbits/sec andmuch lower. And let’s
not forget that many people are stuck
on non-fibre connections, bringing
speeds down still further.

Then there’s the other side of
the connection; the cloud service
providers have only somuch
bandwidth to share out across
connections. Is it practical for them to
support even 100Mbits/sec uploads
and downloads? You only need to read
Steve Cassidy’s column this month
(see p121) to realise the answer to this
question (hint: probably not).

The picture’s pretty clear from
the graphs, where we show upstream
and downstream transfer rates for
a subset of the large video files and
high number of small files used to
test this month’s NAS drives (the
connectionmade using the full
set is impractical). The tests were
conducted on a 38Mbits/sec fibre
broadband connectionwith a
10Mbits/sec upload speed, so your
mileage will vary, but unless you’re
on fibre-to-the-premises, a NASwill
be noticeably faster than any cloud
storage service.We’re talking around
five seconds to transfer a file that
will take around sevenminutes to
upload and three to sixminutes to
download from cloud storage. That’s
a significant difference.

Is this a significant issue? It
depends. Cloud storage services
are designed to work quietly in the

background, and small files like, say,
office documents, MP3 files or digital
photos generally sync fast enough
formost practical purposes.

If, however, you’re uploading and
downloading large video and other
media files – or smaller files in bulk
– then cloud storagemight not be the
way to go for you.

■ Price and capacity
ANAS is an investment – and you’re
paying the whole lot up front. Even
a great value NAS such as theWestern
Digital My Cloudmirror will cost you

£300 for a 6TB drive,
working out at around £50
per TB. Go for amore
powerful barebones NAS
and add your own drives,
and a similar setupwould
cost you closer to £450.

With cloud storage
you’re paying less up front, but you
need to keep paying over a period of
years and, should you stop, you’ll
eventually lose your data. Google
Drive’s $10 permonth for 1TB (which
works out at around £8.50 once you
add tax) totals £102 per year. So, even
after a year, on a simplified amount-
per-terabyte of storage basis, a typical

“With cloud storage you’re
paying less up front, but you
keep paying over a period
of years and, should you
stop, you’ll lose your data”

NASvs thecloud
When it comes to storingandsharingyour importantdata,whichapproach
will best fulfil yourbusinessorpersonalneeds?
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speed, NAS drives are
the clear winner
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NAS has the financial advantage. Keep
that 6TBMy CloudMirror running
over three years and it will cost you
£17 per terabyte per year, although
note we’re not taking electricity into
account.

Which brings us to capacity. Since
Microsoft downgraded its “unlimited”
OneDrive option to 1TB, that’s pretty
much been the cap for affordable big
cloud storage services; Google Drive
rockets from $10 permonth for 1TB to
$100 permonth for 10TB. To go higher
than 1TBwith Dropbox and Box.com,
you have to be a business customer,
withmatching rates.

If you don’t need somuch data.
Google charges $1.99 permonth (£1.70
at the current exchange rate once you
add VAT) to upgrade from the free
15GB limit to 100GB, which adds up
to amore reasonable £20 per year.

If you need to store a lot of media,
though, NAS, or other local storage
options, will always win out.

■ Accessibility and
synchronisation
Some NASmanufacturers think
remote access through a browser is
enough to constitute a cloud storage
feature, but whatmost users really
have inmind is a combination of
anywhere, anytime accessibility and
the ability to synchronise files across
multiple PCs and devices.

The big names in NAS have finally
got their heads around this. They
aren’t quite matching Dropbox,
Google Drive and OneDrive for the
functionality of their browser-based
portals, where we now take slick
photo galleries, media streaming,
document viewing and even editing
features for granted, but they’re
getting closer.

Mobile app support is improving
too, with effective file-browsing and
downloading plus, in some cases,
video-streaming capabilities.
Many of us now lean on Dropbox or
OneDrive for automatic uploads of
our smartphone’s photos whenwe get
back from a business trip or family day
out. Youmight be surprised to know
thatmany of the NAS-companion
mobile apps now handle this as well.

Sync, meanwhile, is also on the up.
Whenwe looked at NAS drives a few
years ago the cloud sync features were
a little slow, primitive and often hard
to set up, but now the best NAS units
are taking care of setup automatically

during installation, thenworking
with well designed, Dropbox-like
apps that take the pain out of the
process. You can save a file to a local
folder and be sure that it will replicate
on your NAS, and from there to any
other PCs that you sync. You can also
be sure that the file will be accessible
through a browser or through the
manufacturer’s mobile apps.

While the professional cloud
services – Dropbox is still our top
choice – will always win for
synchronisation and accessibility, the
NAS suppliers are catching up.
Western Digital, Seagate and Netgear
are the leaders in this group test, but
Qnap and Synology aren’t far behind.

■ Working in tandem
Of course, NAS and cloud services
aren’t outright rivals – they can
actually work together. Many of the
devices on test have features to either
back up or sync files and folders with
leading cloud services, including
Dropbox, OneDrive and Google
Drive, and in some cases extending

to Amazon S3 buckets,
HiDrive or ElephantDrive.

You can use this as
a second line of defence
for storing vital or
irreplaceable files off-
site – a NAS drive is no
protection against fire,

flood or theft – or as ameans of
ensuring that yourmost important
files are accessible even should your
power fail or your internet connection
be disrupted. Use NAS and cloud
storage in this way and you can get the
best of bothworlds: the performance,
one-off costs and capacity of NAS,
with the streamlined, always-there
accessibility of cloud.

“A few years ago, NAS
drives’ cloud sync features
were primitive and hard to
set up. Now the best units
do it automatically.”
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complete with a download of the
latest firmware update.

Once up and running it’s more
impressive. For a start, the user
interface offers amodern desktop
look and feel that makes it easy to add
new users, create shared folders and
configure themwith options such as
encryption. You can also install a fine
range of apps, covering everything
from essentials such as backup and
sync to Dropbox or Google Drive, to
themore adventurous; mail servers,
media servers and evenweb-hosting
stacks.While we encountered some
trouble convincing the AS3102T that
our router supports UPnP, setting
up remote access isn’t otherwise
difficult, and proves effective in use.

That’s not the end of this drive’s
strengths. Awell designed iOS and
Android app, AiMaster, canmonitor
and configure the NAS or even install
new apps, while an optionalWi-Fi
dongle turns it into a wireless
resource. The AS3102T also has an
HDMI output, enabling it to work both
as amedia player and amedia server,
should youwant to hook it up to your
TV. For this application, Kodi makes
a sensible front-end.

For all this, the AS3102T’s biggest
advantage is speed.With two 6TB
Western Digital Red drives installed it
reached average speeds of 99MB/sec

writing and 104MB/sec reading in
our large video files test, while it
processed our 10.7GB collection
of small files at an average speed of
roughly 40MB/sec. Not as high as the
best NAS on test, but it’s close.

Othermodels have it beaten on
ease-of-use or sync and sharing
features, but this is one impressive
entry-level two-bay NAS.

On first impressions, the
Asustor AS3102T seems like
your average barebones NAS.

Once you remove the side and top
panels, which are joined as one single
unit, the two drives screw directly
into the chassis. This construction
doesn’t domuch to dampen the
noise; it makes a surprising racket.

Asustor doesn’t help its case for
user-friendliness by providing its
quick-start guide on CD, while
advising those without an optical
drive to visit the website to download
it, alongwith the Control Centre
utility required for initial setup.
On the plus side, it’s a friendly tool
that makes it easy to find and then
initialise your NAS and drives,

Those looking for a NAS for home
entertainment will be evenmore
interested by the HDMI 1.4b port and
optical digital output; the AS6202T
has everything you need to be both
media server andmedia player.

Media features are this NAS’s
biggest strength, with the option to
install Plex on top of the integrated
DLNA and iTunes servers plus the
Kodi media player – or Asustor’s own
SoundsGood and LooksGood players.
With its intuitive interface, Kodi is
particularly effective if you plan to
hook the AS6202T up to your TV, and
the NAS has built-in hardware
transcoding support.

Asustor now rivals Synologywhen
it comes to apps, with BitTorrent and
FTP clients, IP camera surveillance,
email and VPN servers and even
virtualisation through VirtualBox.
The interface has an old-school feel
but the control panels andmenus are
structured sensibly and you can use
Asustor’s AiMaster mobile app to
handlemost basic tasks. The lack
of Dropbox-like synchronisation
features is the only weakness. You can
install OwnCloud to set up a personal
cloud, but there’s no dedicated server
app or client software.

With dual Gigabit Ethernet ports
for link-bonding, a 1.6GHz quad-core
Celeron processor and 4GB of RAM,

it’s no surprise the AS6202T can
handle heavyworkloads while still
keeping power demands low. Both
write speeds and read speeds went
above 100MB/sec when copying large
4K video files, andwhile the Asustor
tookmore timewith smaller files, it’s
still no slouch. The Qnap TS-451+
edges it on speed and versatility, but
the AS6202T is a credible rival.

I f we judged NAS units solely by the
number of lights and ports, this
would be a winner. It’s festooned

with blue and green LED indicators
on the front panel and drive bays, and
three USB 3, two USB 2 and two eSATA
ports offer great expansion choices.

The hot-swappable drives screw
into two slide-out caddies, which
click back into place with ease. Sound
isolation could be better, though, with
some clicking from the drives carrying
through the chassis. Software setup
and configuration involves visiting
the Asustor website and downloading
the Control Centre utility, but once
installed finding and initialising the
drive won’t take long, with the option
to choose between RAID0 and RAID1.

ABOVE Despite its
server-room looks,
media features are a
huge strength

ABOVE Looking for an
entry-level two-bay
NAS? There’s much to
like here

Asustor AS3102T
A flexible device with the
ability to be both a media
server and player, but
note the rough edges

SCORE ✪✪✪✪✪
PRICE £185 (£220 inc VAT)
from lambda-tek.com

Asustor AS6202T
Blistering speeds, excellent
media features and flashing
lights mark the AS6202T
out from the crowd

SCORE ✪✪✪✪✪
PRICE £278 (£333 inc VAT)
from amazon.co.uk

AsustorAS3102T

AsustorAS6202T
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and 23.3MB/sec when churning
through our smaller files – a sure
sign that the CPU and RAM are
struggling to keep up.

As a cheap, all-in-one solution the
Buffalomay look tempting, but we’d
advise plumping for the superiorWD
My CloudMirror 2. There isn’t a 2GB
version, only 4GB, but even at £260
inc VAT it’s well worth the extra cash.

Buffalo supplies its compact
two-bay consumer NAS
populated, with a choice of dual

1TB, 2TB, 3TB and 4TB drives. Despite
this, it’s kept the price surprisingly
low,meaning you can grab the 2TB
version for the same price as some
unpopulated two-bay rivals.

If youwant to buy the entry-level
version now and upgrade later, it’s no
problem – open the front-facing door
and the twoWestern Digital Green
hard disks emerge neatly in their
slide-out bays.

It’s a shame that the software setup
process isn’t so easy, requiring you to
visit Buffalo’s website, download its
NAS Navigator software, install it and
then find your NAS before you can

and feel and rapid synchronisation
of documents andmedia files. The
accompanying iOS and Android apps
even allow for auto-uploads of photos
and videos, just like OneDrive or
Dropbox. However, if you prefer to
map folders to network drives or use
the built-in backup tools and Time
Machine to keep your files safe, that’s
fine. There’s even a dedicated button
on the unit for one-touch backups.

That’s the basic applications
covered, but this NAS isn’t short on
options for expert users. The firmware
provides easy access to status panels,
power options andmanagement
features, while you can install a
wide range of third-party add-ons,
includingWordPress, Joomla, a
selection of torrent clients and the
Plexmedia server. The built-in DLNA
media features work smoothly, both
withmobile and PC-based clients,
and there’s a nice balance here
between comprehensive features
and overall ease-of-use.

This is a solid, quiet and thoroughly
robust NAS, with three USB 3 ports
and one eSATA port for running
external drives or easy backup, plus
dual Gigabit Ethernet ports for link
aggregation. Its only serious problem
is performance. Read speeds are
actually pretty good, but write speeds
never quite breached the 100MB/sec

barrier. While the quad-core ARM
Cortex A15 processor isn’t slow, it
couldn’t motor through our small files
test with the same pace as the Celeron
processors in the Qnap and Asustor
devices. Performance isn’t the be-all
and end-all, though, and it’s still
worth considering the Netgear if
ease-of-management and business
features are yourmain priority.

Achunky, business-like
four-bay NAS, the Netgear
RN214 earns points straight

away for ease of installation –with
drives fitting neatly into pull-out rails
on the screw-less caddies, the process
takes just a couple of minutes. The rest
of the setup is nomore challenging,
with a web-based routine that signs
you up to Netgear’s ReadyCloudweb
portal for configuration.

Netgear’s well-designed user
interface encourages you to use the
NASmuch like a cloud storage service,
partneredwith a ReadyCloud app
running on your PC or Mac. It’s
effective, with a Dropbox-like look

ABOVE This quiet NAS
is built for expansion,
with one eSATA and
three USB 3 ports

ABOVE A tempting
drive on paper, but
testing highlighted its
weaknesses

Buffalo LS520 2TB
Considering it includes two
1TB drives, the price may
be initially attractive, but
there are better options

SCORE ✪✪✪✪✪
PRICE £147 (£176 inc VAT)
from amazon.co.uk

Netgear ReadyNAS
RN214
A fine choice if you’re after
a solid, robust NAS that’s
easy to use while offering
business-class features

SCORE ✪✪✪✪✪
PRICE £267 (£321 inc VAT)
from amazon.co.uk

even get going. If the tool seems
dated, the firmware isn’t much
better, seemingly designed to
resemble an old Linux desktop
interface – complete with dry control
panels that make everything from
configuring DLNAmedia access to
providing remote web access slightly
awkward. The LS520 can handle all
your backup, file-sharing andmedia
vault duties, but other NAS devices
make it easier.

In some respects, the features
are fairly basic. There are file
management apps for iOS and
Android, but nothing tomatch the
Dropbox or OneDrive-like features
of other NAS drives. At least
safeguarding your files isn’t a
challenge, with NovaBackup bundled
for PCs and full support for Time
Machine. The remote access features
don’t do anythingmore than provide
access to the same desktop interface,
and, as a DLNA server, the LS520
isn’t exactly the snappiest around.

In fact, performance is the LS520’s
biggest issue. The combination of
a 1.1GHz Realtek ARMCortex A9
processor with just 256MB of RAM
didn’t make for stellar speeds– the
LS520 could onlymanage read/
write rates of 101MB/sec and 89MB/
sec respectively with the larger
video files, and awoeful 24.9MB/sec

Buffalo LS5202TB

NetgearReadyNASRN214
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the Qnap running and configured
as a RAID0 or RAID1 array.

Better still, the TS-228 uses the
same versatile software as themore
expensive TS-451+, giving you a huge
range of first-party and third-party
apps to install, plus a comprehensive
range of monitoring tools and options.
As a result, this budget NAS feels
more like amid-rangemodel in
everyday use.

That’s good news for file-sharing
and backup, whereWindows users
can use Qnap’s own software while
Mac users canworkwith Time
Machine. Media streaming is no
problem, either, whether you use
Qnap’s ownMusic, Photo and Video
Station apps or a third-party option
such as Plex.

You can use the Qsync app on
your PC to synchronise a Dropbox-
like folder across your NAS and
other devices, or use Qnap’s Android
and iOS apps to access files and
upload photos from your phone.
It might be small, but the TS-228
is still big on features.

The one area where youwill find
compromises is performance. It’s not
horrendously slow, but the TS-228
is reliant on a basic 1.1GHz ARM v7
processor and just 1GB of RAM; its
read speeds in our large video files test
squeezed past 100MB/sec, but write

speeds were stuck under 90MB/sec.
Its performance with large volumes of
small files is just below average for the
Labs. Not disastrous, not great.

The Qnap TS-228 is still a great
value entry-level NAS, but you could
do even better.

The Qnap TS-228 looks
surprisingly stylish for a budget
NAS, with two bays positioned

vertically in the chassis, concealed
by a sleek slide-off shell. Supplied
barebones, the drives slide into place
and are held in without screws by
a pair of clips, but this thoughtful
design is spoilt by one fact – the shell
is an absolute nightmare to get back
on. Once you do, this NAS is relatively
quiet aside from the noise from the
hard disks themselves, which tends
to come through.

Things gomuchmore smoothly
with the software setup, where the
combination of a web-based process
and special codes attached to each
individual NASmake it easy to get

routine is close to fool-proof, taking
you through the selection of RAID0 or
RAID1 configurations before asking
what youwant to dowith your NAS – a
smart, application-focused approach.

It’s just as easy to create new users
or set up backups, while the S-Drive
feature works with a companion
Windows app for drag-and-drop
access to files and folders on the NAS,
both on and away from the local
network. Or you can sync folders with
Google Drive, Dropbox and OneDrive.

There’s support for Sonos,
Chromecast, Apple TV and consoles,
while Seagate has its ownMedia
Channel for Roku devices. Mobile

support could be better: the Seagate
Media app for iOS and Android can
access media files and documents on
shared folders, but not in personal
folders. At least it can auto-upload
photos taken on your phone.

This is a solid NAS for basic home
file sharing andmedia streaming.
It is, however, a slow one, posting
some of the worst write figures in
our tests. Performance is evenworse
if you use S-drive to copy rather than
Windows 10’s File Explorer. For the
average home user, where wireless
connectivity is a bigger bottleneck,
this might not be an issue, but steer
clear if speed is important.

NAS drives are rarely accused of
stylish design, but Seagate’s
Personal Cloud is an exception.

The size and shape of amodern
Blu-ray player, it could fit in the
average home entertainment setup
without looking out of place.

The downside is flexibility. It
comes in single- or two-bay variants
with drives pre-installed and no easy
way to replace them. The software,
meanwhile, focuses on ease-of-use
over advanced features. If you plan
to use a NAS as a low-cost, low-power
server, it’s not for you.

That doesn’t make it a bad choice
for everyone. Its web-based setup

ABOVE Not just a
pretty fascia, the
Personal Cloud is easy
to use too

ABOVE The Qnap
TS-228 may be small
but it’s big on features

Qnap TS-228
The price is as attractive
as its design, but a lack
of speed due to the lowly
processor limits its appeal

SCORE ✪✪✪✪✪
PRICE £125 (£150 inc VAT)
from cclonline.com

Seagate Personal
Cloud 2-Bay
If you can look past its slow
speeds, this is a charming
NAS that’s a pleasure to
both use and look at

SCORE ✪✪✪✪✪
PRICE 6GB, £230 (£275 inc VAT)
from seagate.com

QnapTS-228

SeagatePersonalCloud2-Bay
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accompanyingmobile app but Thecus
doesn’t make the process easy, and
setting up any sync service is even
more challenging. This is a powerful
NAS capable of handling high-end
tasks andworkloads, but Thecus
needs to sort out the software.

This two-bay NAS is definitely
speedy.With a 1.6GHz
Broadwell Celeron N2050

processor and a healthy 2GB of DDR3
RAM, the Thecus N2810 is one of the
fastest units on test, beating the Qnap
TS-451+ with an average write speed
of 106.8MB/sec in our large video
file transfer test and coming a close
second for read speeds. Only a
slightly-less-than-stellar effort in our
small files transfer tests prevented it
from topping the performance table.

Connectivity is another strength,
with dual Gigabit Ethernet ports
supporting link bonding, three USB 3
ports, with one handy at the front,
and an HDMI output that enables
the N2810 to double as amedia player
as well as server.With built-in

ABOVE Powerful with
plentiful options, but
the software is overly
intimidating

Thecus N2810
Proving that speed isn’t
everything, this fast,
powerful NAS is hobbled
by ornery software

SCORE ✪✪✪✪✪
PRICE £249 (£299 inc VAT) from span.com

transcoding abilities it’s certainly
equipped for the job.

On other fronts, however, it’s
less than ideal. Like the TS-451+, the
design is more functional than fancy,
but themetallic chassis transmits
more drive noise. The drives aren’t so
easy to fit, partly because the clip
mechanism that holds them into their
hot-swap caddies is awkward, and
partly because the instructions don’t
cover installation.

The Thecus SetupWizard used to
locate your drive across the network
is similarly basic, and by default
put our unit on a separate network
segment so that we couldn’t see it
from our workstation. Oddly, the
RAID setup defaults to a JBOD
configuration rather than themore
conventional RAID0 or RAID1.

Things don’t get much better once
you get it up and running. Thecus
provides a huge range of options
for advanced users and a decent
selection of add-onmodules to
download and install, but the control
panels are complex, jargon-heavy
and intimidating. It can be hard
to understand the panels and the
terminology being used, while even
installing apps isn’t hassle-free.
You can install the TwonkyMedia or
Plexmedia servers or set up remote
access throughWebDAV and an

Is there a place for NAS in 2016?
Whenwe started these tests, I
wasn’t sure. Five years ago, the

idea of centralised backup and file
storage formy home and small
business was incredibly appealing.
Now I use OneDrive and Dropbox as
my go-to save locations, while Google
Drive and iCloud Drive play a role
in supportingmy iOS and Android
hardware. Similarly, I once had big
plans to centralise all themusic,
movies and recorded TV in the home
andmake it accessible through our
Android tablets and Rokumedia
streamers. Now, with the likes of
Netflix, NowTV, Amazon Prime and
Spotify, that idea seems redundant.

Unexpectedly, however, I’m
beginning to changemymind. For one
thing, NAS drives are becoming easier
to set up andworkwith, so that I can
get the kind of convenient, heavily
automated sync and sharing I expect

fromDropbox throughmy own
personal cloud.With theWestern
Digital, Netgear and Seagate units
in particular, many of the hoops you
used to have to jump through have
evaporated. I can access my content
throughmy phone ormy browser,
and even havemy phone’s photos
upload automatically overWi-Fi.

Performance is another big
strength. Sure, my personal video
library can’t rival that of Netflix, but
there’s no buffering or dropped
connections to spoil my
entertainment. I canwork on a
document right from the NAS folder,
and I wouldn’t even know that it’s not

onmy local drive. If I need
to back up edited photos,
it happens in seconds.

What’s more, there’s
no need to worry about
capacity, with 2TB ormore
of space. Sure, I don’t

“My personal video library
can’t rival that of Netflix,
but there’s no buffering
or dropped connections to
spoil my entertainment”

Stuart Andrews is
a former reviews
editor of PC Pro and
now saving for a NAS

think it’s an option to run a library of
Steam games directly from a NAS, but
there’s nothing to stopme syncing
libraries across my two PCs. Try doing
that with a cloud storage service.

Most of all, though, I’m impressed
with the power and versatility of these
devices. In a way, NAS has become too
limiting a term; you can use them for
simple backup, sync and storage, but
some are now all-in-onemedia
centres, IP camera security centres or
even simple, low-cost email, web and
VPN servers.

I can use one to streamUltra HD
video tomy TV, but I could also use it
for a small-business virtualisation
strategy or to service a school’s
intranet. It’s hard to think of any other
hardware that’s so affordable and
flexible. You’ll find that reflected in
this month’s winners, which cover the
range from simple and effective to
powerful and versatile.

ThecusN2810

Viewfrom the Labs
StuartAndrewsstartedoffaNAScynic,butamonthof solid testing
hasmadehimchangehismind
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Aprofessional-grade telephone
system can help a small
operation look big to its

customers. It alsomakes a statement
about how seriously you take your
business; nothing looksmore
amateurish than amain phone
number that's never answered,
or an antiquated voicemail system.

So it’s time to ditch that traditional
private branch exchange (PBX) and
move to a Voice over IP (VoIP) system.
Today’s products offer a vastly
superior range of call-handling
capabilities, with costs far lower than
a regular landline. VoIP systems are
also cheaper and easier to upgrade as
your business grows; you start with a
hosted service andmove to an on-site
software or hardware system later.
There’s a huge range of services on
offer. We’ve put four VoIP solutions
through their paces to help youmake
the right buying decision.

Is your broadband up to it?
Before implementing a VoIP system,
you need to know that your internet
connection is fast enough for voice
calls. Generally, one VoIP telephone

BUSINESS FOCUS

call will use around 90-100Kbits/sec
of bandwidth, both upstream
and downstream. To test if your
connection is fast enough, use one
of the online VoIP speed quality
tests available such as voipreview.org
ormyspeed.visualware.com.

If your internet connection is
already being pushed to the limit
then upgrading it is a must. A lack
of bandwidthwill quickly turn VoIP
calls into garbledmush that certainly
won’t do your business any favours.
If your office has lots of people using
the internet at once, consider getting

a second line that’s dedicated to VoIP
traffic to ensure youwon’t have
contention issues. If phone calls are
central to your business, consider
ordering a backup link as well.

The other technical prerequisite
is a suitable router. An on-site IP
PBX needs port-forwarding rules
configured in your router to allow
external users to access it. The router
must support quality of service (QoS)
rules for prioritising VoIP traffic.
If it has a SIP ALG (application layer
gateway), turn it off to avoid potential
instability issues.

What’s in the trunk?
Tomake your VoIP system useful,
you’ll need to sign upwith a SIP
(session initiation protocol) trunk
provider that can link your internal IP
PBX to the public telephone network.

It’s up to you howmany SIP
channels you require: each VoIP
call uses one channel, so look at the
number of staff using their phones
during the busiest periods to
determine howmany you need. Don’t
forget that queued calls and callers on
hold still consume a SIP channel – and
youmay havemobile users running
VoIP software on their smartphones

BELOW Use an
online speed test to
see if your internet
connection is
VoIP-ready



F A C E B O O K . C O M / P C P R O@ P C P R O

93

The Network BusinessFocus

to add to the equation as well. If you’re
unsure, a good rule of thumb for
moderate phone usage is one SIP
channel for every three users.

There’s a huge range of providers
fromwhich to choose, but check
their pricing schemes; these can vary
considerably. Ensure that you can
easily upgrade, or even downgrade,
the number of channels purchased.

Check, too, that you can have local
phone numbers assigned to your SIP
trunk, and find out whether you can
havemultiple numbers, which your
IP PBX can then route through to
different extensions.

On-site or hosted
If you decide to install an on-site IP
PBX system then don’t be tempted
to take shortcuts. VoIP is amature
technology, but there are several
pieces to the puzzle that all need to
be configured properly before they’ll
talk to each other.

Treat the switch as a fully
documented, fully funded IT project,
and host your PBX on server-grade
hardware dedicated to this task alone.
While this may not seem technically
necessary, remember that you’re
creating a single point of failure that
will bring your entire VoIP system
down if it goes belly up, or
if there’s any conflict with other

services running on the
same host.

Another important tip
is to never configure an IP
PBX to use a dynamically
assigned IP address. These
can change at any time, and
if yours does then all your
port-forwarding rules will
fail, and your IP phones
will no longer be able to
access the PBX.

For smaller businesses
with limited on-site IT
expertise, it makes sense to
consider a cloud-hosted
VoIP solution instead. This
will cost considerablymore
than running your own
server, but with
the right support contract and
service-level agreement in place,
you can save yourself plenty of
upheaval and avoid the danger of
something goingwrong.

Hanging on the telephone
The sheer range of features offered
by a VoIP PBX can be overwhelming.
Before going live, set up a test system
and play with it tomake sure you
understand how it works.

One typical call-handling feature
youmight want tomake use of is a
“digital receptionist” to read out a

menu of options: “For sales, press 1;
for accounts, press 2”,
and so on. This exudes
professionalism. You can
also set up call redirection,
so that incoming calls can be
automatically routed to staff
on the road, or to those who
may not want their mobile
numbermade public.

When it comes to
choosing handsets,
you’re spoilt for choice.
For our testing we used
Yealink T23Gmodels,
which are cheap, easy to
provision and offer good
hands-free operation.

Mobile users can use
“softphone” apps on their

own phones, but these aren’t always
included in the IP PBX price. IT
support company 3CX offers iOS
and Android apps for free, with a
Windows 10Mobile app in beta,
while Kerio charges for them.

Awell-implemented VoIP system
will give your business a professional
image and save you hard cashwith
cheap local and international calls.
Call-handling features that were
previously beyond an SMB’s budget
can be set up cheaply and easily.
Read on and see how tomove your
company into 21st-century telephony.

ABOVE 3CX makes its
Windows softphone
plus iOS and Android
apps freely available
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3CX Phone System
3CX delivers everything you
could possibly want from
a software IP PBX – and at
a good price, too

SCORE ✪✪✪✪✪
PRICE 4-channel licence, £270 exc VAT
from 3cx.com

The Phone System from 3CX
has been around for a decade
– a long time in VoIP. It has

become the preferred PBX software
choice formany service providers,
thanks to a remarkable range of
features that scale easily from SMBs
to enterprises. It’s also one of few
software products designed to run
on aWindows host.

You can try out 3CXwithout
any financial commitment, since the
two-channel version supports two
simultaneous internal or external
calls for free. Commercial licences are
flexibly priced; a four-channel licence
costs £270, including one year’s
softwaremaintenance, while
a 16-channel licence costs £964.

We installed 3CX in the lab on a
Windows Server 2012 R2 host and
had it running inside 30minutes. A
slick wizard-based setupwalked us
through settings (note the number
of digits in internal extensions can’t
be easily changed later).

Before connecting our SIP trunk,
we needed to open up SIP and RTP
ports on our firewall using forwarding
rules; happily, 3CX provides excellent
online tutorials for this. It also
provides a firewall checker tool,
which tested all required ports and
confirmed that wewere good to go.

At this stage we hit a glitch with
our Sipgate account – we could only
connect if we selected the German
option in the wizard. After adding our
details, we had tomanuallymodify
the server and proxy hostnames to
make it workwith our UK account.

The next step is extensions. Your
user list can be enteredmanually or
imported fromActive Directory, so
details such as email addresses and
mobile numbers are picked up as well.
Each user gets a randomly generated
PIN, so they can securely access
voicemail from their phone.

Handset provisioning couldn’t be
easier: our Yealink T23G IP phones
were automatically detected and
popped up as new entries in the
console. Once each had been assigned
an extension, 3CX pushed a profile
to it. This set the provisioning URL
and secured access to the web console
by changing the default password.

The 3CX software can optionally
send awelcome email to each user,
with details of their extension
number, voicemail PIN and download
links for the 3CX softphone app for
Windows, Mac, Android and iOS. An
attachment to this email contains the
necessary settings for softphone apps.
After we’d installed the iOS app, we
simply needed to point it at this file
to set everything up for use.

There’s an impressive range of PBX
features. The 3CX digital receptionist
can provide callers with amenu of
options for directing them to the right
extension. Our SIP trunk had three
external numbers assigned, andwe
were easily able to configure 3CX
so that each onewent to a different

extension. Users can be
put into ring groups.
Incoming callers can be
placed into queues, and
different responses can be
configured outside normal
office hours. Outbound
call-routing features are

just as versatile. Wewere able to
choose what features each extension
was allowed to use: we permitted
outbound calls only with the correct
prefix, and each rule could have up
to three routes assigned as backups.

If youwant to host your own
IP PBX, 3CX’s Phone System does
everything you could ask for.We
found it easy to install, andwere
bowled over by the incredible range
of call-handling features it offers at
such a reasonable price.

ABOVE 3CX system
provides an intuitive
management console
and all its softphone
versions are free

LEFT 3CX offers
a huge range of
call-handling
features, including
sophisticated
inbound rule sets

RECOMMENDED

“We were bowled over
by the incredible range
of call-handling features
it offers at such a
reasonable price”

REQUIREMENTS
Windows 7/Server 2008 R2 upwards
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Beronet Appliance 2
Decent manuals would be
helpful, but Beronet offers
a clever combination of
PBX host and gateway

SCORE ✪✪✪✪✪
PRICE £925 exc VAT
from beronet.com

I f you’ll excuse the cliché, Beronet’s
Appliance 2 is truly a system of
two halves. One side comprises

standard PC hardware for hosting
your choice of PBX software, while
the other adds an integratedmedia
gateway that lets you continue using
your existing landline or ISDN
systems in parallel with your new
VoIP PBX. It’s versatile, too: the
chassis can sit on a desk or be
mounted in a rack, and the aluminium
casing serves as a heatsink so it’s
completely silent.

The PC portion of the appliance is
built around a 2GHz Intel Celeron
J1900 processor, with 4GB of DDR3
memory and a 60GB SSD. If you’re
planning on runningmultiple VMs,
you can opt for 8GB or 16GB of
memory, and larger SSDs up to 240GB.
The gatewaywas supplied with
Beronet’s hybrid dual BRI/FXS
module, but plenty of other choices
are available. Options include BRI,
FXO, FXS, T1 or GSM ports, and there’s
room for two cards as well.

The appliance itself is Linux-based,
but uses the Xen Project hypervisor so
you can set up your PBXwithin

whichever guest OS youwant. It can
also host a virtual router or firewall,
making it a complete communications
hub in a box.

Installation is a two-phase process.
Although the PC and gateway are
aware of each other, each has its
own independent web interface
to configure.We found the
accompanying documentation
unhelpfully brief, but a quick call
to Beronet’s support staff helped to
reassure us that everythingwas set
up the waywewanted.We can’t
help think it would be in Beronet’s
interests, as well as that of end users,
to create amore extensive guide.

Once you know how, the gateway
is actually quite easy to configure.
We placed two PSTN ports in a group
and selected the appropriate country
dial tone from the dropdown list.
Inbound and outbound dial plans
needed to be created, and thenwe
provided our Sipgate account details
and credentials. With this done,
wewere able tomake and receive
calls using our SIP account via a
standard PSTN phone plugged directly
into the gateway.

For call logging, the gateway
console provides basic phone port

ABOVE Beronet’s
Appliance 2 neatly
amalgamates
virtualised IP PBX
services with
media gateways

BELOW We ran a
Windows 10 VM on
the appliance, which
hosted the 3CX Phone
System software

“A good choice for
businesses that want to
migrate to VoIP without
abandoning their PSTN
or ISDN installations”

SPECIFICATIONS
1U desktop/rack appliance l 2GHz Intel
Celeron J1900 l 4GB DDR3 (max 16GB) l

60GB SSD (max 240GB) l 2 x Gigabit
Ethernet l VGA l USB 2 l USB 3 l HDMI l

BF400e gateway card with 2 x BRI and 2 x
FXS ports l 2yr hardware warranty

statistics, plus a list of active calls,
complete with the caller’s number.

The appliance’s PC portion offers
a simple dashboard for viewing and
controlling VMs. You can create
multiple virtual machines, and
choose howmany CPU cores and how
muchmemory each one should use.
Your chosen OS can be installed by
uploading an ISO file to the appliance
from theweb or a CIFS share. The
interface also offers a direct link to
Beronet’s Market, which provides
a repository for PBX and firewall

apps that can be
downloaded and installed
on the Appliance 2.

For our test, we created
aWindows 10 VM and set
it up for remote control
via VNC, using the link in
the dashboard. The system

felt a tad sluggish, but we had no
problem copying the 3CX installer
over to the VM and installing it.
Following this, wewere able to carry
out all further configuration from the
3CXmanagement console.

Wizardsmade it easy to set up the
appliance’s media gateway and create
rules, such as whether outgoing calls
from specific extensions would be
routed via the PSTN gateway or SIP
trunk – or whether a prefix could be
used to specify a particular route.We
also created backup routes, so that if
our internet connectionwas down,
calls would be automatically routed
over the PSTN line.

The lack of decentmanuals may
havemade deployment significantly
more complicated than it should
have been, but Beronet’s Appliance 2
is a clever device integrating IP PBX
virtualisationwith legacy gateways.
It’s reasonably priced and, overall,
a good choice for businesses that
want tomigrate to VoIPwithout
totally abandoning their PSTN or
ISDN installations.
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Kerio Operator Box
v300
Setup could be easier,
but this little desktop IP
PBX is excellent value
and packed with features

SCORE ✪✪✪✪✪
PRICE From £585 exc VAT
from kerio.com

I f you’re looking for a one-stop
on-premises IP PBX system,
Kerio’s Operator Box v300

deserves an immediate place on your
shortlist. This palm-sized steel slab is
compact enough to suit the smallest
office, yet powerful enough to handle
up to 180 concurrent calls.

The one-off fee of £585 includes
support for five users, plus a year
of softwaremaintenance and
hardware warranty. Additional
licence packs cost £90 per five users,
while ongoing softwaremaintenance
is around £195 per year. The warranty
can be extended to three years for an
extra £94.

Getting the v300working on our
networkwas easy. The usermanual
detailed all the port-forwarding
informationwe needed to set it up
behind our lab’s firewall – or, if you
prefer, you can let the appliance
connect directly to the internet,
since it has its own internal firewall.
Administration is more complicated,
however.We recommend you take the
time to read themanual thoroughly,
as there are a lot of steps needed to get
even a basic VoIP systemworking.

The process begins with the
appliance’s web interface, which
opens upwith a customisable

dashboard showing system health,
active calls, recent call history and
more. Users can be addedmanually
or imported fromActive Directory.
Call forwarding lets you redirect
incoming calls to amobile or
voicemail, or to another extension if
not answeredwithin a certain period.

On the subject of extensions,
we recommend leaving these alone
if you’re using IP phone auto-
provisioning. This involves setting
DHCP option 66 in your router, with
the appliance as the TFTP server; as
phones are provisioned, the appliance
will then create new extensions for
them automatically.

For our Yealink T23P phones, we
sidestepped DHCP andmanually told
each one the IP address of the v300,
alongwith a unique username and
password. The phones then grabbed
the predefined Yealink profile from
the v300, received the next available
extension number, were assigned to a
user, and even had a company logo
pop up in their display panel.

SIP trunks are configured in
the call-routing section, where we
added details of our Sipgate business
account and assigned extensions to
each of its phone numbers.With
this done, however, we foundwe

were still unable tomake external
calls. A lengthy sessionwith Kerio’s
support staff finally revealed that
the default outgoing “From” header
needed to bemanually changed to
our account SIP ID.

Kerio offers a comprehensive set
of call-handling features. Call queues
distribute incoming calls to logged-in
users according to six handling
schemes, including “round robin”,
“those with the fewest calls”,
“random” or “all”. We can’t think
of any situation that isn’t covered
by this range of options.

Ringing groups canmake all
member phones ring when a call
comes in, while Auto Attendant
scripts present amenu ofmessage

options and available
extensions to callers.
Conferences between
users and external
callers are possible too;
these can be statically
assigned to a specific
extension number,

or created dynamically.
In addition, Kerio’s Operator web

portal lets users call direct from their
desktop, create speed-dial icons and
listen to voicemail, as well as
customise their voicemail messages
and view a call history for their
extension. Mobile users can use the
softphone app for iOS and Android –
although Kerio charges £2.99 for each
installation.We tried the iOS app on
our iPad and had no problemmaking
and answering calls, viewing a call
history and accessing our PIN-
protected voicemail.

Despite its dainty dimensions, the
Operator Box v300 offers a superb
range of VoIP features. Although
complex to set up, SMBs that want to
go it alone will be hard-pushed to
find a better range of call-handling
capabilities elsewhere for this price.

LEFT Kerio’s Operator
dashboard provides
plenty of call details,
but the handy iOS
softphone app costs
£2.99 per user

“SMBs that want to go it
alone will be hard-pushed
to find a better range of
call-handling capabilities
elsewhere for this price”

SPECIFICATIONS
2.4GHz Intel Atom C2558 l 4GB DDR3 l 32GB
SSD (28GB available for voicemail) l 2 x USB 2
l RJ-45 console l 1yr standard hardware
warranty

ABOVE The v300 is
packed with VoIP PBX
features and, thanks
to zero fans, it’s silent
in operation
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Manage your company’s
entire phone system
through your browser.

Work from anywhere:
in your office, on the road,
or from your garden shed.

Join over 14,000
businesses using VoIP

from sipgate.

FROM £14.95 PER MONTH

Your Business
Phone Service in
the Cloud

Find out more and sign up for the 30 day free trial at
www.sipgate.co.uk/freetrial
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T4Com SIP Trunking
T4Com takes the pain
out of VoIP, with a slick
managed service that’s
good value and easy to use

SCORE ✪✪✪✪✪
PRICE From £4/month per SIP channel
(exc VAT) from t4com.co.uk

Those who don’t have the time
or expertise to set up their
own PBXwill love T4Com. This

UK-based SIP trunking specialist can
look after it all for you. Just give the
company your requirements and it
will supply a complete VoIP system
tailored to your needs.

T4Com’s SIP-trunking services
operate from its London data centre;
you can connect using your existing
broadband connection, or have
T4Com install a VoIP-optimised
circuit. Whichever option you
choose, you receive free calls
between all offices connected via
T4Com SIP trunks, and if an office
is relocated, all its VoIP services
will be transferred seamlessly to
the new location.

When it comes to phone numbers,
the choice is yours. T4Com can port
your existing PSTN, ISDN or VoIP
numbers over to the new service,
or issue new ones. These can
be specified in ranges, and can be
local to office locations in the UK
or anywhere else in the world.

T4Com uses 3CX as its PBX,
and you can opt to have the service
cloud-hosted andmanaged by
T4Com, or installed locally. Fees are
low – each SIP channel costs £4 per

month, with a hosted PBX adding
£5 per extension to yourmonthly bill.

We chose a cloud-hosted 3CX PBX,
and T4Com provided us with Yealink
T23G VoIP handsets for testing.
Costing around £62 each, these offer
an excellent range of call features and
are easy to use. However, if youwant
another brand, T4Com can provide
any IP handset that’s certified to work
with 3CX.

The only other piece of hardware
that had to be installed in our lab was
the 3CX session border controller
(SBC). Inside this palm-sized black
box you'll find our old friend, the
Raspberry Pi – here set up to simplify
firewall configuration by creating a
tunnel to deliver SIP and RTP packets
to our remote PBX.

With all this in place, we had to
add only a forwarding rule on our
firewall for port 9090 and the SBC.
Since our phones had already been
provisioned and assigned to extension
numbers, we could then use them
straight away. Aword of warning,

though: agree a fixed IP address for
the SBC beforehand, since handsets
are supplied preconfigured to
register with this address, and they
won’t be able to connect if you change
it during installation.

Apart from SIP trunks and
inbound and outbound call rules,
all key PBX features are available in
the 3CX portal via remote access. We
could create a company phonebook,
set up a digital receptionist for
inbound call handling andmuch
more. If you don’t want to get your
hands dirty, you can ask T4Com to
do it for you as part of the service.

Once our account was set up,
we received an email from T4Com

detailing our services,
extension numbers and
so on. Themessage also
provided links to the 3CX
softphones forWindows,
OS X, Android and iOS,
alongwith attachments
containing softphone
configuration files.

After we’d installed the softphone
onWindows 7 and 10 systems, a
simple double-click on this file
automatically configured them to
use the 3CX PBXwith their relevant
extension. The samemail attachment
also successfully configured the iOS
softphone on our iPad, so in less than
aminute, we couldmake phone calls
from anywhere, pick up voice
messages, view our call log and
remotely access the company
phone book.

Small businesses worried about
VoIP installation and potentially
having to deal withmanagement
headaches can rest easy with T4Com
at the helm. This managed service
does it all for you, and its monthly fees
are reasonable, too. DAVE MITCHELL

ABOVE For testing,
T4Com provided
preconfigured Yealink
handsets that just
needed to be plugged
in to use

LEFT T4Com uses 3CX
as its software PBX
system, which means
access to all its free
apps too

“Small businesses worried
about VoIP installation and
management headaches
can rest easy with T4Com
at the helm”

RECOMMENDED
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NetSupport DNA 4.1
An affordable, powerful
asset-management suite
– and print monitoring
capabilities are a bonus

SCORE ✪✪✪✪✪
PRICE 250-499 devices, £14 each exc VAT
from netsupportdna.com

NetSupport DNA has always
been a fine asset-management
package, but it’s nearly seven

years since it last saw a significant
update. DNA 4.1 rewards patient IT
managers with a raft of new features,
including automated deployment,
SNMP devicemonitoring,Windows 10
support andmore.

Two versions are available: we
tested the Corporate edition, which
includes the A-Listed NetSupport
Manager remote-control software.
The Educational edition comes with
NetSupport School, which includes
the new eSafety feature tomonitor
and restrict the use of specified
phrases and keywords.

Installation on aWindows Server
2012 R2 server took only 15minutes:
thenwe used the deployment tool to
scan the network and push the DNA
agent to selectedWindows 7, 8, 10 and
Server 2012 R2 systems. Client setup
took around ten seconds for each
system, after which they started
reporting back to the central system
without requiring a reboot. The
revamped DNA dashboard provides
a comprehensive overview of all the
stuff you need to know: howmany lab
systemswere beingmonitored, details
of the number of websites visited,
apps loaded and hardware changes.

Monitored systems can be divided
into static and dynamic groups, and
you can drill down into each item for
a detailed hardware and software
inventory, whichwe found extremely
accurate. Internet and application
usagemonitoring is very powerful,
too: we could easily see what all our
users were up to, and create usage
reports for selected time periods.
We then applied access controls by
moving detected website and app
entries into approved or restricted
lists. DNA 4.1 can also provide a degree
of endpoint security, with the ability
tomonitor and control USB devices,
block optical drives ormobiles when
they’re plugged in, approve or deny
the use of specific devices, and disable
all webcams.

Alongside PCs, DNA spotted our
SNMP-manageable devices right
away, picking up our Oki and Xerox
network printers. The built-in print
monitor is a great idea, offering
accurate data on print activity and

costs: for the Oki, we could view bar
graphs of toner usage, and assign an
alert when capacities went below a
set percentage. Once we’d added our
colour andmono page-cost estimates
for each printer, DNA also provided
a running tally on overall costs.

Ongoing energy costs can be
tracked, too. Tell DNA your energy
costs per kilowatt for working and
non-working hours, plus what you
think your CO2 emissions are per
kilowatt-hour, and it will provide
reports on your power consumption.
One obvious use for this is to see
which systems are left on outside
working hours, andwhat these are
costing your company. Even better,
you can use the agent to set a power

schedule to turn systems
on and off.

Support for observing
iOS devices is basic; the
freemobile app only
uploads inventory data to
the DNA server. For our
iPad, this included the

device generation, iOS version,
wireless IP address, CPUmodel,
memory and storage space. However,
configurationwas easy. The iOS
mobile console also lets you connect
directly to the DNA server and check
hardware and software inventories.

It’s been a long time coming but
NetSupport DNA 4.1 makes a good
asset-management system even
better. It’s easy to deploy, gives a
wealth of valuable information, and
the new SNMP, power and printer
monitoring tools make it evenmore
versatile. DAVE MITCHELL

LEFT DNA 4.1 offers
new controls for
managing access
to USB devices

“Tell DNA your energy costs
per kilowatt for working
and non-working hours and
it will provide reports on
your power consumption”

REQUIREMENTS
DNA server and Windows Agent: Windows
7/Server 2008 upwards. Inventory-only
agents: OS X, Linux, Android, iOS and
Windows Mobile

ABOVE Keep a close
eye on the network
action with DNA’s
informative
management console

RECOMMENDED
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Arcserve Backup r17
Meet PC Pro’s new SMB
backup suite of choice –
easy to use yet packed
with useful features

SCORE ✪✪✪✪✪
PRICE File Server Module, from £899 exc
VAT from arcserve.com

Arcserve’s primary backup
offering is now its Unified Data
Protection solution, but the

Backup package hasmuch to offer
small businesses. It includes cloud
archival and remains the only backup
product with data deduplication in
the base price. It also works with just
about any storage device – indeed, it
comes bundledwith Arcserve UDP
Advanced, to help businesses offload
disk-based UDP backups to tape for
long-term archiving.

The latest release brings support
forWindows 10 and Exchange 2016,
plus improved VMware vSphere 6
features and full compatibility with
LTO-7 tape drives. Installation on a
Windows Server 2012 R2 host took 30
minutes, via an intuitive process even
for new users. Since theManager
software is unchanged from previous
releases, those upgrading from
previous versions can dive straight in.

Arcserve had no problemsworking
with our HPE Ultrium 15000 LTO-7
SAS tape drive.With the Job Engine
buffer set to 512KB and a backup job
using dual multiplexed streams,
we secured 100GB of data from a
10GbE-enabled IP SAN volume at
a speedy average of 320MB/sec.

Arcserve’s integral deduplication is
a real bonus: competing vendors offer

this only as a chargeable option. It’s
easy to use and can yield huge storage
savings. To test it, we created a local
disk-based backup device – you can
locate the data and index files on
separate local or remote locations.We
then used our deduplication test suite
to introduce controlled changes to a
4GB data set over a simulatedmonth
of use. Using weekly full and daily
incremental backups, Backup r17
achieved an impressive data-
reduction ratio of 8:1.

It worked fine with ourWindows
10 desktops, too. After deploying the
agent from the Central Agent Admin
tool, we had no problem importing
them into the console, ready to back
up entire systems or selected data,
and capturing their system state. The
Agent for Virtual Machines and Open
Files supportsWindows 10 VMs, and
agentless backups can bemade of
those running as VMware VMs.

Hyper-V backupwas also a cinch:
we simply pushed the agent to our

Hyper-V host and used its local
console to populate theManager with
VM details. These appeared as sources
alongwith their virtual volumes for
full VM backup, and loading the agent
within the VMs allowed us to run
file-level backups and restores.
Backup r17 also features improved
support for Arcserve UDP installs.
Load the client agent on the UDP host
and you can now archive its recovery
point server data stores to tape.

Cloud storage provider support
hasn’t been updated in this release,
but Arcserve still works with Amazon
Web Services, Microsoft Azure,
Eucalyptus and Fujitsu Cloud. You
can’t back up directly to the cloud
– the account can only be usedwithin
a D2D2C (disk-to-disk-to-cloud)
migration job – but we had no issues
registering our Amazon S3 account
as a virtual backup device.

Arcserve offers a wide range of
licensing schemes, allowing you to
purchase individual components,

go for a capacity-based
licence or opt for
modules. The price above
is for the File Server
module, which includes
the base product and all
Windows, Unix and Linux
client agents; the £1,352

Mail Module covers everymail server,
including all Exchange versions.

We’ve always appreciated the
excellent range of data-protection
tools offered by Arcserve Backup, and
it’s still one of themost user-friendly
standalone backup suites around. The
valuable new features in this latest
version earn it a well-deserved place
on the A-List. DAVE MITCHELL

LEFT Arcserve
worked well with our
lab’s LTO-7 tape drive,
which mustered a
speedy 320MB/sec
in our backup test

“Arcserve Backup includes
cloud archival and remains
the only backup product that
includes data deduplication
in the base price”

REQUIREMENTS
Backup server: Windows Server 2008
upwards

ABOVE Backup r17
supports Exchange
item-level restores
and has an informative
dashboard

EXCLUSIVE



102102

Whether IT is your core
business or ameans to an
end, every office needs

computers. Traditionally, acquiring
the right hardware, and upgrading as
needed, would entail a programme
of irregular purchases that could be
difficult to budget for. By turning to a
leasingmodel, so the argument goes,
businesses can ensure they have the
hardware they need at a stable
monthly cost.

“Traditionally, there have been
two leasing options that a customer
would have,” Cormac Costelloe,
general manager of Dell Financial
Services in Europe, told PC Pro.
“A ‘full payout’ scheme is basically
a traditional hire-purchase lease.
It’s a structure that simply divides
the cost of your tech expenditure
across a number of payments – it
could be 24months, 36 or whatever.”

The alternative is what Costelloe
calls a “fair market value” lease. “This
model recognises that a customer
may not necessarily want to own the
equipment over the course of the time
they’re using the equipment. So, the
finance company retains ownership,
and at the end of the primary term,
the customermight have the option to
extend the lease, or to buy it in place.”

In practice, what you’re leasing
may not just be hardware. “Today,
when a business makes a technology
investment, it’s likely to be a
complete solution,” said Costelloe.
“Typically, a solutionwill include
intangible products – those
might be services or software.
Youmay have a software
licensing requirement, then
what a company like ourselves
could do is pay the licensing costs
upfront and allow the licensee to pay
that over a period of time.”

What are the advantages?
Leasing could helpmake expensive
assets affordable. “You can choose the
best PC, set up the best network, get
theMac Pro you really want – rather
than having to scrimp and buy
second-hand,” said Philip Morgan,
sales director at leasing specialist
HardSoft (hardsoftcomputers.co.uk).

Then there’s the “flogging to
death” problem, where once people
have bought equipment, they want
to keep it going as long as possible.
With PCs that can
mean issues
with failing
components
and slow
running, while
those who buy
Macs are often

professionals working in graphics and
video editing. “Theywant the fastest
machines,” said Morgan. “They’re
happy to get a new one every few
years. At the end of the lease, if you
don’t upgrade, we just ask you to pay a
pound and the equipment is yours.”

Even if your IT needs aremodest,
Costelloe argues that leasingmakes
good business sense. “If you approach
your technology investment with
a series of budget-constrained
decisions, you’re going to end upwith
a hotchpotch infrastructure that’s
been dictated bywhat capital you
had at a point in time, rather than
your real technology requirements.”

“With leasing, you can claim back
the VAT,” said Morgan. “You can
categorise your lease as an operating
expense, as opposed to carrying it on
your balance sheet. Since we offer a
separate credit line that isn’t

necessarily seen by the
bank, we can go ‘under
the radar’ if you already
have other credit
arrangements.”

There’s nothing new
about the logic of leasing,

but awareness of its benefits is
growing. “When I started out in this
business 13 years ago, I sold support
on its own,” explained Steve Khala, of
Geex leasing in theWest Midlands
(mygeex.co.uk). “But businesses have
realised that for a similar amount you
can get brand-new equipment, too.”

There’s also an urgency to
upgrading that perhaps wasn’t
felt before. “Software updates are
coming every sixmonths, and your
equipment gets outdated,” said Khala.
“Adobe is releasingmajor updates
every 12months, and the software
doesn’t work so smoothly on older
hardware. So, it’s a case of moving
with the times.”

Amonthly paymentmodel might
have seemed unusual in the past but
it’s now commonplace. “Just look at
Office 365,” said Morgan. “That’s the
way it’s moving. And not just in the
IT industry. If I go on Amazon to buy
razors, I get an offer to subscribe. My
wife gets fruit and nuts delivered for
something like a fiver amonth. It’s
what people are now used to.”

Who should you lease from?
If all you’re looking for is credit, there
are plenty of financiers to choose
from. But computer hardware brings
a need for support. “Hardware is the

“You can choose the best
PC, set up the best
network, get the Mac Pro
you really want – rather
than buying second-hand”

theBUSINESS QUESTION

With the IT world switching to “as-a-service” business
models, is it time to make the same move with your hardware?
Darien Graham-Smith speaks to the experts

Is it time to switch to
hardware leasing?”“

LEFT Leasing can
provide a cost-
efficient way to keep
your software and
hardware up to date
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easy bit,” argued Khala. “We lead
with support first.

“We have SLAswith all the cloud
service providers we use, so that
should always be working. Andwe
give four-hour SLAs on all our
equipment, so if something goes
wrong, we can get it swapped out
very quickly.

“Obviously, the huge companies
havemuchmoremanpower, but we
offer a single point of contact,” he
added. “So if you leased a package
from us, you’d know the engineers.
You’d knowwhowas looking after
your computer onwhat day.”

At the other end of the scale,
Dell argues that its size enables it
to bring competitive pricing and
deepmarket experience to the
table. “[Our sales team is] very up
to speed onwhat’s happening in
terms of product evolution, and
coming upwith the best technology
solution,” said Costelloe. “You
don’t have to go to different parties
to put together the component
pieces, and therefore we can probably
be a little more aggressive from a
pricing standpoint.”

Why shouldn’t you lease?
Inevitably, switching from your
existing systems to new hardware
will involve an element of upheaval.

But this is something Khala’s
company handles every day. “Last
week, we did a company in London,”
he told us. “They had 17 computers
that we had to change around; we
had tomove everyone onto new
systems, includingmoving the data
from old to new. Thewhole thingwas
complete within two days, andwith
very little downtime.

“Even if you have software that
has to be running 24/7, we can handle
that. We’ll get something running in
parallel while the old system’s still
running.We did one switchwith a

company that was trading on the
Forex.We did what we needed to
when the employees went out to
lunch, and by connecting remotely
in the evenings.”

Another concern is whether the
leasing agreementmight come
with a sting in the tail. “There has
been a residual suspicion around
financing in the past,” explained
Costelloe. “Often that goes back
to customers having had a bad
experience at the end of a primary
lease term.

“Perhaps the return conditions
weren’t as transparent as they should
have been, andmaybe they’ve created
costs that the companies hadn’t
anticipated. Youmight also have
issues around data protection; if
you’re going to be returning assets,
youwant tomake sure that adequate
provision has been taken to clean the
assets, and protect whatever data was
stored on those assets.

“What I would stress is this:
you need to understand the terms
and conditions. For us, it’s very
important to the Dell brand that
we’re being clear and openwith our
customers. Any finance company
should be transparent about those
conditions, so when you get to the
end of your lease there are no
nasty surprises.”

ABOVE Mac users are
often professionals
in graphics and video
editing who demand
the fastest machines
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Shifting your static content onto a CDN puts it closer to your
visitors, wherever they may be. Nik Rawlinson shows you how

Our time is precious, andwhether we’re at home, at work or
online, we’re rarely inclined to sit andwait for something to
happen. If one supplier can’t provide what we need right

now, be it a breakdown service, plumber or shop, we’ll go elsewhere.
The same is true online. Despite websites becomingweightier as

designers increasingly integrate richmedia content, we expect them
to load in the blink of an eye.

Nomatter the kind of site you’re running, this puts you in a
difficult position. Gone are the days of getting awaywith plain text
and static graphics. Your rivals – in anymarket – are almost certainly
embedding video, large photos, infographics, HTML5 effects, long
stylesheets and design frameworks. In order to compete, you’ll need
to go down the same route.

The need for speed
The problem is how to ensure such content loads quickly. Even if
visitors don’t notice a short delay, Google will. So will Bing, Yahoo,
and every other search engine: they’re increasingly taking load speed
into account when ranking search results. A few seconds spent
loadingmedia could see you pushed to the second page of results.

The first step is to choose a reputable host with good connections
to the closest internet backbone links. The second is to consider
offloading content to a CDN – a dedicated content delivery (or
distribution) network. This is a global network of servers, distributed
around the world to ensure your content is close to your visitors. For
example, visitors from Europe, the US and Australia would all see the
same content, but delivered by servers on their own continents. This
reduces the number of “hops” the data has tomake to reach them,
delivering ameasurable improvement in loading speed.

WithWordPress now underpinning a quarter of all live websites,
CDN providers are tailoring their services to specifically suit its way
of working, making it easy to shift content from your rented server
space to their optimised appliances.

If you’re a solo publisher and not yet convinced you need a CDN,
consider that using one can dramatically reduce the bandwidth
consumption of a hosted account. This can potentially save you from
suspension or penalty charges, and it alsomakes self-hostingmore
viable than ever before (just see our group test of NAS devices on
p76). Here’s how to get started with the popular Photon CDN, and
then upgrade to the professional CloudFlare distribution network.

1 There are plenty of CDNs to choose from, but for many, the best
starting point will be Photon. It’s run by Automattic, the company that
oversees WordPress’ ongoing development, so you can be confident

that it will work with your site, and it’s free to use with a wordpress.com
account (even if you’re self-hosting). It requires the Jetpack plugin: to
install this, log in to your WordPress dashboard, hover over Plugins and
click Add New, then use the search box. Activate Jetpack in the usual
manner once it’s been installed.

2 You might know wordpress.com as a free hosting platform for
WordPress-powered sites, but it’s also used as a login portal for
Automattic services. In other words, even if your site isn’t hosted at

wordpress.com, you’ll need to come here to authorise your use of Photon.
If you don’t already have a wordpress.com account, set up a new one, then
return to the Jetpack plugin on your own self-hosted blog; it will have its
own entry, near the top of the sidebar. Click the Connect Jetpack button
and then log in using your wordpress.com credentials.

Setting up the Jetpack plugin

Shifting your static content onto a CDN puts it closer to your 
visitors, wherever they may be. Nik Rawlinson shows you how

Turbocharge your
WordPress site
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3Within the Jetpack plugin options, Photon appears at the very top of
the left-hand box. Click the slider to activate it and Jetpack will start
uploading your media library to the Photon servers (it only handles

images). Every image you add from now on will be automatically added to
the remote CDN for fast loading later. They will also be stored on your
rented server space, should you ever choose to stop using the CDN.

4 Photon is a classic click-and-forget tool. Just by turning it on you’ve
now performed all of the configuration that’s required. In fact, since
it runs in the background, it may not be immediately obvious that it’s

working. You can test it by opening your site, then right-clicking a picture
to open it in a new tab. You’ll see that the URL has been automatically
rewritten, and now points to an image stored on a CDN server.

5 Aside from images, frameworks such as Bootstrap can also add
significantly to your loading times. You can speed things up by linking
to copies hosted on fast distributed services: Google hosts numerous

scripts, including jQuery and Angular (see pcpro.link/261turbo), and
MaxCDN hosts Bootstrap and Font Awesome (bootstrapcdn.com). This
puts the code closer to your visitors and reduces load on your own server.

6We can take things further by signing up for an account with a
commercial CDN such as CloudFlare (cloudflare.com/plans). As well
as hosting content, CloudFlare offers protection against hackers and

DDoS attacks. Plans cost up to $200 a month, but we’re going to start with
a free account, which includes caching of static content, visitor stats and
SSL. If we need other features, we can upgrade later.

7 Once you’ve entered your credentials and set up an account, enter the
URL of your site. CloudFlare then sets about scanning your domain and
checking your DNS settings. Your data will be distributed around

CloudFlare’s 76 server farms, located around the world, so that visitors
can receive content from a server that’s geographically close to them,
ensuring the fastest possible response time.

8 The scanning process takes around a minute, during which you’ll be
shown an informational video explaining how the service works.
Once it’s complete, you’ll see a list of the settings it has detected.

Check this against the records supplied by your web host. Remember that
this may be different from your domain registrar if you’ve re-pointed them
to take advantage of hosting options elsewhere.

Get distributed
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11 Like many CDNs, CloudFlare offers a native plugin to help its
services integrate with WordPress. To access it, open your
WordPress control panel and click Add New within the Plugins

section. Search for CloudFlare, and install and activate the code. With the
plugin running, your WordPress stats will accurately record the IP
addresses of your visitors, so you know from where they’re visiting.

9If everything is
correct – including any
subdomains you’ve

set up – confirm the settings
with CloudFlare, then make
a note of the two new server
addresses that it provides.
These will point to your new
CDN-hosted site, and will
invisibly reroute your
visitors’ requests to their
nearest server without you
having to change your website
address. To implement the
switch, go to your domain
control panel (as provided by
your host) and replace your
DNS settings with those
provided by CloudFlare.

10 It can take up to
24 hours for your
DNS changes to

propagate fully around the
net, so don’t expect to see
an improvement to your
performance immediately.
Depending on how your ISP is
connected to the net, bear in
mind that some other visitors
may see an improvement
before you do. In the interim,
it’s a good idea to avoid adding
new content to your site if
possible. You’ll know when the
change is visible from your
connection by examining the
image URLs (as in step 4).

12 The beauty of using a CDN to speed up your site is that you don’t
need to change the way you work. New content is automatically
copied to the CloudFlare servers as you upload it to your host.

It’s tempting to be lazy and stop optimising images, but we’d caution
against this. Using a CDN is just one part of the ongoing process of
maintaining the best possible speed for your site.

Hands-on @ P C P R O F A C E B O O K . C O M / P C P R O

Activating CloudFlare

Life with a CDN
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Ransomware?What’s that then?
Ransomware is a nasty type of malware that’s on the rise. It spreads
most often viamalicious email attachments, although you could be
unlucky enough to get infected via a drive-by-download from a
compromisedwebsite. Once the software has installed on your
system, it sets about encrypting your files, or otherwise “locking”
your computer. The software then pops up an alert offering you the
chance to obtain the unlock code – for a fee, which is normally
payable online in untraceable bitcoins. Threats such as CryptoLocker,
CryptoWall and, more recently, Locky have been hugely successful in
getting users to cough up: all told, it’s estimated that the gangs using
them have raked in hundreds of millions of pounds.

So how do these attacks actually work?
Encrypting ransomware employs the same techniques that legitimate
services use to protect your data. Inmany cases that means public-key
cryptography: your data gets encryptedwith a public key, and can be
decrypted only with the private key, which is providedwhen you pay
the ransom. Themalware is usually pretty indiscriminate about what
gets encrypted: any files that an infected user has access to will be
locked, so themore privileged the user, themore damage can be done.
Modern ransomware will also encrypt files found on anymapped
network drives, and there are variants that specifically target Macs
and NAS devices. The really nasty ones wait a week ormore, quietly
encrypting data in the background, beforemaking their presence
known, so that even your backups will be encrypted.

Shouldmy business beworried?
Wehaven’t seen a ransomware attack that specifically seeks out
businesses. However, as with any sort of malware, organisations of
all sizes can and do get infected. Small businesses in particular should
be very concerned, since they don’t have a huge budget to spend on
securitymeasures, and could suffer tremendously if they were to lose
access to commercial data. That doesn’t mean larger organisations
are immune: recently, a number of hospitals in the USwere infected
with ransomware. One chose to pay the unlock fee, and it’s hard to
blame it. The ransom is often relatively affordable (the notorious
CryptoLocker demanded $400), and if you don’t pay, the disruption
to business continuity can be far more costly.

Ransomware
A rising malware threat is locking up
companies’ data. Take precautions before
disaster strikes, warns Davey Winder

So your advice is to pay the ransom?
Well, at least one FBI officer has recommended
doing so, but it certainly shouldn’t be your
default strategy for handling ransomware.
Leaving aside the fact that paying a ransom only
encourages further attacks, there’s no guarantee
that your files really will be decrypted: we’ve
heard of buggy ransomware attacks where the
decryption keys didn’t work. Indeed, there’s
nothing to stop the bad guys from simply taking
yourmoney and disappearing. You’d be left with
no data and out of pocket.

What shouldwe do then?
The basic principle withmalware is always that
prevention is better than cure, and that’s
certainly true in a ransomware scenario.
Running an up-to-date antivirus solution is a
no-brainer, but education is vital too. Make sure
everyone in your organisation understands the
risk in opening attachments and launching
unknown downloads. Only give users privileged

access rights if they actually need
them, using a role-based access
control approach. Most important of
all, have a business continuity strategy
that includesmultilayered backups –
local and remote – across more than
one site and service.

I thought you said backupswould be
encrypted as well?
Yes, some ransomware attacks will attempt to do
this, but amultilayered backup system – rather
than simply copying everything to another
location on your local network – can defeat them.
Cloud backup storage is cheap, so use it alongside
other data stores. And don’t overwrite existing
backups with the latest data: keep a version
history so you can always jump back to a good set
of files if the latest backup gets encrypted.

What if it’s too late andmy files have already
been encrypted?
Don’t despair! All might not be lost. There are
resources out there that can help you break the
encryption of many ransomware variants, so
have a search online before panic sets in. Security
researchers who have engineered such tools
oftenmake them available to use free of charge.
Check out the Bleeping Computer discussion
thread at pcpro.link/261ransom for up-to-date
details of available decryptors.

Although ransomware has been
around since the 1980s, it was in
2013 that CryptoLocker brought
it into the limelight. The software
took in more than $3m in ransoms
before the US Department of
Justice managed to shut it down.
Decryption keys were also
recovered, so those who had been
infected were able to regain
access to their files – but there’s no
guarantee that future attacks will
have such a happy ending.

Today’s threats include
CryptoWall – a nasty bit of
software that not only encrypts
your files, but steals passwords
and Bitcoin wallets too.

FakeBSOD doesn’t encrypt
files, but rather locks up your web
browser, with a message claiming
that your computer is infected with
malicious software – which is
technically true. To regain internet
access you must call “tech
support” and pay for a “repair”.

Ransomware threats

“The ransom is often
relatively affordable,
and if you don’t pay, the
disruption can be far
more costly”
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Iam a staunch advocate of Office
365. There are some good reasons
not to use it, but overall I feel that

the plusesmost definitely outweigh
theminuses. Now, I guess I need to
add some caveats to that statement.

First, when I say “Office 365” and
I’m referring to the server side, I’m
really talking about Exchange Server.
I know thatmy E3 plans include
hosted SharePoint server, but I see
that as rather a historical product
now, like Lotus Notes before it.
Despite its strong capabilities, I’m
not sure I’d start on a green-field
solution using SharePoint today.

What else?Well, there’s Skype for
Business, but I prefer to runmy phone
system through 3CX, and have done
for years. There are a bunch of other
bits and pieces such as Yammer,
which still sounds like an outcast
from a 1990s hip-hop band, but that’s
never enticedme. And you only need
to look at the feature on p36 to see

all the up-and-coming new services
that are out to get it.

So the big daddy is Exchange
Server. I’ve run Exchange Server
myself since the earliest of betas. It
was a revelation compared to the
previous Microsoft Mail nastiness.
Not that Exchange has beenwithout
bumps in the road. Manywill recall
how a “reply to all users” bug at an
early Microsoft conference brought
the whole thing to its knees within
an hour or so. But these were small
things. I had bigger disappointments
with the whole handling of Drive M
andMicrosoft’s inability to put
together a coherent storage strategy
at the time.

But it has been a faithful
companion, one that’s worked very
reliably.When the opportunity
arose tomove to the cloud version,
I leapt right in. At least for my small
organisation here, it wasn’t a big deal
to take a scorched earth approach and

start from scratch. All historical
emails were held locally andwere
available on demand. Such an
approachwouldn’t work for a larger
organisation, of course, which is
where the whole split site and
local-to-cloudmigration strategies
came into play.

Overall, I’ve found Exchange
Server to be exceptionally reliable
– it’s something I just forget about.
I don’t have to worry about accounts,
backups, archiving, patching the
damn thing (or the underlying
Windows Server environment), and
I don’t have to think about licences
and CALs and all that nonsense.
Just pay themonthly fee, and all the
previous headaches vanished. It was
undoubtedly the right move forme.

Backwhenwe started, in the
early days of the Office 365 hosted
environment, themanagement and
setup tools were somewhat creaky.
Theweb control interfaces weren’t
particularly obvious, andmuch
seemed hidden away. So it’s nice
to be able to report that the latest
incarnation of themanagement
system has come into public beta,
and it’s quite a lot better than before.

Things are easier to find, there’s
amore logical feel to the whole
environment, and I have greater
confidence that what I’m doing is
the right thing. All of this is good.
The downside is that some of the
underlying plumbing is still
somewhat Byzantine, and finding
a solution to a problem can often
result in raising a questionwith
Microsoft support itself.

Whenwe set up the accounts
some years ago, you had to specify
a password recovery/authentication
email address. Obviously this can’t
be held within your Office 365
environment, because it’s wiser to
do such critical tasks away from
theMicrosoft platform. Otherwise,
you can end up sawing off the branch
onwhich you’re sitting.

At the time, my labmanager, Chris,
set up his private email address as one

Jon is the MD of
an IT consultancy
that specialises
in testing and
deploying hardware

@jonhoneyball

“FindingasolutiontoOffice365’s
underlyingplumbingcanmean
dealingwithMicrosoftsupportitself”
Entering a personal email address as a “rescue” for your business email
may seem convenient at the time, but it will come back to bite you

“The latest
Office 365
incarnation has
come into public
beta and it’s
a lot better
than before”

JONHONEYBALL

LEFT The latest
incarnation of Office
365 is nicer than
ever, with a logical
feel to the whole
environment



111

Jon Honeyball
Why using personal email as

a “rescue” is a bad idea – p110

Davey Winder
New threats to business email
and your Android phone – p118

Steve Cassidy
Fast, stable internet, plus

Windows 10 updates – p120

Paul Ockenden
China phones and why home

automation is too dumb – p113

Anthony Dowling
How the professionals rescue

virus-infected PCs – p116

of the recovery addresses. This was
a good move; I did the same with my
@mac.com email address. Time
moved on, Chris moved to pastures
new and I needed to change this
recovery address. And it was nowhere
to be found. The only time it popped
up was when something needed to
be done, whereby it was presented
as the default address. Chris, in his
usual good grace, was happy to
forward the emails on to me, so I
could do password resets. But it was
clear that I needed to sort this out.

Digging around and reading
various forums, it seemed simple
enough. Just change the address used
for recovery purposes, and it would
be fine. This didn’t work. Every time
I tried it and then went for a password
reset, it brought up the old address.
Things weren’t helped when Microsoft
decided to put a splash screen on,
whinging that I needed to have two
items enabled for authentication.
One was my mobile number, one
was Chris’s email address. Sigh,
I needed to talk to a grown-up.

Microsoft’s online support forums
have a somewhat spotty reputation.
There are many threads you can visit
where entirely the wrong advice is
given. Sometimes it’s so wrong that
it boggles the mind. And too often it
can read like someone is just cutting
and pasting from a crib sheet, with no
real understanding of the problem or
any particular desire to fix it.

I put my question forward, and
quickly received an email from
Microsoft support. It told me that
essentially it was an issue with Azure
Cloud Services. Woah, hold on. This is
Office 365, not Azure Cloud Services.
But no, it was apparently something to
be reset through Azure. The support
team sent me a link on which I could
click to get a password reset.

However, the dialog was unclear,
since it showed Chris’ address with a
“Verify” button next to it. I didn’t
want to press Verify, because I didn’t
want to hassle Chris yet again. After a
few more emails, it became clear that I
was to press this. On the next dialog, it
offered up Chris’ email once again, but
in an edit box. In this, I was able to

input my @mac.com address, press
Verify, and then deal with the emailed
verification link. Finally, I think,
I’ve managed to get this sorted.

However, the underlying concern
remains. Why wasn’t this possible
to do, and in a very easy manner,
through the main Office 365
administration screens? It’s possible
that there is a route there – but in all
honesty, I couldn’t find it. Why was
the reset method based in Azure?
I understand that much of Office 365
sits on the Azure platform, and for
very good reasons. But this isn’t how
it’s perceived by the customer, who
believes – rightly or wrongly – that
Azure is something big and scary and
not really an Office 365 thing at all.
And why were the dialog boxes so
badly worded?

The reality is that Office 365 is a
huge platform. It has complicated
hosting components, and
interdependencies and complexities
that fair boggle the mind. As Microsoft
refines, develops and extends the
platform, it’s only right that it should
migrate some or all of its technologies
onto the Azure platform. And making
a decision as to how much should be
surfaced through UI, and how much
should be handled behind the scenes
in an automatic fashion, is a difficult
call to make. I’m grateful I appear to

have it working, but it came as a rude
reminder that this is bigger on the
inside than it appears on the outside.
And you do need to be a Time Lord to
wrap your head around that.

Nor is Microsoft alone in making
things difficult. Trying to do the
equivalent thing on the Apple
platform caused just as much hair
pulling this month, and for the same
reason, too. One of our lab Apple
ID’s had Chris as the recovery email
address, and it was simply impossible
to find this setting. It wasn’t in
iTunes, even in the mostly hidden
administrative parts. It wasn’t
obvious in the iCloud platform, either.

Eventually, though, I found it.
Go into System Preferences, choose
iCloud, then choose the Account
Details button. Now go to the Security
tab. Look for the “Rescue Email
Address” section – and there it was.
It may seem an obvious place to look,
and having found the setting, its
location mostly makes sense. But
for more than a few hours of casual
looking and head scratching, the
more I looked the more it wasn’t
there, and searching Google didn’t
seem to help. Just like the Azure issue,
a quick change, answer some security
questions and it appears to have been
reset satisfactorily.

The lessons learned: recovery
email addresses are important, not
something frivolous that you can
offload onto a rarely used email
account (just see Dick Pountain’s
column on p24). Things get very
embarrassing when you’re looking
for that PIN or passcode, or answer
to the security question that asks,
“What is the first name of your best
friend in high school?” It was all so
long ago! And these things are hard
to crack. Just ask the FBI.

Update fakery
Down town, on our other site where
we make Manfood pickles, jams and
other deeply naughty things, we have
a Samsung CLX-4195 multifunction
colour laser device. It’s a cheap and
cheerful printer, it churns out pages
with aplomb, and its scanner and
other facilities work well, especially
from either OS X’s built-in scanner
support applet or Hamrick Software’s
incomparably good VueScan
application for Windows and OS X.

Sometimes it’s a good idea to
wander into the web-based firmware
of such a device to ensure that it’s up
to date. You never know what little
bug or other “feature” might get fixed
or enhanced by applying the latest
code. A quick trundle around the

“Office 365 is a
huge platform
that’s bigger on
the inside than
it appears on
the outside”

a decision as to how much should be 
surfaced through UI, and how much 
should be handled behind the scenes 
in an automatic fashion, is a difficult 
call to make. I’m grateful I appear to 

ABOVE Changing
rescue email
addresses in Office
365 is more difficult
than it needs to be

BELOW Refreshing
the firmware
on my Samsung
printer threw up
a few surprises



112

Real world
computıng

Samsung website indicated that
the firmware would indeed benefit
from a refresh. But where is the
update button? Well, you have to
be logged in to do that.

Do they tell you the username
and password for this? No. However,
a quick web search showed that it
was “admin” and “sec00000”. I
downloaded the firmware, unpacked
it, and pressed the relevant button to
choose the firmware file. All of this
worked just as you’d expect, with the
added bonus on OS X that you can
drag and drop the target file into the
file-picker box to select it for you.

I pressed OK, and then was
presented with the dialog box
I share with you above. The
filename was correct:
CLX4195FN-V4.00.02.34.
hd. But look at the path:
“C:\fakepath\”! Where
on earth did that come
from? And what
relevance does C: have
on an OS X machine, let
alone any explanation
for “fakepath”?

Of course, we know
what’s going on here. The
UI is constructing a fake path
to the file so it knows where to
grab it from, and it’s doing it in
Windows/DOS terms complete with
“C:” It’s just that it looked so weird
on a machine that has never had a
“C:” in its life, and never will!

Maybe it’s something for the
engineers to rethink? The technical
solution works. The presentation is,
shall we say, a little exciting. Even
the plain filename would do just
fine – I have no need to see the path;
I know where it was when I chose it.

On the edge of brilliance
Now some praise for truly
extraordinary engineering. I bought
the S7 Edge as a follow up to my S6. I
liked the S6, but it never really gelled
with me. I usually carry two phones:
my daily-use iOS device, currently
the iPhone 6s Plus 128GB, which is
heavily configured to my needs,
alongside the it’s-essential-for-me
iWatch that I use all the time. While
there was nothing really wrong with
the S6, it simply didn’t sparkle.

The S7 Edge, however, is different.

It’s an astonishing piece of work. The
display is truly like something from
the future. The battery life is more
impressive still; it seems to go on
forever, far longer than I’d get from
the 6s Plus, taking into account the
higher workload on the Apple device.
It was clearly time to try out the
matching watch – after all, I have two
wrists, so two smart watches is what
the Great Inventor intended.

I confess I’ve yet to gel with
the watch. It seems a little too big and
heavy, and somewhat clumsy. But the
display is excellent, the rotating bezel
an inspired idea, and it works well
with the S7 Edge. This is certainly a
combination that I could get used to,
especially after downloading Office
365 for Android, along with Dashlane,
Dropbox and the other essential tools.

Talking of Dashlane, this has
become an integral part of my
workflow, both on my desktops
and my mobile devices. The way
it can suck up website logins,
manage to change passwords for
me automatically, and generally
whisk away all of that unpleasantness
is quite miraculous. It has replaced
1Password for the time being.

But there are two things I don’t
like. On OS X, it seems to be quite
a memory hog. I’m not sure if it’s
leaking RAM, but the DashlaneAgent
background process can end up taking
over a gig of memory after a few days’
hard work. This might well be related
to the memory hog that is Chrome,
which seems to become more and
more bloated by the week. But I don’t
expect a utility such as Dashlane to
gobble RAM. I’m keeping a close eye
on this and will report back.

The other issue is two-factor
authentication. Now, 2FA is
particularly useful, and you should
employ it wherever possible. Strong,
long, scrambling passwords are
good, but a 2FA code is an effective
secondary level of protection. I like it
on PayPal, for example, and it’s one
reason I especially try to use PayPal

BELOW Dashlane
has become a key
part of my workflow,
replacing 1Password
– for the time being

LEFT Dashlane now
supports Yubico,
a keyring-friendly
2FA device, but

caveats apply

LEFT Oh dear – why
is this dialog, for an
OS X install no less,
directing me to
C:\fakepath?
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services onwebsites that are a little,
shall we say, “off the beaten track” – I
buy all sorts of widgets, and one
does wonder about some of these
payment processing options. PayPal is
useful in such cases, and its 2FA adds
extra reassurance. Similarly, when
I log into our CiscoMeraki cloud
infrastructure, I have to enter a key
code that’s sent via SMS tomy phone.

Dashlane supports this new
generation of 2FA keys from Yubico.
It’s like a little USB key that you plug
in, with a switch you push. This works
as part of the 2FA setup on Dashlane.
I liked the idea, so ordered one –
they’re not expensive, just a few tens
of pounds (I didmention I bought a
lot of widgets).

Dashlane’s own page states:
“Dashlane now supports the FIDO
Alliance™Universal 2nd Factor
(or U2F) and partners with Yubico
– the company providing U2F
YubiKeys. FIDOU2F is a simple and
secure way to complete two-factor
authentication, freeing you of the
constant hunt for codes whenever
you need to authenticate your
Dashlane account. After adding a
U2F Security Key to your Dashlane
account, andwith nothing else than
a simple touch (depending on the
U2F Security Keymodel you are
using), your keywill execute a
public and private key exchange,
successfully authenticating
you into your Dashlane account.
Your U2F Security Keywill not replace
codes generated by your two-factor
authentication app, but rather
provide an additional layer of security
and convenience.”

All of which sounds rather useful.
However, it seems there is a caveat:
“Note: for your security, offline access
will be disabled if you use two-factor
authentication”.Which I thinkmeans
that I have to be online tomake this
work.Worse still, I can’t just shove
the Yubico device intomy iPhone
to do 2FA there.

Clearly, this is work in progress,
but I’m intrigued by the direction.
Getting solid and reliable 2FA into
major OS, encryption and identity
technologies is a good thing, and
certainly something that you should
be looking into.

“You’llalwaysendupgetting
morephoneforyourmoneywitha
handsetfromanunknownmaker”
How an inexpensive China phone stacks up against a big-name
handset, and why simple home automation is sometimes too dumb

PAULOCKENDEN

I last wrote about “China phones”
just over a year ago (see issue 247),
but it’s a subject that’s been

cropping up regularly since then.
Folk often askmewhether it’s worth
paying a premium for the latest
Samsung or Sony handset, compared
with one of the cheap-and-cheerful
China phones available.

China phones usually run Android
– sometimesWindowsMobile – with
specifications that aren’t quite on the
leading-edge, but often not that far
behind. The biggest differences you’ll
spot are the unknown branding and
the pricing. The higher-end China
phones are typically around half
the price of the equivalent handsets
from the big-namemanufacturers.

The well-known brands are
fighting back, with some offering
lower-spec handsets at bargain-
basement prices. However, for a given
spec, you’ll always end up getting
more phone for yourmoneywith a
handset from an unknownmaker.
(Although the “unknown” is starting
to change, with some of the China
phonemanufacturers becoming
brands in their own right.)

China phones will only be useful
for those who buy their phones
outright, then use a SIM-only contract
to feed themwithminutes, texts and
data. If you’re the kind of personwho
tends to pay for their phone via amore
expensive and lengthymonthly
contract, then you’re stuckwith a
branded phone from one of the big
manufacturers, because that’s what
the big networks offer.

Actually, that’s not quite true.
The Three network offers a couple of
phones on contract from a Chinese
manufacturer, under the brand name
Honor.What’s odd in this particular
case is that Honor is relatively
unknown, but it’s actually a sub-
brand of Huawei, which does have
something of a profile already. It has
a significant presence in theWestern
world, and not only in themobile
phone arena – the equipment inside
the green cabinet that your VDSL line

connects to is probablymade by
Huawei. But the Honor handsets do
qualify as “China phones”, because
not only are theymade in the country
(like prettymuch everything else
these days), themanufacturer is based
there too.

Incidentally, howmany of you
know how to pronounce Huawei?
For a long time I got it completely
wrong – I read it phonetically, and
said something a little like “who are
we” – but that’s wrong. I’ve heard
many experts say “howway”, but
apparently that’s wrong too. The
correct pronunciation is “wahway”.
At least Honor is easy to say!

Compare and contrast
How does a typical China phone stack
up against a branded equivalent?
Well, this is a RealWorld column,
and I just happen to have a couple of
phones on the desk in front of me that
I can use tomake a useful real-world
comparison. Sitting on the left is
a Sony Xperia Z5, which I have on
loan courtesy of the nice people at
the Three network. Sitting on
the right is my ownOnePlus 2.

The Sony Z5 isn’t the latest and
greatest phone on themarket – it’s
verymuch last year’s flagship. But

jon@jonhoneyball.com

BELOW Huawei’s
Honor phones are
available on the
Three network
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that’s fine, because the OnePlus 2
is similarly long in the tooth now
(in smartphone terms, anyway).
They actually hit the market just
a few months apart last year, so
the comparison is still a valid one.

First of all, and perhaps most
importantly, let’s compare the prices:
the OnePlus 2 is available direct from
OnePlus for £249, while the Sony
Xperia Z5 costs around £450 from a
reputable supplier (beware of places
selling the Z5 for less – they’re often
based outside of the UK so you’re
likely to get stung with VAT and
import duty). That’s almost double
the price of the OnePlus, so how do
they compare?

Size-wise, the Sony is a tad smaller,
but not by much. The screen on the
Sony is 5.2in while the OnePlus is
5.5in. Sit them side by side and the
difference is quite obvious, but in
real-world use, they both feel very
similar. The OnePlus is a well-made
phone, but the Sony has a slight
edge when it comes to build quality,
especially since it’s waterproof. Or
rather, kind-of waterproof. Sony
says that you shouldn’t use it
underwater, but that it will survive
rain. I think that’s just the company
covering itself legally, because I
know a couple of people who’ve
dropped their Z5s down the loo,
with the phones surviving just fine.
Incidentally, what is it about phones
and toilets? There seems to be some
kind of fatal attraction.

The screens of both phones have
the same resolution, at 1,080 x 1,920
pixels. You can also buy a more
expensive 4K version of the Z5, but
unless you view your phone through
a microscope, those extra pixels are
wasted. You’ll hardly notice any
display improvement, but the poor
CPU and GPU will have to update
nearly four times as many pixels,
so kiss goodbye to your battery life.

Speaking of batteries, the Sony has
a 2,900mAh unit, but the OnePlus 2
beats that with a 3,300mAh capacity.
It isn’t a huge difference, with the
OnePlus probably surviving around
an hour over the Sony.

Things swing in the other direction
when we compare cameras. The selfie
cameras on the front of both phones
are remarkably similar, but the
rear-mounted camera on the Z5
nudges slightly ahead. Sony actually

makes the camera sensors for most
other smartphone manufacturers, but
for the OnePlus 2, the manufacturer
looked elsewhere.

When you look at the headline
specs, the Sony should win hands
down – it has 23 megapixels compared
to the 13 found on the OnePlus. But
numbers don’t always tell the whole
story. OnePlus makes a big thing
about the sensor in its phone being
physically bigger, with the larger
pixels able to function better in
low-light conditions. It looks good
in the marketing blurb, but although
the OnePlus 2 has a great camera,
the one found pointing out of the
rear of the Xperia X5 is
superb. I’m convinced Sony
holds back the best cameras
for its own handsets.

If we examine the inner
workings of the phones,
they’re remarkably similar.
They both have Qualcomm
Snapdragon 810 processors,
although the chip is clocked
ever so slightly faster in the
Sony handset. You’ll find the
difference isn’t noticeable
in real-world use. The GPU
is the same in both phones,
too, an Adreno 430. Day to
day, you really wouldn’t
notice any difference
between their speed.

The OnePlus 2 has 4GB of
RAM compared to the Sony
Xperia Z5’s 3GB. You may
benefit from this if you run
numerous background
tasks, or if you play complex
games. The China phone also
includes more storage, at
64GB compared to its
Japanese cousin’s 32GB, but

the Sony fights back with a microSD
slot. At one time that would have been
an important differentiator, but these
days most people use the cloud for
storage hogs such as photos and
music, so having a memory card
slot is nowhere near as important.

Your main point of contact with
the phone is obviously the Android
operating system. Sony has pushed
out Android 6 (Marshmallow) to the
Z5 already. As I write, OnePlus is still
testing Marshmallow on its handset,
but it’s definitely imminent. Neither
manufacturer delivers a “vanilla”
Android. Sony likes to tweak Android,
adding lots of its own apps and a few
from third parties too. Some are
genuinely useful, while others are
best described as “crapware”.

OnePlus went one further and
created its own version of Android
known as OxygenOS. It’s actually a
nice little ecosystem, adding useful
features such as controllable app
permissions and SwiftKey’s excellent
keyboard. If you’ve ever investigated
loading third-party ROMs onto your
Android phone, OxygenOS is
probably best thought of as a really
good one of those. Very lightweight
and with useful added extras.

So looking again at both phones, in
most respects they’re quite similar.
The Sony has a better camera and
a storage slot, while the OnePlus has
double the onboard storage and a
longer-lasting battery. It’s swings and
roundabouts –until we return to the

price. Remember? £450-ish
for the Sony Xperia Z5 and
£249 for the OnePlus 2.
Surely that makes the latter
a no-brainer?

Note that the OnePlus 2 is
just one example – there are
a number of China phones
available. At the higher end
we have the OnePlus 2, or
the Xiaomi Mi 5, which
starts to give the latest
Samsung Galaxy S7 a run for
its money. If you lower your
expectations slightly, you’ll
find some brilliant China
phones for between £50 and
£100 on websites such as
DealeXtreme (dx.com),
Banggood and AliExpress.

One thing to watch
out for with China phones
is that, although most
now support 4G/LTE, a few
of them don’t offer this
on the 800MHz (Band 20)
frequency used by some
UK networks. O2, in
particular, offers 4G

computıng

that’s fine, because the OnePlus 2 
is similarly long in the tooth now 
(in smartphone terms, anyway). 
They actually hit the market just 
a few months apart last year, so 
the comparison is still a valid one.

First of all, and perhaps most 
importantly, let’s compare the prices: 
the OnePlus 2 is available direct from 
OnePlus for £249, while the Sony 
Xperia Z5 costs around £450 from a 
reputable supplier (beware of places 
selling the Z5 for less – they’re often 
based outside of the UK so you’re 
likely to get stung with VAT and 
import duty). That’s almost double 
the price of the OnePlus, so how do 

Size-wise, the Sony is a tad smaller, 
but not by much. The screen on the 
Sony is 5.2in while the OnePlus is 
5.5in. Sit them side by side and the 
difference is quite obvious, but in 
real-world use, they both feel very 
similar. The OnePlus is a well-made 
phone, but the Sony has a slight 

makes the camera sensors for most 
other smartphone manufacturers, but 
for the OnePlus 2, the manufacturer 
looked elsewhere. 

the Sony fights back with a microSD 
slot. At one time that would have been 
an important differentiator, but these 
days most people use the cloud for 
storage hogs such as photos and 
music, so having a memory card 
slot is nowhere near as important.

Your main point of contact with 
the phone is obviously the Android 
operating system. Sony has pushed 
out Android 6 (Marshmallow) to the 
Z5 already. As I write, OnePlus is still 
testing Marshmallow on its handset, 
but it’s definitely imminent. Neither 
manufacturer delivers a “vanilla” 
Android. Sony likes to tweak Android, 
adding lots of its own apps and a few 
from third parties too. Some are 
genuinely useful, while others are 
best described as “crapware”.

OnePlus went one further and 
created its own version of Android 
known as OxygenOS. It’s actually a 
nice little ecosystem, adding useful 
features such as controllable app 
permissions and SwiftKey’s excellent 

LEFT The Sony Xperia Z5 is a great
example of a premium smartphone
from a high-end brand...

LEFT … while the
OnePlus 2 is an
upstart Chinese
manufacturer’s
attempt to muscle
in on the premium
smartphone market
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using only Band 20, so if you buy one
of those phones you’ll be limited to
3G. Check the specs. And as you do,
you’ll discovermany China phones
are dual-SIM capable – a nice bonus.
You can have both personal and
business SIMs, even from different
networks, in the same phone. Or if
you travel abroad, you can keep both
UK and local SIMs in your phone.

If you’re looking for a new phone
and you aren’t a badge snob, explore
the world of China phones – there are
real bargains to be had.

Automatic for the people
A few readers have been in touch
about home automation, so I thought
I’d look at one of themore interesting
questions. Kevin Teague has built
a “smart” heating system using
Z-Wave-controlled radiator valves
and the open-source Domoticz
home-automation software running
on a Raspberry Pi. He says it works
fine in general, but he’s noticed two
effects when he looks at graphs of his
room temperatures. First, things seem
to oscillate around the set-point
temperature, and second, his room
temperatures sometimes rise even
after the boiler has stopped firing.

The oscillation is something any
engineer will be familiar with, and is
called hysteresis. With an electronic
thermostat (or a temperature sensor
attached to a home-automation
system), there’s a small difference
between the temperature at which
things switch on and then the point at
which they’ve warmed up enough to
switch off again.Without this small
difference between the on and off
temperatures, the boiler would be
flicking on and off every few seconds.

The hysteresis on a thermostat is
around plus orminus one degree. This
is enough to be noticeable – but
probably only just. Bear in
mind that with an
old-fashioned
mechanical
thermostat, the
difference would be
even greater. Kevin
said he can feel the
room temperatures
cycling slightly, but
admitted that he only
started to notice it
once he’d seen the
wavy line on his
graphs in Domoticz.
It’s probably better to
be blissfully unaware!

The second issue
is most likely down
to the thermalmass

inherent in his
heating system. A
hot radiator doesn’t
stop being hot when
the thermostat
trips and the boiler
switches off. It will
continue to add heat
to the room for as
long as it sits above
room temperature,
although the effect
will diminish as it
cools, because the
important factor is
the difference in
temperature between the radiator and
the surroundings.

The second thing that Kevinmight
be noticing is secondary heat sources:
computers, monitors and printers in
a home office, ovens in a kitchen, or
tumble driers in utility rooms. Less
obvious sources of heat include
human bodies (at rest we emit
between 70-100W of heat; when
exercising it’s considerablymore),
and solar gain throughwindows. I
have lots of south-facing rooms in
my house, whichmeans that even
withmy heating turned off my room
temperatures will rise on a sunny day.

Part of Kevin’s problem is that
evenwhen connected to a
sophisticated home-automation
system such as Domoticz, simple
electronic radiator valves and
thermostats are just replicating the
functionality of “dumb” controls.
More sophisticated systems such as
Honeywell’s Evohome (see issue 251)
address most of these issues, using a
number of techniques.

In particular, the oscillation or
hysteresis problem is solved by
using a system known as TPI (Time
Proportional & Integral) control.
This works by first learning how

quickly any given room heats up,
and also howmuch heat is
required tomaintain a given
temperature. This obviously
varies depending on the
outside temperature,
so this learning process
is continual.

Second, rather
than just switching
the boiler on and
off a degree, the
system enters into
a “proportional”
mode, where
the boiler cycles

(if you have a dumb
boiler, as most in the UK

are) every tenminutes or so,
or is throttled right down should

your boiler have an OpenTherm
interface. The radiator valve is also
partially closed, so, as a result, the
radiator in a room stays warm
rather than hot. The key point
is that the radiators are held at
exactly the right heat level to
keep the room at a constant and
comfortable temperature. If I look at
the graphs of my room temperatures,
most remainwithin around 0.1 or 0.2
degrees of the set point.

This also counters the problem
caused by the thermalmass of
your radiators, because the learning
phase takes account of it. You’ll
never eliminate this completely – if
youwant your rooms to heat up
quickly when the heating first
comes on then there will always be
a degree of overshoot, but TPI keeps
this to aminimum. The alternative
would be to heat the rooms in a
slower andmore controlledmanner
but for most people this would
be unacceptable. There’s an
interesting document about TPI
at pcpro.link/261tpi.

This all raises an interesting
question: could you build a learning
systemwith proportional control
using products such as Domoticz
and Z-Wave radiator valves? I
reckon you probably could, but it
wouldn’t be easy. Plus, youwouldn’t
get the fine control of radiator
temperatures that you dowith an
Evohome system, because the
intelligence isn’t restricted to the
controller; its radiator valves are
also very smart. In fact, as far as the
system is concerned they’re pretty
much autonomous – the radiator
valves are sent a set-point
temperature, and it’s then up to
them tomanage this by adjusting
the valve stroke and calling for
short periods of heat demand from
the boiler.

Good luck trying to build such a
system for yourself!

“Radiators are
held at exactly
the right heat
level to keep
the room at
a constant
temperature”

ABOVE Notice how
from mid-morning
until mid-afternoon
this south-facing
room continues to
become warmer,
despite the heating
being off

LEFT A heating-
control system
such as Evohome
is better at
maintaining constant
temperatures @PaulOckenden
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Anthony runs Ideal
PC, a computer repair
specialist in west
Sussex

ANTHONYDOWLING

“It’sagoodideatofindoutmore
abouttheinfectionthat’splaguing
you,onceyouknowitsname”
Discover how the professionals rescue virus-infected PCs from the brink
of death, including the specific case of a machine besieged by ransomware

“DZ11 groups
together and
automates
many of the
amazing tools
on the web”

Agood portion of my time is
taken up repairing systems
infected by viruses, or trying to

recover data that’s been damaged by
an infection – although I should be
clear: when I say “virus” here, I’m
using it in the sameway I do for
clients, as a catch-all term. Otherwise,
I tend to get a blank look and a polite
nod. For the rest of this column, as I
explain how I get rid of viruses, you
can assume Imean any form of
malware, worm or rootkit.

There are amultitude of ways to
remove viruses, frommanual removal
right through to fully automated
systems. Manual removal involves
a painstaking search through the
system Registry and files to delete the
infected entries, which is fine if, first,
you knowwhat you’re looking for,
and second, you have the time. I’d
never totally trust a fully automated
system, but I often use tools that
automate part of the process.

My favourite tool for cracking
tough infections is Combofix
(combofix.org), but be warned:
I’d never recommend it to a non-
expert. It’s so powerful you could
easily end upwith a deadWindows
installation. If you aren’t careful it
will delete any infected file it finds,
including system files. Also, while
great at killing off a virus, Combofix
is less great when cleaning up after
itself. Nor is it an option right now if
you’re runningWindows 8.1 or 10, as
Combofix is incompatible with both.

There’s no obvious alternative
to Combofix, whichmeans that
whenworking on aWindows 8.1 or
Windows 10 system, I use some form
of boot rescue CD or USB drive.
I tend to turn to Eset’s Sysrescue or
F-Secure’s Rescue CD, both of which
can be downloaded on an uninfected
system for free.

Battling with TeslaCrypt
One of themost recent viruses I had
to remove belongs to that modern
plague of virus: ransomware. The
TeslaCrypt virus is part of theWin32
trojan family and is a particularly
nasty creation.

The infected system in this case
was runningWindows XP. It’s an
outdated OS, I know, but a lot people
still run the trusty old system despite
the security risks. To kill the virus,
I used a professional tool called D7II.
It’s out of reach formost people – it
costs $179 (£125) per year and is so
powerful and complicated it can
domore damage than good – but
essentially it groups together and
automatesmany of the amazing
tools available on the web.

Therefore, you can tackle such
problemswithout paying a penny.
Here, I’ll explain the processes D7II
used to kill off the virus, so you can
achieve the same results.

Before we go any further, I’ll
assume you have a backup of your
valuable data here, should the worst
happen and your system becomes
unusable –more on backups later.

To use a tool such as Combofix
you’re better off in Safe Modewith
networking. From there you need
tomake sure your antivirus is
disabled, so that Combofix is free
to do its job. If an active antivirus
is detected, you’ll be warned and
advised to disable it before you
continue. Combofixmay also
requireWindows Recovery Console
to be installed, but will attempt to
do this for you. From this point on,
the process is largely automated;
once done, you’ll be shown a report
of the actions completed andwhich
files have been deleted.

Once Combofix has done its job
I turn to RKill, a great program
that kills actively running processes
that known virusesmay use. Next,
I run JRT (Junkware Removal Tool),
RogueKiller and AdwCleaner.
Depending onwhat’s found, you
may ormay not need to reboot
between using these tools.

RogueKiller and AdwCleaner
highlight problems found and allow
you the choice of whether or not to
delete the files responsible. This gives
you the chance to look up suspicious
file names and paths on a different,
working system, so you can determine
whether or not you need to kill them.
It’s always wise to find outmore
information about the particular
infection that’s plaguing you, once
you know its name. This additional
information can provide critical
advice onwhere the virus stores its
files and those all-important Registry
entries to disable.

Eset is the antivirus program I
trust most and, not coincidentally, it
also happens to be the only antivirus

RIGHT Two PCs and
a laptop awaiting
virus clean-up on
the workbench, one
of which has the
TeslaCrypt virus
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software I resell, as I know it does
its job without hogging system
resources (shameless plug over).
So, as a part of any clean-up I always
use the Eset online scanner tomake
sure nothing else is hiding. You can
access it from eset.com/us/online-
scanner-popup.

Now is a good time to go ahead and
use that all-valuable information from
Google or other searches about your
own particular virus infection. Also,
check that those Registry entries are
clear; by now you should havemore
information on your particular virus
infection andwhich Registry entries
to check – Google is a resource that
should never be overestimated.

The startup routines should also
be clear. Again, you can get more
info from the net or just runmsconfig
fromWindows’ Run command (or
TaskManager) to look through the
startup routines. Also, ensure that
program and system files in which it
may hide are free from infection and,
if necessary, replacedwith new,
genuine versions.

Once this is done, boot into
Windows as normal and run
a few clear-up programs such as
Malwarebytes and SuperAntiSpyware;
both are great tools for making sure a
system is clean.

If you discover that critical system
files have been damaged, you’ll need
to run repair routines such as sfc/
scannow from the command prompt
– you’ll need to be in administrator
mode – or use the DISM tool for
Windows 8 and above. Such tools will
verify that all system files are intact
andwill restore any files that aren’t.

Youmay need to run other tools
to fix items such as registered DLLs,

command prompt andWindows
Update services, all of which the
virusmay have infected to hamper
your rescue efforts. A great tool for
repairing these damaged areas is
theWindows Repair Tool, which
can be downloaded for free from
tweaking.com.

Once you’ve killed off an infection,
you then need to clean your system
to ensure you’re not re-infected by
opening a system file corrupted by
the virus code. There are numerous
tools out there for this purpose; the
challenge is determiningwhich are
best for specific types of virus.

For this, I thoroughly recommend
heading to bleepingcomputer.com.
This brilliant site, dedicated to
virus removal, contains invaluable
resources andmany free tools to
help remove viruses, as well as
expert advice by trained volunteers.

It’s also kept up to date with
information on how to remove the
latest infections, so if your antivirus
software throws up an error but
doesn’t solve the problem then it
would bemy first port of call.

Back to the backup
Even now, though, you aren’t safe.
Killing the virus is one thing, but since
the TeslaCrypt virus is ransomware, it
will also encrypt all of the hostage
user’s key files.

The user will receive amessage
telling them that their files have been
hijacked and that the only way to get
them back is to buy the decryption
key, typically costing between $500
and $1,000.

If you have a recent backup of
your files, all is not lost. Often, the
best way to deal with such a virus is to
kill it off as above, but if the infection
is particularly bad then you should
reformat the drive and reinstall the
whole system, before copying over
all of your beloved files from their
backup location.

What if you haven’t backed up
recently?Well, if your documents
have been encrypted in a file with the
extension .micro – which indicates
that you’ve been infected by themost
recent version of TeslaCrypt – then
you’re royally stuck.

Without a backup, noway yet
exists to decrypt this incarnation
without the key. There is hope,
however, since the problem is being
worked on by someone at Bleeping
Computer – these kind souls spend
their free time analysing such issues
for us ever-grateful virus removers.

Previous versions of TeslaCrypt
used a variety of extensions, some
of which could be cracked using
TeslaDecoder. Formy client, a retired
businessman, there was no such luck.
There was further bad newswhen I
asked him about backups. Safe to say,
he’s lost a great deal of past work.

I tend to come across plenty of
customers who don’t bother with

backups and, until a mishap
such as this strikes, it can be
difficult to explain why it’s
so important. I can’t
overstate the importance
of a good backup system
and routine to ensure that
your irreplaceable data
isn’t lost forever.

I don’t believe in paying
the ransom demanded by
such criminals, since doing
so simply encourages them.
This is easy to say if
unaffected by such issues,
but research suggests that
income earned from such
cons often funds terrorism,
so it’s important that we
don’t allow such criminals
to get their desired result.

“Once you’ve
killed off an
infection you
need to clean
your system to
make sure you
don’t become
re-infected”

anthony@myidealpc.co.uk

LEFT A typical
screenshot from
D7II’s malware-
removal screen. The
choices are plentiful

BELOW A TeslaCrypt
ransom screen trying
to get you to part with
your hard-earned
cash
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@happygeek

DAVEYWINDER

“Therehasbeenadefinitemove
awayfromattachingaPDFor
Worddocumenttoemails”
There’s a new threat to business email, with small businesses in particular
at risk. Plus, is your Android handset safe?

“Tweet regret
is indicative of
much Twitter
business usage”

So Twitter is ten years old this
year; it was founded on 21 March
2006 to be precise. My first tweet

was 11 months later, on 7 February
2007, and said: “Right now I am
mostly spillingWon Ton soup down
my shirt.” I kind of wish I’d typed
somethingmore profound, which is
apt as “tweet regret” is indicative of
much Twitter business usage.

Of course, back in 2007 few people
were considering Twitter – or any
social media for that matter – to be of
much interest or use to the business
community. How things have
changed… and stayed the same.While
only a fool would dismiss the benefits
that social media can bring to the
average business, far toomany are
still posting the equivalent of myWon
Ton tweet. If youwant to knowwhat
your first tweet was, and I know you
do, then simply use the URL format
of discover.twitter.com/first-
tweet#happygeek and replace
happygeekwith your username.

It would be remiss of me not to
mention how Twitter security has
evolved over the past decade. Accounts
do still get hijacked, but it’s pretty
easy for users to protect themselves.
Everyone, but especially those with a
business presence on Twitter, should
enable login verification; after you log
in as normal, Twitter will require
input of a verification code (sent by
SMS to your registeredmobile device)
before allowing access to the account.

It’s an additional layer of security
on top of your password, and I also
recommend that you use a password
management tool to generate
something suitably long and complex.
As long as your password is of a decent
length, isn’t used anywhere else, and
you have login verification enabled,
your account should be pretty secure.

Business email is
under attack
I was recently in San Francisco for the
RSA 2016 IT security conference and
was rather taken aback by the amount
of FBI and law-enforcement presence
among the security vendors. Indeed,
both the FBI and NSA had stands on
the exhibition floor. I couldn’t help
but note the irony of them being
within the same area as vendors
selling encryption solutions.

I was less shocked to bump into
a host of ex-FBI and NSA employees
who nowwork for security vendors,
as law enforcement does seem to
provide a rich seam of talent to be
mined by the private sector. One such
person is Joseph Opacki, VP of Threat
Research, Analysis and Intelligence
at PhishLabs. Previously technical
director of Advanced Digital Forensics
in the Operational Technology
Division of the FBI, his specialist
subject was the reverse engineering
of malware. Armedwith a copy
of PhishLabs’ Phishing Trends &
Intelligence: Hacking the Human
report, Opacki was keen to talk about
business email compromise attacks,
or BEC for short.

PhishLabs is a phishing attack
mitigation outfit. It puts a lot of
time, money and expertise into
dissecting how phishing attacks
work from top to bottom, and
establishes threat context from this
intelligence. This is then used to
stop the attacks, and PhishLabs isn’t

scared of taking a proactive and
somewhat aggressive approach to
threat mitigation, either.

The company is built around an
ethos of fighting back, and does so
by increasing the cost of targeting
its clients and their customers. In
turn, this inflicted losses on the
groups doing the attacking by
taking down systems and services,
forcing them to rebuild before new
campaigns can be launched. It’s an
interesting strategy, taking on
the cybercriminals directly and,
effectively, encouraging them to
choose weaker targets if they’re
going to return a profit.

Given this kind of attack
strategy, it comes as no surprise
that PhishLabs has a pretty robust
intelligence division; the report
was based on the analysis of a
millionmalicious phishing sites. If
anyone is in a position to talk about
phishing trends as they impact the
business user, Opacki appears to
be theman.

As the BEC acronym suggests, a
business email compromise results
from an employee email account
being compromised. Over the years,
this tactic has somewhat changed and
sender address spoofing is far more
commonplace. Opacki even suggested
that it mightmakemore sense to call
it business email correspondence in
the current threat climate.

What is that climate exactly?
Well, talking to Opacki revealed that
tactics and techniques are changing
year on year, andwithin the past
18months there has been a definite
move away from attaching a PDF
orWord document, complete with
instructions for the victim to follow.
Instead, those instructions aremore
likely to be via a follow-up email.
This layering of email correspondence
builds trust; trust that’s further
strengthened by the fact that the
eventual online destination to which
the victim is directed is more likely to
be domestic, rather than in Asia –

as has been the norm in
the past.

This type of phishing
is primarily financial
fraud, of the invoicing/
payment kind, and
Opacki toldme that
smaller businesses are
most at risk. This makes
sense, since targeted
attacks against a
small business are
easy to plan and
research using social
media and information

BELOW Uncovering
your first tweet is
easy, if not always
encouraging



119

@ P C P R O F A C E B O O K . C O M / P C P R O

ABOVE It can take
Google a couple of
weeks to patch an
Android vulnerability,
but that won’t reach
every phone

LEFT Small businesses
are now hot targets
for business email
attacks, so be wary

found onwebsites, while the victim
is less likely to baulk at the notion
of a directormaking a personal
request to deviate from the standard
accounting norms.

Not that all business threats are
moving away from the default
infected attachment approach, it
should be said. Indeed, Microsoft
recently reported that macro-based
malware is on the rise. According
to an official announcement on the
TechNet Threat Research & Response
blog, Microsoft reckons that “in the
enterprise, recent data from our
Office 365 Advanced Threat
Protection service indicates 98%
of Office-targeted threats use
macros”. That’s detections rather
than infections, but even so it’s
something of an alarming figure.

I haven’t been able to find
reliable statistics on howmany of
these detections are converted into
successful attacks, but I imagine it’s
far more thanmakes for comfortable
reading. Not least because – and I
say this not in an anti-Microsoft way
but in a spirit of secure thinking –
historically Microsoft hasn’t taken the
maliciousmacro problem seriously
enough.Why do I say that, when
there’s a Protected View setting by
default for documents containing
macros, plus warnings aplenty?
Mainly because experience tells me
that those warnings are ignored, with
users all too often easily cajoled into
disabling the protection provided.

I’m not referring to Microsoft’s
latest Office 2016 upgrade, which
included a feature that blocks
macros from loading in “high risk
scenarios” under the concept of
“block themacro, block the threat”
apparently. That doesn’t seem to be
much of an advance on the previous
Protected Viewmethodology of
blocking themacro, which certainly
didn’t block the threat.

What’s different then?
According to Microsoft, the
new approachwill allow a
business to use Group Policy
to control the blocking of
macros in scenarios that
admins consider high risk
(such as those documents
that have arrived from the
internet) and provide
end-users with stricter
notifications. Configured
on a per-application basis,
macros can be blocked
from running in Excel,
PowerPoint and
Word documents.

All this sounds good,
but I remain to be convinced
that it will makemuch
practical difference. Even
Microsoft recommends:
“If your enterprise does
not have anyworkflows
that involve the use of
macros, disable them
completely. This is themost
comprehensivemitigation
that you can implement
today.” I agree with that
entirely, and suggest that
if your business does have such
macro-reliant workflows then you
should beginmigrating to amore
secure way of working as a priority.

How secure is your ‘droid?
I used to be something of an iPhone
fan. From the original through to
the 5s, it wasmy day-to-daymobile
device. Then I got fed upwith the
lack of any real, meaningful
innovation fromApple (yeah, I said
it, so sueme) and jumped ship to
Android and a Nexus 6P. This is, in
my never humble opinion, the first
‘droid device that not only stands a
direct comparisonwith its iPhone 6s
counterpart, but actually equals or
even betters it.

While the 6P is, I’d argue, just
as secure as the latest iPhones in
practical terms, the same can’t be
said for all Android devices. This is
courtesy of Google ensuring that
Nexus devices runningMarshmallow
receivemonthly over-the-air security
updates to the OS. These address
known vulnerabilities and keep the
device as secure as possible (even
iPhones are vulnerable to attack, he
says, at the risk of bursting a few
Apple fanboy bubbles).

The trouble is that the Android
device ecosystem is incredibly
fragmented, whichmeans not
everyone can or will get the same

security treatment. If your
device isn’t capable of
running Android 6 or
greater, then you’re out
of luck. If your carrier or
manufacturer doesn’t
make Android 6 available
to you, then you’re out of
luck. If you do have
Marshmallow but your
carrier ormanufacturer
doesn’t make the security
updates available to you,
then you’re… okay, you
know the drill.

The real problem being
that way toomany Android
users are out of luck. Even
as a “lucky” Nexus 6P user
with the latest security
patch level (1 March) for that
phone at the time of writing,
I am out of luck.Why?Well,
there’s a vulnerability out
there – one that’s been
known about for quite
some time – that remains
unpatched unless your
security patch level shows
18March. Officially known
as CVE-2015-1805, it’s a
local elevation of privilege

vulnerability in the kernel that’s
been exploited by at least one
rooting application.

According to Google (pcpro.
link/261android), partners were
providedwith a security patch on 16
March, and Nexus updates are being
created.Which is good, apart from
the fact that this vulnerability has
been known about for years andwas
actually fixed by Linux developers – it
impacts the Linux kernel – back at the
start of 2014. There is somemitigation
to consider, as always, in that you’d
have to install a malicious app to be
exploited by it, and if you tried to
install a rooting app – such as the one
discovered – then Android’s “verify
apps” procedure would block it.
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This means that folk who install
apps from unverified sources could
still end up victims.Which is why it’s
been given a critical severity rating,
andwhy it’s important that the
security update is rolled out ASAP.
And it’s why somany ‘droid users are
going to remain vulnerable to attack.

Take that last Android security
update, the one that went out at the
beginning of March. It contained
seven critical vulnerabilities and ten
high-priority ones, out of a total of 19
fixes. That there are somany is – no
matter how perverse it sounds – a
good thing, because it means that
security researchers are doing their
jobs and finding the holes that need to
be filled. The bad thing remains that
inability to roll out the patches to
everyone, over the air, in a seamless
and consistent manner.

It’s encouraging that some vendors
– such as Google with the Nexus
range, plus certain handsets from
Samsung and LG – are getting direct
updates out rather than having to
rely on carrier agreements. It would
bemore encouraging still if a greater
number of vendors were on board,
andmore devices included from those
already signed up. Tod Beardsley,
another of the security researchers I
spoke to at RSA 2016 (this time from
Rapid7), reckons that eight out of ten
Android devices are in a “current
deviceminus two” state, so are
lagging two Android releases behind.
As such, they aren’t getting security
support via updates. This suggests
that thingsmight becomeworse
before they get better.

So as a Nexus 6P owner am I
thinking of jumping ship back to iOS?
No, because I fall into the “lucky ones”
category. Even thoughmymonthly
security updates don’t tend to arrive
until week two of themonth, leaving
a window of opportunity for the bad
guys. Inmitigation, it’s pretty rare
for any of the vulnerabilities that are
patched in these updates to actually
be known to have in-the-wild exploits
running before the patches go out.
Couple this fact with sensible usage,
including the use of VPNs and
avoidance of non-verified apps/
stores, and I don’t feel particularly
exposed to additional risk.

Continued from previous page

Steve is a consultant
who specialises in
networks, cloud,
HR and upsetting the
corporate apple cart

@stardotpro
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Overtheyears,I’vegarnereda
fewcommerciallysecretnumbers
thatno-onewantsyoutoknow
Discover some hard-won secrets on how to guarantee a fast, stable
internet connection. Plus, on Windows 10 updates going well…

Hashtag: 21stCenturyProblems.
There can be no better
example of this category of

technical whinge, than finding that
your Gigabit internet (and no, I don’t
mean Ethernet!) connectionwon’t
allow traffic coming inwards. It’s a
connection so fast that it’s actively
embarrassing to talk about it – but
configured only so I can connect to
those wonderful “cloud” resources
faster than anyone else on the planet.
What a great feeling, right?

Wrong. I realise that a lot of people
– even fairly technical people – think
that web hosts are all going to deliver
data every bit as fast as we can
consume it, but the truth is they
simply don’t, because hosting
companies aren’t set up this way.
It’s a field in which there are a lot of
commercial deep dark secrets, so I
guess it’s no surprise to find people
puzzled by the revelation that hosters
pay for their connections by the
amount of bandwidth used, rather
than by the amount of time they
remain connected. This imposes some
pressures that are complicated to fix,
but economically very rewarding;
essentially, it’s massively worth a
web-hoster’s while to limit each
visitor’s connection to the same
number of bits per second.

Why am I bringing this up?
Because the rules that apply to
public websites also apply to hosted
servers. If I take up a deal to site
mymost-used personal server
(for email) in a cloud service,
then I’ll be either participating
in a host’s load-balancing choke,
or paying to
avoid it. I agree
with the leading-
edge types used
to the corporate
world, incidentally:
if you have a serious
commercial business
to run and huge
amounts of traffic tomove,
then the cloud is utterly
persuasive - but inmy business

it isn’t volume that sets the value
of data, it’s reliability.

I don’t need tomove amillion
emails per hour, but I do needmy
systems to be up and ready for the
arrival of that particular, valuable
snippet or response from a client.
Forme, that reliability is better served
when themachine is inmy line of
sight, with power and ventilation
undermy control, working on only
myworkloads, withmy software on
it, and containing onlymy data.

Not that ownership of hardware is
directly related to the whizziness of
the line, or indeedwhat it would cost
me to host my stuff up in the cloud.
It’s more about predictions. I’ve been
wandering about behind a few of the
scenes in the cloud business over the
past couple of years and, based on
those little peeks behind the curtain,
I’ve garnered a few of those allegedly
commercially secret numbers that
no-onewants you to know.

I’ve seen hosting operations that
have 2,000 customers sharing a
100Mbits/sec connection. Several
hundred of those customers have
between one and 200 Exchangemail
users, yet – despite their ownwidely
varying connections – the load never
rises above 20%. This puts various
speeds and reported performance,
whenmeasured from the other end of
the pipe, into sharp relief. There isn’t
much point obsessing about this or
that speed test, when your lovely
cloud-based service slows down to
the point of unusability because the

BELOW The FireBrick
router comes with
a cute cuddly dragon

davey@happygeek.com

then I’ll be either participating
in a host’s load-balancing choke,

world, incidentally:
if you have a serious
commercial business

amounts of traffic tomove,
then the cloud is utterly
persuasive - but inmy business
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“What I need
from a service
is all my stuff,
at maximum
speed, without
any nasty
surprises”

contract owner has run out of money
for his bandwidth fees. Andwhen I’m
stuckwithout the right install media
or driver set or reference, the one
thing I need from a service is all my
stuff, available at maximum speed,
without any nasty surprises on the
way to getting it.

I wouldn’t write about this if I
didn’t have a solution, of course. You
can fix it in a brute-force way simply
bymaking use of a dedicated remote-
access, remote-control machine;
a nice littleWindows 7 VM inside
a VMware host is my usual solution
for similarly afflicted clients. But
the whole remote control world is
getting a bit overheated, a bit greedy,
and that’s the usual sign to start
developing some alternative fix:
a belt-and-braces solution that
sidesteps the field. See the boxout
above for some ofmymotivation here.

I suppose having an entire planet’s
worth of IPv6 addresses counts as a
sidestep solution. I had some before,
delivered on a very long vDSL circuit
frommy friends at Fluidata, who
adopted a solution of having a Cisco
router right here and tunnellingmy
IPv4 access out through their IPv6
delivery. This strategy worked

perfectly well withmost of the
locations and traffic I put through
it – but not quite all of them. For
example, there was the strange
business with eBay pictures suddenly
disappearing, until Fluidata upgraded
the Cisco in someway.

But now, in 2016, I’m going
backward to go forward. My
Gigabit internet link presents as an
exceedingly speedy router, with a
super-conventional private IP range
poking out of four perfectly ordinary
Gigabit Ethernet ports on the back.
The router acts as a DHCP server in
the 192.168.1.x range, looking just like
millions of other home and SOHO
internet links, only a little quicker.
Of course, that private rangemeans
incoming packets can’t figure out
where to go, and the supplier has no
intention of offering any different
service over its fibres. It’s really meant
to be for home surfing, phones, and
streaming TV, and that’s it.

Except that a chat with themen of
Andrews & Arnold (aaisp.net)
revealed that they’ve been thinking of
a workaround. Being purveyors
of the FireBrick router (pcpro.
link/261firebrick), they thought they
had away of configuring it to accept

both a DHCP-provided address as
its route to AAISP’s data centre, and
then deliver traffic on both IPv4 and
IPv6 to nominated ports to which I
could hookmy routers, firewalls
and gateways. To all intents and
purposes, I’d then appear to be in
AAISP’s data centre.

So I said, let’s give it a try. The
FireBrick arrived – complete with cute
dragon cuddly toy – after a bit of hard
thinking about interfaces, addresses
and ranges, we sat on the phone trying
tomake it connect. AAISP could see it
logging in to its VPN systems at the
other end, and I could configure it by
plugging a PC runningWindows 10
into the interface given an address in
my internal range (which is, just to
confuse such phone calls hugely:
192.168.254.x).

But, plug it intomy first port of
call router (a Netgear) and no traffic
would flow. In fact, worse than that,
I couldn’t even leave the setup dialog.
I won’t say how long it took us to work
this one out, but the upshot is one of
those IP protocol pub questions that’s
too good to keep as a secret. It turns
out that FireBrick, and AAISP, and
Microsoft, all agree that an IPv4
address ending in 1.0 is perfectly

Fingers are pointed in the
remote-access scams
The overall tension between security companies,
Microsoft and remote-access software developer
TeamViewer is bubbling up slowly into a period
where names are being named and positions taken.

A recent coordinated attack on Hungarian
government networks caused Kaspersky Labs to
release an extremely detailed forensic summary of
its findings. In it, the firm has been so sure of the
role played by TeamViewer’s software, that in part
Kaspersky has named – a little controversially, it
must be said – the malware after the product
(for full details, see pcpro.link/261kasp).

In turn, TeamViewer put out a statement that I
read with some discomfort. While it’s always good
to see a response, rather than ignoring the situation
completely, in my opinion the series of comments at
pcpro.link/261team misses the point of what’s
happening out there in the real world.

It hardly matters that TeamViewer is immune to
“man in the middle” attacks when the key desirable
part of the software design choices TeamViewer
has made is that the connection is anonymous.

There are perfectly good reasons why
TeamViewer has made anonymity a part of its
product, but one side effect is that the software
becomes attractive to crooks. In particular, they
feel safe and happy in making connections to
vulnerable machines when their own identity,
location and other user information is entirely
withheld from the person granting them access.

I’d have far preferred to see TeamViewer put in
place a clear process, so that users could easily

report a malicious use or a
concern. As the statement
itself acknowledges, this is
“widely used software”
and therefore will come up
in a variety of contexts.

It would be foolish to
restrict criticism in this
issue to TeamViewer
itself. Such is the
pressure to provide
rock-solid remote-
access applications,
whoever ends up on the
top of the hill will attract the crooks.

Which, to me, moves the equation away
from these centrally brokered, cloud-based
remote control apps, and back towards the

point-to-point VPN,
fully transparent,
permission-only model
for remote support. It’s a
shame, and it could have
been so easily fixed by
some relatively trivial
design choices, but the

remote control app marketplace is just that – a
marketplace, a trading post in the Wild West. Not, it
seems, a community.

top of the hill will attract the crooks.

point-to-point VPN, 
fully transparent, 
permission-only model 
for remote support. It’s a 
shame, and it could have 
been so easily fixed by 
some relatively trivial 
design choices, but the 

LEFT As a leader in the
field of remote access, I
expected TeamViewer
to provide more than a
defensive press release
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legitimate for a router. So AAISP sent
me the FireBrick configured like that,
and I could talk to it directly on that
address from the laptop. However,
Netgear thinks this is an illegal
impossibility: that, as the network
lower boundary of my subnet, this is
just a binary value, andmay not have
a host on it, let alone a router. So it put
in code to bar the use of that address.

The real revelation about the
FireBrick was in howAAISP delivered
the updated configuration. Not by
logging in remotely using tools
with dubious associations,
but by grabbing an
XML file off the
FireBrick,
editing it, and
mailing it back to
me. I cut and pasted it from
the email into the web interface of the
FireBrick and the updated config
was instantly live. Since this was so
easy, I thought I’d be cheeky and ask
for another config change, this time
tomake use of the evident routing
flexibility so that my outbound traffic
passed through the FireBrick too – but
not up AAISP’s VPN tunnel, unless
I delivered it over the Netgear-
mediated firewall connection. Oh,
and if it wasn’t toomuch trouble,
could they split off the IPv6 traffic
from the two IPv4 ports?

Onemore cut and paste of XML and
I had exactly what I wanted: a box that
routes incoming public traffic to two
distinct ports according to protocol,
and routes outgoing traffic over the
un-VPNed standard range like a good
little consumer user. All in the time
required for anothermachine, sat
on the bench beside the FireBrick, to
complete aWindows 10 upgrade. I
was left wondering whethermost of
the router marketplace is simply
barking up the wrong tree.

Windows 10: can we talk?
I’ve lost count of the number of
my ownmachines I’ve pushed up
fromWindows 7 to 10. So far, the
worst symptoms have been a kind
of device-driver amnesia on an
exotic laptopwith a super-swish,
high-performance graphics card
chipset, and another with a smallish
SSD, which needed a downloadable
and heretofore unknown partition
resizer to suit the upgrade. I’m
beginning to feel left out of the

immense outpouring of all kinds
of agony, from all levels of expert
in PCs, at the process of giving in to
the upgrade.

If you readwhat’s out there, you
could be forgiven for thinking that
there is no such thing as a successful
upgrade. Certainly, there will always
be a groupwho respond to this kind
of mandatory upgrade with dramas
and declarations, but there seems so
little downside to the process that
I barely understand the logic of the
rejectors at all. One recent Facebook
conversation left me entirely baffled,
after a keen user of Piriform’s
CCleaner complained bitterly that
it had been taken out of his running
config during the upgrade process.

I wasmore than surprised by this,
because I’ve been used to Piriform’s
approach formany years now, and
it puts out about a hundred updates
for every one of Microsoft’s major
releases. The user seemed exercised
that Microsoft should declare
CCleaner unsafe for use with
Windows 10, regarding it as amatter
of his rights and his choices. In fact,
when I probed further, he felt this was
symptomatic of the entire industry.
He didn’t like taking the CCleaner
updates, either - which gaveme a
clue to the problem here. How long
ago did he get his CCleaner copy?

It was version 2.2. That’s a long
way back from the current release,
which is 5.16. It’s hard to get version-
to-OSmapping from Piriform’s
support because, like Microsoft, it
doesn’t muchwant to support old
versions. But really, on general
principle I’d always expect that older
releases of utilities in particular

wouldn’t be welcome in
spanking-newOSes.

That said, my experience
has been the opposite. I
upgraded amachine for
one friendwho insisted on
picking their own printer.
No amount of begging or
pleadingwould stop them;
a problemmadeworse by
them insisting on going to a
retail store – a risk doubled
by the fact that theywould be
buying in their third or
fourth language. I was
cringingwhen I arrived, and
the spread of Day-Glo graphics

in theWindows 7 taskbar, each
controlling a separate bit of the

consumer-grade printer’s capability,
mademe feel evenworse.

But, in a complete reverse of
the expectations of the CCleaner
curmudgeon, this upgrade ran
without a hitch. It may have helped
that I was doing it after the enormous
“1511 update” was streamed into the
distributed install media. It may be
that by buying a new printer, my
friend had ensured compatibility with
Windows 10 as a starting point, and in
fact the backwards compatibility with
Windows 7was riskier.

It seems tome that the demanding
nature of theWindows 10 upgrade is
not somuch on the hardware or the
software, it is on the understanding
people have developed of the
technologies they’re using, and
of the way they get to be loyal –
sometimes absurdly so – to themost
trivial parts of the equation.

I was ready to tell my printer-
buying friend that the €120
he’d spentmight well have to be
sacrificed, and that it’s always better
to just get a properly supported
printer than put Microsoft in the
pillory and pelt the companywith
tweets railing against its autocratic
attitude. I’ve always treated even
the very nicest printer as essentially
a disposable commodity item.

The obsessive guywith only one
release of CCleaner was new tome,
but taughtme an important lesson:
that it’s entirely fair to approach a
Windowsmajor version leap such as
this as a good time to clean house
anyway. Rip out all your favourite
gadgets before the process begins,
have the product download URLs
ready, and build them back up again
once the dust has settled and all the
updates are in. Doing otherwise isn’t
really a sensible option any longer.

“Approach a
Windows major
version leap as
a good time to
clean house”

ABOVE Upgrading to
Windows 10 doesn’t
have to be painful

cassidy@well.com
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Where did the fish on your
dinner plate come from?
Most of us couldn’t say, but

with sustainability an increasingly
important issue, technology can help
to provide the answer.

The amount of fish we eat has
almost doubled since the 1960s,
making up 17% of the world’s intake
of animal protein. But asmuch as 35%
of fish that’s caught is wasted, with
8% thrown back into the sea dead or
dying, according to EcoHub Global’s
founder PeterWoon, speaking at
a Forum for the Future event.

“One billion people rely on seafood
as their primary source of protein, and
the ocean provides us withmore than
half of our oxygen,” added Future of
Fish founder Cheryl Dahle. “We’re
eating our way through the oceans;
90% of top ocean predators are gone
and 90% of oceans are fished at or
abovemaximum capacity.”

And the industry’s issues aren’t
confined solely to fish. “There’s a
huge problemwith slavery and
environmental issues, too,” said Jessi
Baker, founder of startup Provenance.
Addressing such challenges requires
data, but fishing lacks transparency.
“It’s one of themost disconnected in
terms of traceability, mainly because
it’s happening at sea,” said Baker.

Plus, themajority of catches are

Fishy business: how Big
Data and the blockchain
keep fish on our plates

recorded on paper, while purchasing
is often done over the phone, argued
Dahle. “The nature of transactions
in the seafood industry leaves plenty
of opportunity for data being lost
or changed.”

But we live in an increasingly
connectedworld, and that includes
boats at sea, with NGOs and the tech
industry teaming up to find solutions
using satellite imagery, global
tracking, smartphones, Big Data
and even the blockchain.

■ Tracking fishing boats
Global FishingWatch is a web-based
platform built by SkyTruth, Oceana
and Google, which uses satellite data
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to watch for illegal fishing in
protected areas. The platform uses
Automatic Identification System
tracking data, a radio-basedmethod
for broadcasting a ship’s name, GPS
location, speed and direction of travel.
It was developed to avoid collisions at
sea, but is now being put to work to
track commercial fishing. Many
countries require ships to use the
system, although illegal operators
can turn off the trackers. As Global
FishingWatch notes, though, that
“is certain to draw attention, like
wearing a trenchcoat and sunglasses
on a hot summer day”.

Global FishingWatch layers the
data on satellite maps, showingwhere
fishing boats work – and if they drift
into areas they should be avoiding.
Research suggests it works. “Using
data fromGlobal FishingWatch, we
can finally begin evaluating whether
thesemassivemarine-protected areas
are being enforced properly and really
helping oceanwildlife – or whether
they’re simply ineffectual lines drawn
on amap,” said Dr Douglas McCauley,
assistant professor at the University
of California Santa Barbara and lead
author of a Science article examining
the tool.

That research looked at the
Phoenix Islands Protected Area, a
reserve the size of California that

Tracing the origins of the fish we eat is important to
deal with overfishing and battle issues from slavery to
sustainability. Nicole Kobie reveals how tech is playing a part

BELOW Buyers will
be able to scan a QR
code to reveal their
dinner’s origins

ABOVE Tagging
catches will lead to
more transparent
fishing practices
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was recently named as a no-take area
by tiny island nation Kiribati. Global
FishingWatch examined shipping
traffic in the area, revealing the ban
was actually being obeyed. “If we
apply this powerful combination of
policy, monitoring and enforcement
in other existing and newmarine
parks, we can protect important
marine ecosystems from the ravages
of overfishing and illegal fishing,”
claimed Oceana vice president
Jacqueline Savitz.

■ Blockchain for fish
Tracking fish from sea to plate isn’t
easy, but British startup Provenance
has a potential solution: blockchain,
the public ledger system at the heart
of Bitcoin. The idea is simple. Enter
your catch in the system, and it can
be tracked from boat to processing
to retailer to plate.

“You use our tools tomake your
supply chainmore transparent; we
can help you by sharing the stories
behind your product,” founder Jessi
Baker told PC Pro. Since the public,
verifiable nature of blockchainmeans
that data can’t be altered or faked,
it’s easier for buyers further down
the supply chain to trust it.

Certification
schemes are a trusted
source of data,
marking a catch as
sustainably caught
at the outset. “This
data coming in has
been confirmed as
correct by this party
and therefore you
can trust it, because
it can’t have been
changed by anybody
else, ever,” Baker
explained. One of

the benefits is it doesn’t require new
technology on boats or in processing
plants; an important factor since
many still rely on pen and paper.

■ Phones and ships
Whilemany fishing boats may still
be analogue, it’s certainly easy to
hand out smartphones. That’s the
idea behind Tone’s mFish, which
loads each phonewith an app that
allows fishing crew to report their

activities, log their
catch and find the
best market to get
the top price.

The phones
comewith a
solar charger
and awaterproof
case, alongwith

a cheap data plan,Woon of EcoHub
Global, which supports the project.
“We give them to the fishers so
they’re able to capture the data,”
he said, adding it can be used to
photograph the catch, tag it with a
tracking number, and gather water
quality andweather data. “All of
this data is put into a database,
and it helps to improve transparency
and compliance.”

Indeed,Woon said that’s key:
it isn’t only about collecting accurate
data via amethod that appeals to
fishermen, but sharing data so it
can be analysed and used across the
industry, buyers included. That
means fishing vessels can be told
where potential customers are, so
they can choose to go to the best port
for their catch, helping to cut waste.
Plus, the data can be aggregated
and analysed to study fish stock
levels, and customers can access the
database to see where exactly their
dinner came from. It’s Big Data
for fish.

ThisFish is similar. Each fish
that’s caught gets a unique code,
which tracks it from ship, processing,
sales to plate, with consumers able to
scan a QR code or enter a number into
the app to reveal the dinner’s origins.

General manager Eric Enno Tamm
told PC Pro that the idea was backed
by fishermen, whowanted to solve
two problems. “First, they wanted to
get ahead of government regulations
and develop a traceability system
that wouldmeet prospective new
regulations. Second, theywanted
to ‘decommodify’ their seafood by
being able to tell the story of who
caught the seafood, when, where
and how. Essentially, they wanted a
marketing tool that could provide
consumers with credible claims.”

■ What’s next
Of course, not everyone in the
seafood industry is keen to hand
over data on their activities.
“Not all businesses want to be
transparent, and so our system is
geared toward progressive businesses
that want to develop trusted and
transparent business practices,”
Enno Tammnoted.

But getting people to use the
technology isn’t easy. “We all realise
that putting an end to overfishing is a
major challenge involvingmultiple
players, and that there’s no one
solution,” said Future of Fish’s Dahle.
“It’s been refreshing to see the
industry examining holistic solutions
andwe’re hopeful that we can all
work together to implement long-
term, sustainable practices for the
seafood supply chain.”

Consumers can help by asking
retailers and restaurants about the
origins of the fish on sale, and for
proof via apps such as ThisFish or
platforms such as Provenance. “But
we’re past the point of slow, gradual
progress,” warned Dahle. “We need
to takemore immediate action to
mitigate human impact andmake
sustainable fishing a feasible
livelihood for everyone in the supply
chain, from fishers up to chefs,
retailers and consumers.”

ABOVE Customers
can use the unique
code for each fish
caught to trace its
journey to their plate

BELOW Global Fishing
Watch uses satellite
data to watch for
illegal fishing in
protected areas

Putting an end to
overfishing is a major
challenge involving
multiple players
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A BLADE MAKES an incision into the
patient, but looking down from the
surgeon’s perspective, you realise
it’s someone else’s handsmaking
the cut. No, this isn’t the description
of a horrifically realistic virtual-
reality (VR) game, but the future of
medical training.

It’s a concept that’s already been
trialled: inmid-April, British surgeon
Dr Shafi Ahmed allowed anyonewith
a VR headset to watch colon tumour
surgery in near-real-time at the Royal
LondonHospital. Speaking ahead of
the surgery, he told PC Pro: “There
will be sound and vision, so you’ll be
immersed in the operating theatre.
You’ll be able to see how the team
works, observe the operation itself, or
watch the anaesthetist specifically,
for example.”

The idea, he said, is to improve
the quality of medical training. VR
will provide trainees with amore
detailed, first-hand view of a
procedure – something that can’t be
achieved from simply reading a book
or peering over a surgeon’s shoulder
– and it will open it up to the rest of the
world. “Anyone, anywhere will be
able to pick up a smartphone and
Google Cardboard [the cheap-and-
cheerful VR system powered by an
Android phone] and access training
around the world, with the best
people teaching them,” he said.

Medical Realities co-founder
Steve Dann said this particular
surgery would be the first of many
videos the company aims to create
in the future. “There will be a library
of VR recordings that will form the
core of our interactive VR training
programme,” he said.

■ Streaming a surgical procedure
The procedure was filmedwith the
help of VR firm Amplified Robot.
“We use a special multilens camera
system that records frommultiple
angles and stitches the shots into a
single, seamless 360-degree video,”
said Matt Leatherbarrow, CTO at the
company. “Unlikemany 360-degree
camera systems, ours stitches the
footage in real-time –meaning
themultiple camera angles are
combinedwithin the camera ready
for streaming.”

Ahmed during this particular surgery,
in past livestream procedures Dr
Ahmed has answered questions
mid-operation. In 2014, he took part
in a similar livestream event using
Google Glass.

“They could view the surgery from
my eyes,” he said. “Also, it allowed
interaction. Students around the
world could text in on the app and
it would come up onmy Glass, so I
could communicate with people
asking questions.”

■ Patient safety
This first livestreamVR operation
was shownwith aminute’s delay in
case of unexpected complications –
because whowants to watch a
medical emergency in VR?
Although, Dr Ahmed confirms
that the 70-year-old patient was
“supportive” of his surgery being
streamed globally. (And, don’t worry,
everything did run smoothly.)

“Whenever we try these things,
wemake sure that both the patient
and their family are happy, because
all of this is new,” Dr Ahmed said.
“Thewhole thingworks because
we have such fantastic patients;
patients who are supportive of
doctors and surgeons whowant to
innovate.Without that support, we
wouldn’t be able to do anything.”

ABritishsurgeonhasjustbecomethefirsttolivestreamanoperationinvirtual
reality.Here’swhyDrShafiAhmedbelievesVRisaboutmorethanfunandgames

Virtualsurgery:operating
with360°cameras

Other than the cameras and a
computer to process the stream,
there’s no other technology in the
operating theatre. “The operation is
carried out as normal, so there’s no
risk,” Dr Ahmed said.

To follow the op, viewers require
the VRinOR app and a headset, such
as Google Cardboard. Although they
were unable to interact with Dr

VR and psychology
This isn’t the first use of VR in healthcare. For decades, it’s
been used to treat post-traumatic stress disorder (PTSD),
psychological training (such as helping people with autism
train for job interviews), pain management and
rehabilitation. Dr Skip Rizzo, director for medical virtual
reality at the Institute for Creative Technologies, has helped
patients with third-degree burns manage their extreme
pain: “Put them in a headset and give them a game
environment to play in, and the perception of pain drops by at
least half. It’s a pure distraction approach.”

Dr Rizzo specialises in the use of VR to treat PTSD,
drawing on an existing technique called prolonged exposure,
where patients recount the incident that caused the trauma
in order to help them process it. The headset can amplify
that, “setting up a virtual environment around their trauma
memory,” he said. It could mean showing a military vehicle,
driving down a road in Afghanistan, hitting a road-side bomb,
as the patient describes the event. “It’s hard medicine for a
hard problem… but we know it works,” he said.

Virtual surgery: operating 

ABOVE Virtual reality
could be the future of
medical training
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Why would you connect a wine
bottle to the internet?
The Internet of Things follows
a formula: identify a problem,
add connectivity to an existing
product, and hope that folk are
so frustrated by said problem
that they buy the IoT solution.
In fact, it’s now been dubbed
the Internet of Useless Things
(IoUT – yes, it’s widespread
enough it deserves an acronym),
although many such products
are merely an extension of
the gadgets that already fill
our homes.

Kuvée is perhaps the peak of
the IoUT: a smart bottle to keep
wine fresh for 30 days. Perfect
for all those who are too posh to
buy a box of wine, which frankly
provided a solution to this
problem decades ago.

So tell us how it works
The Kuvée is a smart wine
bottle featuring an LCD
touchscreen, accelerometer,
RFID reader, temperature
sensor and Wi-Fi support.
Slot a bottle of wine into the
Kuvée, and it will read
the RFID chip and
display on its
touchscreen the
type, brand, and
how much of the
wine remains. The
Kuvée wine bottles
have special
“pouring valves”
that stop oxygen
getting in, helping
keep wine fresh. If
you get to the last
drop, simply tap the
display to reorder.

Note that the Kuvée requires
charging; it runs out of power
after six hours.

It needs recharging?
Of course – but don’t worry,
your wine will remain fresh and
accessible even if the device is
out of power.

Does it work with any wine bottle?
No, you’ll need to buy wine
in specialised aluminium
containers directly from Kuvée.
So far, eight wineries have
signed up – including Pine Ridge
and Bonny Doon – with Kuvée’s
developer promising 48 different
wines at launch this October. But
as with the Keurig K-Cup coffee
pods, you’re locked into buying
your tipple directly from Kuvée,
reducing your choice and letting
the supplier set the price.

Sounds like an expensive toy
It certainly is expensive.
Kuvée will cost $349 for a
smart bottle and four bottles

of wine. So far, the
developer has only
committed to shipping
to certain US states, but

it’s hoping to expand
the product more

widely soon.

The Internet of Useless
Things isn’t cheap, is it?
Perhaps not, but it
hasn’t dissuaded
wine aficionados: the
Kuvée raised 169%
of its funding –
that’s 84,487 – on
Indiegogo in only

a day.

Whatis...Kuvée?
Forthosewhoprefertosiptheirwineslowly,orhave
multiplevarietiesonthegoatonce,Kuvéeisaconnected
winebottlethatwillkeepyourplonkfreshforamonth

The game making us look each other in the eye
Sitting on a bus or train, all eyes are on the small
screens of phones. Even in the supermarket,
you can pick up your groceries without
interacting with a human. Mara Balestrini
is hoping to change that. The director of
research at Ideas for Change has been
working with researchers on Jokebox,
an “icebreaker” that tells a joke and
punchline – but only if two separate
people push the buttons. She describes it
as “a technology prototype that can help us
understand how to design novel interfaces, to
foster social connectedness in urban settings by encouraging
eye contact and co-operation between strangers”. That the world
has come to this…
pcpro.link/261alphr1

How the Internet of Things could change healthcare
The IoT maybe responsible for some silly products – just take a look
at the smart wine bottle to your left – but it has clear potential for
healthcare. At an IoTUK showcase, developers showed off ideas
from baby dummies that read temperature to shoe soles with built-in
motors to prevent falls. There are challenges – from ensuring long
enough battery life, to passing clinical trials – but patients might be
the source of pressure to speed up progress. “Patients are used to a
world where they can order a package on the internet and track it to
their doorstep. They don’t have that service in healthcare,” said Idris
Jahn, consultant for middleware and data interoperability at IoTUK.
pcpro.link/261alphr2

The tech execs leading the race to space
NASA used to be at the forefront of space travel, but now it’s tech
execs who are leading the way. Elon Musk, founder of Tesla and
SpaceX, is trying to cut the cost of space travel via reusable rockets.
Blue Origin, founded by Amazon’s CEO Jeff Bezos and also eyeing
reusable rockets, is hoping to begin commercial flights by 2018,

while Britain’s own Richard Branson
famously wants to spark space
tourism with Virgin Galactic. But the
firm with the best chance of private
space travel may be Orbital ATK, a
long-running rocket firm that already
has a NASA contract.
pcpro.link/261alphr3

OursistersiteAlphrcoversthelatestintech
andscience.Herearethetopstoriesofthe
monthontheinnovationsthatarejustover
thehorizon.
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Thenextgenerationofmobilebroadbandisonitsway,butmuchneedstobedonefor
5Gtoactuallywork.TheUniversityofBristolisleadingtheway,andProfessor
MarkBeachhashelpedtobuildandtestarecord-breakingMassiveMIMOantenna

YOUR ROUTER PROBABLY uses MIMO
(multiple-input, multiple-output),
a system ofmultiple antennas to
improve signal efficiency. But your
hub’s two or four antennas have
nothing on the behemoth built at
the University of Bristol, with 128
antennas crammed into a base station.

DubbedMassive MIMO, the test
setup supports simultaneous
connectivity for up to 12 laptops,
hitting an “unprecedented”
bandwidth efficiency of 79.4b/s/Hz,
or 1.59Gbits/sec in the 20MHz
channel. That’s 12 times better than
4G now, and aworld record in
spectrum efficiency – something that
operators will be keen to see as we
devourmore andmoremobile data (it
will only get worse with 5G speeds).

We spoke to Professor Mark Beach,
one of the project’s leads, to find out
howMassive MIMOworks andwhen it
will come into use.

■Why are you looking at
Massive MIMO?
With basicmultiple-antenna systems
thatwe find inWi-Fi and some cellular
networks, it’s a small number of
antennas. This is largely being used
to increase the throughput to the user.
Butwe run into difficultieswhenwe
try tomake it into amulti-user system.

The Bristol deployment will allow
us to run up to 128 antennas and up
to 12 client terminals. This isn’t the
limit of the scaling of the technology;
it’s a result of the dimension of the
real-time signal processing that exists
in the hardware.We’ve gone from
a low number of MIMO antennas up
to what appears like an
excessive number of
antennas. But it’s to give
this complete resolution in
the system, where you can
simultaneously support – on
the same frequency, at the
same time –multiple data
streams to individual users
at a high data rate.

■What are youworking
on next?
The demonstrationwe
conducted in Bristol was for
an uplink system only, for the

transmit signal at the receiver
port, alongwith some additional
signal cancellation.

The next one is themillimetre
wave. For 30GHz and above,
millimetre wavebands are promising,
because there are some large chunks
of frequency potentially available to
5G communications – if you canmake
the systemwork. The problemwith
themillimetre wave is that you need
high-gain antennas that have to point
towards each other tomake the
communications pathwork. At
Bristol, we’ve been looking at the
propagation characteristics of the
channel, howwe canmodel it, and
howwe canmake these antennas
actually work.

The other thing of importance is
trying to keep everything power-
efficient and flexible. As a result,
there’s plenty of work going on in
radio frequency enabling technology,
where we can keep the systems very
power-efficient.

■Whenwill all this be available?
Full duplex is someway off, but we
may see some earlier, simpler
deployments of it. Massive MIMO, on
the other hand, the network operators
are going to crave. There could be
interesting things happening in terms
of trials and tests. Whether we could
get to a stage of an operational system
in early 2020, we’ll have to wait and
see. But fromwhat we’ve seen, it will
come earlier rather than later.

Q&AThe“massive”solution
tomaking5Gwork

RIGHT The Bristol
Massive MIMO
antenna in action

BELOW Setting up
client terminals at
the Massive MIMO

12 client terminals transmitting back
up to the base station, which had to do
all the work to separate the streams.
What we’re doing next is finalising the
downlink code so you can have
a true high-rate bidirectional system.

■What other areas of 5G research are
beingworked on at Bristol?
Wehave a technique called full-
duplex. Your current cellphone
transmits and receives to the base
station on different frequencies. And
it separates those frequencies by
using filtering.

What we’ve beenworking on is
a techniquewhere you canmake
those two links operate at the same
frequency, at the same time, and you
cancel the signals.

Our Bristol methodworks on a
principle called electrical balance
isolation, where we cancel out the

Professor Mark Beach
leads the Massive
MIMO antenna project
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Onelastthing...

One thing is without question – the leak
of the financial documents from Panama
is going to have a profound effect on the

discussion about international finance, taxation
and the legality andmorality of corporate and
high-net-worthmoney handling. And this
discussionwill run for years, probably decades.

There’s no simple black-and-white test
here. Offshore funds aren’t illegal; not paying
tax as due is the issue. I have no problemwith
a fund running in Panama that pays no tax to
Panama, but whose beneficiaries pay tax in
their own countries. That’s how it works. It’s the
conflation of legal taxminimising (avoidance)
with illegal tax evasion that’s worrying. And
then there’s the wholemorality issue.

The tax evasion being described at present
goes well beyond claiming for an extra pork pie
for your business lunch, or filling up your
personal car on the company credit card. The
reality is that themajority of us are locked into
PAYE and taxation at point of sale – called VAT.
Small businesses are equally land-locked for
taxation. My company has to do an annual
return and quarterly VAT return. It gets hit with
business rates, which seem to run at amassively
higher cost per square foot than any domestic
rates. Maybe that’s because companies don’t get
a vote, whereas homeowners do. But I digress.

Much as the newspapers love to revel in
how a company has found a new tax loophole
or VAT swindle, this tends to be small fry
comparedwith the wholescale government
handouts that occur in the name of “enterprise
zones” and such like. Good luck finding out how
muchmoney AstonMartin is getting from the
Welsh Assembly for its new factory to be sited
in St Athan in the Vale of Glamorgan.

I don’t want to trivialise the issue of evasion,
or the trillions of pounds of money that sloshes
around the world in a largely untaxed fashion.
But this isn’t a problem for the likes of me or you.
It’s a problem for our respective governments.

Forcing David Cameron to publish a
summary of his tax returnsmight seem like a
win to those who haven’t noticed that the PM’s
pay is amatter of public record, and that there
exists already a Register of Members Interests
that you can search online. No, it comes down to
spite – hemust be up to something, therefore

Demandingthat
politicianssharetheir
financialdatacould
comebacktohauntus
all,saysJonHoneyball

let’s shame him into admitting it. Andwhen
the tax return summarywas published, it was wholly lacking in
anything of interest or scandal.

Now there is a call for all of the Cabinet to publish their tax
returns. And thenMPs.Where next? Anyonewho gets a wage from
the public purse?What about teachers; local government officials?
Police chiefs? How far down the structures dowe go?

Underlying this are two very powerful andworrying trends.
First, this is the politics of greed, envy and a complete lack of trust.
Of course, following the expenses scandal, why should anyone trust
anMP? Theymust be on the fiddle – they had a duck pond paid for by
you andme, goes the argument. They’ve subsidised food and drink,
and expense allowances that are beyond the imagination of ordinary
people, so it’s only logical that theymust be conducting other fiddles
as well, shouts the crowd. Publishing their tax affairs will hoist them
with their own petards. If only things were that simple.

The other trend is that everything has
shifted from paper to digital. Not only
the Panamanian leak, but all records in
government relating to tax are effectively
electronic. My VAT return is electronic, my
company tax return is electronic, my PAYE
and so forth ad infinitum – all electronic. So
it’s terribly easy tomake this stuff public
when it’s already in an electronic format.
That is the power, and threat, of Big Data.

I have no issue with anyone voluntarily publishing information
about themselves, whether it be their PAYE return or their naked
torso. It’s absolutely their choice to do so. But expecting, and
demanding, that they do so changes the discussion in a wholly
worrying way.

The next decade will be all about trust and privacy. Apple
knows this, which is why it is digging in deep to establish itself
as a trustworthy company. This is amake-or-break differentiator
between those who really mean it, and those whomerely posture
about privacy and trust. Joining the clamour for the publication
of financial records as amatter of course is a dangerous precedent.
What next, your health records? Your DNA? It’s fine when it’s
“them” but what will you thinkwhen it’s “you andme”. Be careful
what youwish for. Youmight just get it.

n Jon Honeyball is a contributing editor to PC Pro. If you have money you want him
to launder, and can pay his enormous fees, email jon@jonhoneyball.com

Joining the clamour
for the publication
of financial records as
a matter of course is a
dangerous precedent
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