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T hanks to the Internet of Things our homes 
are growing smarter. That’s why in 2014 
Apple launched HomeKit, a framework that 
developers can use to enable their smart 

products to be controlled via its iOS Home app. On 
page 31, we take an in-depth look at the technology.

It’s been a busy month for Apple. Quietly, and 
without the fanfare of a press event, the fi rm launched 
its latest iPad, branded in most cases simply ‘iPad’; 
the Air name is no more. Priced £339, it’s the 
most aff ordable model yet, but is it any good? Read our 
thoughts on page 22. Apple also unveiled its latest 
handset – the Product (RED) iPhone. While its specs 
are the same as the fi rm’s other iPhone 7 and 7 Plus’s, 
its fantastic looks are sure to be a hit with Apple fans.

Plus, we round up all the new features in iOS 10.3, 
reveal our favourite accessibility features, while the 
iTunes Guy answers all your questions. 

W E LC O M E

Set up two-factor authentication for iCloud    110

Avoid persistent tracking on a Mac    113

Adjust Sierra’s Night Shift settings    121

113

HOW TO

OPINION

New iPad could be perfect for education market    124
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T he new revision of macOS Sierra has just 
been released by Apple. Version 10.12.4 is 
now available, but before you install it, here’s 
the lowdown on the new features.

Night Shift
The major new feature in macOS Sierra 10.12.4 is Night 
Shift, which made its debut in iOS 9.3. Night Shift is 
available on the following Macs:

Apple releases macOS 
Sierra 10.12.4 update
Hopefully you’ll sleep better at night, thanks to the new Night 
Shift feature, writes Roman Loyola
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■  MacBook Air (mid 2012 or later)
■  MacBook (early 2015 or later)
■  MacBook Pro (mid 2012 or later)
■  Mac mini (late 2012 or later)
■  Mac (late 2012 or later)
■  Mac Pro (late 2013)

With Night Shift activated, your Mac’s display 
adjusts its colours so it uses less blue light and 
instead uses what Apple calls “the warmer end of the 
spectrum”. You’ll notice a yellowish cast on your screen 
when you use your Mac at night. During the day, your 
Mac will go back to using more blue light. To access 
the Night Shift settings, go to System Preferences > 
Displays and then click on the Night Shift tab.

If you have a multiple displays connected to your 
Mac, the Night Shift setting will be available only on 
the display that you’ve designated as the primary. 
To see which display is your primary, click on the 
Arrangement tab in the Displays system preference. 
The display with the menu bar is your primary. 

Other new features
■  Adds Siri support for cricket sports scores and 

statistics for Indian Premier League and ICC
■  Add dictation support for Shanghainese
■  Resolves several PDF rendering and annotation 

issues in Preview
■  Improves the visibility of the subject line when 

using Conversation View in Mail
■  Fixes an issue that may prevent content from 

appearing in Mail messages
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If Apple’s shiny new red iPhone 7 caught your eye 
when it was fi rst announced, grab your wallet – it’s 
now offi  cially on sale. Also available now is the 
new 9.7in iPad, which replaces the iPad Air 2. 

The Product (RED) iPhone 7 and 7 Plus are exactly 
like the existing iPhone 7 and 7 Plus, just in a new 
colour – an aluminium red backing with a white front 
bezel – and Apple donates a portion of each Product 
(RED) device sale to the Global Fund to Fight AIDS. 
Pick between the 128GB iPhone 7 model for £699 and 
the 256GB version for £799; the 7 Plus will set you 

Apple’s new iOS devices
Apple unveils new 9.7in iPad and Product (RED) iPhone, plus the 
iPhone SE gets a storage boost. Leah Yamshon reports
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back £819 or £919, respectively. It’s available in Apple 
stores now, and you can reserve one online for in-store 
collection for peace of mind. 

The latest 9.7in iPad is also available. It off ers 32GB 
for £339 (which is Apple’s cheapest entry-level, full-
sized iPad to date) and 128GB for £429, plus you can 
add cellular connectivity for £130 more. It includes 
Touch ID, Apple’s A9 processor, and 10 hours of 
battery life. Pick between silver, gold or space grey.

Finally, the iPhone SE with an increased storage 
bump – Apple doubled its storage from 16- and 64GB 
to 32- and 128GB – is also available now, for the 
same entry-level price (starting at £339). The cellular 
model costs £469.

MWMAY17 PAGES.indd   7 10/04/2017   11:49



8   Macworld • May 2017

NEWS

When I decided to buy an Apple Watch 
Series 2, I knew exactly which model 
I wanted: rose gold with the pink and 
midnight woven nylon band. It was a 

combination Apple highlighted on its website, but I 
wasn’t sure how many the store would keep in stock. 
Luckily, I snagged one of the few remaining at London’s 
Covent Garden Apple Store and wear it almost every 
day. Unfortunately, Apple has decided to stop making 
its watches so customizable in the box.

The rose gold Apple Watch Series 2 with pink and 
midnight woven nylon band is no longer a combination 

Apple Watch buyers face 
limited band selection
You may have to buy your preferred Apple Watch band as a 
separate accessory, writes Caitlin McGarry
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you can buy on Apple.com/uk. In fact, you can’t 
choose a nylon band alongside your aluminium or 
stainless steel watch at all anymore. Your choices 
are a Sport band, a Milanese loop, or an ultra-
expensive Hermès leather band.

The changing inventory could be due to limited 
demand for specifi c combinations of case and band. 
But one of the great things about the Apple Watch 
is its personalization, and being able to choose the 
exact fi nish and band type right out of the box went 
a long way toward making that buying decision even 
more personal.

Now you’re limited to four Sport band colours – 
pink, blue, white and black – with your new 38- or 
42mm Series 2 watch, and just one Milanese loop, the 
silver option. Sure, you can customize your stainless 
steel Apple Watch with an Hermès leather band, but 
that’ll drive the price way up – the cheapest Hermés-
and-watch combination is £1,299. Why not allow 
people to choose a cheaper Apple-made leather 
option out of the box instead? 

Accessories have huge revenue-driving potential, 
and Apple just released new watch bands in a variety 
of colours and styles that will tempt many watch 
owners to stock up (myself included). That wide 
range of options likely makes inventory management 
tougher, so it makes sense that Apple would simplify 
the combinations it stocks as it adds more bands as 
standalone accessories. But it’s disappointing that 
new Apple Watch buyers won’t be able to get 
that truly customized experience. After all, that’s 
what the watch was supposed to be all about.
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A fter seven beta releases, iOS 10.3 is 
fi nally here. This dot-release brings with 
it the ability to track your AirPods from 
the Find My iPhone app and the switch 

from the outdated HFS+ system to the new Apple File 
System. In addition, iOS 10.3 lets you leave reviews 
in-app and will give developers the chance to reply to 
your reviews in the App Store.

It’s always important to back up your iOS device 
before attempting to install any new software, but 

iOS 10.3 ready to install 
with Find My AirPods
After numerous beta releases iOS 10.3 is fi nally ready for the 
masses, writes Oscar Raymundo
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because iOS 10.3 switches to a new fi le format, you 
might run into some unexpected compatibility issues. 
So, it’s extra important to create a backup this time.

Back up
You can back up your device to your computer or to 
iCloud. Back up to iCloud by going to Settings > iCloud 
> Storage & Backup and turning on iCloud Backup.

Back up to your computer by connecting your iPhone 
and launching iTunes. Select your device in the upper-
left corner of the iTunes window, then click on the 
Summary tab. Under Backups, choose Back Up Now. 
Check the ‘Encrypt’ box if you want the backup to store 
your passwords and Health data, which we recommend.

Install iOS 10.3
Here’s how to install the iOS update on your device 
through a Wi-Fi or mobile connection:

■  Open the Settings app
■  Tap General > Software Update
■  Tap Download and Install
■  Enter your passcode
■  Agree to the terms and conditions

The device will need to automatically restart to 
complete the installation.

You can also install iOS 10.3 via iTunes by connecting 
your device to your computer. If an iTunes pop-up 
doesn’t ask you right away to update, click on your 
device and choose Summary. Then, click on Check for 
Update. That should kick-start the installation process.
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A group of hackers threatening to wipe data 
from Apple devices attached to millions of 
iCloud accounts didn’t obtain whatever log-
in credentials they have through a breach of 

the company’s services, Apple said.
“There have not been any breaches in any of Apple’s 

systems including iCloud and Apple ID,” an Apple 
representative said. “The alleged list of email addresses 
and passwords appears to have been obtained from 
previously compromised third-party services.”

Leaked iCloud 
credentials obtained 
Apple is confi dent its iCloud and Apple ID services haven’t 
been compromised, reports Lucian Constantin
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A group calling itself the Turkish Crime Family claims 
to have login credentials for more than 750 million 
icloud.com, me.com and mac.com email addresses, 
and the group says more than 250 million of those 
credentials provide access to iCloud accounts that 
don’t have two-factor authentication turned on.

The hackers want Apple to pay $700,000 – 
$100,000 per group member – or “$1 million worth 
in iTunes vouchers.” At the time of writing they 
threatened to start wiping data from iCloud accounts 
and devices linked to them on 7 April.

In a message, the group said it also asked for other 
things from Apple, but they don’t want to make public. 
“We’re actively monitoring to prevent unauthorized 
access to user accounts and are working with law 
enforcement to identify the criminals involved,” the 
Apple representative said. “To protect against these 
type of attacks, we recommend that users always use 
strong passwords, not use those same passwords 
across sites and turn on two-factor authentication.”

The hacker group confi rmed there has been no 
breach of Apple services and hinted the leaked 
credentials were obtained through compromises on 
third-party websites.

To some extent, that would be possible because 
many users reuse their passwords across multiple 
websites and because most websites ask users to log in 
with their email addresses. However, the unusually high 
numbers advanced by the group are hard to believe.

It’s also hard to keep up with the claims, as at 
various times, it has released confl icting or incomplete 
information that it has later revised or clarifi ed.
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The group says that it started out with a database 
of more than 500 million credentials that it has put 
together over the past few years by extracting the 
icloud.com, me.com and mac.com accounts from stolen 
databases its members have sold on the black market.

The hackers also say that since they’ve made their 
ransom request public a few days ago, others have 
joined in their eff ort and shared even more credentials 
with them, putting the number at more than 750 million.

The group claims to be using 1 million high-quality 
proxy servers to verify how many of the credentials give 
them access to unprotected iCloud accounts.

Apple provides two-factor authentication for iCloud, 
and accounts with the option turned on are protected 
even if their password is compromised.

The latest number of accessible iCloud accounts 
advanced by the Turkish Crime Family is 250 million. 

“I think the whole thing is a beat-up,” security 
expert Troy Hunt, creator of the HaveIBeenPwned.
com website, said by email. “At best they’ve got some 
reused credentials, but I wouldn’t be surprised if it’s 
almost entirely a hoax.” He hasn’t seen the actual 
data that the Turkish Crime Family claims to have, 
and there isn’t much evidence aside from a YouTube 
video showing a few dozen email addresses and 
plain text passwords. However, he has signifi cant 
experience with validating data breaches and has 
seen many bogus hacker claims over the years.

To be on the safe side, users should follow Apple’s 
advice and create a strong password for their account 
and turn on two-factor authentication or two-step 
verifi cation at the very least.
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A pple has acquired the Workfl ow automation 
app, which allows iOS users to trigger 
a sequence of tasks across apps with 
a single tap. A spokesman for Apple 

confi rmed the company’s acquisition of DeskConnect, 
the developer of the app, and the Workfl ow app, but 
did not provide further details.

Apple acquires Workfl ow 
automation app
The technology could be used by Apple to off er quick access 
for disabled people, reveals John Ribeiro
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Workfl ow, developed for the iPhone, iPad 
and Apple Watch, allows users to drag and drop 
combinations of actions to create workfl ows that 
interact with the apps and content on the device. 
It won an Apple design award in 2015 at its annual 
Worldwide Developers Conference.

Some of the examples of tasks for which Workfl ow 
can be used are making animated GIFs, adding a 
home screen icon to call a loved one and tweeting a 
song the user has been listening to, according to a 
description of the app.

Apple is keeping the app alive on its App Store 
and it has been made free, according to TechCrunch, 
which fi rst reported the acquisition. The company, 
which typically comments on its acquisitions with the 
standard line that “Apple buys smaller technology 
companies from time to time, and we generally do not 
discuss our purpose or plans,” recently went on to 
comment about the benefi ts of the app.

The app was selected for the Apple design award 
“because of its outstanding use of iOS accessibility 
features, in particular an outstanding implementation 
for VoiceOver with clearly labelled items, thoughtful 
hints, and drag/drop announcements, making the 
app usable and quickly accessible to those who are 
blind or low-vision,” Apple told TechCrunch.

It isn’t clear at this point how the app will be 
integrated with Apple’s off erings. Besides off ering a 
standalone Workfl ow app, Apple may possibly look 
at integrating the technology into iOS with Siri being 
the key interface for many users, particularly for 
disabled people.
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While Apple’s new products grabbed 
the headlines, Apple also made 
an updated to iTunes that movie 
renters will enjoy. Version 12.6 is 

now available, and it has a new feature the company 
dubs as ‘rent once, watch anywhere’. If you hire a 
movie on your iPad, iPhone or Apple TV, you can 
now watch it on all those devices.

iTunes lets you view fi lm 
rentals across devices
The ‘rent once, watch anywhere’ feature is also a sign that iOS 
10.3 and Apple TV 10.2 are on their way, writes Roman Loyola
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Prior to the update, iTunes movie rentals on the 
iPhone, iPad and Apple TV were restricted to the device 
the rental was made on. Also, iTunes movie rentals 
could be made on a Mac and then transferred to an 
iPhone or iPad by performing a sync. You could also 
play a rented movie to Apple TV by using AirPlay.

Before you install the iTunes update and start 
renting movies, there is a catch. In order to take 
advantage of this feature, your iPhone, iPad and 
Apple TV must have operating systems that aren’t 
out yet. The iPhone and iPad require iOS 10.3, and 
your Apple TV must have tvOS 10.2. The iTunes 12.6 
release is a sign that OS updates are on the way.

To get the update, launch the App Store app and 
click on the Updates tab at the top. You should see 
the iTunes 12.6 update after the app makes a check 
with Apple’s servers.
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A pple Music is trying out infl uencer 
marketing. According to 9to5Mac, Apple 
Music has created an ‘Ambassador’ 
program in hopes of promoting the 

streaming service to young people in the UK. The Apple 
Music Ambassadors are college students with an 
online following who have been recruited to tweet on 
behalf of the service in exchange for an extension of the 

Apple Music recruits new 
student ‘ambassadors’
The Apple Music Ambassador program will have UK Twitter 
infl uencers promoting the service. Oscar Raymundo reports
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free three-month membership and other undisclosed 
perks. It’s unclear whether Apple will expand this 
program to other countries, or if it will focus on other 
demographics beyond university students.

Apple Music Ambassadors are currently 
encouraging fellow students to activate their free three-
month membership to Apple Music. The ambassadors 
will be expected to tweet three times throughout the 
campaign, according to the welcome email published 
on 9to5Mac. In addition, each ambassador has been 
given a unique affi  liate link to track how many new 
Apple Music subscribers they recruit. Apple will reward 
the top promoters with other perks, like potentially 
getting access to the forthcoming Apple Music Festival, 
which took place in the UK last year. Apple is said 
to have recruited these ambassadors via a targeted 
Facebook campaign asking students to apply. 

In addition, the fi rm partnered with Social Chain, a 
ad fi rm with a special focus on infl uencer marketing, 
which is basically rallying a bunch of popular people 
on social media to share promotional content about 
diff erent brands. The fi rm has also worked with Spotify, 
Microsoft and Huawei.
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Microsoft has given its Cortana app for iOS 
a facelift. The app now features Quick 
Actions, so users can tap a couple buttons 
and get Cortana to create an alarm or set 

a reminder. That means users can get at key features 
without having to talk or type queries, and it also gives 
them a framework for what they can do with the app, 
without them having to discover it on their own.

The virtual assistant market is a crowded one, 
between Cortana, Siri, Alexa and the Google Assistant 
all competing for users’ time. Microsoft’s assistant is 
built into PCs with Windows 10, but the 
company also needs to keep its apps 
for other mobile platforms up to date 
in order to meet users where they are.

In addition, the app’s phone call 
and messaging functionality got a 
facelift, so users who want to text 
using Cortana in a move that makes 
it even more competitive with Apple’s 
Siri. Cortana’s messaging and calling 
capabilities got a redesign as well. 
When users ask it to make a call, the 
app will fi re up the iPhone’s dialler. 

Microsoft updates Cortana 
for iOS with fresh new look
The virtual assistant’s app gets a redesign to match its Android 
counterpart, writes Blair Hanley Frank
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Quietly, and without the fanfare of a press 
event, Apple has launched its latest iPad, 
branded in most cases simply ‘iPad’; the 
Air branding is no more.

Slightly complicating matters, Apple frequently calls 
it the “iPad (5th generation)” in offi  cial documents, 
while pundits  have been squabbling over whether to 
call it that, or “7th generation”, or “iPad (2017 edition)”. 
To make things easier we’ll be referring to it as the iPad 
2017 throughout this article.

The iPad 2017, which appears to replace the iPad 
Air 2 in Apple’s line-up (the iPad mini 2 has also 

iPad (2017)
RE VIEWS

From £339 inc VAT • apple.com/uk

RATING:

MWMAY17 PAGES.indd   22 10/04/2017   11:49



May 2017 • Macworld 23

disappeared from the store, although both the Air 2 
and mini 2 are still available for education buyers), 
represents an aff ordable option for those who don’t 
need the more expensive but better equipped iPad Pro.

Design
The iPad 2017 has the same chassis design as the 9.7in 
iPad Pro, with the same elegantly chamfered edges 
curving gently to the back of the device. In fact the 
chamfered edge itself now has a slightly brushed matt 
fi nish, as opposed to the mirror shine on previous iPads 
of this design, but it’s otherwise essentially the same.

That’s not – or at least not straightforwardly – a bad 
thing, since it’s an attractive and classic design. But as 
with the iPhone 7 we have to point out that even great 
designs do age eventually; tablet buyers are reluctant 
to upgrade their devices at the best of times, without 
Apple refusing to refresh its iPad template from time to 
time. We look forward eagerly, therefore, to something 
a little diff erent for the iPad Pro 2.

The new iPad is backward-looking in other ways, too. 
It’s thicker and heavier than the Pro and Air 2 alike – 
which each measure 6.1mm and 437g/444g for the Wi-
Fi and cellular models – but the same length and width. 
You have to go back to 2013’s iPad Air 1, in fact, to fi nd a 
model with the same dimensions (see its specifi cations 
on page 26). In fact, it’s fascinating (to an iPad nerd like 
me) to look at the four most recent 9.7in models and 
see which elements of the various layouts Apple has 
cherry-picked for the iPad 2017.

The new model comes with two speakers, like the 
Air 1 and 2, not the four you get on the 9.7in Pro . The 
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bottom speaker grills are the same as on the Air 2: 
they’re arranged in two single rows, and they’re not as 
far apart as on the Pro.

It comes in the same colours as the Air 2 (gold but 
not pink); it has Touch ID, and there’s no mute/portrait 
orientation switch, both like the Air 2 and Pro; but the 
SIM tray is low down on the right-hand side, like on 
the Air 1.

In most exterior respects, then, this is a retread 
of 2014’s iPad Air 2, with two main exceptions: it’s as 
heavy and as thick as the iPad Air 1, and it has that 
device’s unlaminated, air-gapped screen (of which 
more to come).

Last year’s 9.7in iPad Pro featured a 
number of small but signifi cant 
design changes and so far as we 
can tell this tablet doesn’t get 
any of them. There’s only two 
speakers. It doesn’t get the True 
Tone display. There’s no Smart 
Connector down the left-hand 
edge (which means you can’t 
connect the Smart Keyboard; 
it’s also not compatible with the 
Apple Pencil). There’s no camera 
fl ash. The antenna section at 
the top of the cellular model 
is white, instead of matching the 
rest of the chassis.

Other than the brushed-
metal chamfers, we’ve 
found only one other point 

RE VIEWS
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of diff erence from the previous iPads in terms of 
physical design: the volume buttons are further apart.

The new iPad comes in three colours: silver, gold and 
Space Grey. There’s no Rose Gold, sadly.

Display
Let’s take a trip back to our review of the iPad Air 1, 
which we updated following the launch of the Air 2. 
Here’s what we had to say about the screen:

“This may simply be down to having less heft behind 
it, but when you tap or press the screen, it defi nitely 
seems to ‘fl ex’ more than the screens on the iPad 3 
and iPad 4. The result is that the screen feels light and 
plasticky, rather than the solid glass feeling on the older 
devices... It’s not a major problem, but it undermines the 
overall feeling of physical quality that one expects from 
an iPad. And after using the iPad Air 1 for more than a 
year, it’s not something we’ve got used to, or stopped 
fi nding mildly annoying.

“We were keen, when the Air 2 came out, to see if 
this issue had been tackled. And sure enough, the more 
compressed design of the Air 2 – in which the elements 
of the display have been by necessity squeezed closer 
together, and air pockets removed – results in a screen 
that is fi rmer to the touch.”

Well, that step forward made by the Air 2 in 2014, 
we are sorry to report, has now been reversed. The 
iPad 2017, for reasons known only to Apple, has 
an unlaminated screen with an air gap under the 
display. You’ll fi nd that it yields the tiniest fraction 
when you press down: not much by any means, but 
enough to notice.
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The specs of the screen are largely iPad-standard: a 
resolution of 2048x1536 and a pixel density of 264ppi. 
But it misses out on the True Tone colour adjustment 
feature and anti-refl ective coating of the Pro.

It’s still a decent screen – bright, sharp and colourful 
– but a small step down from the Pro off ering.

Features
The new iPad comes with many but by no means all 
of the features you get with the 9.7in iPad Pro; there 
are no new features here that we are aware of. It has 
Touch ID and Apple Pay, and 4G internet connectivity; 
the usual stuff . The iPad 2017 is not compatible with 
either the Apple Pencil or the Smart Keyboard that 
iPad Pro users get to use – in fact it hasn’t got a Smart 
Connector. It also doesn’t get the Retina Flash and True 
Tone camera features of the iPad Pro, something which 
will turn up again in the specs section.

Speed testing 
We’ve already established that the iPad 2017 has a 
higher battery capacity than its predecessors; the only 
other noteworthy area in which it surpasses even the Air 
2 is processor choice. It comes with an A9 chip, which 
ought to be only slightly slower than the A9X in the two 
Pro models and far faster than the A8 in the mini 4 and 
the A8X in the Air 2, left alone the A7 in the Air 1.

This is all getting a bit woolly so let’s look at some 
benchmark scores. All devices tested were given a 
complete reset and updated to iOS 10.3.1 for the tests. 
First up, Geekbench 4’s CPU test – higher scores are 
better. The Pro comes top, as expected, but there’s 
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iPad Air 1 iPad Air 2 iPad (2017) 9.7in iPad Pro

Geekbench 4 
(single-core)

1358 1823 2539 3011

Geekbench 4 
(multi-core)

2317 4343 4340 5073

GFXBench 
Manhattan 3.1

3.5fps 11.7fps 18.5fps 25.4fps

GFXBench T-Rex 23.1fps 41.6fps 56.1fps 59.9fps

JetStream 1.1 57.9 88 126.5 151

JetStream 713g 444g 478g 304g

Battery life 
(mins)

Not tested 460 616 662

clear water between the iPad 2017 in second place the 
Airs behind, at least in single-core mode; it’s pretty 
much a dead heat between the iPad and the Air 2 
in multi-core mode.

The GFXBench tests look at graphics, and again, 
higher scores are better; averages taken from multiple 
tests. Overall the iPad 2017 outperformed the Air 2 by 
a clear margin, although in one component of the test 
(Manhattan, 3.1) the Air 2 edged ahead. Our fi nal test 
– JetStream – is a JavaScript browser test. Higher 
scores are better; averages taken from multiple tests. 
This the iPad 2017’s best performance, and its clearest 
win over the Air 2.

Battery testing
Apple claims the new iPad has a 10-hour battery life 
when using Wi-Fi and nine hours when browsing over a 
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cellular connection. These are standard fi gures the fi rm 
gives for all of its current tablets, but we were hopeful 
that it might prove a conservative estimate; after all, the 
device’s battery has an impressive (for Apple) capacity 
of 8827mAh. That compares to 7340mAh on the Air 
2 and 7306mAh on the 9.7in Pro, and may explain the 
device being (comparatively) thick and heavy.

You can see the test results on page 27. Note that 
the iPad 2017 was tested using iOS 10.3.1; all the older 
models were tested a year ago, running iOS 9.3.1 
(battery performance declines markedly over time so 
retesting them now with the latest OS would be unfair).  

Verdict
We’ve heard this described as the iPad: Education 
Edition; you might also think of it as the iPhone 5c 
of Apple’s tablet range. However you put it, this is 
an unexpectedly cheap off ering, but one that is also 
frequently low-specifi ed and has a design that’s mostly 
lifted from a product that’s two and a half years old, and 
in some cases from one that’s three and a half years 
old. It’s all rather odd.

There are chinks of light. While much of the 
technology here feels out of date, one key spec, 
the processor, does not, and the A9 chip helped the 
iPad to produce consistently decent results in our 
benchmarking tests – not Pro-fast, but solid. We also 
like the sound of that 8827mAh battery unit.

That lovely big battery, of course, is the most likely 
reason for the iPad’s weight gain, and we’re inclined 
to forgive this betrayal of the immutable law that 
says every tablet must be thinner and faster than 
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the one that came before. iPads have been quite thin 
enough for a long time, and this is no exception. In fact 
we wish smartphone designs would follow a similar 
path and prioritise battery life over ever more absurd 
feats of miniaturization, although we doubt everyone 
would agree.

So forget the thickness – it’s the unlaminated 
screen that really bothers us, and feels like an 
economy too far. An iPad lives and dies by its screen, 
which should look and feel great. This one looks great 
but feels a bit cheap.

Still, while this isn’t the iPad we’d go for, the iPad 
2017 and its low-end price tag and mostly low-end 
spec list might be a good fi t for schools and casual 
users; and the reported success of the iPhone SE 
suggests there is a market for Apple products that 
are behind the times in terms of spec but come in at a 
more appealing price point. David Price
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Speci� cations
■  9.7in (2048x1536, 264ppi) IPS display
■  iOS 10
■  32- or 128GB storage
■  A9 chip with 64-bit architecture
■  Embedded M9 coprocessor
■  8Mp rear-facing camera
■  1080p HD video recording
■  1.2Mp FaceTime camera
■  Wi-Fi (802.11a/b/g/n/ac)
■  Bluetooth 4.2
■  Built-in 32.4Wh rechargeable lithium-polymer 

battery
■  240x169.5x7.5mm
■  469g (Wi-Fi), 478g 

(Wi-Fi and Cellular)
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A pple announced its smart home control 
system, HomeKit, in 2014 at its annual 
developers conference. It started enabling 
it in iOS in mid-2015 and had a more 

complete rollout later that year. With iOS 10, HomeKit 
fi nally got its own app and better integration.

But it remains an immature technology with few 
choices even for diehard Apple equipment owners. 

The state of the Apple 
HomeKit market
There’s plenty of potential for Apple’s smart home system, 
though it lags behind the competition, writes Glenn Fleishman
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This was emphasized at this year’s CES, a trade show 
at which Apple never exhibits, but where products 
from third parties aimed at the ecosystem often get 
their debut. For HomeKit, it was mostly crickets. 
Amazon’s Alexa ruled the roost, with a large number 
of integrations with third parties, extending its 
voice-controlled system.

This is certainly part of a larger sense of malaise 
across all smart home systems. While the promise 
remains immense, multiple competing, incompatible 
ecosystems that include a lot of products from start-
up companies seem to have stalled a lot of innovation 
and even reductions in cost.

Imagine if instead of Wi-Fi, we had three separate 
high-speed local area wireless networking standards, 
and had to either set up a separate router for each 
and use dongles, or buy into an approach that 
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wouldn’t work everywhere when we left the house. 
In that context, however, HomeKit still remains 
behind. While HomeKit is built into iOS and the fourth-
generation Apple TV, which can act as a hub of sorts, 
macOS doesn’t include it. And third parties are making 
HomeKit-enabled hardware, but not enough and in 
enough variety that if you’re looking to equip your 
home with a single system, you have enough choices.

This snapshot of the market will certainly change, 
but the lack of product announcements at CES 
means the likelihood is low through much of 2017 for 
established companies and well-funded newer fi rms 
to add signifi cant HomeKit options.

Smart home basics
In case you’re not tuned in to the purpose of 
smart home devices, controls, and ecosystems, 
here’s a brief primer and where Apple’s HomeKit 
fi ts into things. Smart home devices are a subset 
of the Internet of Things (IoT): network-connected 
equipment that can be used over a local network and 
accessed remotely via the internet. Some smart home 
gear is also connected to the cloud. Having very little 
computational intelligence of its own, these devices rely 
on internet-connected servers for cues or control.

A range of existing home devices can be made 
smart: thermostats, alarm systems, fridges, washing 
machines, coff ee makers, and much more. Some of 
these have been semi-intelligent in the past, with 
programming options or quirky remote access via 
smartphone or native apps, or only accessible through 
low-power, short-range networking when you’re within 
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close proximity. (If you used or use X10 controllers, 
which date to the 1970s, you may have experienced 
more primitive versions of this, as X10 relied on home 
electrical wiring as its primary backbone, even after 
adding wireless bridges.)

The smart home promise is to bring intelligence 
to ‘dumb’ gear for reasons of convenience, energy 
effi  ciency, safety, and even fun. Lighting is the main 
example: few people wired-in intelligent lighting 
controls in homes prior to the development of network-
connected light switches and bulbs. Nor would most 
people consider being able to unlock their front door 
remotely an important feature, or having remote-
controlled blinds. These would have been largely 
expensive and custom installations. Smart home 
products aren’t cheap, but they’re often amenable to 
user installation and are nowhere as expensive as the 
previous generation of automated goods.

The goal of a smart home is to take hundreds of 
small decisions and behaviours and wrap them up so 
you can trigger them based on time, presence (judging 
via sensors or smartphone proximity), or patterns. So 
you might set what Apple calls a ‘scene’ that you use for 
your whole family being home in the evening. Another 
scene might power up a home-entertainment system, 
dim the lights, lower the blinds, and even roll down a 
screen or retract a covering.

Unlike some other computer and personal 
electronics standards for device communication, no 
single industry group emerged to bring all the disparate 
manufacturers into one fl exible standard, as with 
Wi-Fi, USB, Bluetooth, and others. As a result, you can 
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fi nd dozens of protocols that work at various levels of 
networking function (see above).

Smart home ecosystems are typically built on 
existing networking standards, providing compatibility 
at that level at least. This can include the well-known 
Wi-Fi and Bluetooth, but also ones you are unlikely 
to have heard of if you haven’t already installed gear, 
such as Thread, ZigBee and Z-Wave.

Why not just use Bluetooth and Wi-Fi-enabled 
IoT smart home devices, some of which have been 
around out for years? Because those typically require 
buying all your equipment from a single company, 
and relying on it to advance hardware and software 
on its own. These newer ecosystems may have a 
single fi rm dominating them, like Apple or Google, but 
ultimately hundreds or thousands of companies will 
make products that work with them, although some 
companies may have to make multiple versions.
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And a coalescing of approaches has started to 
happen, which will decrease incompatibility and 
reduce your need to buy in to one system. The recently 
formed Open Connectivity Foundation comes out of 
a merger of groups backed separately by chipmaker 
Qualcomm and CPU giant Intel. As IDG News Service 
correspondent Stephen Lawson wrote after the 2017 
CES, however, it will likely be one to three years 
before the industry begins to coalesce around a few 
standards that provide better interoperability.

You may have read some of the coverage in late 
2016 about IoT botnets, which are smart devices that 
have had their software and capabilities hijacked, 
usually undetected by their owners, and which are 

A map of the massive DDoS attack 
that occurred in October 2016 and 
the internet outages involved
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then used to launch distributed denial of service 
(DDoS) attacks against targets for fi nancial or political 
reasons. The IoT devices identifi ed as the biggest 
problem are typically one-off  hardware that aren’t part 
of any ecosystem, and are typically sold inexpensively 
by low-end manufacturers.

Hardware that is certifi ed for one of the major smart-
home systems, like HomeKit, must demonstrate that 
it adheres to encryption and other standards. Apple is 
particularly rigorous on this front, including disabling 
remote access to HomeKit accessories by default. 
This may explain why HomeKit hardware has been 
slower to come to market, too, but it’s a good problem.

HomeKit stands alone, 
but the Home app stands out
It’s in this framework that Apple remains an island with 
HomeKit, its own standard that it licenses to other 
parties, but which doesn’t interoperate on its own with 
any other top-level standard, like Thread, a standard 
deeply supported by Alphabet’s Nest.

HomeKit originally required using various 
smartphone apps and benefi ted from a third-party 
HomeKit hub to pull together connected actions. But 
Apple added a dedicated app, called Home, starting 
in iOS 10 and watchOS 2, which radically simplifi es 
controlling HomeKit-equipped hardware. Home 
controls appear in iOS’s Control Center.

The closest comparison to the Home app for 
central control in other ecosystems is Google Home, 
an Amazon Echo-like device that connects to Nest 
and other supported hardware, and Samsung’s 
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SmartThings, which works with several kinds of smart-
home protocols, but not HomeKit. SmartThings has 
an Android and iOS app, and requires its own hub. 
Amazon, meanwhile, is making fast progress when it 
comes to expanding the universe of smart devices that 
its Alexa digital assistant can control.

After installing and confi guring a HomeKit device 
via its iOS app, it’s available in Home and can be 
individually controlled (by tap or with Siri), as well as 
part of timed, manual, and triggered events. (HomeKit 
support on iOS devices requires at least iOS 8.1; the 
Home app comes with iOS 10.)

Manual control works without a hub, but if 
you want to schedule events, set up user permissions 
to for specifi c hardware, and remotely control 
HomeKit devices, you’ll need one.

Remote control, including using Siri on an iPhone 
or iPad, requires either a third- or fourth-generation 
Apple TV, which must be logged into the same iCloud 
account. For timed actions and user permissions, you 
must have a fourth-generation Apple TV running tvOS 
10 or an iPad with iOS 10 on your network. Many people 
seem to have iPads that routinely stay at home, making 
this latter option a reasonable choice for them.

In the Home app, all available devices appear and 
can be assigned to locations, like rooms, and to scenes, 
which are collections of accessories paired with a 
state they should switch to, such as the lighting and 
temperature you’d like to trigger when you wake up and 
say “good morning” or at a certain time of the day. With 
a hub, you can share access to HomeKit devices you’ve 
authenticated to your account, allowing others to use 

MWMAY17 PAGES.indd   38 10/04/2017   11:49



May 2017 • Macworld   39

them or modify settings. This can be useful among 
adults, but also to give a child, babysitter, or house 
sitter controlled access. (Note, of course, that they 
must have an iPhone or iPad to enjoy the sharing.)

What HomeKit encompasses
HomeKit hardware is available across many 
categories. We’ve reviewed relatively little of it so 
far, but these are the devices that have had the most 
positive general response from users and other 
reviewers. (Apple has a complete list of certifi ed 
devices on its site at tinyurl.com/hmvb7dz.)

Lighting: Seemingly the most desired bit of home 
control is lighting. That might be because remotely 

Samsung’s SmartThings hub, 
smart plug, door/window sensors, 
and a motion sensor. The hub has 
Z-Wave and ZigBee radios inside

MWMAY17 PAGES.indd   39 10/04/2017   11:49



40   Macworld • May 2017

FEATURE

controlling groups of lights before smart-home systems 
was expensive and complicated to install and operate.

Philips largely owns this category with its Hue 
products, which centre around individually addressable 
LED bulbs, which can be purchased in dimmable soft 
white (2700K), an ambient white that can shift across 
the colour temperature range, and a bulb that combines 
ambient white features with the ability to use of shift 
through millions of colours. Hue requires a Philips Hue 
Bridge 2.0 to work with HomeKit.

Other companies make light switches and dimmers 
that can replace the ones you already have, though 
without the incredible granularity of a Hue. 

Electrical outlets: Several companies off er in-wall and 
plug-in outlet replacements:

■  ConnectSense’s Smart Outlet has two 
separately controlled AC outlets, plus a USB 
charging port (connectsense.com)

Philips is the undisputed market leader 
in the smart home lighting market, 
thanks to its Hue series of products
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■  iHome has three models of Smartplug, which have 
a single output and plug into an existing socket 
(ihomeaudiointl.com)

■  Elgato Eve Energy (elgato.com/en) makes variants 
on a plug-in module that allows control over its 
single outlet while monitoring power usage through it

Thermostat: The Nest (nest.com/uk) was the fi rst 
smart-home device to make a real splash, and you have 
several options for options with HomeKit. 

■  Honeywell (honeywelluk.com) off ers a series of 
devices under the Lyric label that includes three 
options for thermostats

Alarm: As with all alarm components and systems 
that can notify you of a problem, it requires an 
active internet connection at home; some advanced 
conventional alarm systems use a battery-backed 
cellular modem as a back-up. Burglars might cut 
your cable, phone, or fi ber, or you might have a 
power cut or network outage that could prevent 
signalling. With that in mind, you can add many 
kinds of peace of mind very inexpensively, even on 
top of an existing alarm.

Honeywell’s Lyric series includes a water leak and 
freeze detector as well as a home security system. 
Elgato’s Eve series includes a door/window contact 
sensor and a motion sensor.
Entry lock: Being able to unlock a door remotely, share 
access to it with a visitor, or get into your house when 
you have your smartphone (a crucial thing) and locked 
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yourself out has a lot of value in saved time and fuss, 
and the cost of a locksmith.

Schlage’s Sense Smart Deadbolt (schlage.com) 
requires complete replacement, but includes Bluetooth 
and HomeKit integration, a keypad, and a regular 
keyhole. If you have multiple Kwikset deadbolts that 
are keyed alike, Kwikset’s new Premis entry lock can be 
instantly rekeyed to match them (kwikset.com). Yale will 
off er a HomeKit network module by the end of March 
that will enable its line of Yale Real Living Assure locks 
to work with HomeKit (yalehome.com).

Specialized: We should start seeing a greater variety of 
HomeKit devices that don’t fi t into a single category or 
that off er controlling more outlying home features.

Netatmo’s Health Home Coach (netatmo.com) 
monitors indoor air for quality, humidity, temperature, 
and noise. It’s supposed to help you improve the quality 
and health of your house.

Netatmo Health 
Home Coach
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A similar device in Elgato’s Eve Room series 
(elgato.com/en) , the Wireless Indoor Sensor, 
measures air quality, temperature, and humidity. 
There’s also an outdoor weather station version.

The smart home remains a hard sell
One of the big selling points in the past has been saving 
money by better controlling the home environment. 
So far, we’re not seeing enough full integration in 
the HomeKit world to make that case, except for 
thermostats. A better investment to reduce electrical 
bills is switching to LED bulbs, which also reduces your 
future bulb replacement costs due to their long lives.

Despite what is estimated to be at least tens of 
millions of smart-home accessories already sold there’s 
a lot of room to grow. Blake Kozak, a principal analyst 
who tracks smart home and security technology trends 
at the research fi rm IHS Markit recently predicted that 
the penetration of smart home systems will reach just 3 
percent by the year 2018, and only 7 percent by 2025.

If you want to be an early adopter, most everything 
discussed here can be plugged- or screwed in, or if you 
prefer the built-in look, you can replace your existing 
hardwired switches or outlets with HomeKit models. 
You’ll at least be able to operate them manually if you 
decide to give up on HomeKit down the road. And if 
Apple itself bails on HomeKit, it’s likely that one or 
more manufacturers will come forward with a bridge 
that enables HomeKit devices to communicate using 
whatever smart-home protocol ultimately wins the day.

In the meantime, you can enjoy living a little in the 
future, but it’s likely big price drops are to come. 

MWMAY17 PAGES.indd   43 10/04/2017   11:49



44   Macworld • May 2017

FEATURE

A long-running debate between Mac owners 
and those folks who use other platforms is 
whether or not malware exists for macOS. It 
does! Mac owners tend to be very defensive 

(and, sadly, sometimes off ensive) about macOS, 

Antivirus apps won’t save 
Mac from future attacks
A variety of other protective software could prevent incursions by 
future malicious access attempts, writes Glenn Fleishman
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because of years of slights when Windows was in the 
ascendance and virus ridden.

These days, most malware that attacks computers 
and mobile systems in the wild comes from visiting a 
website, receiving and opening an attachment via email 
or a text message, or following a link in an email that 
misleads you into thinking you’re at a legitimate site, 
into which you mistakenly enter legitimate credentials.

And most of that malware is old. On the desktop, 
most attacks focus on older versions of Windows, some 
using variants of malware that are several years old, 
according to a recent update from the analysis fi rm 
Check Point. On the mobile side, 60 percent of attacks 
come a single 15-month old attack called Hummingbad, 
which is often delivered as a Trojan horse – malware 
hidden inside what appears to be a legitimate app.

Apple has managed to avoid attacks that fi rst appear 
in the wild, usually nipping them in the bud either 
through advance disclosure from security researchers 
or the sheer diffi  culty of exploiting a fl aw that’s revealed 
before a patch is available. It’s also never had a long-
running exploit that was known to exist, wasn’t fully 
patched in old releases, and had a large number of 
users still running those old releases.

This makes Apple’s OSes seem more invulnerable 
than they are. But is an anti-virus package the answer? 
In my view, and that of many security experts, including 
those who have found vulnerabilities in macOS and 
iOS, no – in most cases, and I’ll describe those that 
make sense later. Macworld hasn’t reviewed anti-
virus software for years, which may indicate the 
larger editorial philosophy as well.
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The biggest risk to Mac users is the rising tide of a 
specifi c kind of malware, called ransomware, which 
you can defend against using targeted anti-malware 
software that doesn’t rely on virus defi nitions.

Ransomware leading threat
We often talk about malware by the vector by which 
it spreads – how does it insinuate itself into your 
computer? Malware can distribute itself in several 
diff erent ways. You may see it:

■  As a malicious attachment, like a virus that runs when 
you open the fi le

■  As a Trojan horse, explained above
■  Through phishing, or email or a text message that 

fools you into clicking a link that subverts your system
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■  Via spear-phishing, which uses targeted information 
about a victim to appear more genuine and likely to 
be clicked or acted on

■  Through a remote network attack, popular right now 
with poorly secured Internet of Things (IoT) devices. 
(For IoT, that means most of them, unfortunately)

These vectors all exist for macOS, but the best 
recent path for infection has been through a Trojan 
horse. That’s partly because it’s easier to convince 
someone to install software they think is legitimate 
than to fi nd another path of exploit. We saw this for 
Macs in 2016 with malware inserted into the BitTorrent 
client Transmission, and in February 2017 when a 
diff erent kind of macOS malware appeared.

Both of those Trojan horses were ransomware, 
which isn’t a new vector of infection. Rather, it can 
spread through any of the vectors noted above. 
But it’s proven a vicious problem under Windows 
and some other desktop OSes, because unlike 
most previous malware, it aff ects fi les only found in 
‘userspace’: that is, our documents and settings.

Ransomware uses an encryption key to scramble the 
contents of all of our user data, and puts an executable 
wrapper around it, so that when you try to open a fi le, 
it runs and tells you how to pay a ransom in Bitcoin 
to obtain the decryption key. The price for individuals 
is often relatively modest and you can sometimes 
negotiate a lower payment. Without the key, your fi les 
on the drive are lost forever unless you have a backup 
or archive prior to the encryption. (Time Machine and 
other backups will dutifully copy the encrypted version, 
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so you have to discover the problem before your 
oldest good copies have been overwritten.)

Because ransomware doesn’t need that high 
a level of permission to run, it’s relatively easy to 
spread it. In mid-2016, researchers found JavaScript-
only Windows ransomware that even runs outside a 
browser. Because it’s inexpensive to make or modify, 
a lot of people apparently distribute it. Check Point 
estimates that 10 percent of infections in the second 
half of 2016 across all systems were ransomware 
variants, and the number keeps climbing. Attackers 
have many families of ransomware code to choose 
from, and it’s easy to customize it.

I assume there will be multiple successful 
ransomware attacks against Mac users, though likely 
shut down quickly by Apple through its Xprotect 
system, which automatically updates with known 
malware signatures as they become available. However, 
before these attacks hit, you can protect yourself.

Tools against broad 
categories of popular attack
You can protect yourself against ransomware and 
network attacks, as well as some categories of Trojan 
horse that aren’t ransomware in nature, by installing a 
few aff ordable and inexpensive tools.

Ransomware’s harm led Jonathan Zdziarski to 
create Little Flocker ($20 for personal use, up to 
fi ve computers at tinyurl.com/kaurmek), a macOS 
tool for detecting and either blocking or permitting 
access by apps to specifi c folders. I’ve been using 
Little Flocker for months, and Zdziarski made a 
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continuous series of improvements that reduces the 
amount of training required as you update software 
to new versions. Once ransomware gets its teeth in, 
it relies almost entirely on not being watched, and 
Little Flocker keeps its eyes peeled. It also monitors 
for apps that capture keystrokes and use mics and 
cameras. (Zdziarski recently joined Apple, and the 
future of Little Flocker isn’t certain, but it’s so useful 
that I hope it fi nds a new home.)

Paired with Little Flocker is Block Block (tinyurl.
com/jr2c6pa), free and still in beta, which monitors 
for software trying to install fi les that allow it to launch 
automatically after a restart or when killed. That can 
help with adware and other unwanted software, too.

Little Flocker keeps 
its eyes peeled
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Should a macOS ransomware package fi nd eff ective 
distribution, Little Flocker plus Block Block should 
prevent and alert you to something bad happening, at 
which point you can check in with Macworld and use 
social networking to fi nd out what’s happening – or be 
the fi rst to report an outbreak.

A parallel and eff ective way to block malicious 
software from calling home and sharing your 
information is a fi rewall and network monitor. We like 
Little Snitch (€30, tinyurl.com/kfnp7wk), a mature app 
that examines everything coming in and leaving your 
Mac, and uses rules to permit authorized behaviour 
but alert you to everything else. Malware tries to talk 
back to centralized servers, and while there are tricks 
to work around fi rewalls, an app that isn’t supposed 
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to have a network connection that suddenly tries to 
summon the internet gets noticed. 

Rich Mogull, head of security analysis fi rm Securosis 
who has a deep expertise in Apple-related issues, 
says that he doesn’t use anti-virus software at all. He 
relies on Little Snitch, Little Flocker and Block Block 
for network, input, and fi le monitoring, and expects his 
email hosting companies to staff  the viral barricades.

But what about the really bad stu� ?
You might think the kind of things I’m mentioning above 
seem very penny ante. If you read Apple’s security 
updates that list of often dozens of security holes 
patched in every OS release and in built-in software, 
you might think there’s a churning morass of fl aws that 
could reach out and grab you via Safari or your inbox.

And that’s partly true. A lot of vicious malware 
for macOS and iOS does exist. It’s just that it’s too 
valuable to use against the likes of you and me. The 
good stuff  sells for £100,000s or millions of pounds in 
grey and black markets, and get used by fi rms that sell 
their services to governments, by criminal syndicates, 
and other murky parties.

Those exploits are held close to the vest, rather than 
pushed into the wild, because of that easily obtain 
value in existing markets. When they’re used, it’s 
sparingly, and often against prime targets. For instance, 
last summer, a human-right activist in the United Arab 
Emirates, Ahmed Mansoor, had three separate zero-day 
(previously unknown) exploits attempted against him.

These were for iOS, which doesn’t allow anti-
virus software the kind of permission it needs to run, 
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but similar weaknesses were also found in macOS. 
Because these were unknown and subtle, no Mac anti-
virus software would have detected and blocked them. 
Apple immediately patched the fl aws in iOS and then 
shortly after in macOS, rendering them useless.

It’s not that no risk from a more general category 
of malware exists for Mac users. Rather, the highest 
likelihood is that your fi les will be locked away, and, 
thankfully, it’s also the easiest attack you can protect 
yourself against.

Given that Zdziarski has joined Apple, following 
in the footsteps in the past year or so of some other 
prominent researchers, we might hope that these 
kinds of tools fi nd themselves neatly and seamlessly 
into future versions of macOS.
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My wife recently let me know that ‘Apple 
Support’ had called about iCloud security. 
She was dubious, and rightly so. “Apple” 
then called fi ve more times (and counting). 

Suffi  ce it to say, it wasn’t Apple, but fraudsters trying 
to piggyback on reports that a major breach of iCloud 
credentials could render hundreds of millions of 
accounts vulnerable.

Apple says no such breach occurred, and security 
researchers, like Troy Hunt of HaveIBeenPwned.com, 
say the group trying to extort Apple likely has reused 
credentials from other sites’ password leaks. (We 

Ignore call from ‘Apple’ 
about an iCloud breach
Scammers leverage an alleged iCloud account leak that 
is probably not real, writes Glenn Fleishman
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recommend turning on two-factor authentication at 
iCloud regardless.)

However, media reporting an potential iCloud 
security failure makes unsolicited calls claiming to be 
from Apple more credible. My wife wasn’t taken in, but 
also didn’t immediately dismiss the call. She hung up, 
and then told me about it. We have Apple devices and 
both use iCloud, and we have regular issues with iCloud 
not working precisely as we expect.

While Macworld readers may already know these 
sorts of calls are a scam, it’s vital to alert friends, 
family, and colleagues about such calls and help 
immunize them from falling for it. Many of these 
services sound and act professional, and have been 
victimizing Windows users for years.

Below are some of the signs that it was a fraud 
and that you can teach others about:
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Apple called unsolicited: I’ve never had Apple call 
me – a consumer – for any reason I can recollect 
unless I called them fi rst, and it’s always a human 
being calling back. Apple notes this on its phishing 
tips page: “If you get an unsolicited call from someone 
claiming to be from Apple, hang up and contact us 
directly.” (Microsoft, Google, and others never place 
unsolicited calls, either.)

The call was automated: The call used a fairly cheap 
sounding computer-synthesized voice. An Apple 
automated call would be much higher quality, and 
probably use a real person (or at worst, a Siri analogue).

We never give this number out: This is a home line we 
use eff ectively as a backup and for outgoing calls only. 
I can check via the Apple ID site which phone numbers I 
have provided, too.

The message didn’t provide details: It off ered 
an unfamiliar 0800 number, and didn’t provide an 
apple.com address at which more details could be 
found or verifi ed.

The message o� ered to put me through ‘to a support 
adviser right now’: This is not what Apple calls its staff , 
nor a likely thing for Apple to off er.

The Caller ID number didn’t say Apple on it: Caller ID 
can be faked (there’s no verifi cation process), but the 
number displayed is from London. I also feel bad for 
the person whose number was impersonated. I found 

MWMAY17 PAGES.indd   55 10/04/2017   11:50



56   Macworld • May 2017

FEATURE

a real person’s name associated with the number via a 
reverse search and his address.

The Caller ID number has a shady history: The number 
provided, when I searched on it via Google, has been 
used for at least a week with ‘Apple Support’ scams.

They called back multiple times: If I wasn’t sure at fi rst, 
the fi ve additional calls throughout the day make it 
clear it wasn’t Apple.

A common threat
These scams are abundant in a lot of diff erent ways, 
though they typically target Windows users, either 
through unsolicited calls or pop-up messages on sites 
of dubious quality, because of the sheer number of 
Windows users. They try to get you to let them connect 
to your computer via a reverse screen share using one 
of the many free sites that provide person-to-person 
screen sharing and control.

Then, they claim to have scanned your computer, 
found malware, and ask for payment so they can ‘fi x’ 
your computer. In the process, they install adware 
and sometimes malware, as well as charge a high or 
recurring fee on your credit card or both.

Try to help those you know train themselves to be 
alert for scams, whether they come from an unsolicited 
call or via a pop-up, and call or text you fi rst before they 
provide any personal information or credit card details. 
These scams rely on fear and plausibility. By teaching 
people what to look for and to confi rm details and wait 
before acting, you can help subvert them.
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Adobe has announced updates to four of 
its Creative Cloud applications: Illustrator 
CC, InDesign CC, Experience Design CC 
(also known as Adobe XD), and Project 

Felix. The changes, based on user feedback, will be 
welcome news to Creative Cloud subscribers.

Adobe updates 
Creative Cloud apps
New features based on user feedback, explains Roman Loyola
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At the time of writing, the InDesign CC and 
Illustrator CC updates were expected soon, while 
Project Felix and Adobe XD were already available.

Illustrator CC 2017
Adobe’s app for creating vector graphics recently 
celebrated its 30th anniversary, and it’s fi nally getting 
a feature that’s been asked for by users for quite 
some times: the ability to crop an image directly in 
Illustrator. According to Adobe, you’ll no longer have 
to launch another app to perform a crop. In Illustrator 
CC 2017, a crop option appears when you place an 
image, and you’ll be able to adjust the crop dimensions 
appropriately. The parts of an image that have been 
cropped out are discarded, which helps you control 
the fi le size of the overall image.

Illustrator CC 2017 now lets you 
crop an image within the app
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Also new is a Color Theme panel that you can use to 
better manage colour themes across CC applications. 
For example, you can use Adobe Capture to create 
colour themes for photos, and then use those themes 
in Illustrator CC 2017.

InDesign CC 2017
Users of the page-layout and design app who launch 
the 2017 version will notice a revamped user interface. 
The software now sports a fl at UI, with the tools and 
panels highlighted with new icons that are easier to 
spot. Adobe off ers four UI themes: dark, medium-dark, 
medium-light, and light.

A redesigned New Documents panel puts the 
focus on Adobe Stock templates. It’s also easier to 
access previously- or frequently-used templates.

Experience Design CC
Adobe XD is the company’s software for designing 
and prototyping websites and mobile apps. Currently 

Adobe 
XD moves 
comment 
threads to a 
separate view
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in beta, XD is available for Windows and Mac, though 
the Mac version has a few features not in the Windows 
version. The company says it’s going to be focusing on 
bringing the two versions into feature alignment.

Feedback is important when collaborating on a 
design, and the new version of XD has better features 
for resolving comment threads. They’re now located 
in a separate view, out of the way of your prototype, 
and resolved and unresolved comments can be 
toggled on and off .

The Windows 10 version of XD gets a bunch of 
new features, including a Zoom tool, copy and paste 
support from Photoshop and Illustrator, align to pixel 
grid, and aspect ratio lock.

Project Felix
Project Felix is Adobe’s tool for creating photorealistic 
2D and 3D images, but its UI is more like a graphic 
design tool than your typical 3D modelling app. Like 
XD, Project Felix is in public beta, but a paid Creative 
Cloud account is required. The complete list of the new 
features is available on the Project Felix blog (tinyurl.
com/mt5uj5y), but here are a few highlights:

■  A progress bar now displays during rendering
■  Drag and drop import from the desktop or open 

explorer window
■  Support for creating a duplicate by pressing 

Command-D
■  Improvements to the guided tour
■  After renders, auto-save is now optional and Save 

As functionality is now available
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When Apple released its new iPad, the 
company also simplifi ed the iPad 
line-up: instead of four models, there 
are now three. This makes it easier 

to decide which one to buy, though there are still a 
lot of factors to consider. We take a look at the major 
features you should think about when picking an iPad.

Size
If you want to carry your iPad around, size is an 
important consideration. Overleaf is a breakdown 
of each model of iPad.

iPad Pro, iPad and mini 4: 
what are the diff erences?
Trying to decide on which iPad to buy? Roman Loyola looks at 
the major specifi cations of each model
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Display
Just looking at the iPads, it’s diffi  cult to discern any 
diff erence in the screens besides their sizes. All of 
the iPads use LED-backlit displays with Multi-Touch 
support and fi ngerprint-resistant oleophobic coating. 
But there are a few features that are found in some 
models and not in others that may not be obvious.

If colour accuracy and detail is important, then you 
want the 9.7in iPad Pro with its P3 wide colour and True 

12.9in iPad Pro 9.7in iPad Pro iPad (2017) iPad mini 4

Display 12.9in 9.7in 9.7in 7.9in

Height (mm) 305.7 240 240 203.2

Width (mm) 220.6 169.5 169.5 134.8

Depth (mm) 6.9 6.1 7.5 6.1

Weight 
(Wi-Fi)

723g 437g 469g 298.8g

Weight (Wi-Fi 
and cellular)

713g 444g 478g 304g

12.9in iPad Pro 9.7in iPad Pro iPad (2017) iPad mini 4

Fully 
laminated 
display

Yes Yes No Yes

Antirefl ective 
coating

Yes Yes No Yes

P3 wide 
colour 
support

No Yes No Yes

True Tone 
support

No Yes No Yes
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Tone. If you really want the bigger screen of the 12.9in 
iPad Pro, you won’t get the P3 support, but there is a 
way to use iOS’s Night Shift to act like True Tone. The 
iPad lacks the laminated display and antirefl ective 
coating found in the other iPads, so you might have 
issues with glare. You might consider an iPad mini 4 
instead, especially if you plan to be outdoors a lot, 
or if you are going to use the device where lighting is 
infl uential in the environment, like a photo studio.

Smart Connector
The iPad Pro is the only iPad outfi tted with a Smart 
Connector, which is used to connect devices like 
keyboards. Apple’s Smart Keyboard (pictured) uses 
the Smart Connector to connect to the iPad Pro. The 
Smart Keyboard for 12.9in iPad Pro is £169, and £149 
for the 9.7in model. Third parties like Logitech also 
make keyboards that use the Smart Connector.
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You can still use a keyboard with the iPad and 
iPad mini 4, but since these iPads don’t have a Smart 
Connector, Bluetooth is used to connect to a keyboard. 
So, you can use any Bluetooth keyboard, but you may 
want to get a keyboard case that’s designed specifi cally 
for the iPad or iPad mini 4 for extra comfort.

Apple Pencil
In case you’re not that familiar with Apple’s iPad 
models, the iPad Pro is the only device that can be 
used with the Apple Pencil (£99), a pen-like input 
device. You can still use your fi ngers to interact with 
the iPad Pro, but the Pencil provides the precision 
needed for creative work, or for people who want to 
write using an instrument. You can fi nd a third-party 
stylus that can be used with the iPad and iPad mini 4, 
though they may not function like the Apple Pencil. 
Some styluses are made for specifi cally for writing, 
while others are for sketching.
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12.9in iPad Pro 9.7in iPad Pro iPad (2017) iPad mini 4

Resolution 8Mp 12Mp 8Mp 8Mp

Aperture f/2.4 f/2.2 f/2.4 f/2.4

Live photos No Yes No No

True Tone 
fl ash

No Yes No No

Wide colour 
photo 
capture

No Yes No No

Autofocus Yes
Yes, with 
Focus Pixels

Yes Yes

Tap to focus Yes
Yes, with 
Focus Pixels

Yes Yes

Panorama Up to 43Mp Up to 63Mp Up to 43Mp Up to 43Mp

HDR focus Yes Auto HDR Yes Yes

Photo camera
If still photos are a priority for you, then you probably 
want the 9.7in iPad Pro. It has a few major features 
(noted below) that the other iPads don’t have.

Video camera
The 9.7in Pro is also the more capable video camera. 
In fact, its specs outpace the other iPads by a wide 
margin. Major diff erences noted in the table overleaf.

FaceTime camera
Since iPads are used more and more for 
videoconferencing, the FaceTime camera is an 
important consideration. As with photos and video, 
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the 9.7in iPad Pro has the best specs. The 9.7in Pro has 
a 5Mp FaceTime camera, while the other three iPads 
are a 1.2Mp. It also comes equipped with a Retina Flash. 
There is no fl ash in the other iPads.

Processor
The iPad Pro is the top performer with an A9X chip. The 
chip in the 9.7in model is slightly slower than the one in 
the 12.9in option, so it doesn’t overheat. The iPad has 
a A9 processor, which is same model number as the 
processor in the iPhone 6s. Though it’s not as fast as 
the A9X, it’s a boost over the A8X chip that was in the 
iPad Air 2. The mini 4 comes with the slowest processor 
of the line-up, an A8. It’s the compromise you make to 
get the smaller form factor and a reasonable price.

Rose Gold
And fi nally, after considering everything listed above, 
there’s the one thing that could change or confi rm your 
decision: the Rose Gold factor. The 9.7in iPad Pro is the 
only iPad available in Rose Gold. All iPads are available 
in Gold, Silver and Space Grey.

12.9in iPad Pro 9.7in iPad Pro iPad (2017) iPad mini 4

Resolution 1080p 4K 1080p 1080p

Slow motion 720p/120fps
720p/240fps, 
1080p/120fps 

720p/120fps 720p/120fps

Video 
stabilization

Yes Yes (cinematic) Yes Yes

Focus Tap to focus
Continuous 
autofocus

Tap to focus Tap to focus
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You could argue that Apple just had its fi rst 
non-event. As we looked at earlier (page 8), 
the fi rm launched a red iPhone 7, and a bunch 
of new iPhone cases and Apple Watch bands. 

In addition, Apple increased the iPhone SE storage size 
options to 32- and 128GB, up from 16- and 64GB. 

The simply named iPad serves as a replacement for 
the iPad Air line. Starting at £339, the iPad is actually 

Apple could still launch 
a new iPad Pro at April
Could Apple be saving more surprises for Apple Park’s grand 
opening in April? Oscar Raymundo reports
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cheaper and faster than the most recent iPad Air 2. The 
iPad line-up reshuffl  e also claimed another casualty: 
the iPad mini 2. Customers interested in purchasing a 
7.9in iPad will have to settle for just one model in one 
storage size, the 128GB iPad mini 4 for £419.

Typically, Apple would announce all these new 
products during a spring event. Last year, for example, 
Apple debuted the iPhone SE and the 9.7in iPad Pro in 
March. In 2015, Apple used the spring event to unveil 
the 12in MacBook and Apple Watch.

Has Apple shifted its product launch strategy? This 
understated product rollout could seem to suggest that 
Apple is opting to forego splashy events. Instead, this 
time Apple chose to simply update its online store with 
new stuff . If this were any other year, it might be safe to 
assume that a spring event has been shelved. Perhaps 
Apple decided to shift focus to its September event, 
which is already highly anticipated given the rumours of 
a tenth anniversary iPhone unveiling. Or maybe there’s 
One More Thing coming this spring after all.

New iPad Pro at Apple Park?
Apple already has an event slated this spring: the 
grand opening of its Apple Park spaceship campus in 
Cupertino. Could Apple use the occasion to reveal a 
new product then, too? After all, what better way to 
celebrate the new HQ than with a product unveiling? 
Plus, there’s been speculation that Apple was working 
on a new iPad, but not the one we got. The model we’re 
still expecting is a 10.5in Pro, one that would bridge the 
size gap between the 9.7in model and the 12.9in iPad. 
That Pro could still be on reserve to be announced.
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Furthermore, there was speculation that Apple 
would refresh the iPhone SE line with an SE 2 this year. 
This is, however, not likely seeing how Apple has just 
upgraded the original’s storage sizes.

Ever since Apple launched two versions of the 
iPhone with the 6 and 6 Plus, the iOS device line-up 
has only expanded. There are now enough iPhone and 
iPad models of almost every size, storage capacity, 
and colour. And there will be even be more options to 
choose from later this year, with rumours pointing a 
three-pronged launch of the iPhone 7s, the 7s Plus and 
the 8, or whatever the tenth anniversary iPhone ends 
up being called. And that’s not even counting whenever 
the Mac, Apple Watch and Apple TV get upgraded.

If Apple is getting ready to make a product 
announcement at the new Apple Park, it’s probably 
best that it keeps it focused. Tim Cook onstage with a 
new iPad Pro tells a concise story about Apple’s future.
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Apple’s latest iOS app is designed to help 
iPhone and iPad users get social with 
videos, though it isn’t a social network itself. 
The company’s new Clips app lets you add 

fi lters, emoji, and animated text to short videos. 
The videos can be one clip or multiple clips. Apple 

says the new app will make it quick and easy to 
create multi-clip videos “without timelines, tracks or 
complicated editing tools”. Like other apps, you touch 
and hold a button to shoot live video or add photos, 
then you can add fi lters, speech bubbles, emoji and 

Clips is like a simplifi ed 
iMovie for viral videos
Apple’s new Clips app helps you make and share short, multi-clip 
videos, reveals Ian Paul
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other items afterward. There are also stock music 
options, animated backgrounds and text.

But the feature Apple is most proud of is called Live 
Titles. This is basically a speech-to-text transcription 
feature. It lets you add animated captions and titles 
using voice dictation. After dictation, you can tap added 
titles to change the text or punctuation, and add emoji. 
Live Titles will support 36 diff erent languages at launch.

But Clips isn’t a social network in itself. Instead, 
it’s a video capture and editing tool designed to let 
you share your creations on iMessage, Instagram, 
Facebook, YouTube and other places. There’s also a 
face recognition feature that suggests who you should 
share the video with based on who appears in the video.

Clips will be available on the App Store for free 
in April, though at the time of writing there was no 
specifi c release date. The app only works with iOS 10.3 
devices, including the iPhone 5s and up, the new 9.7in 
iPad, all iPad Air and iPad Pro models, the iPad mini 2 
and up, and the sixth-generation iPod touch.
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Find My AirPods
The AirPods are truly wireless, meaning there are no 
wires to get tangled up in, but also no wires to keep 
these earbuds from getting lost. Thankfully, Apple 
addressed this situation by integrating a Find My 
AirPods feature into the Find My iPhone app. After 
pairing your AirPods, the app will automatically 
keep track of your precious earbuds, so you’ll 
never have to go rummaging through sofa cushions 
on a mad AirPod hunt again.

iOS 10.3’s new features
Oscar Raymundo shows what we can expect from Apple’s update
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New Podcast widget
In the iOS 10.3 update, you will be able to add a 
Podcast widget to Control Center, allowing you to 
quickly continue to listen to your favourite podcast or 
launch the next one on your list. This widget looks very 
similar to the Music widget, but instead of your recently 
played albums, you will get to see the cover art of the 
podcasts you’re subscribed up. 

To add the Podcast widget, swipe right from the 
Home screen, swipe all the way down past all your 
existing widgets, and tap ‘Edit’. On that screen, fi nd the 
Podcast widget and tap the green ‘+’ sign. This screen 
also lets you rearrange the layout of your widgets.

Apple ID pro� le in Settings
After you install iOS 10.3, the fi rst thing you will see in 
Settings is a new section with your name and photo. 
This new section houses all your most vital information 
that’s linked to your iOS device, including your Apple 
ID, your iCloud and iTunes info, and your App Store 
settings. In this section, you can update your payment 
information, check your iCloud storage, set up Family 
Sharing, and see a list of all the Apple devices that are 
registered to your Apple ID, including Macs, iPads, 
Apple TVs and Apple Watches.

Write a review in-app
iOS 10.3 also gives developers the option to ask users 
to write a review without leaving the app. This way, 
users will be encouraged to leave more reviews and 
ratings without having to switch to the App Store. Plus, 
app developers will also be able to respond to these 
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reviews and everyone will be able to read the response, 
making the app review process more of a forum.

Faster-changing app icons
Before iOS 10.3, developers had to push out a new 
version of their app if they wanted to introduce a new 
app icon. But in iOS 10.3, app icons can be changed 
more frequently, at the developers’ discretion.

Hourly Weather forecast in Maps
You’re now able to get more details about upcoming 
weather in the Maps app. Simply use Touch ID on the 
weather icon to the right of the screen to see what the 
weather is going to be like in that particular location 
in the next six-hour

Updates to CarPlay
This update also gives CarPlay improved app-switching 
capabilities. Now you can quickly switch between your 

CarPlay

FEATURE
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media, messaging, and travel apps without having to go 
to the Home screen fi rst. In addition, the Music app has 
added an Up Next screen so you can see all the music 
that’s in your queue. Plus, you can access album view 
from the song screen.

Switch to Apple File System
One of the most major changes in iOS 10.3 is also 
perhaps one of the least noticeable. Apple has made 
a switch in the iOS fi le system, going from outdated 
HFS+ system to the new Apple File System (APFS), 
which may free up storage space on your device.

The best of the rest
That’s not all. iOS 10.3 also brings welcomed changes 
to Siri, Safari, and HomeKit capabilities. Here are other 
subtle but noteworthy features to check out:

Siri learns cricket: It now knows scores from the Indian 
Premier League and International Cricket Council.

Reduced Motion in Safari: If you’re sensitive to visual 
eff ects on your iOS device, they will no longer be a 
problem when surfi ng Safari.

iCloud storage breakdown: Wondering how much 
iCloud storage your photos, docs or backups are taking 
up? Now you can fi nd out in iCloud settings.

Home app light controls: Turn on pre-programmed 
scenes for your HomeKit-enabled devices using the 
Home app.
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If you’re someone who doesn’t have any specifi c 
reasons to go there, you may have never explored 
the Accessibility settings on your iPhone or 
iPad. While it’s true that those settings are there 

primarily for people who have special physical needs 
to modify how a device’s interface works, the fact is, 

iOS accessibility features 
everyone should try
The Accessibility menus hold lots of little tweaks to make your 
iPhone and iPad easier to use, reveals Jason Snell
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many people who don’t consider themselves in need 
of any sort of accommodation can fi nd something of 
value in these settings.

Accessibility has become a place where Apple 
buries some specifi c details about how its devices 
behave – and that’s why you should take a stroll 
through those settings sometime just to see if they 
solve problems you didn’t even realize were solvable. 
Here are some of my favourites.

iOS accessibility
In iOS, Accessibility settings are located in the Settings 
app. First tap General, then tap Accessibility.

Zoom: If your eyes aren’t what they once were, 
consider turning on the Zoom setting, which lets you 
magnify the iPhone screen with a gesture – double-
tapping three fi ngers.

Magni� er: This setting was just pointed out to me this 
past weekend at a presentation I was giving to a group 
of mostly retired people. Activated with a triple-click 
of the home button, Magnifi er looks very much like the 
interface to the iPhone’s camera. But there’s an explicit 
zoom slider and the shutter button is there not to take 
a picture, but to stabilize the image of whatever you’re 
magnifying so you can study it. If you’re frustrated by 
not being able to read incredibly small type, Magnifi er 
can be the solution.

Colour Filters: Located in the Display Accommodations 
menu, Colour Filters let people who are colour blind 
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diff erentiate between colours. 
As someone who is red-green 
colour blind, I’ve explored these 
features before. I ended up 
deciding to leave these settings 
off  because they made my 
iPhone screen aesthetically 
unpleasing, but everyone’s 
mileage will vary. There are a 
variety of settings for diff erent 
forms of colour defi ciency.

Text visibility: A series of 
settings let you adjust text on 
your iOS device so it’s more 
readable. If you turn on the Larger 
Text option, you can make the text in any app that 
supports Apple’s Dynamic Type feature large. You can 
also turn on Bold Text to make everything that much 
more readable, though this feature requires a restart.

Button Shapes: If you’ve been frustrated by the fact 
that so many iOS buttons are invisible – they look 
like coloured text, but there’s no button there – you 
can solve this by turning on Button Shapes. All the 
buttons will gain a grey background shape when this 
feature is turned on.

Increase Contrast and Reduce Motion: These might 
be the most commonly used Accessibility features 
on iOS. From the Increase Contrast menu you can 
turn on Reduce Transparency to lessen the amount of 

Colour 
� lter
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transparency eff ects and blurs on various background 
elements on iOS. Turning on Reduce Motion will 
eliminate most fancy animation eff ects when you 
switch between apps.

3D Touch: You can turn 3D Touch entirely off  if you want 
to. Helpfully, you can modify the amount of pressure 
needed to activate 3D Touch, so if you’re endlessly 
triggering it by accident, you can adjust the settings so 
a fi rmer push is required to activate the feature.

Show Lowercase Keys: You can toggle this setting in 
the Keyboard sub-menu to change how the software 
keyboard displays letters; with it turned on, keycaps 
will display lower-case letters when you’re in lower-
case mode. If you are a monster who wants to see only 
capital letters on your keycaps, turn this feature off .

Shake to Undo: It always seemed like a novelty feature 
to me, but many apps still rely on your giving your 
device a shake in order to trigger an Undo operation. If 
you fi nd yourself triggering this feature when you don’t 
intend to, you can turn it off  entirely right here.

Vibration: If you hate your phone buzzing and vibrating, 
you can switch that feature off  here. It’ll turn off  all 
vibrations from phone calls, notifi cations, and the Taptic 
Engine – except when you press the home button.

Home Button: Do you prefer the old days, when you 
could unlock your iOS device simply by resting your 
fi nger on the Touch ID sensor, without also needing to 
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push the home button? Turn on the Rest Finger to Open 
option and this previous iOS behaviour will be restored. 
You can also use this sub-menu to set the click speed 
required to double- or triple-click the home button.

Reachability: I found myself constantly triggering the 
Reachability feature – you double-tap on the home 
button and the top of the phone interface slides down – 
by accident. And I never wanted to invoke it on purpose. 
So I shut the feature off  entirely.

Mono Audio: If you’re ever frustrated by an app or 
podcast that plays audio in stereo when you need it on 
mono  you can force every sound on the device into a 
mono mix by turning on Mono Audio.

Guided Access: For frustrated parents who want to lock 
their kids into a single app so they don’t send a text 
when you just want them to play a quick game while in a 
waiting room, Guided Access is the answer.

Mono 
audio
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New PowerVR graphics architecture 
from Imagination Technologies will give 
a serious graphics boost to Apple’s 
future iPhones, including 4K graphics. 

Imagination is announcing Furian, the fi rst major 
graphics architecture upgrade since Rogue, which 
was announced in 2010. Apple’s iPhone 7 currently 
has graphics based on the Rogue architecture. The 
Furian architecture also sets up future iPhones for 
graphics-intensive applications like virtual reality. It 

iPhones to get 4K with 
PowerVR architecture
The Furian GPU architecture is also designed for virtual reality 
headsets and cars. Agam Shah reports
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will be used in new PowerVR GPUs like the Series8XT, 
according to Imagination.

The architecture has already been licensed to device 
makers and should be available in mobile devices by 
the end of 2018. Apple modifi es PowerVR graphics 
architectures for the iPhone, meaning the graphics 
capabilities may also reach its devices next year.

The iPhone 7 has a GPU based on PowerVR GT7600 
GPU architecture, which is based on Rogue. It has up 
to six cores and operates at around 900MHz, but can 
scale for a short time to boost graphics performance. 

The Furian architecture will bring more graphics 
cores, shorter pathways, and the ability to scale 
performance for longer period of times. The GPUs 
will also be smaller and operate at higher clock rates. 
Those features should bring a serious boost to the 
graphics performance of the iPhone.

Furian supports 4K video and is also designed to 
work on PCs and virtual reality headsets. It is also 
designed to work in neural networks and autonomous 
cars. It delivers a 35 percent increase in performance 
compared to Rogue, and a 70- to 90 percent 
improvement in gaming. Furian can scale up to 60 
clusters, while Rogue scaled up to 12.

“We see an architecture that lasts us for a few years,” 
explained Chris Longstaff , senior director of product 
and technology marketing for PowerVR at Imagination 
Technologies. The company has tuned Furian for 
deep learning, which could be useful for self-driving 
cars. Imagination has a strength in the automobile 
tech market, with its GPUs already being used by 
companies like chip supplier Renesas.
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Recently, hundreds of accounts – from Forbes 
to Amnesty International to Starbucks 
Argentina – started spewing swastikas and 
slogans in Turkish labelling the Netherlands 

“Nazi Holland”. This arises from a dispute in advance of 
a Turkish referendum to grant its president more power, 
and the Dutch refusal to allow Turkish offi  cials to speak 
at rallies of Turkish people living in the Netherlands.

Which apps can 
access your accounts?
A recent social-media hijacking reveals how poor services are 
about aging out unused connections, writes Glenn Fleishman
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Political issues aside, the accounts were hijacked 
through a weakness many people forget exists until it 
strikes: third-party app permissions in social networks 
and other platforms. These integrations are part of 
the power of many services, which pitch themselves 
as platforms. Developers can create software that 
talks to the service’s API and reads information from a 
user who authorizes it. But more critically, these third-
party apps can often post on behalf of a user, delete 
messages, or engage in other behaviour.

In this case, Twitter Counter was responsible. Its 
servers were hacked, and credentials stolen.

This kind of break-in aff ects even those who have 
enabled two-factor authentication, because third-
party app approval happens while you’re logged in 
and doesn’t disclose a Twitter password. Thus, Twitter 
assumes that a legitimate user has approved the 
conduit, and it passes a usage token to the third party, 
which stores that. Those tokens can be revoked en 
masse and an application blocked, which is what Twitter 
did after the hacking was discovered.

Two-factor authentication (2FA) remains critical and 
should probably be a requirement that social-media 
networks enforce for any account that attracts more 
than a small amount of followers, likes, or other markers 
making it a potential target for takeover. 

A Twitter friend outspoken about Muslim 
discrimination noted around the same time that she 
was receiving messages from Twitter about password 
attempts, but she had two-factor enabled, so the 
attempts were in vain. Another friend received a quasi-
phishing message that her Apple ID had been locked, 
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and found her account was, in fact, inaccessible. 
She regained access, but the suspicion I have is that 
phishers bombarded Apple with bad passwords to her 
account to force it into a lockdown state, and then tried 
to scam her. She also has 2FA enabled.

Depending on the service, you may be able to 
approve a connection once and never reaffi  rm it. When 
you attempt to use a Web app with Twitter, you will likely 
be asked to re-login on a regular basis, but if you don’t 
use the Web interface, the conduit remains active and 
you don’t have to approve it. Native apps, like Tweetbot, 
and system integration, as in macOS and iOS, are never 

Facebook 
keeps ‘active’ 
sessions open 
for months or 
longer, so it’s 
good to check 
this list from 
time to time
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reprompted – they request and receive token renewals 
without your involvement if they’re needed.

More nooks and crannies to check
I’ve written before about how to perform a checkup 
on Facebook, Google and Twitter. I’d add to that a few 
more places to make sure you aren’t leaving a vector 
available that someone can pry open with a digital 
crowbar. In most of these locations, you can view recent 
or open sessions, which let you see which hardware and 
browsers are accessing your account, but that can help 
you ferret out whether any of that is unauthorized.

Facebook open sessions. Via Facebook’s web app, 
click the downward-pointing arrow to the right of the 
help (?) button on its toolbar. Choose Settings, click 
Security in the left navigation bar, and then, next to 
Where You’re Logged In, click Edit.

In trying to troubleshoot why both my Macs get about 
40 notifi cations for every new Facebook post, I turned 
to these section of settings and found several sessions 
remained ‘open’ even though the listed service hadn’t 
attempted to access in months or longer. Click End 
Activity next to each item you don’t recognize. This may 
cause a problem with calendar sync or mobile access, 
forcing you to re-authenticate or, with 2FA, create a 
new app-specifi c password. It’s better than wondering 
why they remain available, potentially on a computer, 
device or via a service you no longer have access to. 
In my case, my offi  ce Mac and home MacBook are 
both identifi ed as ‘Patreon’, a service I use Facebook 
authentication with, but which shouldn’t be identifi ed 
with my sessions. That’s an issue I haven’t fi gured out.
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(On a Mac, you can sever the system-level Facebook 
connection via the Internet Accounts system 
preference pane. Click Facebook in the accounts 
list and then click the minus button at the bottom to 
remove. This will aff ect contacts and calendars if you 
have those boxes checked. It should also remove 
contacts and delete your Facebook calendar, but 
contacts may persist.)

Dropbox sessions and authorization: Dropbox has 
seen a big rise in third-party integration, and you 
may not realize – as I didn’t – just how many services 
and sites can access your Dropbox in diff erent ways. 
Dropbox shows open web sessions, linked devices 
and their last access time, and linked apps all in a 
Security tab. I found iOS hardware I still own but that 
remained displayed as linked from a previous system 

Google can notify you of 
potential account attacks
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release, as well as devices I no longer own. If you wipe a 
device before selling it, a new owner can’t just connect 
to Dropbox without your credentials, but it’s more 
eff ective to not leave that possibility open if you delete 
settings without erasing a drive or a phone or tablet.

Google open sessions: At Google.co.uk, click the 
avatar for your account and then click My Account. 
Under Sign In & Security, click Device Activity and 
Notifi cations. Google trims access to the past 28 days, 
which provides fewer clues to problems. Google can 
also alert you when it attempts what it believes is an 
attempt to crack your account. A number of journalists 
received these alerts just a few weeks ago.

Microsoft: If you don’t use Microsoft products 
regularly, you might have authorized and forgotten 
the permissions you granted: you can check and 
change those.

Re-upping trust
Eternal trust is not a good strategy. Networks, 
services, and sites that let third parties leverage their 
user platforms with those users’ permissions should be 
considering how to provide a regular review of linked 
apps and active sessions.

Companies are trying to provide a balance between 
growing their audience, making their services more 
valuable, and not bothering people to the extent 
they stop paying attention to security alerts. But the 
current state of things leaves users who connect any 
third-party app or system too exposed for too long.
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Apple recently released iTunes 12.6, and it 
addresses some issues that readers have 
been writing me about for some time. In this 
week’s column, I answer a couple of those 

questions and explain some of the changes in iTunes 
12.6. Apple has – fi nally – brought back the ability to 
open playlists in their own windows. And the MiniPlayer, 
that small fl oating window that lets you control iTunes, 
has been updated. Read on to fi nd out what’s new.

Ask the iTunes Guy
Kirk McElhearn answers your iTunes questions
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I also look at a number of questions about 
audiobooks. While the focus is on that specifi c media 
kind, many of the questions and answers can also 
apply to other types of media that iTunes manages. 
So even if you don’t listen to audiobooks, you may fi nd 
some useful tips in this column.

PLAYLIST WINDOWS

Q I remember that, some time ago, I could open 
playlists in iTunes in their own windows. Will 

Apple ever bring that feature back?

A I get this question often, and just this week, 
when Apple updated iTunes to version 12.6, I was 

surprised to discover that this ability had been restored. 
Back in 2015, on my website, I wrote a series of articles 
about how I would fi x iTunes, and part 3 was about 
multiple windows. I asked for both playlist windows and 
for the ability – long available in iTunes – to open the 
iTunes Store in its own window.

You can open a playlist in iTunes 12.6 in a window 
in two ways. The fi rst is to right-click on a playlist and 
choose Open Playlist in New Window. The second is to 
press the Command key and double-click on a playlist. 
This is useful when you are working on a playlist and 
want to add songs from your library. You can have two 
windows open, and drag songs from your library to the 
playlist more easily. Or you can have multiple playlist 
windows open, to add songs to various playlists, or 
move them among existing playlists.

There are some limitations to this, however. These 
playlist windows don’t show in iTunes’ Window menu, 
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so there’s no easy way to switch to and from these 
windows when they’re hidden behind the main iTunes 
window. But you can cycle through the windows 
by pressing Command-~, so if you only have a few 
open, you can switch among them easily. While Apple 
followed part of my suggestion about multiple windows, 
they did not, however, restore the ability to open the 
iTunes Store in its own window. For now, you can only 
view the Store in the main iTunes window.

THE NEW MINIPLAYER

Q I’m used to using the MiniPlayer to control my 
listening with iTunes. But I updated to the latest 

version of iTunes, and it’s very di� erent. I no longer see 

Here’s a playlist in its own 
window open in front of 
the main iTunes window
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an artwork thumbnail, and it’s much larger than before. 
What’s up with that?

A iTunes 12.6 features a totally revamped MiniPlayer. 
You activate this by choosing Window > 

MiniPlayer. Bottom right is what it looks like:
By default, the previous MiniPlayer displayed without 

artwork visible, but with a small thumbnail at the 
left of the window. Now, the fi rst time you invoke the 
MiniPlayer, you see artwork.

You can change this by hovering your cursor over the 
MiniPlayer window, which displays controls in the place 
of the track name, artist name, and album above, then 
clicking the ‘...’ button and choosing Hide MiniPlayer 
Large Artwork. You can also drag the window up from 
the bottom until the artwork disappears.

Click the Up Next 
button at the right of the 
control section of the 
window to display your 
Up Next queue, and have 
access to your listening 
history, and to lyrics, if 
they are available. This 
isn’t new, but the display 
is much cleaner. (Note: 
the Clear button that used 
to be at the top of the list 
is now at the bottom.)

Try resizing the window 
in diff erent directions. 
If you resize it enough 
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vertically, then move your cursor away, the controls 
disappear, and just artwork displays. Keep dragging up 
and the artwork disappears, and you get that simple 
controller. And you can drag to the right or left to 
expand the window (and then contract it going in the 
other direction).

CHECK, PLEASE

Q I had to reinstall iTunes on my Windows 10 
PC. When I open iTunes, all my audiobooks 

are checked. Is there an easy way to uncheck all of 
them at one time?

A There is indeed, but fi rst, let’s talk about the little 
checkbox you see in iTunes. When you view any of 

your media in a list view (such as Songs view for music; 
Audiobooks view for audiobooks, with View > View As 
> Audiobook List chosen; and so on), there are little 
checkboxes to the left of each item.

You can check or uncheck any item by clicking 
its little box. You can also right-click on an item and 
choose Check Selection or Uncheck Selection.

Here’s the MiniPlayer in its smallest form, 
showing controllers, which display when 
you hover your cursor over the window
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You can also check or uncheck all the items in a 
specifi c view: select them all (Edit > Select All, or 
Command-A; or Ctrl-A on Windows), right click, then 
choose Check Selection or Uncheck Selection. Make 

Here are a few of my audiobooks in 
Audiobook List view; you can see the 
checkboxes to the left of each item. 
All but two of them are checked

Check or uncheck a group 
of selected items using 
the contextual menu
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sure you don’t accidentally select, for example, your 
entire music library and check or uncheck these items.

WHICH BOOKS HAVE I HEARD?

Q I’ve got a lot of audiobooks, and I’d like to � nd 
a way to tag the ones I’ve � nished as read. Is it 

possible to do this?

A You can use the checkboxes I mentioned above to 
indicate books you’ve read (or listened to). Just 

uncheck the boxes next to the books (or parts of books) 
that you’ve completed. The only drawback is that you 
can’t see which books (or other items) are checked or 
unchecked in grid view. If you prefer that view, there’s 

Unchecked items are 
dimmed in Playlist view
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no way to diff erentiate these books. However, if view 
your audiobooks in Playlist view – you can add all your 
audiobooks to a playlist, for example – unchecked 
items are dimmed, as in the screenshot below.

Finally, you could create a smart playlist to sort your 
unlistened audiobooks from those you’ve completed. 
Choose File > New > Smart Playlist, and choose the 
following conditions:

Plays is 0 when you haven’t played something 
to the end; it increments each time you play it. So 
a smart playlist would let you see just unlistened 
audiobooks at a glance.

THE CORRECT ORDER

Q When I rip a new audiobook from CDs, I rip each 
CD as a single � le. I then add them to a playlist, 

add that playlist to a playlist folder, and sync that folder 
to my iPhone. But when I do this, it resorts the multiple 
discs in reverse order, so that the book starts at the 
end instead of the beginning. How can I � x this?

This smart playlist will 
display audiobooks 
you haven’t listened to
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A It sounds like you may have the playlist sorted 
correctly, but not the playlist folder; it has its 

own sort order. You need to sort it in album order, 
but fi rst, you need to make sure that each of the fi les 
is numbered correctly. You can number the fi les by 
selecting one at a time and pressing Command-I, 
then entering a track number. These numbers should 
start at 1 for the fi rst disc, then increment until the 
last disc. When you’ve done that, click the playlist 
folder in the iTunes sidebar, then press Command-J, 
or choose View > Show View Options, and choose 
Sort By Album.

LISTENING TO AUDIOBOOKS

Q 99 percent of my audiobooks are from Audible.
com. I have a playlist in iTunes containing all my 

books. However, that playlist doesn’t show up on my 
iPhone in the Music app. When one book � nishes I 
have to go into iBooks to select the next book to listen 
to. Is there a way to create an audiobook playlist that 
works in the Music app?

A Unfortunately, no. I, too, listen to mostly Audible 
audiobooks. I use a playlist to sync the ones I want 

to my iPhone, but then I need to play them from iBooks. 
Audible has its own app, which is pretty good, but it 
doesn’t let you make playlists. If, however, you rip your 
own audiobooks, you could listen to them in the Music 
app. You’d simply need to change their Media Kind to 
Music, and then set a genre, such as Spoken Word, so 
you can fi nd them easily. You can sync them to an iOS 
device, and play them from the Music app.
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The Mac App Store didn’t get the same kind of 
promotion that brought so many great indie 
games to the iOS App Store this month, but 
that’s okay. Atmospheric puzzler The Witness 

leads the latest stack of releases, giving you a vast 
island of conundrums to solve, but there’s plenty more 
in the mix.  For example, Thimbleweed Park brings a 
dash of old-school point-and-click adventuring to Mac, 
while Out of the Park Baseball 18 looks like another 
strategic home run, Day of Infamy delivers tense shoot-
outs and Don’t Drop the Bass is a party game about 
both fi sh and instruments.

Latest Mac games
Andrew Hayward looks at this month’s best new releases
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1. The Witness
Price: £29.99 from Steam (tinyurl.com/nL2kftn)

Did you play Braid? Released on Mac in 2009, it was 
one of the fi rst big sensations of the indie movement, 
delivering a puzzle-platformer take on the classic Super 
Mario design that folded in time travel and an emotional 
gut-punch. The Witness is creator Jonathan Blow’s 
long-awaited follow-up, and while it’s a diff erent kind of 
experience, it’s likewise highly impressive. 

Set on a stunning, colourful island, The Witness is a 
fi rst-person puzzle adventure that fi nds you exploring 
the terrain, observing clues from nature, and solving 
puzzles to overcome the obstacles in your path. It’s 
vast and challenging, with 650-plus puzzles and plenty 
of patience needed along the way, but The Witness has 
earned rave reviews from critics and buyers alike.
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2. Thimbleweed Park
Price: £14.99 from Steam (tinyurl.com/Lxkgp3q)

Anyone with an itch for old-school point-and-click 
adventures shouldn’t miss Thimbleweed Park. It’s a 
throwback quest styled like classic LucasArts genre 
entries like The Secret of Monkey Island because it’s 
designed by Ron Gilbert and Gary Winnick, two of the 
original creators of that legendary game.

In look, feel, and interaction, Thimbleweed Park 
really seems to nail the homage with its murder mystery 
set in the oddball, titular town in 1987. After a body is 
discovered, you’ll control fi ve diff erent characters as 
you unravel the tale, soak in the plentiful jokes, and 
solve what are sure to be some really challenging brain-
teasers. And as you might imagine, you won’t need 
high-end hardware to run it.
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3. Out of the Park Baseball 2018
Price: £29.99 from Steam (tinyurl.com/kqek32q)

The long-running baseball strategy series is back for 
the 2017 season with Out of the Park Baseball 2018 
– yes, 2018. As before, it’s offi  cially licensed by both 
Major League Baseball and the Player’s Association, 
meaning you’ll be able to manage all of the big league 
teams and players from either the general manager’s 
suite or from the dugout.

This isn’t a hands-on simulation: you’ll never swing 
the bat or throw or catch the ball. Instead, you’ll 
navigate menus as you build and improve your team, 
as well as dictate on-the-fi eld strategy. Out of the Park 
2018 has up-to-date rosters, as well as international 
teams, an enhanced 3D mode, and a Challenge mode 
for competing against your online friends.
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4. 88 Heroes
Price: £12.99 from Steam (tinyurl.com/krh6gwp)

We’ve all played games with one hero, or maybe a few, 
but 88 in total? Well, that’s just crazy. And yet that’s 
exactly what you’ll fi nd in 88 Heroes, a retro-stylized 
platform game that truly features that many playable 
characters, spread across 88 diff erent rooms in enemy 
Dr. H8’s base, and each stage must be completed 
within 88 seconds. Yes, really.

Luckily, the characters live up to the absurd premise. 
You’ll play as a hamster in a ball, a bomb-laying chicken, 
a basketball star, a snake that winds through the 
stage like in mobile classic Snake, and plenty more 
ridiculous leads. I can’t help but admire 88 Heroes for 
its dedication to its shtick, but it also looks like a pretty 
fun old-school action game in the process.
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5. Day of Infamy
Price: £14.99 from Steam (tinyurl.com/hoemp67)

Once upon a time, well before its modern-to-futuristic 
fi xation, the fi rst-person shooter genre was primarily 
based in World War II. Day of Infamy remembers these 
days well: it’s actually an offi  cially-sanctioned homage 
to Day of Defeat, a classic, World War II-themed mod 
for the original Half-Life from way back when.

Luckily, you don’t need any other games to play Day 
of Infamy, which splits its intense close-quarters action 
between competitive and cooperative multiplayer 
scenarios. It spans 10 maps set across Southern and 
Western Europe, and provides an array of objectives 
to complete, not to mention various player classes 
to command in battle. Day It isn’t the most polished-
looking game, but Steam user reviews are positive.
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6. Cosmic Express
Price: £6.99 from Steam (tinyurl.com/nL2kftn)

Draknek must have a knack for incredibly adorable, 
incredibly unique puzzle games, because after 
making A Good Snowman is Hard to Build – a 
tricky game about rolling up perfect snowmen – it’s 
returned with Cosmic Express.

Also available on iOS for half the price, Cosmic 
Express challenges you to “plan the train route for 
the universe’s most awkward space colony”. Each 
level gives you a compact area full of aliens and their 
destinations, and you’ll need to build a track that 
gets each creature to its stop without overcrowding 
or leaving anyone stranded. It seems pretty simple 
at fi rst, but the challenge builds quickly and requires 
plenty of planning to solve each conundrum.
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7. Kona
Price: £14.99 from Steam (tinyurl.com/h7pot7x)

A winter blizzard might not be the most unique of video 
game locations, but Northern Canada in 1970? Yeah, 
that’s original. Kona uses that setting to tell its story, as 
you take the role of Carl Faubert, a well-known private 
detective. Your job? Find out who’s been vandalizing the 
wilderness manor of the rich W. Hamilton. 

Stranded in Kona by a snowstorm, you’ll get to know 
the seemingly abandoned terrain as you attempt to 
solve the mystery, although the game also twists into a 
bit of a survival experience amidst the quiet outdoors. 
Kona promises a surreal and atmospheric quest in this 
frigid and isolating adventure.
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8. Don’t Drop The Bass
Price: £3.99 from Steam (tinyurl.com/n7wepcu)

Kona is solitary and unnerving, but Don’t Drop the Bass 
is social and simply hilarious. As the name suggests, 
you must avoid the grim fate of having a live bass – 
yes, the fi sh – fall on the ground. You’ll keep that from 
happening by continuing to bounce the fi sh up in the 
air using wooden boards, with up to four local players 
able to participate in this ongoing struggle.

Ever bounced a balloon up in the air with your limbs 
and tried to keep it from hitting the ground? It’s just like 
that, albeit now in video game form with curious power-
ups, musical instruments (yes, that bass too), and 
varying play modes for same-screen fun. If you like your 
games delightfully weird, then Don’t Drop the Bass 
should fi t the bill perfectly.
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9. For The King
Price: £10.99 from Steam (tinyurl.com/m7hahbr)

Blending turn-based role-playing battles with strategic 
action, For the King has a lot of heart and charm. 
When the titular leader falls and the kingdom of Fahrul 
erupts into anarchy, the queen asks the citizens to help 
restore order and fi ght against impending threats. 

The blend of RPG and strategy elements comes 
into play in the world, where you may have to decide 
whether to keep your party intact or split up to explore 
more ground – a decision that could come back 
to haunt you. Survival elements look to add some 
challenge, plus you can play cooperatively with one 
or two other players. For the King is currently in Early 
Access on Steam, which means it’s still unfi nished 
and may lack polish.
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10. Cossacks 3
Price: £14.99 from Steam (tinyurl.com/n4qkavt)

The original Cossacks: European Wars might be one 
of those games that real-time strategy fans pined for 
back when, but the 2000 original and its 2005 sequel 
never made it over to Mac. Luckily, the new entry, 
Cossacks 3, has just made the leap to macOS after 
last year’s PC debut.

Cossacks 3 is actually a remake of the original game, 
so you’ll get a fresher take on the original experience… 
after 17 years of waiting. You’ll play as one of 16 nations 
in 17th and 18th century Europe, with gargantuan 
battles featuring upwards of 32,000 soldiers at once. 
Through a blend of building, research, and combat skill, 
you’ll attempt to prove your supremacy across fi ve solo 
campaigns and various multiplayer maps. 
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If you aren’t using two-factor authentication to 
protect your Apple ID and iCloud account, you really 
should do it today. Using two-factor authentication 
should protect you completely. It’s simple to set up, 

so take a minute and do it now.
You used to be able to set up two-factor on the 

account settings page at appleid.apple.com, but now 
this has to be done on a Mac or iOS device. (Apple ID 
users who don’t have a compatible device can still use 
an older two-step verifi cation system.)

iOS
Follow these steps on a device running iOS 9 or later. 
The iOS device must be protected with a passcode 
(Settings > Touch ID and Passcode).

How to: Set up two-factor 
authentication for iCloud
Susie Ochs explains what to do
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■  Launch the Settings app, and go to iCloud. Obviously 
you need to be signed in with the account you want to 
protect with two-factor authentication

■  Tap your Apple ID. It doesn’t really look like a button, 
but it is. Tap Password & Security in the next menu

■  Tap Turn on two-factor authentication. You’ll see an 
explanation screen, and tap Continue

■  You may be asked to verify your identity by answering 
the security questions you set up when you created 
your Apple ID

■  Next, enter a phone number where you can receive a 
text message or a phone call with a two-factor code. 
You can also specify if you want a text or a call. Then 
you’ll get that text message or call, and enter the 
six-digit verifi cation code on the next screen

■  That’s it. Two-factor is on, and this is your offi  cial 
Trusted Device. The next time you sign on to iCloud.
com, or set up your iCloud account on a new 
device, you’ll have to fi rst enter your username 
and password, and then be prompted to enter 
a code. That code will come in a pop-up on your 
trusted device, texted/phoned to the number you 
provided, or, you can come back to this screen and 
tap Get Verifi cation Code

Mac
Setting this up on a Mac is nearly the same steps as 
on an iOS device. The Mac must be running OS X 10.11, 
El Capitan.

■  Open System Preferences and select iCloud. Click 
the Account Details button, and sign in if prompted
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■  In the Security tab, click the button labelled Turn on 
two-factor authentication. Read the message and 
click Continue

■  Verify your identity by answering security questions
■  Enter a phone number you can use to receive 

verifi cation codes, and choose if you want to get 
text messages or calls

■  Enter the code that’s sent to you to fi nish up

What if my device is too old?
If your Mac isn’t running El Capitan, or your iOS 
device isn’t running iOS 9, you can still use two-step 
verifi cation, which is slightly diff erent than two-factor 
authentication, mostly because it relies on a text 
message being sent to a phone number, while the 
newer ‘authentication’ is baked more seamlessly into 
the operating systems. Plus, the older verifi cation 
method requires you to hold onto a Recovery Key in 
case you ever lose your password.  

Two-step veri� cation always 
sends you a text message. 
With the newer two-factor 
authentication, you’ll get 
this cool pop-up on nearby 
trusted devices signed in to 
the same iCloud account
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Say you fi nd yourself using the Web on a 
strange computer – maybe one owned by 
a relative or friend, or in a library or school. 
When using a computer or other device that 

you don’t control, you can enable a private-browsing 
mode to prevent leaving traces of your activities. That’s 
good for accidental security, as it keeps the next user 
of the device from visiting a site with your credentials, 
set in a cookie or via a login, when they didn’t intend to. 

How to: Avoid persistent 
tracking on a Mac
All browsers let you go incognito when you want to prevent 
leaving virtual footprints. Glenn Fleishman shows how
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This an even better idea for shared computers where 
the subsequent user is someone you don’t know.

Likewise, you can set someone else up with private 
browsing on your Mac, so that they don’t have access 
to your settings (guest mode in Chrome) or can’t 
change your settings (all modes), although browsers 
don’t let you ‘lock’ a browser into that mode. You 
get better protection by setting up a diff erent user 
account on a desktop Mac or using the guest account 
option described next.

Each browser’s privacy mode is a little diff erent, so 
I’ll go through what kinds of data each destroys after a 
session and how to drop into the mode in each browser. 
As a general rule, while browsers in a private mode 
don’t keep a list of downloaded fi les, those fi les do 
persist on your drive after a browsing session is over.

Private browsing doesn’t precisely help with 
anonymity, or keeping your identity diffi  cult to 
determine for a website on the other end or another 
party able to snoop your actions at some distant 
end point. It can, however, prevent sites from 
eff ectively depositing tracking cookies and other 
nasty elements, because when the private browsing 
session is over, everything associated that’s cached 
is supposed to be dumped.

Guest user account
In macOS, the best path of action is to log in as a guest 
user before using a Web browser. This special kind of 
account let someone hand their computer over to you 
(or vice versa) without needing providing any access 
to their own stuff . When you log in as guest, macOS 
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creates a temporary account with its own settings. 
When the guest logs out, the entire account’s data get 
destroyed, which is an eff ective way to ensure privacy.

Visit the Users & Groups system preference pane, 
click the lock, enter credentials for an administrative 
account, and click Guest User in the list on the 
left. Then make sure Allow Guests to Log in to This 
Computer is checked.

You can apply restrictions to the guest account 
by checking the box for Parental Controls, but only 
if FileVault is turned off . With FileVault full-disk 
encryption enabled, a guest user can only access 
Safari. (A bug in macOS lets you check the Enable 
Parental Controls box even with FileVault turned on.)

The Guest user in macOS lets you 
provide limited access to someone 
and deletes all associated data 
when that user logs out
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To get more access, the Mac’s owner could set up an 
account managed with Parental Controls. Parental 
Controls can be confi gured for another account from 
any administrative account via its preference pane. A 
managed account can be limited to running specifi c 
apps and either allowed to browse any website, 
barred from those deemed to be ‘adult’, or restricted 
to a limited set. If you’re concerned about leaving a 
managed account set up after its use, macOS lets you 
delete the account’s fi les via Users & Groups. Click 
the lock icon and enter an administrative password, 
and then select an account and click the minus (-) sign. 
When prompted with ‘Are you sure…’ opt for Delete the 
Home Folder and click Delete User.

Private Browsing in Safari for macOS and iOS
Apple isolates what it calls Private Browsing tabs from 
your regular browsing and from each other. Each tab 
can’t read information from other tabs. Apple doesn’t 
record autofi ll information entered or the pages 
you visit in a private browsing window. It prevents 
information leakage within the browser and through 
sync, too. It doesn’t pass pages through iCloud, so 
they don’t appear on other devices’ lists of open tabs, 
and Handoff  doesn’t pass the open tab. Searches 
aren’t retained, and downloads in macOS aren’t 
shown in the Downloads list.

Safari for macOS also blocks reading browser 
cookies from your regular session and doesn’t store 
new ones after you close all private windows. Private 
browsing also blocks websites from using local 
storage options available via HTML5.
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Apple’s detail about what happens in iOS is 
surprisingly thin. On its support site, the company 
notes, “Private Browsing protects your private 
information and blocks some websites from tracking 
your search behaviour. Safari won’t remember the 
pages you visit, your search history, or your AutoFill 
information.” It would be nice for iOS details to have the 
same specifi city as those provided for macOS, although 
in testing, they appear to be eff ectively the same.

In macOS, you create a Private Browsing window 
in Safari via File > New Private Window (Command-
Shift-N). The new window and any subsequent 
private  tabs you create have a dark background in the 

Turn to Safari for private 
browsing in iOS, but beware: 
tabs remain open when you 
exit the mode unless you 
close them one by one
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URL/search fi eld at the top. Exiting private browser 
mode is a tab-by-tab operation; you can close an 
individual tab or a window full of private tabs.

In iOS, you tap the windows view button (which 
looks like two overlapping square) or, in some views, 
like iPhone landscape mode, you can pinch to get that 
view to appear. Tap the Private button, and it engages 
Private Browsing Mode. All tabs you open while in this 
mode are subject to the same privacy rules. Tap the 
Private button again to exit that browsing mode.

With iOS, you can’t merely exit the mode to destroy 
private browsing tabs. Instead, you have to bring up 
the windows view and close each tab one at a time. 
Otherwise, when you resume private browsing, the 
same tabs appear that you left open in your last 
private session.

Incognito in Chrome for macOS
Chrome off ers both a guest mode and a private-
browsing mode it calls Incognito. From the standpoint 
of the person who owns the Mac and is loaning it, guest 
mode is better, because it keeps your bookmarks and 
other data private. For both kinds of private browsing, 
Chrome doesn’t store browser history information, 
which includes URLs, text on the page, and the IP 
address of pages that are linked from websites you 
visit – Chrome engages in some look-ahead prefetching 
and other behaviour in normal operation to speed up 
browsing. It also omits snapshots of pages you visit, 
doesn’t share existing cookies, and it deletes any 
cookies it receives when you close all guest windows 
or Incognito windows.
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To start a guest or Incognito session:

■  To browse as a guest, click the name in the upper-
right corner of a Chrome window, and then choose 
Guest from the list. Guest windows don’t pull in 
any information from existing Chrome profi les, like 
autofi ll or bookmark data

■  To browse Incognito, select New > New Incognito 
Window (Command-Shift-N). Saved passwords 
and suggestions based on browsing history will 
still appear

Close all tabs or the entire Incognito or guest window 
to exit and dump data that’s temporarily retained.

Private Browsing in Firefox for macOS
Firefox’s Private Browsing has the best disclosures 
about precisely what it does and doesn’t retain. It 

Chrome’s mobile apps 
have Incognito mode 
too, but not guest mode
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omits adding visited pages anywhere, doesn’t store 
values entered in form fi elds, ignores newly entered 
passwords, won’t update fi le-download lists, and 
only retains cookies for the duration of the session. It 
also doesn’t store cached fi les or other data after the 
session ends. This mode does let the user create new 
bookmarks, however.

To create a Private Browsing window, select New > 
New Private Window (Command-Shift-P).

Keep it secret, keep it partially safe
Using guest accounts and private browsing helps 
you prevent your surfi ng and your settings from 
commingling with others’ on computers or iPads you 
might use in passing, while also helping to ensure that 
someone else can’t scan back to see what you were up 
to later or access your accounts.

Firefox’s Private Browsing 
mode has a crisp list of 
what’s excluded from 
permanent storage
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Night Shift is the major new feature in macOS 
Sierra 10.12.4. Let’s take a look at what 
Night Shift does, and how you can adjust it 
to best suit your Mac habits.

What does Night Shift do?
Night Shift was fi rst introduced in iOS 9.3. It’s a setting 
that adjusts your display’s colours when it’s night time. 
When the sun sets, your Mac’s display will use less blue 
light, creating a picture that’s ‘warmer’. You’ll notice a 
yellowish cast on the screen.

How to: Adjust Sierra’s 
Night Shift settings
Properly set the new Night Shift settings in macOS Sierra 10.12.4 
and get a good night’s sleep, Roman Loyola explains all
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Apple says many studies show that the blue light 
usually used by displays can aff ect your circadian 
rhythms and your sleep pattern. When you use Night 
Shift, the warmer colours aren’t as harsh on your eyes 
and better for your circadian rhythms. Whether this 
holds true for you or not, you now at least have the 
option to use Night Shift. It works with:

■  MacBook Air (mid 2012 or later)
■  MacBook (early 2015 or later)
■  MacBook Pro (mid 2012 or later)
■  Mac mini (late 2012 or later)
■  iMac (late 2012 or later)
■  Mac Pro (late 2013)

Night Shift and multiple displays
If you have multiple displays, Night Shift works only 
on the display that you use as your primary display. 
If you don’t see the Night Shift option for the display 
you want, you need to make it the primary. Here’s how 
to set your primary display.

■  Click on the Arrangement tab in the Displays 
system preference

■  Click on the menu bar and drag it to the desired 
display

How to turn Night Shift on
Night Shift is part of the Display system preference. 
Here’s how to turn it on.

■  In the Apple menu, select System Preferences
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■  Click on Displays
■  Click on the Night Shift tab, which will be on the 

far right

The Schedule pop-up menu is where you turn Night 
Shift on or off . You have three options:

O� 
Custom: You can enter a time range when you want 
Night Shift to activate. The default is 10pm to 7am.
Sunset to Sunrise: Night Shift changes the colour 
temperature based on the time of sunset and sunrise 
in your area.

With the Off  and Custom settings, you have a 
manual option that activates Night Shift immediately. 
Check the box for Turn On Until Tomorrow and Night 
Shift switches to the warmer colour space, regardless 
of the current time of day. It will switch back to the 
blue colour space after 24 hours.

With the Sunrise to Sunset setting, there is 
also a manual option that activates Night Shift 
immediately, but this setting switches the colour 
space back at sunrise.

Adjust the colour temperature
Within the Off , Custom and Sunset to Sunrise settings 
is a slider for colour temperature. You can set Night 
Shift to be Less or More Warm. When you slide towards 
Less Warm, more blue light is used. Slide towards More 
Warm and less blue light is used. You’ll see a preview of 
when your screen looks like as you slide.
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This winter has been packed with speculation 
about the future directions of the iPad 
product line, but nobody guessed that 2017’s 
fi rst iPad announcement would be what we 

saw: an unexpected return of the original iPad line and 
the discontinuation of the iPad Air. The move was hardly 
exciting in terms of technology, but it could prove to be 
a smart and strategic one for the iPad as a whole.

New iPad could be perfect 
for the education market
Apple isn’t selling its new iPad exclusively to schools, but it could 
make up some ground lost to Chromebooks argues Jason Snell
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The curious case of the � fth-gen iPad
Lately Apple’s been keeping old products on its price 
list, at reduced prices, in order to reach customers 
who don’t want (or can’t aff ord) to pay a premium for 
cutting-edge tech. An exception was last year’s iPhone 
SE, which rolled a bunch of modern tech into a new, 
low-priced iPhone.

The new iPad is a little like the iPhone SE, I suppose. 
It’s a ‘new’ product that’s made from pieces of tech 
from previous Apple products, rolled together into 
an iPad that can bear a £339 price tag. It’s not quite 
cutting edge – its A9 processor is the same as the one 
found in the iPhone 6s – but it’s a step up from the A8X 
processor found in the iPad Air 2.

In fact, in many ways the new iPad is a follow-up not 
just to 2012’s fourth-generation iPad (Apple is calling 
this model the fi fth-generation iPad), or to 2014’s iPad 
Air 2, but to 2013’s iPad Air. The device’s processor is 
a major step up from the original iPad Air, but the two 
devices seem to share the same body, more or less. Like 
the original iPad Air, the new iPad is thicker and heavier 
than the Air 2, and features a screen with no lamination 
or anti-glare coating. (And forget about the P3 colour 
gamut and true-tone display of the iPad Pro, as well as 
the Smart Connector and Apple Pencil support.)

Essentially, the new iPad is a bit like Benjamin 
Button: It’s a case where the iPad Air line is aging 
backward, reverting to its old name and even a previous 
screen and industrial design. In truth, the new iPad 
appears to be an upgraded original-model iPad Air. Is 
it exciting to take a three-year-old iPad and upgrade 
some of its internals? No, it’s not.
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Lower the price, expand the market
But this isn’t a product Apple made to excite people 
on features. It’s made to compete on price, and Apple 
competed on price by building a new iPad on the base 
of the iPad Air, with its cheaper screen, cameras, and 
other components.

Recently there’s been a lot of talk about how Apple 
has stood by as Chromebooks have become incredibly 
successful in the education market. It’s hard not to 
see the new iPad as Apple’s direct reaction to those 
challenges. At £339 (less than that, due to education 
discounts), the iPad is at least in the ballpark with 
Chromebooks, especially nicer touchscreen models.

Apple has never been the low-price leader in any 
market. Its goal has always been to get within hailing 
distance of the competition and then compete on 
quality and long-term value. I’m not sure if this is a swift 
stroke that solves the competitive balance between 
iPads and Chromebooks in schools, but it’s defi nitely an 
attempt by Apple to be more competitive overall.

Just as it did with previous iPad announcements 
– Apple seems to have coordinated with Logitech on 
some accessory releases. It’s no coincidence that 
Logitech’s Rugged Combo line is a series of iPad 
keyboards and cases addressing the education market.

If Apple had just wanted to address the education 
market, though, it could’ve announced a special 
education edition of the iPad and called it a day. But 
this new iPad is available for everyone, and it seems 
likely that this is an attempt by Apple to test out the 
market to see if a lower-cost iPad can help improve 
overall iPad sales. The new iPad doesn’t need to lead 
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to an avalanche of iPad upgrades from older models. It 
just needs to exist, a modern (not old) low-priced plain-
Jane iPad for people who want a newer model. With its 
A9 processor, this iPad should be supported by iOS 
upgrades and app updates for years to come.

The average selling price of the iPad has dropped in 
Apple’s last two fi scal quarters, even with the existence 
of the iPad Pro at the high end. This suggests that, 
especially during the holidays, people were embracing 
the lowest-priced iPads in the line. By releasing a new-
ish iPad at £339, Apple’s catering to that demand.

It’s a move that may not make tech enthusiasts like 
you and me excited, but it might sell a lot of iPads. 
And an infl ux of new iPad purchases is just the kind of 
excitement the iPad product line needs right now.
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