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A. INTRODUCTION

Although the corrosion mechanisms encountered in electronic materials, components, and devices
are similar to those encountered in other materials and structures, several unique differences exist.
First, the presence of an applied voltage on many components and devices can cause a corrosion
current to flow between conductors if the resistance of the dielectric separating them is compromised
by defects or mobile ionic impurities. Second, because of the small dimensions encountered in
electronic circuits, such as integrated circuits and thin-film devices, only exceedingly small amounts
of contamination or nano-sized defects are required to generate corrosion currents sufficient to cause
the total failure of a device. Figure 1 illustrates the maximum localized corrosion current that can be
tolerated to achieve a given lifetime for various cross-sectional areas of a metallic conductor [I].
Similarly, in low-voltage, low-force electrical contacts, tarnish films less than 10 nm in thickness can
introduce unacceptable levels of noise and soft errors into circuits.

First, the effects of the environment and contaminants on the corrosion properties of electronic
materials, components, and devices are discussed. Then, the corrosion properties and failure
mechanisms of integrated circuits (ICs), printed circuit boards, hybrid integrated circuits (HICs) and
multichip modules, contacts and connectors, and their component metals and alloys are considered.
The corrosion mechanisms responsible for failures in discrete active devices, such as diodes or
transistors, are the same as those for integrated circuits and are not discussed further. The metals
commonly found in the above components and devices range from noble metals such as gold,
platinum, and palladium to highly reactive metals, such as aluminum and titanium, and include
silver, copper, nickel, tin, chromium, and various solders. In Section G, several miscellaneous
corrosion failures and failure mechanisms are discussed.

B. THE ENVIRONMENT AND CONTAMINATION

The relevant factors that affect the corrosion behavior of the various electronic metals, components,
and devices include temperature, relative humidity, contamination, and applied voltage. The
environments to which they are exposed include the many processing steps a device undergoes
during manufacture, shipping and storage conditions, as well as the ultimate use environment. The
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FIGURE 1. Illustration of maximum localized corrosion current that can be tolerated and still achieve suffi-
cient lifetime for various cross-sectional areas. (From [I]. Reproduced by permission of The Electrochemical
Society, Inc.)

use environment may range from a relatively benign temperature, humidity, and contamination-
controlled office to hot, humid, or dirty industrial sites.

An increase in temperature and/or relative humidity generally increases both the probability of
corrosion and the corrosion rate. However, if an increase in temperature lowers the relative humidity,
the corrosion rate may decrease. For example, the relative humidity at the surface of a device that
generates heat during operation is less than the ambient relative humidity. Consequently, the
corrosion rate of a metal on a hot device may be less than the corrosion rate of the same device when
it is not powered.

Many ionic contaminants (salts) absorb moisture and form electrolyte solutions. The relative
humidity at which a given salt begins to absorb significant amount of moisture is the critical relative
humidity (CRH). Each salt has its own distinct CRH. The electrolyte solution formed at or above a
salt's CRH may be corrosive in the absence of an applied voltage, while in the presence of an applied
voltage, electrolytic corrosion may occur. Corrosion due to the presence of an ionic contaminant
generally does not occur below its CRH.

Corrosion that takes place during manufacture of a device most commonly is the result of
exposure to corrosive solutions or reactive ion etching [2]. Common corrodants include the
dissociation products of plasma etches containing chlorine or fluorine and wet etches containing HF.
During shipping, storage, and use, corrosion may be caused by a high-temperature, high-humidity
environment, by corrosive gases such as SO2, H2S, HCl, O3, or by water-soluble ionic particles that
are residuals from manufacture or are deposited from the atmosphere.

Common residuals from manufacture are halide salts from wet chemical or reactive ion etches,
halide or cyanide salts from plating baths and rinses, and halide salts from solder fluxes. Atmospheric
particles exist in two distinct size fractions: Coarse particles (> 2 um in diameter) are usually natural
materials generated from rocks, soils, and so on. Because of their size, these can be filtered with high
efficiency from the air in indoor environments. Coarse particles usually are not corrosive but can be
abrasive or introduce a high resistance into a contact or connector. Fine particles (<2um in
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diameter) are more difficult to remove by filtration, and hence, may be found in significant
concentrations in indoor environments, even those with good air-handling systems. These particles,
which typically result from combustion processes, are likely to contain a high proportion of water-
soluble ionic compounds that are more corrosive than the natural materials [1, 3-5]. The most
common ions found in these particles, NH^ and SO^", are typically present in roughly equal molar
proportions [I].

C. INTEGRATED CIRCUITS (ICs)

The width of and spacing between metal conductors on state-of-the-art commercial silicon ICs was
0.25 um in 1997, with the 0.18 um technology in the advanced stage of development. When a voltage
is applied to these state-of-the-art circuits, electric fields of 105 to 106 V/cm exist across surfaces and
in dielectrics, driving ionic motion, and electrochemical reactions. With submicron dimensions of
conductors, only nanograms of metal need to corrode to cause total failure of a device.

Corrosive contaminants, such as chlorides, may be present during processing or as residual
contamination from processing, or they can enter plastic packages through microcracks at the
package/lead interface. Typical sources of halide contamination from processing and processing
materials include wet chemical and reactive ion etches, solder fluxes, and epoxy molding
compounds. Moisture can enter through microcracks or by diffusing through the plastic encapsulant.

The most common chip metallization is aluminum alloyed with small quantities of copper and/or
silicon. In the presence of copper, Al2Cu 0-precipitates form. These precipitates reduce the
overvoltage for the cathodic reduction of H2O or O2, leading to pitting corrosion. Micropits a few
tenth of a micron in diameter can cause the failure of a device. This is primarily a problem during
circuit fabrication, when both wet chemical and reactive ion etch processes can lead to micropitting
[2]. The most common corrodants here are the dissociation products of plasma etches containing
fluorine or chlorine and wet etches containing HF. When aluminum is deposited onto other metallic
conductors to form multilayered metallizations, galvanic corrosion may also occur during
fabrication.

Both positively and negatively biased aluminum are susceptible to corrosion. In the presence of
moisture and a positive applied voltage, chloride contamination disrupts the passivating oxide and
attacks the aluminum metal [6]. In the presence of moisture and a negative voltage, hydrogen
generation from the electrolysis of water raises the pH of the adsorbed water sufficiently to cause
oxide dissolution

Al2O3 + 2 OH' -* 2 AlO2- +H2O (1)

dissolution of aluminum metal follows [7, 8]

Al + 2H2O -> AlO2 + 4H+ + 3 e~. (2)

In both cases failure results from an unacceptable increase in conductor resistance or an open
circuit.

A small fraction of ICs uses gold metallizations, usually in the form of Ti/Pt/Au or Ti/Pd/Au
multilayers. Here, titanium acts as a "glue" layer between the silicon or SiO2 chip surface and the
noble metal, and the platinum or palladium layer is a diffusion barrier. Positively biased gold
metallization may be subject to corrosion [9]. In the presence of moisture and a complexing anion,
such as chloride or cyanide, a soluble gold complex forms. These complexing anions usually
originate from processing steps. Other sources are the encapsulant and the external atmosphere if
microcracks or pin holes exist in the encapsulant or at the encapsulant-lead interface. The soluble
complex migrates to the negatively biased conductor, where it is electrodeposited, usually in the
form of a dendrite. The dendrite grows in the direction of the positively biased conductor, eventually



bridging the conductors and causing a short circuit. Other noble metals, notably silver and copper,
are also known to form dendrites when corroded in the presence of a complexing anion and an
applied voltage.

In the absence of a complexing anion but with moisture and an applied voltage present, gold may
be oxidized to form the hydroxide, which is a voluminous precipitate that spreads across the circuit
[9]. Failure results either from a reduced surface resistance of the dielectric separating the conductors
or from an open circuit if the positively biased conductor is sufficiently corroded.

Very large scale integrated (VLSI) circuit manufacture involving multilevel metallizations and
interconnections has introduced the use of various metal couples, for example, Cu-Cr, Ni-Cr,
Ti-Al, TiN-Al, and TiW-Al. These metal couples may be prone to galvanic corrosion, especially
during fabrication. Polymers, such as polyimides, may be used as dielectrics between layers.
Chemical interactions between metal and polymer may take place, particularly at elevated
temperatures during fabrication.

Inorganic dielectrics or passivation layers e.g., SiC>2, may be deposited over metal conductors for
corrosion protection in non-hermetically sealed devices. Small quantities of phosphorus in the
deposit are beneficial. However, its concentration should not exceed 4% in undensified films to avoid
leaching of corrosive phosphoric acid by moisture [3].

To protect the silicon chip from mechanical damage and contamination, it is encapsulated in a
plastic or ceramic package. Plastic packages are most common. However, for high reliability
applications, hermetically sealed ceramic packages may be used. In either case, provision must be
made for electrical connection to the chip. The chip is typically mounted on a lead frame, with gold
wires acting as the interconnect between an aluminum pad on the chip and the frame. The lead
frames may be copper, nickel plate, or a controlled-expansion alloy such as Kovar or Alloy 42
selectively plated with gold for corrosion protection. The two most common failure modes inside the
package are (a) galvanic corrosion at the aluminum/gold interface in the presence of moisture and (b)
the formation of brittle gold-aluminum intermetallics when the joint is subject to elevated
temperatures [1O]. Elevated temperatures for longer times may also break down fire retardant
additives in the plastic packaging, releasing bromide ions that can lead to corrosion in the presence of
moisture [4]. The frame leads emerging from the package may be subject to electrolytic corrosion in
the presence of humidity, ionic contamination, and an applied voltage. Kovar leads are subject to
stress corrosion cracking when bare or at discontinuities in the coating [11, 12]. Tinned leads
occasionally are subject to shorting by tin whiskers that grow under the influence of compressive
stresses [13-15].

D. PRINTED CIRCUIT BOARDS

Printed circuit boards may be as simple as a single molded plastic board with copper conductors on
one or both sides; or they may consist of many layers of copper conductors, each separated by a
dielectric and interconnected by conductive metal vias. State-of-the art minimum linewidth in 1997
was <100um. The plastic boards typically consist of a composite, such as an epoxy resin with
layered sheets of woven glass fibers. The dielectric separating the layers of metallization is typically
a polymer, such as a polyimide. To maintain its solderability, the exposed copper may be coated with
a tin-lead solder or an organic inhibitor, such as benzotriazole. Components are attached with solder
or metal-filled conductive adhesives. For additional protection against contamination and moisture,
and for high reliability, the assembled board may be protected by a covercoat.

The most common failure mechanism is corrosion of conductor lines due to ionic contamination,
moisture, and an applied voltage. Ionic contamination may originate during processing from solder
flux or plating bath residuals, both due to incomplete rinsing, or from corrosive gases or particles in
the environment. High surface conductance resulting from the ionic contamination, humidity and
voltage is the precursor to electrolytic corrosion. Failure may be an open or short circuit, as described
in Section C.



Defects, such as pinholes in the covercoat over a conductor or component, can result in leakage
currents and, sometimes, arcs between the exposed metal and a nearby conductor. This failure
process is prevalent when circuits boards are exposed to relatively high humidities (>60% RH) and
ionic contamination, as is common in many urban, suburban, and industrial environments [4, 5].

Printed circuit boards made from glass fiber reinforced epoxy may be susceptible to failure
caused by the formation of conductive anodic filaments [16,17]. The first step in this failure mode
is the formation of a poor glass/epoxy bond or the delamination of this interface. At sufficiently
high relative humidity, moisture is adsorbed by the glass along this interface, reducing the insulation
resistance of the circuit board. In the presence of an applied voltage, the positively biased copper
conductor becomes the anode and is oxidized in an electrochemical cell. Water is also oxidized at the
anode, forming hydronium ions,

2H2O -> O2 +4H+ +4*- (3)

At the negatively biased copper conductor, water is reduced to form hydroxyl ions,

2H2O + 2e~ -> H2 + 2OH~ (4)

Consequently, a gradient in pH develops between the positively and negatively biased conductors.
Copper ions formed at the anode migrate along this concentration gradient until they reach a neutral
pH at which they precipitate, forming a filament along the epoxy-glass interface. Eventually, a
conductive bridge is formed between the two copper conductors.

Other degradation mechanisms include tarnishing by reactive gases, for example, moist air and
sulfur-containing gases, corrosion by sulfur in packaging materials, rubber and plastics, corrosion by
reactive compounds emitted by organic materials, such as adhesives and coatings, during curing or
aging [18], galvanic corrosion between dissimilar metals, and electrolytic corrosion caused by the
presence of bromide from the decomposition of fire retardants in plastic boards (see Section C).

E. HYBRID INTEGRATED CIRCUITS (HICs) AND MULTICHIP MODULES

On HICs and multichip modules, layered metallizations may be used instead of aluminum to
interconnect individual ICs and other components. Common layered metallizations include
chromium/copper, titanium/copper, titanium/palladium/gold, and titanium/palladium/copper/nickel/
gold. Silver, tin, and lead are also found in some metallizations. Minimum linewidths and line
spacings may be <5 jam.

The corrosion problems associated with HICs and multichip modules are similar to those
described previously for integrated circuit and printed circuit boards. The multilayered
metallizations make these circuits more prone to galvanic corrosion, particularly during
manufacture.

E CONTACTS AND CONNECTORS

Contacts and connectors may be characterized by their contact force and the voltage across them. If
the contact force is sufficiently high, most tarnish films are penetrated upon closing and good contact
is made. Similarly, a sufficiently high voltage across the contact surfaces will destroy most tarnish
films and produce good contact. However, for low-force, low-voltage contacts a tarnish film of
<10nm may be sufficient to introduce noise into electronic circuits; and somewhat thicker films
can have sufficient resistance to cause an effective open circuit. For this reason, most low-force, low-
voltage contacts and connectors are coated with a noble metal, such as gold, rhodium, or a
palladium-silver alloy. Alloy R156 (60Pd-40 Ag) was developed as a low-cost substitute for gold.
For high reliability applications, a thin layer of gold is diffused into the R156 surface. Silver is rarely
used for low-force, low-voltage applications because of its propensity to tarnish.



The most frequent corrosion-induced failure mechanisms in low-force, low-voltage contacts and
connectors are pore corrosion, corrosion product creep, and fretting. Each of these can raise the
contact resistance to an unacceptable level. If the substrate is exposed at the bases of pores or at the
edge of a contact, corrosion of the base metal may cause failure if the corrosion product migrates
onto the contact surface [18]. Examples here include the sulfidation of silver and the sulfidation or
oxidation of copper exposed at the base of pores in gold-plated silver contacts and gold-plated
copper contacts, respectively. The corrosion products in both cases creep over the gold contact
surface, increasing the contact resistance markedly. The creep rate of the copper corrosion product is
a strong function of the relative humidity [19]. Corrosion product creep has been explained by
postulating a local galvanic cell action that is enhanced by the high difrusivity of silver in silver
iodide and of the electrons in the substrate metal to the advancing edge of the corrosion product [2O].
This hypothesis, however, does not explain why silver sulfide does not creep over rhodium or
palladium that has been plated over silver. Fretting corrosion occurs principally on separable
connectors having tin or tin-lead solder contacts, when paired with each other or with gold [21].
The tin is oxidized in air to form a thin, brittle oxide film. Micromotion of the contact surfaces
against each other, due to vibration, cyclic opening and closing of the connector, or even differential
thermal expansion and contraction, disrupts the film and leads to the formation of additional oxide.
With time the disrupted oxide piles up on the surface producing an open or high resistance circuit.
Stress corrosion cracking (SCC) is also a sporadic problem. Copper or copper-alloy substrates are
susceptible to cracking in atmospheres containing ammonia.

Like tarnish films, some organic films produce a high or unstable contact resistance on palladium,
platinum, or rhodium contact surfaces after extended service [22, 23]. This results from frictional
polymerization of organic vapors during the rubbing that accompanies vibration or the opening and
closing of relay contacts.

G. OTHER FAILURES AND FAILURE MECHANISMS

1. Packaging

Most integrated circuits and many other circuits are protected by plastic packages. All polymers are
permeable to moisture. However, moisture cannot condense at the device surface as long as the
polymer adheres to the surface. If delamination occurs and moisture condenses, then electrolytic
corrosion can take place in the presence of an applied voltage. Failure may be due to any of the
mechanisms discussed in the previous sections on ICs and printed circuit boards. Most failure
mechanisms are accelerated by the presence of ionic contaminants.

Ceramic packages seal out moisture and contaminants. However, they also seal in those trapped
during manufacture. Traces of moisture adsorbed on the wall of the enclosure may desorb at elevated
temperatures, condense on the device, and initiate corrosion [24].

2. Electromagnetic Interference

To avoid electromagnetic interference (EMI), electrical continuity must be maintained in shielding
and in ground connections. The integrity of shielding, contacts, and apertures must be maintained by
avoiding corrosion and tarnishing. Electrical contact between dissimilar metals can lead to galvanic
corrosion. Formation of corrosion films, such as oxides and sulfides, can reduce the thickness and
conductivity of the shield below acceptable limits or produce high-resistance connections. Proper
design and materials selection is essential to prevent EMI [25, 26].

3. Aluminum Corrosion in Chlorinated Solvents

Chlorinated solvents corrode aluminum under common processing conditions; for example, cleaning
of aluminum-containing components or aluminum-copper interconnections in circuits. Water in the



solvent increases the induction time for the onset of corrosion. But it also increases the subsequent
corrosion rate. The mechanism of this corrosion reaction is not fully understood [27, 28].
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