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It seems like everybody is living 
life in the cloud these days. 
Documents, photos and files are 
all floating around up there, but, 
if you’re not storing your files 
online, then you’re missing out on 
a lot of great opportunities. This 
issue we take a look at what 
Microsoft can offer you with its 
OneDrive service, and what 
Google is able to deliver with 
Google Drive. Here on Windows 
Help & Advice, we use both. That 
way we get even more storage for 
photos and there’s never a 

problem if we need to share 
documents with other people.

Also this issue, we continue to 
look at the improvements 
Microsoft brought with its 
Anniversary Update to Windows 
10. The update has put a spring in 
many a PC’s step for sure! We 
focus on two of its most 
important parts – the new Action 
Centre (see page 38) and the 
new features for tablet 
users (see page 30).

Enjoy the issue – see you 
on 14 October for more!

Welcome

SUBSCRIBE TO THE MAG TODAY  
AND SAVE – JUST TURN TO PAGE 26!

We pride ourselves in being the only 
magazine on the shelves to show you  
exactly how to get the very best from
the Windows operating system, whether 
you’re using Windows 10 or Windows 8.1. 
Also, don’t forget to take a look at how  
you can read the magazine on your laptop, 
phone or tablet.
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30 Get more from your tablet 
with the anniversary update

34 take charge of the new-look 
Start menu and taskbar

38 take advantage of the action 
Centre’s improved notifications

42 Make an emergency toolkit 
of vital utilities on a uSB stick

44 use lastpass for improved 
password security and easy login 

46 Compress large files to save 
space when sending or archiving

48 Make notes, to-do lists and 
web clippings with OneNote

Your guide Graham Barlow says…

“If you’re looking for better ways to use your home 
computer, then this is the place to start. We’ll show 
you all the tips and tricks the experts use and more!”

ExplORE  
The best PC tutorials
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 NEW thiNgs to do  amaziNg WEbsitEs  fasciNatiNg facts

Are you gAme?  Plenty  
of classics are available 

from the Windows Store for 
you to download and play

8  |    |  November 2016



The Knowledge…

Block-building, kid-mesmerising 
übergame Minecraft is now available 
in VR with a new version tailored to the 
Oculus Rift headset. The two may seem 
an obvious fit, but initial plans for VR 
Minecraft were shelved after Facebook 
bought Oculus two years ago. If you have 
the Windows 10 version of Minecraft on 
your PC, the new VR support will install 
automatically as a patch, so if you have 
your helmet ready you can jump right in.

Games old and new  
on your Windows PC

Time to waste

T
he removal of Minesweeper and 
Solitaire from the Start menu 
caused much dismay at the 
launch of Windows 10, and the 

Anniversary Update hasn’t done anything 
to alter this sad state of affairs. But don’t 
despair, the Windows Store has plenty of 
puzzle games to fill the rectangular hole 
in your life.

Microsoft Minesweeper stays close to 
the classic game, but has updated looks 
and a new Adventure 
mode (although a 
minefield is the last 
place we’d want to 
have an adventure). 
It’s also free. 

Solitaire fans should look out for the 
Microsoft Solitaire Collection, which is 
also free and contains several variations 
on the ever-popular card game, including 
Spider and Freecell – fondly remembered 
by Windows 95 users.

The beauty of the Windows Store, 
however, is that it brings together apps 
and games from many developers, so other 
versions of the classic games are available. 

Many of these games are free if you want 
to try them out – although they often 
ramp up the difficulty in order to sell you 
in-app purchases. You’ll also find other 
classic puzzles, such as wordsearches, 
mahjong and sudoku.

That’s not all, though, as the Windows 
Store also attracts more complex games 
from console game developers. The likes 
of Tomb Raider spinoff Lara Croft Go 
from Square Enix, mobile phone sensation 

Candy Crush and 
many branded 
Disney games are on 
the store, along with 
Minecraft. The sheer 
number of games 

can be overwhelming, so it’s worth looking 
up reviews online, along with the user 
reviews that appear on the Store itself. 

Adding games to your Windows PC can 
bring a lighthearted twist to your working 
day. Or ease the pain of waiting for the 
train or for tardy friends to arrive at your 
meeting place. However, if you’re anything 
like us, you’ll soon be looking for any old 
excuse to get puzzling…

there are many games on the Windows store to help you 
fill the time between important jobs and work deadlines

Xbox One S
Another Xbox?
Microsoft’s new, smaller version of the 
Xbox One is not to be confused with the 
new, bigger version coming in the future. 

Keeping it simple, eh?
Yep. Although the release of a ‘slim’ 
version of a console halfway through its 
lifespan has been a familiar move from 
console manufacturers, this is the first 
time it’s added something new in the 
process. This new Microsoft gamebox 
supports 4K video playback and High 
Dynamic Range rendering.

run that last one by me…
More colours, basically. You’ll need a TV 
set that supports it, and video content 
that was made with it in mind but once 
you have everything up and running you’ll 
benefit from a wider gamut of colours in 
the images, and a larger difference 
between black and white. You’ll see more, 
darker, shades of grey before shadows 
merge to plain black, and the brighter 
colours will appear more vibrant.

So I can play my Xbox one games in 4K?
Well, no. Games stay in 1080p for now. For 
4K gaming you’ll have to wait until the 
next iteration of the Xbox One. A bit like 
Windows, which now adds features in 
updates rather than waiting and releasing 
them all at once in a new version, 
Microsoft seems to be pushing Xbox 
toward a future where your games can 
run on a series of boxes, unlocking new 
features depending on which one you’re 
using. Unlike Windows, however, the 
updates aren’t free. Project Scorpio is the 
name of the next iteration, and it exists 
only as a list of technical specs at the 
moment. We know it will run games in 4K, 
on top of 4K video and HDR capabilities of 
the S model, but that’s about it.

So should I buy one or wait?
If you wait for the new, updated model, 
you’ll never buy anything. If Xbox One 
games are your thing and you have a 4K 
HDR TV set, then it would make a fine 
purchase. Otherwise, existing Xbox One 
owners have to decide whether smaller 
and quieter is enough of an upgrade to 
make the purchase worthwhile.

WAtch out  Drops in Vr can trigger vertigo – 
this is definitely not for the faint-hearted!

hAPPy homeSteAD Being able to walk  
around your home in Vr is a nice touch

JeePerS creePerS minecraft’s enemies are  
now even more terrifying than ever before

OCuluS JR Minecraft in VR? Expect breakages

“Windows Store brings 
together games from 

many developers”

Discover
It’s game on
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Tip of the month To the Edge and beyond

Struggling to get something to work? Need a tip? 
Then email us your woes (to windowsmagazine@futurenet.com with the subject line 
‘Windows Insider’) and we’ll share your perfect Windows tweaks in a future issue.

IAN EVENDEN 

TECH EXPERT

Streaming video from your PC using the 
Chrome browser and the Chromecast  
HDMI dongle is relatively straightforward, as 
long as your movie file is in the right format. 
But if you have some other type of smart TV 
or don’t have a spare HDMI port, things can 
get more complicated. The Anniversary 
Update brings Miracast and DLNA streaming 
to the Edge browser, meaning that if your TV 
or media box supports these common 
protocols, then you can send video over 
your home network to them.

Open a video file or streaming site in Edge, 
then click the three-dot menu and select 
‘Cast Media to Device’. Any compatible 
devices on the same network should now 
appear, ready to receive your signal.

Cast video  
from Edge

If ever you wanted proof that the power of 
cloud computing can revolutionise the way 
we live and work, this isn’t it. But OneDrive’s 
newfound ability to recognise Pokémon 
captured in screenshots and uploaded to 
the service is certainly a clever little quirk. To 
make it work, you’ll need to have OneDrive 
set to automatically back up your photos 
from your mobile device, which is a useful 
thing to have set anyway. Screenshots from 
the Pokémon Go game will now be sorted 
with a tag for the monster they show, making 
them searchable in the OneDrive app or on 
your PC. OneDrive will attempt to tag boring 
stuff like food, buildings and animals too.

OneDrive gets 
Pokémon detector

Windows 10 gives you a lot of control over 
the way it looks. Head to ‘Start > Settings > 
Personalization’ to make the changes. 
Selecting ‘Automatically pick a color from 
my background’ will see the colours of your 
taskbar and window backgrounds change as 
your desktop wallpaper does. You can turn 
off Start menu transparency if it’s over-taxing 
your graphics processor and making the 
menu sluggish, too.

One of the big things users asked for in 
Windows 10’s Anniversary Update was a  
dark theme. Microsoft has supplied it, and 
you can find it under ‘Start > Settings > 
Personalization > Colors’.

Change colours  
or go dark

Following Windows 10’s Anniversary 
Update, the Edge browser can now 
use extensions much like Firefox or 
Chrome. It will take some time for the 
number of extensions available to 
begin to rival those on other browsers, 
but big names such as AdBlock Plus 
and Pocket are available right now.

To find them, click the three-dots 
menu icon and select ‘Extensions’ 
from the dropdown. A panel will 

appear detailing which extensions you 
have installed, with a link to get more. 
Click this and you’ll be taken to the 
Store app and its dedicated extensions 
page. Find the extension you want and 
click the ‘Free’ button to install it (a 
paid-for extension would note its price 
here, but these are scarce). Once it’s 
available, the browser will let you 
know, and give you a choice of 
whether to activate it or not.

Edge now open for extensions
Make Microsoft’s new browser  
just the way you like it

ExtEnd Add functionality to Edge with an extension
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 N
ews broke this month that the 
Metropolitan Police, which runs 
Windows XP on 27,000 PCs 
(that’s personal computers, not 

police constables), had missed its own 
deadline to upgrade them to Windows 8.1. 
London Mayor Sadiq Khan revealed that 
8,000 had already been upgraded, with 
6,000 more due to be switched over to 
the already obsolete 
operating system by the 
end of September. 

Windows XP is 15 
years old and stopped 
receiving security 
updates in 2014. For all 
its popularity, and ability 
to run on what today 
appears as meagre 
hardware, users face-off against new 
exploits and other forms of malware 
without the backing of Microsoft, their 
machines potentially open to data theft  
or other threats. The Met, along with  
parts of the NHS and HMRC, entered  
into a custom support agreement with  
Microsoft back in 2014 to keep their 
XP machines going a little longer, and 
the Met’s Next Generation Desktop 
programme was meant to see XP left 
behind by April this year.

The Ministry of Defence was forced to 
make a statement back in May to deny 
that Britain’s new aircraft carriers, the 
Queen Elizabeth class, will run on 
Windows XP after speculation in the 
press sparked by a photo of a technician 
whose laptop displayed XP ‘Bliss’ 
wallpaper. The senior service does have 
form in this area – its high-tech Type 45 

destroyers, which came 
into service starting in 
2006, use a variant of 
Windows 2000. The 
Queen Elizabeth class 
will in fact be the first 
UK warships to use a 
new BAE Systems-
designed hardware and 
software system known 

snappily as Shared Infrastructure.
If large organisations such as these 

are having trouble ditching legacy 
operating systems, there must  
be many smaller ones out there still 
plugging away on ancient software. 

XP should, however, eventually die 
out. And, for anyone still using it, the 
recommendation to upgrade comes 
strongly, as not only is Windows 10 
receiving security updates, but it’s a 
more pleasant place to work.

How Windows XP still lives on in some of our most 
important systems across the land (and sea)

Everyone’s talking about…

1Cortana, the 
“intelligent assistant” 

is named after a 
character in which  

game series?
A. Killzone
B. Halo
C. Mario Kart

2Where is Cortana  
now available?

A. Android
B. iOS
C. Both

3 In the Windows 10 

Anniversary Update, 

Wi-Fi Sense is now...

A. Gone
B. Controversial
C. Unpopular

4 Windows Update 
will now avoid 

restarting your PC...

A. At the worst  
possible moment
B. When you’re asleep
C. When you’re using it

5 What does the 
updated “blue screen 

of death” now feature?

A. A smiley face
B. A QR code detailing  
the error
C. Pictures of kittens

6 How many new 
emoji are included in 

the Anniversary Update?

A. 100,000
B. 52,000
C. 3

Pens at the ready, your time starts now!The 60-Second Quiz

Answers 1B, 2C, 3A, 4C, 5B, 6C

The operating system 
that won’t go away

Mobirise
https://mobirise.com

While uploading photos or words to social 
media can get a big response, if you want 
to be more professional you’ll need a 
website of your own. This can be a 
daunting task, especially if you have no 
experience in building one. Once you’ve 
got your domain name and some space to 
store the site in, you’ll need to make the 
site, and that’s where Mobirise comes in.

It’s marketed as a tool for making sites 
for mobile phones, and what you get with 
Mobirise is a responsive site, which means 
it will adapt itself to whatever size screen 
it’s being displayed on, so you don’t have 
to worry about producing mobile and 
desktop versions of the same content. 

Sites are built using a simple system 
of blocks, and the results look smart and 
stylish thanks to features such as video 
backgrounds, content sliders and Google 
Maps integration. Your finished site can 
be hosted by any service that supports 
FTP, so check with your host that it does.

Mobirise responsive websites, easily

Discover
Keeping you updated
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Ian Evenden reveals a host  
of fascinating digital facts

1.5 
metres

The percentage of Steam users running 
Windows 10. Composed mainly of gamers, 
Steam’s userbase may be self-selecting  
for top-end hardware, but Microsoft’s 
latest operating system had lagged 
behind as gamers elected to stick to old 
favourite Windows 7. That all seems to 
have changed, possibly because of the  
rise of the Windows 10-only graphics  
API DirectX 12.

45%

New emoji are supported in the Windows 10 Anniversary Update, 
meaning that those who prefer to communicate in pictograms 

(like ancient Egyptians) now have more ways to express the 
subtleties of their emotions. The new emoji include 
in-jokes for those on the Insider program, as well as 

refinements of previous graphics with bolder 
outlines and more vibrant colours.

Is how far Australia has drifted north in the past 22 
years. The movement means GPS coordinates are 

out of sync, and an update is needed to correct the 
anomaly. To future-proof the country’s navigation 

systems, the new GPS coordinates will be based on a 
prediction of where the country will be in 2020.

100,000
The number of people who, at 
the time of writing, signed a 
change.org petition to bring 

Pokémon Go to Windows 
phones. While an unofficial 

client is in beta testing, the only 
response from developer Niantic 

has been they’re ‘looking into 
it’. The devs are, however, 

clamping down on cheating in 
the game, so filtering out 

third-party apps might not be 
out of their reach.

52,000
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The hottest new Windows hardware on the horizon
Incoming

Samsung 
Galaxy Note 7 
£700 www.samsung.com

Smartphones used to be about 
making everything smaller and more 
compact, but the trend has reversed  
to bigger and fatter ‘phablets’ – 
devices that are halfway between a 
phone and a tablet. The new Galaxy 
Note 7 has a massive 5.7-inch screen,  
is waterproof and comes with a stylus 
for proper note-taking. With one of 
these in your hand(s) you might  
never need a laptop again!



Words: Kenny Hemphill

hether you’re streaming 
from Spotify, listening to 
internet radio or watching 
Netflix, you rely on having 
a speedy and stable 
connection to the internet. 

Most of the time we don’t even think about 
it – online content is as easy to access as 
content that is stored locally. Until things 
go wrong, that is…

Whether your ISP suffers an outage or, 
as BT customers experienced at the end of 
last year, DNS problems, or your own WiFi 
network stumbles and fails, it’s frustrating. 
And, if you rely on being online for work, it 
can be a potentially costly experience.

The good news is there’s a great deal you 
can do to improve the performance of your 
WiFi network, and even mitigate the risk 
associated with a failure beyond your 
control, thanks to improvements in mobile 
internet connections in recent years.

One step you can take that can 
significantly improve your network is to 
upgrade your router, particularly if it’s a 
few years old. Recent developments, such 
as dual bands and 802.11ac, as well as the 
use of the 5GHz spectrum, mean modern 

routers have a number of tricks when 
it comes to squeezing as much data as 
possible (and as fast as possible) between 
your internet connection and the device 
you’re using.

Over the next few pages, we’ll clearly 
explain how you can make the biggest 
improvements to your WiFi network, and 
we’ll show you exactly what to look for if 
you decide to upgrade your router. We’ll 
cover all those new technologies in detail 
and let you know which ones matter and 
which ones you don’t need to worry about. 
And, of course, we’ll help you troubleshoot 
the network problems we all encounter 
from time to time.

Away from WiFi, we’ll share how to 
extend your network, or help it reach the 
parts WiFi can’t, using the cables that carry 
mains power around your home or office. 

Accessing the internet on the go is 
now second nature for most of us, but it 
can be useful to have a go-to guide for 
connecting a Windows 10 laptop, tablet 
or desktop PC to the outside world. 
We’ll show you how to configure your 
network settings in Windows 10 and 
stay secure online. 

W

Networking 
secrets
revealed!
Networks might seem complex, but the fixes 
for poor range and flaky connections are 
often simple. Here’s how to improve yours…
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Powerline
Get to hard-to-reach areas 
with a Powerline kit/wireless 
booster. Hook one adapter up 
to the network, then plug 
another into a power socket 
near your internet devices.
See page 21 for more. 

Bridged networks
Connecting wired-only devices 
such as your TV or games console 
to a wireless network can be a 
pain, but there is a solution – a 
bridged network sorts this by 
joining up two wired networks 
over WiFi. See page 22 for more.

Roaming networks
Struggling to get a good signal when 
you’re far away from the router? A 
roaming network that links several 
routers together could help – your 
PCs simply join the one with the best 
signal. See page 21 for more.

W
hen you access a 
website, your PC or 
tablet sends the 
request in the form of 

a web address to a domain name 
server (DNS), which translates the 
‘http://xxxxxxx’ into an IP address 
and forwards the request to the 
relevant server. The server then 
displays the page you’ve 
requested in your browser. 

Domain name servers are 
specified by your ISP during  
the set-up process, but you can 
bypass them and use any DNS 
you want, such as Google’s name 
servers or those operated by 
OpenDNS. 

In order for any of that to 
happen, however, data has to be 
transmitted between your device, 
your ISP, and the wider internet. 
The data sent between your 
router/modem and your ISP 
travels on either copper wire or 
optical cable, or more likely both, 
over the course of its journey. On 
copper and optical connections, 
transmission relies on the 
detection of changes in energy. 
On a copper connection, that 
energy is in the form of an 
electromagnetic wave travelling 
along the wire. In an optical cable, 
the energy is sent as pulses of 
light; one pulse is one bit, no 
pulse is zero. Fibre-optic cables 
have a much higher bandwidth 
than copper, and therefore are 
able to carry data at much  
higher speeds. Hence the 
difference in the rate of 
transmission between fibre-optic 
broadband speeds those of a 
copper broadband connection.

Most of us never think about 
what goes on behind the 
scenes when we log on. Here’s 
how the internet gets to you

How does 
the internet 
get to me?
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Hiding your network’s 
SSID will help protect 
you from being hacked

It’s true that telling your router 
not to broadcast its SSID will make 
it ‘invisible’ to the average user 
scanning for nearby networks. It 
won’t protect it from hackers, 
though. The SSID, while not 
broadcast, still shows up in data 
packets, probe requests and 
responses. Any hacker who’s 
interested can use specialist 
software tools to scan for hidden 
networks. Guess which networks 
are more interesting to hackers: 
those which broadcast their SSID, 
or those which are taking the 
trouble to keep it hidden?

Filtering network access 
by MAC address will 
protect against hackers

Allowing only devices with MAC 
addresses you specify will deter 
only the most casual of hackers. 
Anyone armed with a network-
sniffing tool will be able to see 
devices connected to your 
network and their MAC addresses. 
From there it’s a very easy job to 
‘spoof’ an allowed MAC address 
and gain entry to the network.

WiFi signals can  
cause headaches 
and other ailments

Five years ago, stories in the 
national press claimed 2% of the 
UK population suffered from 
‘electrosensitivity’, and that signals 
from WiFi networks caused those 
people to suffer headaches and 
other symptoms.

However, there is no medically 
recognised condition called 
electrosensitivity. The 2% figure 
was made up. WiFi signals 
operate on a small, very crowded 
part of the electromagnetic 
spectrum. In tests, supposed 
sufferers were unable to identify 
whether a WiFi device was 
operating nearby. Signals sent 
and received by WiFi routers 
are very low energy, and they 
are not capable of producing 
the kind of biological reaction  
claimed by some.

WiFi
myths

Connection tips
There are some simple ways to 
improve your internet connection. 
Making sure your router isn’t 
blocked by furniture or directly 
connecting it to your PC can give 
you the extra power you need.
See pages 20-21 for more.

IP cameras
These gadgets can be a useful 
way to keep an eye on things 
both inside the house and out. 
Connect them to the WiFi 
network to view the footage 
on your PC, phone or tablet.
See page 22 for more.

Router options
Choosing the right router is vital 
if you want to optimise your 
home’s network. In 2016, any 
candidate should support 
802.11ac wireless protocol and 
have plenty of Ethernet ports.
See page 18 for more.

1

2

3
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How to 
choose 
a router

he first port of call for many 
computer users when 
choosing a wireless router is 
usually the router that came 

free from their ISP. So, if you sign up for 
Sky broadband, then you’ll be given a 
router from Sky. This makes tech support 
calls easier, since the engineer will know 
what hardware you have. And let’s be 
honest, it’s probably all you need. It might 
not support the latest 802.11ac wireless 
protocol, with its theoretical maximum 
throughput of 1300Mbps, or have 
beamforming technology, which focuses 
the signal from the router to your device, 
meaning you should always get the 
strongest possible signal, but it will 
probably do the job. In fact, we’d be 
tempted to say that unless it stops 
working you should stick with it.

There are other valid reasons why 
you might want to invest in a new router, 
though: you might need more ports than 
your current router supports, you might 
just fancy a change, or it might just be a 
constant source of network problems. 
In the latter case you might find your 
original router just wasn’t compatible 
with the rest of the devices in your house, 

so you’ve got absolutely nothing to lose 
by trying another brand. 

There is another reason for getting a 
new router, too – routers with external 
antennas are generally more able to 
maintain a strong signal than those that 
keep them inside the case, but they’re 
unsightly, so you might not want one in 
the living room.

Other features to look out for on a new 
router include: WPS (wireless protected 
setup), which allows you to connect 
devices, such as printers, at the press of 
a button; the ability to connect a hard 
drive and make it available on the 
network; the ability to create a guest 
network; and, most importantly of all, 
support for WPA2 security.

Is 802.11ac worth it?
802.11ac is the most recent 
WiFi protocol and is 
supported by most modern 
routers. It offers a theoretical 
maximum throughput of 
1300Mbps. That may seem 
like overkill, particularly if 
your broadband speed is 
measured in tens of 
megabits or even less. But 
that figure is a theoretical 

maximum, and in practice  
you’ll get far lower speeds, 
something that is also  
true of 802.11n and 802.11g. 
Then there’s the issue of  
how many devices you have 
on your network. More 
devices means more 
competition for bandwidth. 
Suddenly 1300Mbps doesn’t 
seem so ridiculous. 

Besides, when you buy an 
802.11ac router, you don’t 
just get 802.11ac. You get 
other modern features too, 
like beamforming, support 
for wide channels, WPS and 
guest networks. MIMO 
(multiple input multiple 
output), which allows for  
the use of multiple antennas 
to improve performance,  

was also boosted by the 
802.11ac standard.

Before choosing an 
802.11ac router, make sure 
your PC and other devices 
support it. Most PCs released 
from the second half of 2013 
onwards have support for 
802.11ac, as do modern 
tablets and phones running 
all sorts of OSs.

ual band routers can 
operate on both the 
2.4GHz and 5GHz 

spectra. Each has advantages 
and disadvantages. The 2.4GHz 
spectrum is the faster of the 
two, but it’s also the more 
congested. Not only do devices 
on 2.4GHz have to compete for 
bandwidth with other WiFi kit, 
but also with Bluetooth and 
microwave ovens. The 5GHz 
spectrum is less congested, but 
has a shorter range.

If you’re having problems 
maintaining a stable connection 
to your router, and you’ve 
eliminated obvious causes such 
as the position of the router (it 
should be away from walls and 
other obstructions), congestion 
could be the problem.

Most dual-band routers can 
be configured in one of two 
ways. You can either create one 
network, with one SSID and one 
password, and allow the router 
to decide whether your 5GHz-
capable device connects at 5GHz 
or 2.4GHz, or you can create a 
separate network for each 
frequency and manually connect 
to whichever you choose. In 
automatic mode, some routers 
will always put 5GHz-capable 
devices on the 5GHz network, 
keeping the 2.4GHz network for 
everything else. That sounds 
logical, but it means that newer 
devices, the ones that support 
5GHz, will always be consigned 
to the shorter-range network.

Is dual band 
necessary?
D

Which wireless router  
is right for your setup?

Looking good? Some routers now look glamorous 
enough to be on display in the home… well, nearly

T

D
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Speed up your network

ou can analyse your 
network using Acrylic  
Wi-Fi Scanner, which is  

free from www.acrylicwifi.com for 
non-commercial use, and works 
in Windows 7, 8, Vista and 10. 
Just head to the website and 
download the program. There 
are no forms to fill in and the 
program installed without issue 
on our test systems.

Once the program is up and 
running you will see some graphs. 
The app shows all the WiFi 
networks that your device can 
‘see’, as well as MAC address, 
signal strength, which channel the 
network is on and much more. 

In order to get a reliable signal, 
you should have a signal strength 
(shown as RSSI, which stands for 

Received Signal Strength 
Indication) somewhere between 
-60 and -10dBm. The closer  
the signal is to zero the better.  
The further the figure is from zero, 
and especially if it’s over -60, the 
more likely it is that the signal will 
suffer from interference. 

It’s worth keeping 
the app open for 
a few hours and 
checking the graphs 
periodically. Signal 
strengths might 
look fine in a 
one-off check, but 
spikes in radiation 
from any nearby 
appliances, as can 
happen when they 
are switched on or 

off, can affect performance and  
can be identified on the graphs. If 
you identify problems, use the tips 
here to try to resolve them.

he first thing to 
check if you 
notice a sudden 
slowdown in WiFi 

speed is that you’re connected 
to the right network. There are 
always many WiFi networks 
around, so Windows might 
not choose the ‘right’ network 
when presented with several 
options. Go to the WiFi symbol 
in the System Tray in Windows 
10, click on it and click on your network, 
if it doesn’t have ‘connected’ next to it. 
One common example is where you use 
a BT Home Hub as a broadband router. 
The Home Hub, as well as acting as your 
router, also advertises itself as a hotspot. 
Click on the WiFi symbol in Windows 10 
and you’ll see the SSID of your Home 
Hub, as well as ‘BTWifi-X’ and ‘BTWifi-
with-FON’. The latter two are hotspots, 
but despite the fact they use same router, 
seem to operate at significantly reduced 
speeds compared to your SSID. To your 
PC, however, they are all equally close, 
and so sometimes it will connect to the 
FON hotspot, which doesn’t need a 
password, rather than your SSID. To 
minimise the chance of this happening 

on your PC, open the ‘Network & 
Internet’ preferences pane in ‘Settings’, 
click on ‘WiFi > Advanced options’, click 
the ‘FON’ network, and make sure the 
‘Connect automatically’ box is off.

Another way to improve the speed 
and reliability of your wireless network 
is to change the position of your router. 
Your aim is to get it as central as you can. 
So, on a shelf at head height is OK, but 
in a corner on the floor behind the sofa 
isn’t. Try different positions and use 
Wireless Diagnostics (see box below) to 

find out what difference 
it makes. If your router 
has external antennae, try 
repositioning those first. 

If your options are 
limited by the positioning 
of your telephone or 
cable socket, consider 
buying a separate 
wireless router and 
connecting it to your 
router modem with an 

Ethernet cable or using Powerline (see 
box on page 21). You’ll need to set your 
new router to bridge mode to stop it 
handing out IP addresses, so that it acts 
purely as a wireless access point and 
allows your modem router to handle 
everything else. That will give you more 
flexibility in where you position the 
wireless access point. 

Choose a channel
In most cases, you should leave 
the router set to select channels 
automatically – it will do a good job of 
keeping devices apart. If you find the 
signal-to-noise ratio is poor, however, 
and moving the router doesn’t help, 
consider picking a channel manually. 

Any which way Repositioning the external 
antennas on your router (if it has any) is a  
simple way to improve its performance

Keep the noise down Acrylic Wi-Fi Scanner 
indicates signal and noise levels in decibels. 
Larger negative values for noise are bad  
when it comes to network performance

Analyse your WiFi network

There are all sorts of things that can slow down your 
local network. Here are a few tips on optimising it

Y

T

Y
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oaming networks contain 
two or more wireless 
routers connected using 

a cable, which may be either Cat-5 
Ethernet or Powerline (see below).
This set-up allows you to have a 
strong WiFi signal at opposite 
ends of your house or office. You 
can set it up so you have just one 
network, by giving both routers 
the same SSID, or have two 
networks and allow your PCs 
to connect automatically to the 
one with the stronger signal.

Don’t just move to the next one, though, 
because the frequencies of adjacent 
channels overlap. Even if you’ve chosen 
a single channel, your router uses 
frequencies from at least five channels 
concurrently – seven if it’s using wide 
channels – so you’ll need to jump at least 
that many to make a difference.

Cabled up
If you are able to, using a fixed 
connection to your router delivers a 
faster and more stable connection.  
This isn’t possible 
on a phone or 
tablet, of course, 
where your only 
option is WiFi, but 
if your PC has an 
Ethernet port and 
it’s close enough 
to your router, 
use a Cat-5 cable 
to connect the two.

Similarly, if other kit such as a 
Sky+ box or a games console has an 
Ethernet port and is close to the router, 
again use a cable. Powerline is useful, 
too. The more devices connected 
directly to your router, the fewer there 
will be competing for bandwidth on 
your WiFi network.

You can also turn it off and on again. 
While this is startlingly simple advice, 
more often than not it fixes whatever 
WiFi issue you are currently the victim of. 
When it comes to restarting your router 
we’d recommend actually pulling the 
power lead out of the back, then waiting 
for 10 seconds before reconnecting it. 
Your router should go through the set-up 
process for a couple of minutes, then 
start working normally. Normal operation 
is usually signalled by a flashing green 
light on the router. If the colour changes 

to red or orange 
then something 
is up. If could be 
that the problem 
lies at your ISP’s 
end of the wire, 
not yours. To 
find out if this is 
the case, go to 
the web page 

of your ISP and find the Support section. 
There’s usually some information there 
about their current level of service. If 
there is a problem at their end then it 
might just be a case of waiting a couple 
of hours. Your ISP knows how important 
a consistent service is and therefore 
internet service is never normally down 
for more than a few hours at a time. 

Powerline is a system which 
involves using the mains 
power cables in your home 
or office to carry network 
data. It’s an excellent way 
of extending your WiFi 
network, or connecting a 
PC in a distant room directly 
to your router.

There are several different 
ways you can configure it. 
The simplest is to connect 
one adapter to your router 
and then plug it into the 
nearest power socket. Don’t 
connect it to a multi-socket 
extension if you can avoid 
it. Then plug the other 
adapter into a plug socket 
next to your PC and hook 
your PC up to the Powerline 
adapter with an Ethernet 
cable. You can also buy 
Powerline adapters with  
a built-in WiFi hotspot  
to extend your network 
wherever you have a  
power socket.

The third way to use 
Powerline is to plug the 
second adapter into another 
wireless router and use that 
to extend your existing 
wireless network or create 
a second WiFi network.

Nowadays 500Mbps 
adapters are common, and 
(theoretical) speeds of up to 
1200Mbps are available in 

the latest adapters which use 
the HomePlug AV2 standard. 
This technology, which 
Devolo calls ‘range+’ uses the 
earth wire to improve speed 
and range. 

If you stream video, or if 
there are lots of people and 
devices using the network, 
you should go for the fastest 
speeds. If you only ever use 

the internet for surfing the 
web and email, or if you’re 
the only one using the 
network, 200Mbps is fine. As 
with all data transmission 
technologies, theoretical 
maximum speeds are 
significantly higher than 
the sustained speeds you’ll 
experience in everyday use.

If you want to connect 
wirelessly to Powerline, make 
sure you buy a kit in which 
one of the adapters has a 
WiFi connection. And if you 
have a NAS or other network 
device in the room where the 
Powerline adapter is, pick an 
adapter with additional 
Ethernet ports.

Finally, some adapters 
have pass-through sockets, 
so you can use the plug 
socket they use for another 
piece of kit at the same time. 
That’s very useful. In our 
experience, you can never 
have too many plug sockets!

Powerline networking

A fixed connection 
to your router will 
always be faster 
and more stable

Roam if you 
want to 
R

Straight to it Plug adapters into wall 
sockets rather than extension strips

R
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Extend your network

20/20 vision Some indoor 
cameras, such as the Foscam 
FI8918W, are equipped with  
a night vision mode

IP cameras
O

The right direction If your router 
can’t be upgraded with more 
powerful antennas, there are other 
ways to direct its WiFi signal

An app with view Many IP cameras have an app that allows you to view 
their video feed on your tablet

Repeaters can be used to extend the 
range of your WiFi network, but you 
need to carefully consider their 
location for best results

O

T
ne reason to extend your WiFi network is to 
connect a wireless IP camera. These cameras 
can be used indoors and outdoors (say as a 

baby monitor or a security camera), connect to your 
network and allow you to view their 
feed on a PC, phone, or tablet. 
With a little configuration, 
you can view the feed over 
the internet.

Indoor cameras start at 
around £40. Outdoor ones 
start at around £60, but 
can run to several hundred 
pounds, so it’s important to 
decide on the features you 
need. If image quality is 
important, you’ll want a 
camera with a high-definition 
sensor. To be able to see 
what’s happening when it’s 
dark, the distance its infrared 
lights project is key. 

Other features you should 
look for in an outdoor camera 
include how weather-proof it is 
– will it go on an unsheltered wall, for instance? – 
which WiFi standards it supports, its frame rate, 
whether it can pan and tilt, and whether it supports 
WPA2 encryption. When deciding where you want to 
place your IP camera, as well as making sure it’s in 
range of your router, plan where the power cable will 
go and whether it will reach the nearest plug socket.

here are a 
number of ways 
in which you can 
extend the range 

of your WiFi network. In 
addition to using a second 
router, as described in the 
sections on roaming and 
Powerline networking, you 
can improve the performance 
of your current router.

Following our tips should 
help extend its range, but if 
that’s not enough, you might 
want to consider a WiFi 
repeater or extender. This 
is a device that sits at the 
outer edge of the range 
of your WiFi network and 
rebroadcasts the signal, thus 
allowing it to carry further. 
These devices are relatively 
inexpensive, usually costing 
between £30 and £40. They 
do, however, have a few 
problems associated with 
them. The first is that in order 
to be effective, repeaters 
should be situated close to 
your router, which defeats 

the objective. Secondly, 
WiFi is omnidirectional, so 
in addition to extending 
your network, the repeater 
broadcasts signals back 
towards the router, 
potentially interfering with 
the signal from the router. 
The third problem is 
that half the repeater’s 

capacity is used to 
receive the signal it’s 
rebroadcasting, 

severely limiting its 
throughput capacity.

Upgradable parts
Another option, if your 

router has external antennas, 
is to try upgrading these. 
Companies such as Edimax, 
Hawking and D-Link make 
high-gain antennas that you 
can swap in easily. But, if you 
would prefer a DIY solution, 
try making your own 
parabolic reflector to bounce 
the signal from your router in 
the direction of the devices 
connected to it. Follow 
the instructions for this at 
http://bit.ly/1KFRLl5.

WiFi not getting to the places you need it?  
Here’s how to make the signal go further
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DNS Jumper
Changing your DNS settings 
can improve your online security 
– it could even give you access 
to sites you couldn’t reach 
otherwise, and improve your 
browsing speed. And that’s where 
a utility such as DNS Jumper 
(from www.sordum.org/7952/
dns-jumper-v2-0/) can help. This 
tool comes with a list of DNS 
alternatives, too. If you’re not sure 
which is best for you, it can test 
them all to find the fastest. When 
you’re happy, it applies your 
preferred DNS settings in one 
click – the program can even 
back up and restore your original 
settings to reduce the chance of 
future problems.

Network Stuff
Finding out what’s happening on your 
network normally involves lots of tools, yet 
Network Stuff (downloadable from http://
jacquelin.potier.free.fr/networkstuff/) 
manages to cram them all into one portable 
application. It’s strong on the basics – for 
instance, it can display your IP addresses, 
scan your network for other systems, reveal 
MAC addresses and run graphical ping or 
traceroutes. Network Stuff can also 
display all your open network and internet 
connections, as well as use built-in Whois 
and DNS tools to get more information on IP 
addresses. It can even remotely wake up or 
shut down other systems on your network.

Learn how to…

Manage your network 
with free tools
Are you having annoying network issues? Diagnose them  
quickly and easily with these lightweight utilities
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RawCap
Packet sniffing – capturing network traffic for analysis 
– can be invaluable when diagnosing network problems, 
and there aren’t many programs that make it as easy as 
the very lightweight RawCap (from www.netresec.com/ 
?page=RawCap). The program is a command line tool 
but it’s also easy to run from Explorer. Just double-click 
the file, choose your network interface, enter an output 
file name, and that’s it – the program captures raw 
packets and saves them in a pcap file. Unsurprisingly for 
a 20KB tool, there’s no help here to interpret what the 
results mean, but you can open the file in Notepad, too, 
which will give you a start in analysing the results.

CloseTheDoor Portable
When you want to secure your network, it’s important 
to understand which processes are listening for 
connections, and the portable CloseTheDoor (from 
http://closethedoor.sourceforge.net) tells you everything 
you want to know. With this tool you can check the 
network interface, ports, protocols and related Windows 
services. All this info can seem baffling at first, but 
CloseTheDoor can help. Right-click something and you’ll 
find options to search the web for information on the 
process, port and how it’s generally used.

Fast Software Audit
If you manage a PC network, you’ll know it’s important 
to keep track of the software your users are installing. 
You could check this manually, or invest in some big 
corporate inventory tool, but the ultra-compact Fast 
Software Audit – which is portable and only 160KB – 
could be what you’re looking for. Just enter the network 
names of the computers you’d like to audit and it scans 
them, revealing the list of installed applications. 
However, keep in mind that your systems need the 
Remote Registry service to be running for this to work. 
Download Fast Software Audit from www.cjwdev.co.uk/
Software/FastSoftwareAudit/Download.html.

BlueLife Hosts Editor
The HOSTS file can be used to tell Windows the IP 
address of various network or internet resources, which 
enables you to improve performance or block some sites 
or resources. Windows doesn’t make it easy to access 
HOSTS but BlueLife Hosts Editor provides all you need. 
Download it from www.sordum.org/8266/bluelifehosts-
editor-v1-1/, launch the program to view your HOSTS 
file, then add or remove entries to suit your need. But be 
warned – if you try to block a site you’ve just visited, it 
looks like the app is not working, because Windows will 
have cached the previous IP address. Save the new file, 
click ‘Flush DNS’ and everything will be okay.
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Network Activity 
Indicator
We often miss the old Windows XP network icon, where 
the monitors flashed to show network activity, but you 
can get it back. Install Network Activity Indicator (from 
www.itsamples.com/network-activity-indicator.html) 
and it restores the same icon to your system tray. 
However, Windows often hides it again – to sort this out, 
click the arrow to the left of the system tray area, click 
‘Customize’ and set ‘Network Activity Indicator’ to ‘Show 
icon and notifications’ to bring it back into place. 

Simple IP Config
If you regularly use a laptop on a couple of networks – such as at home and at 
your place of work – chances are you waste time adjusting a host of low-level 
network settings as you switch between them. But it doesn’t have to be that 
way. Simple IP Config (from http://sourceforge.net/projects/simpleipconfig/) 
enables you to create separate network profiles for home, work and anywhere 
else you’re likely to use your laptop. Each of these profiles can be used to store 
your IP address, subnet mask, gateway, DNS server, and so on, so that all the 
settings you need are already in place, and switching from one profile to 
another is as simple as selecting it and clicking ‘Apply’.

HFS
When you want to share your files with other network 
users, you could try sharing the relevant folders. But if 
you can’t get that working as well as you would like, 
setting up a web server by using HFS (which stands for 
HTTP File Server) could be a simpler approach. It might 
sound complicated, but there’s no complex setup 
involved – simply run the tool and it’s ready to go. Drag 
and drop the files you’d like to share and they’ll be easily 
accessible instantly. Go to www.rejetto.com/hfs/ to 
download and run a copy of the program on your PC. n

RemoteRebootX
Network management is easier than you probably think 
– if you have a copy of RemoteRebootX to hand, that is. 
Add the names of your network computers to the 
program, and in a click or two you can remotely shut 
them down or wake them up again, all from your own 
machine. You can even automate the process – for 
example, have your PC wake up just after lunch so it’s 
ready and waiting when you return. And there are even 
system information options to retrieve any free drive 
space or a helpful list of any automatically stopped 
services. You can download the program from http://
remoterebootx.com/download.

November 2016  |    |  25

Windows 10 
Networking secrets revealed



Subscribe to our print edition, digital 
edition, or get the best value with  
our complete print and digital bundle

Print SubScriPtion  
only £14

(Every 3 months by Direct Debit) 

Every issue delivered to your door  
at a fraction of the cost

Digital SubScriPtion 
only £5

(Every 3 months by Direct Debit) 

instant digital access on your  
iPad, iPhone and android device

26  |    |  November 2016



TERMS AND CONDITIONS Prices and savings quoted are compared to buying full priced uK print and digital issues. you will receive 13 issues in a year. you can write to us 
or call us to cancel your subscription within 14 days of purchase. your subscription is for the minimum term specified and will expire at the end of the current term. Payment 

is non-refundable after the 14 day cancellation period unless exceptional circumstances apply. your statutory rights are not affected. Prices correct at point of print and 
subject to change. For full terms and conditions please visit myfavm.ag/magterms. offer ends 14/10/2016.

SAVE  31%

IT’S EASY TO SUBSCRIBE!
click: myfavouritemagazines.co.uk/WINsubs

Print + Digital bunDlE only  
£18

(Every 3 months by Direct Debit) 

n Every new issue in print and on your iPad, iPhone & android device
n never miss an issue, with delivery to your door and your device

n Huge savings, the best value for money, and a money-back guarantee
n instant digital access when you subscribe today

call: 0344 848 2852 
(please quote PRINT15, DIGITAL15, BUNDLE15)

November 2016  |    |  27

Subscribe and receive  
UK subscription offer



  Fascinating reports from the bleeding edge of tech
  Innovations, culture and geek culture explored

  Join the UK’s leading online tech community

EXPLORE NEW WORLDS OF TECHNOLOGY  
GADGETS, SCIENCE, DESIGN AND MORE

Not your average technology website

www.gizmodo.co.uk
 twitter.com/GizmodoUK     facebook.com/GizmodoUK



 windows tips   internet advice   exciting new projects

Our promise to you…
Get more from Windows, software and all your favourite sites

packed with informative tutorials
Every issue, we guarantee to pack the 
magazine with great tutorials teaching 

you all the best things you can do with your PC. 
Each article features step-by-step instructions 
to make learning new skills fast and enjoyable.

customise windows to work your way
We all know how to do the basics but 
getting the most from Windows isn’t 

always easy. Our dedication to the operating 
system means you get the very best tips and  
tricks for all versions of Windows.

get more from your favourite websites 
We all have our list of favourite sites  
but often we miss out on great features 

because they’re difficult to use or hidden from 
sight. We’ll show you how to do more online, 
for a more satisfying web life.

discover new programs with our help
From speed-up and security software 
to superb photo apps, there’s always 

something new to try on your PC. The 
Windows Store in Windows 10 and Windows 
8.1 is packed with software to download.

Welcome
Whether  
you’re stuck for 
inspiration or 
want to become  
a master of your 

Windows computer, our 
Explore section is the place 
to come. Each month we  
pack in tutorials covering  
a range of subjects suitable 
for all levels of expertise.

This month we show you 
how to get the best from the 
Windows 10 Anniversary 
Edition update on your PC 
and tablet, improve your 
passwords and compress 
files. Plus, you’ll learn how 
to make a disaster recovery 
toolkit on a USB stick, ready 
for emergencies. It’s all here!

Graham Barlow  
Editor-in-chief 
graham.barlow@futurenet.com

Turn to page 34 
to find out more

Full listing…
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44 Improve password security and 
make logins easier with LastPass

46 Compress large files to save 
space when sending and archiving

48 Make notes, to-do lists and  
web clippings with OneNote

30 Get more from your tablet with 
the Anniversary Update

34 Take charge of the new-look 
Start menu and Taskbar

38 Take advantage of the Action 
Centre’s improved notifications

42 Make an emergency toolkit of 
useful utilities on a USB stick

Your guide  
Nick Peers says…
“Harness your  
new-look Start menu  
and Taskbar in the  
Anniversary Edition”



Learn how to…
Get more from 
your tablet

“To take full advantage of 
tablet-friendly changes in the 
Anniversary Edition, read on!”

he Windows 10 Anniversary 
Edition update contains a 
number of new features and 

useful improvements, particularly if 
you’re running Windows 10 on a 
tablet or laptop with a touchscreen. 
Probably the most noticeable is the 
introduction of Windows Ink, a 
feature designed to encourage use of 
touchscreens and supported styluses. 
Although it’s designed to work with 
the Surface Pen, many features will 
work with capacitive styluses and 
even your finger too, making it useful 
for any touch-friendly device.

In this tutorial, we’ll examine how 
Windows Ink works, and also take 
a look at other improvements aimed 
at tablets and laptops, such as 
tweaking battery life settings and 
exploring changes to Tablet Mode. 
There’s even a feature to wirelessly 
share your tablet screen with your PC. 

1 Tap into Ink
The Windows Ink Workspace is accessible through the new 

pen button that appears in the Taskbar Notification Area. It should 
be enabled by default on any touchscreen device, but if it’s not 
visible, simply right-click the Taskbar and tick ‘Show Windows Ink 
Workspace button’, then click it. The workspace will pop up on the 
right of the screen. You’ll see it’s split into various sections.

2 New apps
At the top of the window, you’ll see shortcuts to three new 

apps: Sticky Notes, Sketchpad and Screen sketch. Sticky Notes 
still requires a Bluetooth-powered stylus – Wacom is developing 
a universal stylus for all Windows tablets as we type. If you have 
such a stylus, you can write or draw – and if your writing is neat 
enough, Cortana will read your notes and suggest reminders.

Step-by-step Take advantage of the Anniversary Edition updates

Your guide Nick Peers  says… ChooSe your pen
You have a choice 
of three nibs – pen, 
pencil or felt tip. Tap 
one to choose a 
colour and set the 
brush size. 

rub out miStakeS
Select the eraser, 
then tap on an 
unwanted part of 
the sketch – it’ll be 
wiped automatically. 

uSe the ruler
Tap the ruler button 
to place the ruler on 
the page, then drag 
and rotate into 
position to draw 
clean, straight lines. 

T

Nick’s best tiP!
Edge now automatically 
pauses non-essential Adobe 
Flash content on web pages to 
save battery life .

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

at a glance
Skill level…

Suitable for…
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3 Screen sketch and Sketchpad
Tap ‘Screen sketch’ to take a screenshot of the current 

screen and then annotate it using your pen or finger to draw 
shapes or scribble handwriting. Look for the finger button at the 
top of the screen – tap this to switch off handwriting if you’d 
rather use the mouse to draw instead. Sketchpad works in a 
similar way – see the annotated screengrab for details.

4 More workspace tools
A list of recently used apps that support Windows Ink 

appears underneath the main list – tap one to open it and then 
locate the relevant tools you need. OneNote users should switch 
to the ‘Draw’ tab and select a nib to begin drawing. You’ll also see 
a link to the Windows Store, which will take you to a list of other 
available apps that support Windows Ink.

Jargon buster!
 Capacitive stylus

A cheap stylus that 
works in the same 
way a finger does 
when touching a 
touchscreen. No 
pen-specific features 
are supported.

 bluetooth stylus
A stylus that 
communicates 
with your PC over 
Bluetooth to provide 
pressure-sensitive 
readings, offering 
greater accuracy  
and more features.

 metro interface
The tile-based user 
interface introduced 
in Windows 8 that 
was originally  
meant to replace  
the traditional 
Windows desktop.

more ControlS
These buttons let you 
disable or enable 
touch and pen input, 
undo or redo the 
latest changes and 
crop the image. 

Start from 
SCratCh
Tap the bin icon to 
wipe the screen and 
start from scratch – if 
you tap it by mistake, 
tap ‘Undo’. 

export imaGe
Click the disk icon 
to save your image 
as a PNG file. Other 
options are to copy to 
the clipboard or share 
to another app. 

Explore 
Get more from your tablet
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9 Project your PC
It’s now easier to wirelessly project the screen from one 

supported device onto another, allowing you to use your PC or 
tablet’s displays as extensions of each other. Both devices must 
support Miracast (your PC might not). Go to ‘Systems > System > 
Projecting to this PC’ on each device to verify compatibility, then 
select ‘Available everywhere on secure networks’.

7 Hide Taskbar from view
Click ‘Start > Settings > System > Tablet mode’ and you’ll 

find the options have also updated. As before, there’s an option 
to show app shortcuts on the Taskbar if you wish, but now you 
can also hide the Taskbar completely from view when running 
apps (it’ll remain visible when you’re at the Start screen – just 
press the [Win] key to open it at any time).

5  Windows Pen settings
You’ll also see an option marked ‘Pick a button’ at the 

bottom of the workspace – if you have a supported bluetooth 
stylus, tap this to jump to ‘Settings’, where you can now assign 
specific apps or commands to the button when you click or 
double-click it. Other tweaks include choosing which hand you 
write with and disabling touch input when the pen is in use.

10 Make connection
Once set up, type ‘projecting’ into the Search box of the 

device you want to extend and click ‘Project to a second screen’. 
Select ‘Connect to a wireless display’, select your target PC and 
wait for the connection to be made. Once done, you’ll be able to 
use its screen as an extension of your tablet – either to duplicate 
its contents or to extend your tablet’s desktop wirelessly. ■

8  Improve battery life
Go to ‘Start > Settings > System > Battery > Battery usage 

by app’. You’ll see that Windows is set to manage all apps 
automatically, but if you suspect certain programs are taking 
power from your battery (even when not being used), tap them 
on this list, verify their background usage and change the setting 
to ‘Never allowed in background’ to stop them in their tracks.

6 Tablet Mode changes
Switch to Tablet Mode and the screen looks more like the 

older metro interface from Windows 8, with Pinned Tiles on top 
and the ‘All Apps’ list beneath it. Switch views using the buttons 
in the top left-hand corner of the screen. Look out for handy 
shortcuts above and to the right of the Start button, including 
a back button to retrace your navigation to the previous step.
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  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…

Learn how to…
Take charge of 
the Start menu

“Discover how to harness the 
new-look Start menu and Taskbar 
in the Anniversary Edition”

ne of the headline changes 
in Windows 10 is that the 
Start menu and Taskbar have 

been updated. While the changes are 
visible – and immediately noticeable 
– the moment you click the Start 
button, they’re not as radical as you 
might think. Behind the intuitive 
redesign, which makes certain 
popular features like the ‘All apps’ 
menu more accessible, the Start 
menu continues to work as it’s always 
done since its heralded return to 
Windows 10.

In this tutorial, we’ll examine all 
the major (and minor) Start menu 
changes, revealing how they work 
and where to find them, plus we’ll 
take a look at how the Taskbar has 
evolved too – in its case, the biggest 
change is where you now access its 
customisation settings. We reveal 
where it’s gone and how to tweak it. 
So let’s find out what’s changed…

1 The new Start menu
Click the Start button to view the updated Start menu. The 

main changes are to the left-hand portion of the menu, as our 
annotated screenshot reveals. Now all your installed programs 
and apps are no longer hidden behind the ‘All apps’ sub-menu, 
and can be found underneath the ‘Recently added’ and ‘Most 
used’ lists, which remain in place.

2 Speed up app launches
When you click the Start button, the Cortana search box is 

immediately highlighted – you can then start typing the name of 
the program you wish to launch and it’ll appear in the list, saving 
you the hassle of wading through the full ‘All apps’ list. The search 
is smart too – type office for example, and it’ll list associated 
Office apps such as Word, Excel and PowerPoint.

Step-by-step How to master the Anniversary Edition changes

Your guide Nick Peers says…

HAmburger
Click the hamburger-
like icon to show or 
hide the titles of 
the buttons in the 
left-hand column. 

Sign ouT 
quickly
Click your  
user picture  
to access the 
account menu 
previously 
found at the 
top of the  
Start menu. 

oTHer SHorTcuTS
These icons give 
you access to File 
Explorer, Settings 
and the Power 
button – place user 
folders here too. 

O
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3 Browse ‘All apps’ quickly
Alternatively, speed up browsing by clicking the ‘Recently 

added’ header to reveal an A-to-Z list, and click a letter to jump 
to that letter in the apps list. You’ll also see a clock icon – select 
this to jump back to the top of the list. Right-click an app entry to 
access the same options as before, including the ‘Don’t show in 
this list’ option if you want to trim the apps list back.

4 Chaseable live tiles
One big change to the way Start menu tiles behave is that 

they can now be coded as ‘chaseable’ by the app developer. This 
means that if they’re displaying live content like a news headline, 
then clicking the tile will take you directly to the content rather 
than the app’s main screen. This requires app support – at time 
of writing, MSPoweruser is one such app.

Jargon buster!
 live Tile

A tile on the Start 
menu that displays  
a rotating set of 
information –  
for example, a list  
of latest news or  
sports headlines.

 computer 
management
A tool that provides 
access to a number 
of useful tools, split 
into three sections: 
‘System Tools’, 
‘Storage’, ‘Services 
and Applications’.

 Taskbar 
Notification area
The bottom 
right-hand corner of 
the Taskbar, where 
programs place icons 
that provide updates 
and give access to 
program functions.

All-in-one
The new Start menu now 
lists All Apps on the main 
screen beneath the 
recently and frequently 
used lists. 

TileS
Your previous tiles 
remain untouched – but 
look out for an increased 
number of “suggested 
apps” (or ads). 

reSize
As before, adjust 
the number of tile 
columns by clicking 
and dragging on the 
right-hand edge of 
the menu to expand 
or contract. 

Nick’s best tiP!
Go to ‘start > settings > 
Personalisation > start ’ to 
remove ‘Recently added’ and 
‘Most used’ start menu sections.

Explore 
Take charge of the Start menu
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9 New Taskbar settings
Previously the Taskbar settings were split across three tabs 

– now they’ve all been merged into one section, with the options 
mixed up. One new setting allows you to hide the taskbar when 
in Tablet Mode, while there’s a new ‘Multiple displays’ section that 
enables you to configure how the taskbar behaves when you’ve 
spread your display over two or more monitors.

7 Taskbar tweaks
The only real visible change to the Taskbar is the new 

Notifications button, which now sits on the far right and 
displays the number of unread notifications it contains (see 
page 38 for a tutorial). There’s also a new Windows Ink option 
when you right-click the Taskbar. Ticking this reveals a pen-like 
button – click it to bring up the new Windows Ink Workspace.

5  Start menu icons
The left-hand column displays four icons. Click the user 

photo for sign-out options, and right-click File Explorer for 
Quick Access shortcuts and a ‘More’ sub-menu with options for 
‘computer management’ and ‘System Properties’. Go to ‘Start > 
Settings > Personalisation > Start to add user folder shortcuts 
here’ to add other user folder shortcuts.

10 Customise the Notification area
You’ll also find a shortcut to choosing how programs’ 

Taskbar notification icons are displayed – this has been moved 
from its old location under ‘System > Notifications & actions’. A 
simpler way to customise how these icons behave is to drag and 
drop them to and from the Taskbar (using the hidden area that 
appears when you click the ^ button to the left of the icons). ■

8  Tweak Taskbar settings
The Anniversary Edition moves Taskbar settings from their 

own pop-up dialogue box to a brand-new Taskbar section inside 
the main Settings app, which you’ll find under ‘Personalisation’ 
adjacent to the settings for tweaking the Start menu. The quickest 
way to access the Taskbar portion of Settings is by right-clicking 
the Taskbar and selecting ‘Settings’, which takes you directly to it.

6 Tablet Mode changes
The Start menu’s appearance has changed in Tablet Mode 

too, and it now more closely resembles the old Windows 8 Metro 
user interface. Pinned tiles are shown by default, but you can 
quickly switch to ‘All apps’ view with one click, while once again 
the options on the left have been reduced to single buttons – 
click the ‘hamburger’ icon to expand them and reveal their titles.
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 Straightforward 
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 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…

Learn how to…
Stay notified in 
Windows 10

“Discover how to take advantage 
of the Action Centre’s improved 
notifications system”

he Action Centre had a big 
makeover in Windows 10, 
and the Anniversary Edition 

sees some welcome refinements that 
make it even more configurable, 
customisable and useful. One 
particularly clever new feature is the 
ability to sync notifications between 
your Windows-powered devices. 

Microsoft has made much of the 
fact that your Android phone can get 
in on the action too, but sadly that’s 
not strictly true: at the moment, the 
Cortana Android app is available for 
US users only, and while enterprising 
users can sideload the app to access 
its sync features, you’ll still be stuck 
with Cortana’s US-centric regional 
settings on your phone. Our advice 
is to hold fire for now, keep checking 
the Google Play Store for a UK 
version, and in the meantime explore 
what’s new and improved with the 
help of our tutorial.

1 A new icon
The new Notifications icon has moved to the far right of 

the taskbar, and while the basic design (a speech bubble) hasn’t 
changed, the icon now updates to show how many unread 
notifications you have. When you click to review these, the 
speech bubble will empty to indicate the notifications have 
been acknowledged – see Step 3 for details on reviewing these.

2 Notification banners
Pop-up notifications – known as toasts – display more 

useful information in the Anniversary Update. They’re capable of 
displaying ‘richer’ information, such as message details, the app 
icon and even pictures. As before, click on a pop-up notification 
to respond directly to it or the ‘x’ button to dismiss it. Alternatively, 
you can ignore it and it’ll be added to the list in the Action Centre.

Step-by-step Stay on top of notifications

Your guide Nick Peers says…

T

Control 
notifiCAtionS
Switch off 
notifications for  
those apps, programs 
and services you  
find annoying. 
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3 Action Centre redesign
The Action Centre’s look has also been updated in the 

Anniversary Edition, along with its functionality. Notifications are 
now grouped by Sender, with the app icon shown here rather 
than next to individual updates. You can now view more unread 
notifications per app and not just the last three received – click 
the ‘See more’ link underneath the notifications to view them all.

4 Wider notification support
You can now receive notifications from other sources 

such as Cortana’s notebook. For example, browse to ‘Notebook > 
Sports’ and tap on a team you’re tracking, then tick ‘Notify me of 
the final score’. The same is true of Edge – if you’re using certain 
websites that support notifications like web.skype.com, then 
you can get toasts while the site is open in a browser tab.

Jargon buster!
 toast

An alternative  
term for ‘notification 
banners’, which 
appear briefly  
above the Taskbar 
notification area 
when an update  
is received.

 Senders
Apps, programs  
and other services 
– including Windows 
tools like AutoPlay 
– that can send 
notifications.

 Sideload
The process whereby 
Android users install 
apps from outside 
the Google Play store 
by downloading the 
installer as an .apk 
file. Sideloading is a 
security risk and not 
recommended.

App SettingS
The quickest way to 
configure an individual 
app’s behaviour is to 
right-click it and 
choose ‘Go to 
notification settings’. 

priority levelS
Notifications appear 
in three tiers: ‘top’ is 
assigned to a single 
app, while others  
are configured ‘high’ 
or ‘normal’. 

reSponSe optionS
Click a notification 
to access it through 
its app. Click the 
arrow to view it in 
detail or ‘x’ to 
dismiss it when read. 

See more
You can now view 
all  outstanding 
notifications for a 
selected app by 
clicking the ‘See 
more’ link. 

QuiCk ACtionS
You can now 
rearrange all of  
your Quick Action 
buttons, not just 
those on the first row. 

Nick’s best tiP!
Disable toasts from 
individual apps by setting 
‘show notification banners’ 
to off under the app’s settings.

Explore 
Stay notified in Windows 10
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9 Customise how apps notify you
You’ll see two new options when configuring individual 

apps’ notification settings. The first allows you to set the number 
of notifications displayed at once in the Action Centre – three is 
the default, but you can choose between one, three, five, 10 and 
20. The priority settings allow you to restrict which notifications 
appear – and where they appear in the Action Centre.

7 Customise Quick Actions
You can now rearrange the order of your Quick Action 

buttons – click ‘All Settings’ and navigate to ‘System > 
Notifications & actions’. Click and drag buttons to rearrange 
the order in which they appear on the Action Centre, or free up 
screen space by removing those you don’t need – click ‘Add or 
remove quick actions’ to do so using a series of on/off switches.

5  Link in with your phone
You can share notifications between PCs and Windows 

phones and tablets, such as a low-battery warning. Cortana 
needs to be signed into your Microsoft Account on both devices 
– then open its settings (tap the ‘Search’ box on your PC and click 
‘Settings’). Make sure ‘Send notifications between devices’ is on, 
then tap ‘Edit sync settings’ to send and/or receive notifications.

10 And finally...
There’s no doubt that the Action Centre and Notifications 

system in Windows 10 is much better than it’s ever been. One 
final improvement can be found when you click the time and 
date to the left of the Notifications button – you’ll see a list of all 
upcoming events from your calendar, as well as any reminders 
you’ve set through Cortana, which appear under the calendar. ■

8  Tweak notification settings
The main Notifications options are the same as those in the 

original version of Windows 10, although they’ve been reworded. 
Scroll down to see a list of all senders that can be configured to 
display notifications or not. Use the switches to enable or disable 
apps from using the Action Centre to notify you of updates, or 
click an app to reveal more granular settings.

6 Tweak Notification settings
If you right-click the Notifications button you’ll see there are 

two new options to go with ‘Turn on quiet hours’. ‘Don’t show app 
icons’ prevents an app icon briefly appearing when a notification 
appears from an app that doesn’t use toasts, while ‘Don’t show 
number of new notifications’ prevents the Notifications button 
from distracting you with an unread notification count.
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Learn how to…
Make an emergency 
toolkit on a USB stick

“Put together all the essential  
apps you’ll need to deal with  
potential PC disasters”

iruses, malware, accidental 
deletion or corrupted data 
can all put your valuable files 

at risk. The best insurance is to make 
regular backups, but what if you run 
into trouble in between backups, or 
you let your routine slide, or a friend 
has a crisis with their PC? That’s 
where an emergency USB toolkit of 
portable apps comes in, giving you 
everything you need to fix the 
damage and save the day.

When you install a program, not 
only are the files it needs to run saved 
on your hard drive, it also makes its 
own changes to the rest of your 
system – such as adding entries to 
the Windows registry. Portable apps 
don’t do this, meaning you can save 
them to a USB stick and use them 
on any PC by double-clicking the 
program’s EXE file. We’ve put 
together a collection of the best 
ones for use in emergencies.

1 Prepare your USB stick
First, you’ll need a USB memory stick – 1GB will be fine. Plug 

it into your PC and open Windows Explorer, then right-click it in 
the menu on the left, select ‘Rename’ and name it ‘Emergency’. If 
you’ve used the memory stick before, you can wipe it by right-
clicking it and selecting ‘Format > Restore device defaults > OK’. 
Make sure there isn’t anything you want to keep on the stick first.

2 Prepare for accidents
Now to build our toolkit. A common disaster is accidentally 

deleting a file – from your hard drive, an SD card or other storage. 
Piriform Recuva can help you get it back, but installing this after 
you’ve lost files can result in them being overwritten. It’s far better 
to have it ready to run from your USB stick. Download it from 
www.piriform.com/recuva – using ‘Manual download’ is easiest.

Your guide Cat Ellis says…

V

Cat’s best tip
You might have extra room 
on your USb stick once 
you’ve finished installing 
your emergency apps, but 
don’t use it for regular file 
transfers - you don’t want 
to risk losing it!Step-by-step Be ready for PC emergencies

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…
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7 Get set to blast malware
Emsisoft Emergency Kit, from www.emsisoft.com/en/

software/eek/, will check your PC for programs that aren’t strictly 
viruses but are still malicious. Double-click the downloaded file 
and it will run an installer, which automates the process of 
extracting the files from a ZIP archive. Select your USB stick as 
the destination, make a folder called Emsisoft and click ‘OK’.

8 Ready for anything
Double-click ‘Start Emergency Kit Scanner’ and let Emsisoft 

update itself. Now, whenever you think your PC has a malware 
infection (you notice unexpected changes to your web browser, 
for example), insert your USB stick, launch Emsisoft, click ‘Scan’ 
and follow the instructions to deal with the issue. Label the USB 
stick and keep it handy – you never know when you’ll need it. ■

5 Get ready for a deep clean
If your PC is running slow, or you’re getting error messages 

about corrupted files, CCleaner can save the day. Download it 
from www.piriform.com/ccleaner/builds (it’s the second link), 
then extract the downloaded file to your USB stick just as you 
did for Recuva, saving it in a new folder called ‘CCleaner’. To run 
it, double-click the file CCleaner.exe.

3 Recover deleted files
Click the downloaded ZIP file in your browser, and select 

‘Extract > Extract all’. Click ‘Browse’ and select your USB stick. 
Right-click and create a folder called ‘Recuva’ (to make it easier to 
find in future). Open this folder and click ‘Select folder > Extract’. 
Now if you ever need to restore a deleted file, just plug in your 
USB stick, double-click Recuva.exe and follow the instructions.

6 Sweep away junk and fix errors
To free up extra space and improve performance, click 

‘Analyze’ and CCleaner will search your hard drive for unnecessary 
files. Once it’s finished, look through the list, uncheck the boxes 
next to anything you want to keep, then click ‘Run Cleaner’. To 
solve errors with the Windows registry, select ‘Registry’ from the 
menu on the left and select ‘Scan for issues > Fix selected issues’.

4 Download a virus-zapper
If you suspect your PC has a virus, McAfee Labs Stinger can 

help stop it in its tracks. Download it from www.mcafee.com/uk/
downloads/free-tools/stinger.aspx. This program doesn’t come in 
a ZIP archive, so once it’s downloaded you can drag the EXE file 
straight to your USB stick using Windows Explorer. When you 
want to run it, just double-click the file and click ‘Scan’.

Explore 
Make an emergency toolkit
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Learn how to…
Improve password 
security with LastPass

“Managing multiple website logins and using 
hacker-proof passwords needn’t be a chore. LastPass 
makes bulletproof personal security an easy task”

ecurity experts often offer 
words of wisdom, such as: 
“Use a different password for 

every site" or “Make sure you don’t 
use any dictionary words". But then 
they’ll say contradictory things like: 
“a string of dictionary words is more 
secure than a random jumble of 
characters”. Those security experts 
don’t want us to have an easy life, 
that much is clear. 

Seriously, though, your online 
security is important. Share 
passwords between sites and, if one 
of them happens to lose its password 
database to a hacker, your security 
across all those sites is compromised. 
Remembering a host of long-winded 
passwords is difficult, though; do you 
write them all down in a book? If 
someone gets hold of that book, 
what then? It’s much better to use 
a secure service, itself password 
protected, to manage the whole 
thing for you…

1 Getting hold of it
Though you can use LastPass entirely online, it’s more 

effective to use its browser extension on your PC to manage 
logging into sites. You never actually have to remember the 
passwords you’ve set. Head to lastpass.com/download, and 
download the Universal Windows Installer, which will add it  
to your browsers.

2 Installing it
If Windows asks whether you want the app to make 

changes to your PC, click ‘Yes’. Click ‘Install LastPass’, then ‘Create a 
New Account’. You now need to set your master password, which 
is the only password you’ll have to remember. Make it a good one, 
and one you’ve never used anywhere else; try to make the green 
bar fill up to ensure it’s strong enough. Click ‘Create Account’.

Your guide Alex Cox says…

S

ALex’s best tip
Wondering how secure your 
passwords are? Use Lastpass’s 
security challenge (click the 
shield icon) to find out and 
make them stronger.

Step-by-step Lock down your passwords

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…
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7 In the vault
LastPass’ vault is where it stores your passwords, should 

you ever need to use them to log in on a device that doesn’t have 
LastPass installed. Either click the ‘My Vault’ option in the LastPass 
extension, or head to lastpass.com and log in with your details to 
see it. Find the login for which you need the password, click the 
spanner icon, then click the eye icon to reveal all.

8 More secrets
The vault isn’t just a place to keep passwords. You can 

use its encrypted space to store anything you’d like to keep 
secret (but might need quick access to), such as WiFi passwords, 
passport info or bank details, though we’d still use caution with 
the latter. Click the notepad icon, click ‘Add Secure Note’, and fill 
in the form; you can attach photos and documents if required. ■

5 Making memories
The login text-boxes will look slightly different from usual, 

with the LastPass logo on the right. Input your username and 
password as usual, and LastPass will pop up a green bar offering 
to remember your details. Click ‘Save Site’, and confirm the details 
on the next page. Now log back out of the site and come back; 
you’ll find that LastPass has filled in your details automatically.

3 Begin the lockdown
LastPass sniffs through your web browsers and attempts 

to detect insecurely stored passwords at this point. Hit ‘Import’ 
and it’ll bring them into its secure vault and delete the insecure 
references to them. LastPass will now open up any browsers into 
which it couldn’t automatically install itself – you’ll need to follow 
the instructions on each to get its browser extension ensconced.

6 Character soup
Let’s now create a new, secure password. Head to your 

chosen site’s account settings page and find the password change 
portion. Fill in all the details the site asks for until it asks for your 
new password. Click the LastPass icon, then ‘Generate Secure 
Password’, and use the controls to create a suitably complex 
jumble of characters. Copy and paste it into the password box, 

4 Finding it
You’ll now find LastPass – in whichever web browser you 

prefer – as a grey icon to the right of the address bar. Left-click 
it and enter the details from Step 2 to log in; we’d suggest not 
allowing it to remember your master password, since this adds an 
extra layer of security. Now head over to a site that requires you to 
enter a username and password – we’re using outlook.com.

Explore 
Improve password security
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Learn how to…
Compress large files  
and open archives

“Find out how to save space when sending 
and archiving files – and decompress archived  
files that other people have sent you”

hile Windows has its own 
built-in compression tech, 
7-Zip (www.7-zip.org) is 

much more efficient. It’s a free, 
open-source utility that works, pretty 
much, with every version of Windows 
– and uses its own proprietary 
archiving algorithms to drastically 
reduce the size of your files. This can 
have all kinds of benefits when it 
comes to making space on storage-
constrained devices such as laptops. 
It also reduces the space needed 
when sharing bulky files, such as 
pictures and video. On top of that, 
7-Zip includes all kinds of useful 
features – like the ability to encrypt 
and password-protect your archives, 
and split extremely large files into 
multiple ZIPs. Which is handy. Oh, 
and did we mention that it will open 
almost any kind of other compressed 
format too? Here’s how it works…

1 Zip anything anywhere
When you install 7-Zip it adds a contextual menu to 

Windows, enabling you to compress items no matter where in File 
Explorer you are. Select the file or folder you want (or several by 
holding [Ctrl] and clicking), then right-click, select 7-Zip and pick 
what you want in the menu. Options include: create an archive; 
compress and then email files; and add files to an existing archive.

2 Using the 7-Zip app
You can also just open 7-Zip and find the files or folders you 

want to compress right there. The interface is basic but you have 
the option to open a second pane by pressing [F9]. This enables 
you to check that 7-Zip has created and copied your zipped files 
to a preselected destination folder. You can also add frequently 
used destination files and folders to the Favourites toolbar.

Your guide Rob Mead-Green says…

W

Rob’s best tip
Experiment with 7-Zip’s 
different compression 
methods to see which 
one works best for you.

Step-by-step Get started with 7-Zip

  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…
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7 Add files to an archive
7-Zip is best seen as a File Manager, not just a compression 

utility, which means you can use it to make compressed backups 
of files and add to that backup over time. To add files to an 
existing backup, simply select the files or folders you want to 
add, then right-click and select ‘7-Zip > Add to Archive’ from the 
contextual menu. Or you can do same from the 7-Zip app.

8 Opening compressed files
7-Zip can also open most kinds of compressed file that you 

might receive. To open one, right-click and select 7-Zip from the 
contextual menu, or open 7-Zip first and do it from there. By 
default 7-Zip will dearchive the compressed file in place, but you 
can dearchive to a separate folder if you prefer – select ‘Extract’ 
from the toolbar, then choose the location in File Explorer. ■

5 Create an encrypted archive
There may be times when you want to protect the contents 

of an archive from prying eyes. To do that select ‘Add’, then under 
‘Encryption’, enter a password (something alphanumeric with 
both upper and lower case letters rather than just ‘password’ or 
‘123456'), then check the ‘Encryption method’ box. If you send 
the archive to someone, they will need the password to open it.

3 Test and compress
7-Zip uses its own ‘7z’ compression format. You can change 

this and other options by selecting ‘Add’. A dialogue box appears, 
giving you the option to change the defaults 7-Zip uses. You can 
also opt to create archives using formats other than 7-Zip’s: .tar,  
.win or .zip, for example. See how much space your chosen 
archive method will save by choosing ‘Test’ from the toolbar.

6 Split large files
If you have a large batch of files you want to compress and 

archive, 7-Zip enables you to split them into chunks. To do that, 
select ‘Add’ again, then choose an option from the drop-down 
menu that appears under ‘Split into volumes, bytes’. This gives you 
the ability to split files into archives of specific sizes – from 10MB 
all the way up to Blu-ray. There’s even a floppy disc option.

4 Create a self-extracting archive
One drawback of using 7-Zip is that, because it uses 

proprietary compression, the recipient of your file will also need 
to have 7-Zip. You can get around this by compressing the file 
using one of the other formats in Step 3, or by creating a self-
extracting archive, which will open automatically when double-
clicked. To do this, select ‘Create SFX archive’ in the ‘Add’ window.

Explore 
Compress large files and open archives

November 2016  |    |  47



  Anyone can do it 
Straightforward 
Tricky in parts

 Windows 10
 Windows 8.1
 Windows 7

At a glance
Skill level…

Suitable for…

Learn how to…
Take super-
powered notes

“To-do lists, lecture notes, web 
clippings and lots more are now 
even more simple with OneNote”

hen it comes to taking notes 
on your PC, smartphone 
and tablet, nothing beats 

Microsoft OneNote. It’s powerful, 
flexible and free, with updates synced 
across all your devices. It’s a great 
way to keep on top of what’s going 
on in your world – and then share it 
with anyone.

OneNote lets you create and 
capture almost anything: a list of 
things to buy on your next shopping 
trip; holidays ideas with pictures, 
notes, annotations, maps and 
weblinks; lecture and meeting notes 
with information and documents 
right there where you need them. 
You can even use it to work on 
projects with family, friends and 
co-workers. It’s the perfect 
collaborative tool.

The more you use OneNote, the 
more things you’ll discover it can do. 
Let’s get started!

1 Start a notebook
When you first fire up OneNote, you’ll discover that it’s 

already created a default notebook for you, but you can add as 
many as you like by selecting the menu icon in the top-left corner 
of the app. Right-clicking any one brings up a contextual menu, 
enabling you to sync your notebooks, share them via a weblink 
with others or even pin one or more to the Start menu.

2 Add some categories
You can organise your notes under each notebook by 

adding category tabs under the Ribbon. Add titles to each one 
and change the default colours if you want to. To change the 
order of your tabs, drag and drop one to its new location and 
all of the others will shift along. Add individual pages to each 
category by clicking ‘+ Page’ in the menu bar on the left.

Step-by-step Get started with OneNote

Your guide Rob Mead-Green says…

NoTeS
Click or tap here to 
bring up a list of all 
your notebooks and 
add new ones. You’ll 
find app settings 
and printing options 
here too. 

Home
This is where you add 
individual pages to 
your notebooks, and 
make notes using text 
options in the Ribbon. 
You can add pictures 
and video too. 

INSeRT
This option gives 
you the ability to 
add anything else to 
your notes – tables, 
relevant documents 
and  pictures as well 
as weblinks. 

W
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3 Make a note
Click on the ‘+ Page’ option as in the previous step. In the 

main window, you can now add a title to your note and then start 
adding whatever info you want. To create a tickable shopping list, 
for example, type the items you want to add, arranged in a list, 
and then select the ‘Tag As To Do’ icon under Home. Checkboxes 
appear next to each item, which you can tick off one by one.

4 Arrange and resize
If your list is a little too small or plain looking you can select 

the text within it and use the text tools under ‘Ribbon > Home’ to 
style it up. You can also move the list anywhere on the page by 
dragging and dropping using its grab bar, or change its shape by 
dragging each of its sides. You can also cut, copy and paste items 
in the list by right-clicking to bring up a contextual menu.

Jargon buster!
 Convert To Shapes

Not so great at 
drawing circles, 
squares and other 
shapes? Tap ‘Convert 
To Shapes’ when 
you’ve finished 
and OneNote will 
attempt to sort them 
out for you.

 make a Web Note
Need to annotate or 
save a web page or 
just clip a part of it? 
Selecting the ‘Make 
a Web Note’ icon in 
Microsoft Edge 
enables you to do 
that using OneNote.

 Ribbon
The tabbed section  
at the top of the 
OneNote app,  
which displays the 
most relevant tools 
for your needs.

DRAW
Need to annotate your 
notes? The Draw tab 
includes a range of 
basic drawing tools to 
help you – there’s even 
a highlighter pen.

NoTebook TAbS
Add order to your notes by 
filing them under different 
tabs. You can change tab 
titles, colours and their 
running order at any time. 

Rob’s best tip
Don’t forget to install OneNote 
on your smartphone and tablet 
– that way you’ll always have 
your notes with you.

VIeW
Gives you the ability to 
change the look of your 
notes – from adding a 
variety of rule lines to 
zooming in and out of 
each page. 

Explore 
Take super-powered notes
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9 Get doodling, dude
You don’t have to just type notes using your keyboard – 

write them freehand using ‘Ribbon > Draw’ instead. Choose the 
colour and line thickness using the contextual tools and then 
either use the mouse, trackpad or your finger (if you have a 
touchscreen) to doodle away. If you’re rubbish at drawing shapes 
(circles especially), selecting ‘Convert To Shapes’ should sort them.

7 Add your documents
When making notes there will inevitably be times when the 

stuff you need is available elsewhere – maybe as a separate Office 
document or PDF on your PC. You can make sure you don’t lose 
track of these by heading to ‘Ribbon > Insert > File’ and adding 
the files as an attachment, which you can double-click to open in 
the relevant app. You can also insert the content of PDFs directly.

5  Add more  elements
Because you can move items around the page in your notes, 

OneNote makes it easy to add lots of other elements – pictures, 
doodles, weblinks, etc. What you can’t do is make audio or video 
recordings within the desktop version of OneNote – that is now a 
mobile-only feature. Luckily, you can still listen to these or watch 
them on your PC later, as they sync in the cloud.

10 Good to share
When you’ve finished making a note – or would like 

someone else to work with you on it – you can easily do that 
using the ‘Share’ option in the top-right corner. Clicking ‘Share’ 
brings up  the Sharing pane, which asks you to invite someone to 
work on the note with you using OneNote online or their own 
version of the app. Or you can send them a non-editable copy. ■ 

8  Build a table
Head to ‘Ribbon > Insert > Table’ and you’ll be able to create 

one right there and then. You can add columns by simply pressing 
the [Tab] button on your keyboard. Rows are created by pressing 
[Return] at the end of the final column. Naturally, you can resize 
the table any way you wish, but OneNote is also clever enough 
to automatically resize columns and rows for you as you type.

6 Grab the web
One of the best things about OneNote is that it gives you 

the ability to grab web pages, or bits of them. So let’s try it. Open 
Microsoft Edge, select a webpage you want to grab, then select 
the ‘make a Web Note’ icon. You can now use OneNote’s tools to 
annotate it, or use the Clip tool to grab just a section. When you’re 
done, select the ‘Save Web Note’ icon to add it to OneNote.
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Make your PC more resilient  
to hackers and malware

Words: Nick Peers

once upon a time, the process 
of protecting your Pc against 
viruses was simply to install 
an antivirus program, and 

watch what floppy disks and CD-ROMs 
you introduced to it. Then we all got 
internet access, and you needed to make 
sure you didn’t download anything 
dodgy, while introducing a firewall to 
dissuade hackers. And for a while, that 
seemed sufficient.

How times have changed – and with 
ever-increasing rapidity, too. These days, 
the threats keep coming, finding ever 
more inventive ways of getting through 
defences, using trickery as much as 
anything else. But however hard the 
hackers fight, the security folk fight 
back, helping develop new forms of 
protection, removal and repair to thwart 
the cybercriminals.

As it has been since the beginning, 
prevention is always better than cure. Far 
better to tighten the security on your Pc 
than have to go through the trauma of 
removing unwanted software, or battling 
a demand for money from a ransomware 
attack. But where do you begin? What 

software do you need? And how can you 
change your behaviour to minimise your 
exposure in the first place? In this feature, 
we’ll help you on all these counts.

We’ll reveal the core protection you 
need, run through the various ways in 
which your online activities put you at 
risk, and explain how to protect yourself 
accordingly. You’ll discover how to 
encrypt your email, properly screen 
downloads for viruses and potentially 
unwanted programs, keep malvertising 
at arm’s length, and ensure none of your 
online accounts are easily – if at all – 
hacked. We’ll help secure your home 
network, too, so people can’t piggyback 
onto your WiFi, or gain access to your 
home devices through your router.

But what happens if you do get 
infected? Don’t worry – we’ll run through 
some ways in which you can get control 
of your PC back from the malware. And 
we’ll point you in the direction of some 
useful tools that can help you recover 
from a ransomware attack, even to the 
point of potentially decrypting your 
precious data. Without further ado, let’s 
get this (anti-malware) party started!
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Hackers are always looking for weak spots to 
exploit, and often find them in the underlying 
code that makes up Windows and all the 
programs (and associated extras, such as 
browser add-ons) on your PC. When such 
vulnerabilities are found, hackers use so-called 
‘zero-day exploits’ to take advantage of them.

Most good anti-malware software has 
built-in behavioural protection against these 
exploits – it works by monitoring your PC’s 
processes for suspicious behaviour that could 
point towards a zero-day attack, and takes steps 
to block it. It’s not foolproof, though – some  
false positives can be found.

As always, the best form of protection is 
prevention, and that means keeping your system 
up to date. This is one of the reasons why 
Windows 10 updates for you, and most good 
software automatically checks for new versions 
when it’s first launched – so never skip this, 
particularly if it refers to security updates. Most 
browser add-ons should update automatically, 

too, but Flash is one you should keep an eye on 
– it’s more vulnerable than most to zero-day 
exploits, and given the rise in support for native 
HTML5 video streaming, you might want to 
experiment with disabling it altogether. (In 
Firefox, go to ‘about:addons’, select ‘Plugins’, and 
set Shockwave Flash to ‘Ask to Activate’ – that 
way, you’re alerted when a site needs it, enabling 

you to make a decision on whether to run it.) 
If you’re struggling to keep your programs 
updated, use a free tool called Personal Software 
Inspector (http://bit.ly/softinspector), which 
carries a database of thousands of supported 
apps and tells you exactly which ones need 
updating at any given time – in many cases, it 
can even do the updating for you.

The importance  
of being updated

Norton provides comprehensive protection for your computer

it goes without saying that you 
need anti-malware software. 
Windows 10 comes with 
Windows defender for basic 

protection, but it’s outclassed by most 
other anti-malware tools. The best free 
antivirus tools include BitDefender AV 
Free (www.bitdefender.com/solutions/
free.html) and Panda Free AntiVirus 
(www.pandasecurity.com). However, if 
you’re looking for more comprehensive 
security (including a third-party firewall), 
ESET Smart Security (www.eset.com/us) 
is renowned, along with Kaspersky 
(www.kaspersky.com), while we’ve relied 
on Norton Security (www.norton.com) 
for the past nine years.

in the past, you could only run one 
antivirus app on your Pc at once. These 
days, there exist anti-malware apps 
designed to work in tandem with other 
security software. The most visible of 
these is Malwarebytes Anti-Malware 
(www.malwarebytes.org). 

The free version provides scan and 
remove tools, but for continuous 
real-time protection, and the ability to 
block malicious websites – vital when it 
comes to keeping out malvertising and 
potentially unwanted programs (PUPs) 
– the Professional edition is available for 
a reasonable annual fee. Speaking of 
PUPs, it’s worth your while installing a 
tiny, free program called Unchecky 
(www.unchecky.com) to keep unwanted 
add-ons off your PC.

Tighten up your router
one of the most effective ways of 
making your PC as hacker-proof as 
possible is to review the way you use 
your Pc. Let’s begin by securing your 
PC’s connection to your network and 
the internet. First, your network – if you 
connect through WiFi, make sure you 
have WPA2 encryption enabled in your 
router’s settings, and choose a strong, 
randomly generated password that can’t 
easily be remembered, if at all.

Worried about drive-by hackings, 
where people get within range of your 
wireless network, then attempt to gain 

access to it? Reduce your network’s 
visibility by disabling ssid Broadcast, 
then changing the SSID of your network 
to a name that’s not easy to guess. if you 
wish, enable wireless MAC filtering (use 
the ‘ipconfig /all’ command in a 
Command Prompt window to find out 
your PC’s MAC address, in order to 
whitelist it first), change your network’s 
IP address from the usual 192.168.0.x to 
192.168.y.x (where ‘y’ is between 1 and 
255), and disable DHCP.

With this in place, a hacker would 
need four things to gain access: your 
network SSID and its password, yes, but 
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Malwarebytes Premium blocks threats that are often missed by other tools

Make sure your email provider supports secure 
methods for sending and receiving email –  
for webmail providers, that means ensuring 
you’re always logging on through https://  
to prevent your password being sniffed out  
by hackers. In the case of major providers such 
as Google, this should now be the default, but 
also look for other ways in which to protect 
your account – see the ‘Protect Online 
Accounts’ box over the page.

If you use a traditional email account, check 
with your provider that it supports SSL, the 
protocol that establishes a secure connection, 
and verify you’re using those settings in your 
mail program to send and receive messages. 
This ensures that your user name and password 
are encrypted when sent to or from the server.

As things stand, however, the content of 
your email isn’t encrypted during transit, and is 
easily readable. If your mail provider supports 
TLS, it’s possible to encrypt emails you send to 
and receive from other email providers that 
also support TLS. Taking Gmail as an example, 
the feature is enabled by default, but look for 
an open red padlock when composing emails 
– this indicates that the receiver doesn’t 
support TLS, so the conversation won’t be 
encrypted. Otherwise, check with your email 
provider to see if TLS is supported, and what 
settings you need to apply in your client – plus 
check to see if it’s able to make it clear which 
conversations are encrypted and which aren’t.

If you want to go further (with co-operation 
from other individuals), look at implementing 
PGP mail encryption. This encrypts the mail 
before it’s sent, and then the recipient uses 
PGP at their end to decrypt the mail once it 
arrives. Wizards make it relatively easy to set 
up, but Google your email client (or webmail 
provider) and ‘pgp’ to find out more.

Encrypt  
your email

also a whitelisted MAC address to spoof, 
and what iP address to assign to their 
device (as well as the iP address of your 
router), just to get on your network. In 
reality, though, this will make network 
setup long-winded, so you may want to 
strike a balance (perhaps leave DHCP 
enabled, for example).

Next, tighten your router’s other 
settings. Verify its firewall is switched on, 
and review any ports you’re forwarding 
– these are channels from the internet to 
your networked devices, so make a note 
of what they are, remove any not in use, 
and disable those you don’t need 
permanent access to. Also, review your 
UPnP settings – these ports are allocated 
to apps running on your network. 
disable suspicious ones, and search for 
the originating apps to remove them.

it’s also important to protect access to 
the router settings: change the default 
password to a stronger one (change the 
username if allowed, too). Now look for a 
Remote Management or Remote Access 
option. This enables you – and anyone 
else – to access your router from outside 
your home network, using your public IP 
address (or dynamic hostname, if you 
have one). so disable this option.

Lock down your connection
Virtual private networks (VPNs) offer a 
number of security and privacy features 
– not only can you make you and your 
location anonymous when connected 
through one, but they also encrypt all 
your internet traffic, which makes them 
an essential add-on for your laptop or 
tablet whenever surfing using a public, 
unencrypted WiFi hotspot.

There are many free services, such as 
CyberGhost (www.cyberghostvpn.com). 
Paid-for plans, starting from around $6 a 
month, lift this limit, and there’s no wait 
before you connect. if you’d like to run 

your entire home network through a 
VPN, you need to use a second router 
that supports the DD-WRT firmware.
 
Behavioural changes
Unfortunately, the days are gone when 
the only way malware got onto your 
system was through opening files or 
programs. These days, many threats 
are triggered by your own inadvertent 
behaviour, through misdirection.

so, how can you protect yourself from 
– er – yourself? Let’s start with email, 
where most initial phishing threats 
originated. First, treat all email with 
suspicion. if it’s peddling an offer too 
good to refuse, or making dire threats 
while exhorting you to click a link to 
verify your account or respond to some 
kind of dispute or offer, just take a deep 
breath. Re-read the message, spot the 
spelling mistakes, or the fact the address 
you’ve been emailed isn’t the one you’ve 
linked to your bank account. Who’s the 
sender? In the majority of cases, these 
checks will reveal the email is a fraud.

Get into the habit of never clicking 
links in emails. Instead, open your 
browser, and visit the site specified by 
typing its address. But that’s not all you 
need to do against emails. some contain 
malicious code hidden in the mail’s 
HTML, so configure your email client to 
read mail in plain text by default. Also, 
consider installing a mail-checking tool, 
like POP Peeper (www.esumsoft.com) or 
Mailwasher (www.mailwasher.net), which 
can screen mail for junk and scams, 
and let you preview email without 
downloading it. connect using ssL or 
TLS (see the ‘Encrypt Your Email’ box).

Safer web surfing
in the past, surfing the web was a blind 
process – you typed in a web address 
and it loaded, no matter what was 
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lurking at the other end. These days, 
most browsers can detect known 
malicious websites, and block them by 
default, but there are still many dodgy 
sites that aren’t considered direct 
security risks. This is where web filtering 
solutions come in, such as Web of Trust 
(www.mywot.com). WOT operates a 
traffic-light safety system, providing an 
icon next to web addresses (and search 
results) that’s green (safe), amber (use 
with caution), red (dangerous), or grey 
(untested, so be cautious). The ratings 
are community-based, so aren’t always 
100% accurate, but they do help flag up 
potentially dangerous sites, and block 
access to red-rated sites by default. 
Add-ons are available for all major 
browsers. Norton offers a similar 
feature with safe Web, which is included 
as part of its Identity Safe password-
management tool.

even with this extra line of defence, 
protecting yourself on the web requires 
extra effort. First, adopt the same level 

of scepticism to everything you see on 
the web as you do with email. Phishing 
occurs across all platforms, from pop-up 
pages masquerading as Windows dialog 
boxes, claiming you’ve been infected or 
need to update now, to scams in 
Facebook Messenger, trying on the 
same type of scam as found in email. 
You should even be suspicious of text 
messages exhorting you to share your 
two-factor authentication code ‘for 
security purposes.’

First, don’t react immediately. Neither 
should you try to close the window, 
unless you’re confident that what you’re 
clicking is the close window dialog box 
and not a spoofed one. Instead, use Task 
Manager to close the process. Under no 
circumstances give out any personal 
data, ever, regardless of who it is who 
seems to be asking for it.

Another way to tighten web surfing 
is to use a secure web connection 
(https://) whenever you can. Some sites 
automatically use secure connections, 

One of the biggest contradictions with 
passwords is that they need to be unique, 
strong and hard to crack, yet somehow easy to 
remember. Thankfully, password managers are 
built specifically to aid with this process – you 
set up a vault containing all your passwords, 
then unlock it with one master password, 
meaning that you only need to remember that 
one to effectively gain access to all the rest.

Our favourite password manager is 
LastPass. We recommend the Premium version, 
which syncs across all your devices (mobile and 
desktop) and offers two-factor authentication 
as well, which means that even if someone 
hacks your password, they still can’t get at 
your vault. LastPass is installed as a browser 
add-on or standalone app, and offers to save 
passwords as you enter them for the first time. 
It can also generate strong, randomly 
generated passwords for sites, and thanks to its 
Security Challenge can then alert you to weak 
and duplicate passwords that need changing, 
as well as highlight sites that have been the 
victim of attacks. In some cases, it can even 
automatically change these passwords for you 
with a single click – though generally you need 
to change them manually.

But LastPass itself was hacked, we hear you 
cry. These days, it seems major websites will at 
some point be subject to attack. The question 
is, how robust are the site’s defences? In the 
case of LastPass, it did give up user email 
addresses, but nothing else was lost – LastPass 
has no access to your master password anyway, 
while the encrypted vaults were left untouched. 
LastPass then immediately enabled email 
verification, which meant any hacker logging on 
from an unknown location who guessed your 
password would still be blocked, while you 
would have received an email notification, 
giving you time to change your password.

Protect 
Online 
Accounts

You can block unwanted program installations with Unchecky’s help

Make sure you tighten your network’s security through your router



Protect your Pc 
Make yourself hack-proof

November 2016  |    |  57

but others don’t – even though they 
support them. Force all compliant sites 
to encrypt your connection by installing 
the HTTPS Everywhere add-on for the 
chrome, Firefox, and opera browsers 
(from www.eff.org/HTTPS-everywhere). 

Malicious add-ons
Browser add-ons such as WOT and 
HTTPs everywhere help tighten browser 
security, but it isn’t surprising that not 
all add-ons are what they seem, with 
many able to track your movements 
and steal personal data. Malicious 
add-ons have been injected into the 
chrome Web store in the past, while 
some cybercriminals buy up legitimate 
add-ons only to introduce nasties 
through updates, which are then 
automatically installed. even those 
add-ons that appear to be reputable 
can be poorly coded in such a way as 
to make them vulnerable to exploits.

So, first, exercise extreme caution 
before installing any add-on – do all the 
usual checks, such as checking who the 
publisher is and reading reviews (and 
paying particular attention to any that 
say the add-on is spyware or spam). 
Google the name and words such as 
‘malware’ or ‘exploit’, to see if they’re 
linked in any way. Check the permissions 
(particularly during an update, where 
an add-on may ask for additional 
permissions it didn’t previously need), 
and ask yourself why it wants them. Also, 
regularly check your browser extensions, 
removing any you no longer need or 
don’t recognise.

consider using bookmarklets, too, 
instead of add-ons – bookmarklets 
contain tiny bits of code that do simple 
things, such as tweeting the current 
page, but they can’t automatically 
update, and only run when you click the 

bookmarklet. Again, be sure to obtain 
these from reputable sources, and be as 
sceptical as you would with an add-on.

Download protection
downloads are a common source of 
malware, so make sure the installer is 
scanned by your anti-malware tools 
before you launch it – right-click the file 
to find the relevant option, such as ‘Scan 
with Malwarebytes Anti-Malware’, if it’s 
not done automatically (Norton pops up 
a message in Taskbar Notification to tell 
you it’s scanning the file, for example).

An increasing number of developers 
provide checksums for the software 
you’ve just downloaded. These 
checksums, also known as signatures or 
hashes, are typically used to verify that 
a download isn’t corrupt, but can also 
be used to calculate its authenticity too. 
You need a third-party tool to generate 
the ‘hash’ of the file you’ve downloaded, 

and then you compare this with the 
checksum given online – it’s not 
definitive proof, but it’s a useful step.

A number of different hashes are used: 
MD5 and SHA are the most common, 
and the MD5 & SHA Checksum Utility 
(https://raylin.wordpress.com/) makes it 
easy to verify either type. Just select your 
downloaded file, then paste in the hash 
from the webpage, and click ‘Verify’ – 
the program will then confirm for you 
that the two match.

There’s one major development to 
look out for whenever downloading 
software. An increasing amount is 
shipped as ‘bundleware’, which means 
it includes other program installers, 
offered to you during installation. 
Reputable installers make these offers 
crystal clear, and make it obvious how 
to opt out of them, but an increasing 
number don’t, making it all too easy to 
accidentally install unwanted extras, not 
all of which are desirable.

it’s not just individual programs, either 
– major download sites (we’re looking at 
you, Download.com) have also started 
bundling extra unwanted software with 
downloads, and some of this is little 
more than ‘crapware’, or even borderline 
malware. in the case of download.com, 
examine the green ‘download now’ 
button carefully for a greyed-out 
‘installer enabled’ sign; if it’s there, it 
means the app is installed using 
download.com’s own installer, which 
contains bundleware. MD5 & SHA 
Checksum Utility is downloaded 
through download.com, and thankfully 
there’s no bundleware included.

Programs such as Unchecky and the 
Premium version of Malwarebytes will 
screen most of these out – you still get 
the original program, but they either 
change the bundleware’s default settings 

Free VPNs might be slow, but they are safer than regular connections

Make a habit of vetting suspicious websites with the help of WOT
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to prevent the extra programs being 
installed by default, or may block the 
bundleware portion of the app. either 
way, you get a notification that they’ve 
worked on your behalf.

even if you have these programs 
installed, though, they’re not foolproof 
(particularly Unchecky). Therefore, you 
need to take extra care during the 
installation process – look out for licence 
agreements referring to other programs, 
and examine any checkboxes carefully to 
ensure you’re not about to inadvertently 
install an unwanted extra. some offers 
come with ‘Accept’ and ‘Decline’ options 
– choose the latter, and you move on to 
the next part of the process, or close the 
installer and source a different program 
that doesn’t take risks with your security.

Are you a fan of torrenting? You need 
to be doubly cautious – torrents from 
official sources (such as Linux installer 
ISOs) are usually safe, but if you’re 
venturing into dodgy territory, looking 
for the latest TV episodes, say, be very 
wary. Check comments and reviews of 
individual torrents to see if anyone else 
has spotted anything dodgy, and run the 
usual scans before opening any files.

Social networking
one way in which we inadvertently hand 
out personal data is through our social 
networking profiles. Ask yourself if you 
really want to share your birthday 

publicly with everyone on Facebook, 
or why a particular social networking 
add-on needs to know so much personal 
information about you. Take the time to 
check your profile’s privacy settings on 
all your networks, to review what data 
you’ve handed over to the network, and 
how much of it is public. Avoid making 
public posts that unintentionally give 
out information you use as security 
questions elsewhere (your mother’s 
maiden name, for example, or the city 
of your birth). And, as always, ensure 
that your accounts are protected by 
strong passwords, with two-factor 

authentication where possible.
Many web links shared over social 

media – particularly on Twitter – are 
often shortened to save on characters, 
but how do you know the link published 
is genuine? At http://checkshorturl.com, 
you can input the shortened link to 
examine the original webpage it points 
to, as well as check the link’s safety 
ratings on WoT, Norton, and various 
other reputable sites.

Ransomware
one of the biggest threats in recent 
times comes from ransomware, which 

Many instances of ransomware are delivered 
through malicious advertising – or ‘malvertising.’ 
This is the process of injecting malicious, 
malware-laden ads into legitimate online 
advertising networks and webpages – since 
2012, billions of ad impressions have been 
hijacked, including trusted sites. This malware 
gets through defences, and can silently infect 
users’ systems – no interaction required.

So, how do you protect against these ads? 
Your anti-malware software should have some 
protection – both Norton and the Premium 
version of Malwarebytes have defences against 
malicious websites built in, and you’ll see a steady 
stream of alerts as sites are blocked, not just from 
your browser but other apps, such as Skype, too. 

Make sure you’re running the latest version 
of your browser and Adobe Flash, as some 
malvertising targets vulnerabilities, as we noted 
in the ‘Importance of Being Updated’ box. 
Speaking of which, setting Flash to run only 
on your say-so is a good idea, as encouraging 
advertisers to stop using Flash for their ads is one 
way to improve security going forward. There’s 
also an argument for avoiding dangerous 

websites, where these kinds of ads (as well as 
other unwanted pop-ups) tend to proliferate – 
use your WOT or Norton Safe Web browser 
plugin to steer clear.

Perhaps the most effective way to protect 
against malvertising is through ad-blockers, 
which block all ads that aren’t expressly allowed. 
Norwegian browser Opera (www.opera.com) is 

the first to provide ad-blocking natively – no 
plugins required. Alternatively, you can install 
the AdBlock Plus plugin (https://adblockplus.org), 
which works with all major browsers and is 
open-source. Be sure to whitelist your trusted 
(and responsible) sites, though, as adverts are the 
lifeblood of many, enabling them to distribute 
content for free.

Block malvertising

Be careful installing programs that may attempt to add unwanted extras.
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What happens if you receive a ransomware 
demand? First, identify its type – there are 
those that block access to your PC, and others 
that encrypt data, then demand a ransom to 
release it. The former usually tries to trick you 
by claiming to have found unlicensed software 
or other illegal material on your PC, while the 
latter is more upfront.

Make a note of the Bitcoin wallet address 
used for payment demands, plus the file-list of 
encrypted data – should the private keys used 
by the criminals ever come to light, it may give 
your data. Next, verify you have a recent 
backup that’s safe and uncompromised 
(check on another PC).

Finally, you need to clean your system. 
Try running scans with your anti-malware tools 
to see if they can remove the infection. If 
necessary, reboot into Safe mode – hold [Shift] 
as you click the power button, and choose 
‘Restart’, which should bring up the Advanced 
Boot Options menu. From here, select 
‘Troubleshoot > Advanced options > Startup 
Settings’, and choose option 5.

If the scans don’t help, try a dedicated 
removal tool – search for ‘ransomware’, 
‘removal’, and anti-malware vendors, including 
Trend Micro and BitDefender. If you can 
identify the exact form of ransomware, you 
might find a specific removal tool.

These tools tend to focus on ransomware 
that blocks access to your PC. If your files are 
encrypted by ransomware, in most cases you 
have to rely on your backup to restore them 
(but do so only after verifying that the infection 
has been removed). We recommend that you 
visit https://noransom.kaspersky.com first, 
though – it has tools that can decrypt files 
from a wide range of data-scrambling 
ransomware infections.

Recovering 
from 
Ransomware

is specially formed malware that locks 
you out of your Pc or your data (typically 
by encrypting it), before demanding a 
ransom in return for receiving the code 
required to unlock it. One clever trick 
on the thieves’ part is to ramp up the 
pressure by hiking up the ransom cost 
the longer you delay. Most anti-malware 
tools should offer you some form of 
protection, but check with your vendor 
to see what it can and can’t do. 

The most effective way to protect 
against ransomware is to keep your PC 
backed up – either a drive image of an 
entire drive, or file-based backups of 
your data (including cloud services, 
such as OneDrive), will ensure that you’re 
protected. in the case of file-based 
backups, these offer multiple versions of 
your files, enabling you to roll back; drive 
images enable you to wipe the drive and 
restore Windows, your apps, settings, 
and data from scratch, with all but 
those changes made since the image 
was taken. Use a tool such as Macrium 
Reflect Free (www.macrium.com/
reflectfree.aspx), with daily images to 
keep the file size down.

Try to keep at least one copy off-site 
– that is, not directly connected to your 
computer. otherwise, it’s possible the 
ransomware could locate your backups 
and encrypt those too. Future attacks 
may target cloud storage, for example.

Repairing the damage
it’s not always possible to keep infections 
off your system, so what can you do if 
they get through your defences? If your 
system is working, try running scans with 
your existing tools – reboot into ‘safe 
mode with networking’ if necessary, via 
‘Start > Settings > Update & Security > 
recovery > restart now’, to access the 
Advanced start-up menu. From here, 

choose ‘Troubleshoot > Advanced 
options > startup settings’, then restart, 
and pick option 5. If this fails, you need 
some additional tools. First, download 
RKill and ADWCleaner from https://
toolslib.net (use another Pc if necessary, 
transferring them across on CD or DVD). 
Run the former to terminate known 
malicious processes, but don’t reboot if 
prompted. Next, launch Malwarebytes, 
update it, then select ‘settings > 
detection and Protection > scan for 
Rootkits’, before running a Threat Scan, 
letting it clear everything it finds.

if you need additional cleaning of 
adware, browser toolbars and hijackers, 
and other PUPs, then run ADWCleaner, 
plus Malwarebytes Junkware Removal 
Tool (www.malwarebytes.com/
junkwareremovaltool), which may find 
things missed by Malwarebytes itself. 

Another tool to consider is the 
emsisoft emergency kit – this is a 
portable dual-engine scan and remove 
tool, which can be downloaded direct to 
a portable UsB drive on another Pc. run 
the tool once on the second Pc, and 
update it when prompted, then plug it 
into your ailing Pc, and let it attempt to 
find and remove the nasties.

once your Pc is clean, you may need 
to perform repair tasks. NetAdapter 
Repair All In One (https://sourceforge.
net/ projects/netadapter/) can help with 
broken internet connections, for 
example, while the Windows repair Tool 
(www.tweaking.com) can give your 
system the once-over, as well as restore 
functionality, such as resetting registry 
and permissions, removing policies set 
by infections, and repairing safe mode.

With your Pc running smoothly, follow 
our tips to tighten security, and restore 
any backups, ready to sail into calmer, 
safer waters. ■

You should always find out where short web links actually direct you
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Step up to  
the cloud

It’s easy to enjoy all of your 
content on all your devices 
anywhere, thanks to cloud 

computing services such as 
OneDrive and Google Drive. 
Our guide will help you get 

the best from the cloud

C
loud computing is one of the 
most revolutionary changes 
in decades in how we use 
PCs. Rather than store files 
on your hard disk, you store 
them on remote servers, 

making it easier than ever to access all your 
stuff wherever you are and on almost any 
device. And in Windows 10, Microsoft’s cloud 
service OneDrive is baked right into the OS, 
so using it is a seamless experience. 

Cloud computing also gets over the 
problem of storage on space-constrained 
devices such as mobiles and tablets. That’s 
because, as long as you have an internet 
connection, everything you uploaded to 
the cloud is ready whenever you need it.

Another advantage of cloud computing is 
that everything – from documents to photos 
and videos – is safely stored online. So if the 
worst should happen and you lose your PC 
or it irreparably breaks, you haven’t lost your 
stuff. Cloud computing also takes the pain 
out of having to remember to make regular 
backups, and it’s more secure. Because your 
files are stored on multiple servers, it’s 
extremely unlikely that anything you store 
in the cloud will disappear.

Keeping files in the cloud also makes it a 
lot easier to share them, which is useful for 
any business. And you’ll never forget to bring 
that vital presentation to your next meeting 
– it’s waiting for you in the cloud…

Get more from Windows 
Cloud computing
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M
icrosoft’s cloud computing 
service, OneDrive, has 
seen a major overhaul in 
Windows 10. Instead of it 
being a key, but non-
essential, add-on like it 

was in Windows 7 and 8, Microsoft has 

baked it right into the OS. For example, 
the OneDrive desktop application you’ll 
discover in the Start menu isn’t really an 
app at all – it’s just a special shared folder 
in File Explorer, which automatically 
uploads anything you place inside it to 
the cloud. 

This highlights one of the main things 
that people often find confusing about 
OneDrive: the fact that there are actually 
three perfectly valid but different ways 
to use it. First, there’s the ‘desktop app’, 
which is the aforementioned folder. Then 
there’s the official Windows Store app, 
which has a much nicer interface to use. 
And finally, you can use it inside a web 
browser window. Confused? Don’t worry, 
you won’t be after we show you how it all 
works in the steps below.

Whichever way you choose to use 
OneDrive, the main purpose is that all the 
files you store in it are now available to 
you anywhere. So, if you decide to move 
from the desktop PC in the study to the 
laptop in the garden, you’ll find exactly 
the same files waiting for you – as long 
as both devices are connected to the 
internet. It also ensures your files are 

Get to know oneDrive’s inteGration with winDows

5 stream your stuff
If you have home movies or audio files, uploading them 

to OneDrive makes them available for streaming on any device 
via the OneDrive app. You just need a compatible media player 
– Sound Player on Android for example. You can play your media 
via the OneDrive website if they’re MP4 or M4V files.

6 recover your stuff
If you accidentally delete a file from the OneDrive folder, 

don’t worry, it goes in the recycle bin. That means you can get it 
back anytime you like. In the app just go to the bin, then right-
click on a file and choose ‘Restore’. You can do the same thing if 
you visit OneDrive.com, so you can do it from anywhere.

2 Using the oneDrive folder
You can use these OneDrive folders like regular folders on 

your PC to save files in – just note that everything you put in here 
is synced with the cloud, so a copy is stored on your PC (which 
takes up space) and a copy is stored in the cloud. To do more with 
OneDrive we’d recommend using the fuller Windows Store app. 

1 the desktop app
Let’s start with what’s baked into Windows 10. In the 

Search bar type in “OneDrive” and you’ll see the Desktop app 
listed. Click this and instead of an app opening, Windows will 
open an Explorer window showing the OneDrive folder. By 
default you’ll see Documents, Music and Pictures sub-folders.

Make the most  
of OneDrive
How Microsoft’s cloud solution works – and  
how you can use it to its best advantage



Get more from Windows
Cloud computing

November 2016  |    |  63

available on all your other connected 
devices too – your tablet, smartphone or 
even your work PC. There are OneDrive 
apps available to download on iOS devices 
(iPhones and iPads) and Android devices, 
for example, so you can upload and 
download your files with ease. OneDrive 
keeps all your files synced across devices 
– meaning that if you make a change to a 
file on one device then it will be reflected 
on all your other devices, rather than just 
being stored locally. To use OneDrive, all 
you need is your Microsoft ID and 
password (the same one you use to log in 
to Windows) and you’re good to go.

In Windows 10 the free OneDrive app 
you can download from the Windows 
Store is probably the best way to use 
OneDrive on your computer, so this is our 
preferred choice and we recommend you 
download it today.

As we’ve already touched upon, 
OneDrive essentially functions as a ‘live’ 
shared folder in Windows 10. If you use 
the latest version of Microsoft Office, 
including Word, Excel and PowerPoint, 
you’ll notice that the default save location 
is to OneDrive, effectively ensuring that 
all your documents are uploaded 
automatically to the cloud. But you aren’t 
limited to using Microsoft Office – any file 
you move into a OneDrive folder will 
automatically be uploaded to the cloud 
as well. Indeed, this is a good habit to get 
into, because it means you’ll always have 
an online copy even if the hard drive in 
your computer happens to fail, and you 
won’t have to think twice about whether 
you backed up that crucial document.

You get 15GB of online storage free with 
OneDrive, which may not sound like much, 
but is actually plenty for storing Microsoft 

Office documents and even your photos. 
And, of course, you always have the option 
of buying more. Plus, if you sign up for 
an Office 365 subscription, Microsoft 
automatically bumps up the storage to 
1TB, which should be enough for even the 
most enthusiastic Windows 10 user.

As we mentioned earlier, to enjoy all the 
benefits of OneDrive, you’ll need to log in 
to Windows 10 using your Microsoft ID, 
and this has an added bonus: as well as 
storing your files online via OneDrive, 
your Microsoft ID also keeps a copy of 
your  computer settings – right down to 
the wallpaper that you use and even the 
icons sitting on your desktop. So when you 
switch from your desktop to your laptop, 
logging in with your Microsoft ID means all 
your PC settings are carried over. So your 
laptop will look just like your desktop PC. 
This, of course, saves you the hassle of 

3 Using the oneDrive app
The OneDrive folder is probably the quickest way to get 

something in the cloud, but for more options and a generally 
more pleasant experience we’d recommend the Windows Store 
app. Open the Windows Store, type OneDrive and download the 
app you find. It’s totally free to use. 

4 Share a file with others
OneDrive is brilliant at sharing files. Simply locate the file, 

right-click it, then choose ‘Share’ from the menu. You can send 
people the file itself, or simply share a link to it. OneDrive connects 
with Facebook and Mail, so it makes it easy to find people you 
want to share the file with.

7 save hard drive space
Files saved to OneDrive are accessible online through a 

browser at OneDrive.com and also on your PC. While this is useful, 
it takes up space. If space is tight, you can restrict which folders 
are stored locally. Right-click any OneDrive folder, click ‘Choose 
OneDrive folders to sync’, then pick which folders to not sync.

8 Folders in sync
OneDrive uses icons to show which folders are synced 

with the cloud, or are updating. When you look at the OneDrive 
folder in Windows Explorer, notice the green tick icon next to the 
folder and the individual files inside. This means that the files are 
in sync. If you see a red cross, those files are not (yet) in sync.



having to set up every different 
computer you use to suit the way you like 
to work. It also means that when the time 
comes for you to upgrade your current 
device, your new one will look just like 
the old one did when you log in – all your 
favourite settings will be sitting ready.

Plus, as we’ve also mentioned, don’t 
forget that OneDrive is available for more 
operating systems than just Windows 10.  
If you use a Mac in the office, or an iPad  
or iPhone, or even an Android tablet or 
smartphone, you can still access files 
you’ve stored on your OneDrive by 
installing the relevant client app on your 
device – or by just using a web browser.  
You can even upload compatible files, so 
can easily view them on your laptop or 
desktop PC when you get back home. 

One of the most curious things about 

OneDrive in Windows 10 is that because 
its features are so pervasive, there’s no one 
place where all of its settings options are 
stored. At least, they’re not found in the 
Settings app where you’d expect them to 
be. However, there is one place where you 
can get access to your OneDrive settings 
on your PC, even though it is a little 
hidden away.

What you need to do is take a peek in 
the System Tray. This is the area on the 
bottom right of the Taskbar, where you 
click to get access to your Action Centre. 
Here you should find an icon for OneDrive 
– it looks like a little cloud. Note that you 
might need to click on the upward arrow 
for ‘Show hidden icons’ to find what you’re 
looking for. Right-click the OneDrive icon 
there and a menu of options will open up. 
As you’d expect you can click on ‘Settings’ 

to get access to your OneDrive settings. 
Why Microsoft has hidden them away 
here, only it knows, but at least you now 
know how to get to them!

Inside Settings you should also head to 
Windows’ Settings app and click ‘Accounts’ 
to find your sync settings – activating 
these will ensure that all of your PC 
settings are carried across to any other 
laptops or desktops you want to log into 
using your Microsoft ID.

There are a couple more options that 
are worth taking action with. The first is to 
turn on syncing of your Pictures folder in 
OneDrive’s settings. This ensures that any 
new photos you add to your PC will be 
automatically uploaded to the cloud. It 
also works the other way around, of 
course: any photos you take on your 
smartphone can also be synced, so they’ll 

5 Google Drive
www.google.com/drive

Google Drive is a locally held folder for syncing your stuff so  
it’s available anywhere. It works across all your iOS, Android  
and Windows Phone devices too. You get 15GB of storage for  
free, 100GB for $1.99 (£1.29) per month and 1TB at $9.99 (£6.49) 
per month.

6 iCloud Drive
www.icloud.com

Apple’s OneDrive alternative is chiefly aimed at OS X and iOS 
users with anything included in its local iCloud Drive folder 
synced to the cloud. Apple offers 5GB of free storage, with 20GB 
of storage at 79p per month, 500GB at £6.99 per month and 1TB 
at £14.99 per month.

2 Box
www.box.com 

Box offers similar functionality to OneDrive. A Personal user gets 
10GB storage for free, with a max individual file size of 250MB. An 
upgrade to 100GB is £7 per month with a file size of 5GB. Business 
user plans start at £3.50 per user per month, for 3-10 users.

1 amazon Cloud Drive
www.amazon.com/clouddrive

Amazon’s cloud solution offers unlimited document, photo and 
video uploading for a price. You get 5GB of storage free, after 
which you’ll pay £6 a year for 20GB and £16 a year for 50GB. 1TB 
costs £320 a year, or £27 per month – more than Office 365 alone.

alternative CloUD-CompUtinG serviCes

64  |    |  November 2016



appear on your PC the next time you’re 
online – no more having to worry about 
transferring them manually by connecting 
your phone to your computer using 
physical cable.

Of course, the main thing you’ll want to 
do with OneDrive, aside from keep copies 
of everything, is to share files with other 
people. The easiest way to do this is with 
the relatively new Windows 10 app from 
the Windows Store. This makes sharing so 
simple: you just right-click on the files, or 
group of files, and choose ‘Share’ from the 
contextual menu that appears.

what are the alternatives?
Now we’ve covered the benefits and a 
few of the drawbacks of using OneDrive 
in Windows 10, it’s important to point out 
that it’s far from being the only cloud 

computing solution in town. In fact, there 
are plenty of free and low-cost alternatives 
that are just as useful and are sometimes 
more flexible as well.

Dropbox, for example, works in a very 
similar way to OneDrive, and offers up to 
2GB of storage for free, with 1TB of storage 
for £7.99 per month, while business users 
can have as much storage as they need for 
a flat £11 monthly. Google Drive works in 
a similar fashion and also offers 15GB of 
storage for free, with 100GB priced at 
$1.99 (£1.29) per month and 1TB at $9.99 
(£6.49) per month. Google’s offering also 
throws in a whole bunch of other benefits, 
of course, including the ability to use 
Google Docs, Sheets, Slides and Forms 
– Google’s answer to Microsoft Office 365.

See below for more alternatives, and 
turn the page for more on Google Drive. 

3 Cubby
www.cubby.com

Cubby offers 5GB free for single users, rising to $6.99 (£4.54) per 
month for 100GB on its Pro package and $69.90 (£45.39) per 
month for 1TB, if you pay annually in advance. Beware of offers 
that make the annual cost cheaper – but only initially.

4 Dropbox
www.dropbox.com

Dropbox offers 2GB of storage for free, with 1TB for £7.99 per 
month. It works just like OneDrive: you can copy all content you 
want backed up to the cloud to a local ‘shared’ folder. It also offers 
free apps for access on all popular smartphones and tablets.

7 spideroak
www.spideroak.com

This cloud solution promises to be one of the safest and securest 
online, but it’s costly. You get 30GB of storage for $7.99 (£5.19) per 
month and 1TB for $12 (£7.79) per month, although it also offers 
up to 5TB of storage. Its chief proposition is you can pay annually 
or monthly – and you have the freedom to cancel at any time.

8 Bt Cloud
btcloud.bt.com

With a choice of either 5GB or 50GB of storage, BT Cloud may not 
be the most flexible of cloud solutions out there, but it is free to BT 
Broadband and BT Infinity customers The amount of free storage 
you get depends on your broadband package. It’s available on 
every device, from desktop PCs and tablets to mobile phones. 

“Google’s cloud 
offering also 
throws in the 
ability to use 
Google Docs, 
Sheets, Slides 
and Forms – 
its answer to  
Office 365”
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Get a better view
You can get a preview of the files in your 
Google Drive by simply clicking the ‘Grid 
view’ button in the top-right of the  
browser window. This is especially useful 
when you have image files, PDFs or text 
documents. To go back to the standard view, 
hit the ‘List’ button.

O
ne of the greatest services 
to have emerged from the 
Google workshop is 
Google Drive, a cloud-
based storage facility that 
enables you to upload 

your files to the internet so they’re 
available anywhere and any time you have 
access to a PC and an internet connection. 
It gives you 15GB of storage space for free, 
which should take care of the majority of 

your day-to-day file storage, although it’s 
not a long-term storage solution, unless 
you upgrade to the 100GB or 1000GB 
version, which cost around £1.50 and 
£6.75 a month respectively. There’s even 
an option to get 30 terabytes of storage 
for those who are thinking about ditching 
conventional local storage – it’s very 
pricey, though, so consider whether you 
really need it. The beauty of Google Drive 
is that Google Docs is integrated within it, 

so when you want to create a document, 
presentation or spreadsheet, you can do it 
within Google Drive. What you might not 
realise is that Google Drive also comes in a 
desktop version, so you can easily upload 
files to your Google Drive by dragging and 
dropping them to the Google Drive folder 
on your desktop, once installed. And when 
you want to download them, you do the 
reverse – it really is easy, and files are 
copied across very quickly, too. 

Google’s OneDrive alternative also enables you to save your files to the 
cloud and access them from anywhere with an internet connection

Use Google Drive to  
store files securely

2   Add files
The quickest and easiest way to start adding 

any files from your hard drive to your Google Drive is 
to click on the ‘Upload’ button from the My Drive menu. 
When the pop-up window appears, select the files or 
folders you want, then click ‘Open’ to add them.

1   Go online
To start using Google Drive from a browser 

window, go to http://drive.google.com and log in  
using your usual Google Mail or Google Docs user 
name and password. In the main area you will see a 
list of your files; the left-hand and top menus enable 
you to do more with them.

HaNDy TIp

step BY step explore the FeatUres in GooGle Drive
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4  sort it out
To keep files in your Google Drive tidy, use 

folders to put things away. This is handy if you want to 
keep photos separate from documents, for example, or 
organise files according to project. Click on the ‘New’ 
button, then select ‘Folder’ and choose a name. Now, 
any files in your Drive can be dragged to the folder. 

3  Convert them
If you plan to upload a lot of documents to 

Google Drive, there’s a feature that enables you to 
automatically convert them to the Google Doc format, 
making them easy to open in the relevant Google app 
or share. Click the cog icon, select ‘Settings’, and tick 
‘Convert uploaded files to Google Docs editor format’.

Get to know GooGle Drive

3  Search
As in the regular 

Google search, you can 
search for anything you 
like in Google Drive. Click 
here and type the name of 
the file you’re after. 

5  DeSktop
If you install 

the desktop version 
of Google Drive, an 
icon appears on your 
desktop enabling you 
to access a range of 
functions to help sync 
files with your Drive.

4  More optionS
Here you’ll find the 

ability to switch the view from 
a list to a grid of icons, to make 
viewing files a more visual 
experience. You can also 
choose to sort the way files 
appear in the main area. 

1   new Menu
To the left of your Drive is a menu that 

enables you to create documents, upload files and 
choose how you’d like to filter the files you see.

2  FileS anD FolDerS
You see files and folders you’ve 

added or created in the main area of the 
window. By selecting files, you can move 
them about or download them.



68  |    |  November 2016

6 starry files
An easy way of ensuring you can find important 

files quickly or simply keeping track of the files that you 
use most often is to star them. This then enables you to 
instantly look at starred items using the option in the 
left-hand menu. To star something, just right-click a file 
and select ‘Add star’ from the menu.

8  Desktop app
Once you’re used to the way the browser 

version of Google Drive operates, you can try the 
desktop app. Click ‘Download Google Drive for PC 
or Mac’, and select where you want your Google Drive 
folder to be. You can quickly copy files to your Drive 
by dragging them to the desktop folder.

10 more space?
Google Drive is easy to use, and keeping all your 

files in the cloud means they remain safe for as long as 
you like, and you always have access to them wherever 
you have an internet connection. If you store files from 
many devices, though, you might want more space. 
Click on the ‘Upload’ icon, then ‘Buy more storage’.

5  in detail
When you want to do more with a file in your 

Drive, right-click it and a contextual menu of options 
appears. To look at the contents of a file, you can 
download it to your hard drive and check it out at a 
later date, or you can view it within Drive by selecting 
‘Open with > Google Drive Viewer’.

7  Offline docs
If you’re going someplace where there won’t 

be an internet connection, Google Drive enables you to 
view (but not edit) documents and spreadsheets offline, 
if you’re using the Chrome browser. Click ‘Settings > Set 
up docs offline > Allow offline docs’. Install Docs 
Chrome app to activate it.

9  an app for that
Google Drive is available for mobile devices too, 

with an app for Android devices on Google Play, for iOS 
devices on the App Store, and for Windows Phone in 
the Windows Phone Store. The mobile version enables 
you to access files in the same way as the browser 
version, including uploading files from your phone.
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1share your files  
with Gmail 

Google Drive integrates fully 
with Gmail, which makes it easy 
to share a file on your Drive as an 
attachment. When you’re writing 
a new email in Gmail, you’ll see 
that next to the paperclip icon, 
used to attach files directly, there’s 
a three-sided Google Drive icon. 
Click it, select the files you want 
to attach, then choose whether to 
attach them as a file or a link (the 
latter is required for large files).

2save straight  
to Google

Items from websites, such as 
images, can be saved straight  
to Google Drive. All you need is  
the Google Chrome web browser, 
which you can download free  
from www.google.com/chrome, 
along with the Save to Google 
Drive extension, which can be 
found at http://bit.ly/V6AbdD. 
Now all you need to do is right-
click on an item and select ‘Save 
image to Google Drive’.

3make forms
You can create forms on 

Google Drive to survey people, 
then quickly turn their responses 
into a spreadsheet. Click ‘New’ 
then ‘More’ and finally ‘Google 
Forms’ to begin. Select a template 
you’d like to use, then enter in  
the questions and text. Forms 
can be shared by sending a web 
address to people or posting it  
on social networks.

4music in the cloud
You can use Google Drive to 

store your MP3 collection and turn 
it into a cloud-based music player 
with the free Music Drive app 
(http://bit.ly/1cmXrQk) for 
Android smartphones. You’ll be 
able to play your music no matter 
where you are in the world, 
although you’ll need to make sure 
you have a data connection, and 

25 tips for getting more 
from Google Drive
Google Drive is your personal hard drive on the internet.  
Use it to store and share your files with these advanced tips

Get synced pull 
files across to 
Google Drive from 
other platforms 
including Flickr

remember that streaming music 
can use a good chunk of your 
monthly data allowance. The 
DriveTunes extension (http://bit.ly/ 
17q5QLx) for Chrome lets you play 
music from Drive on a computer.

5Download the app
If you find that you’re using 

Google Drive a lot, you can make 
it easier to add files from your 
Windows PC or Mac by visiting 
www.google.com/drive/download, 
clicking the blue ‘Download Drive’ 
link and choosing your platform. 
Once you install the desktop 
app, you can use Google Drive in 
exactly the same way as any other 
folder on your computer.

6send to Google Drive
With the Google Drive app 

installed on Windows, you can 

make it even quicker to send  
files straight to your Drive.  
Open Windows Explorer and  
go to C:\Users\Your Username\
AppData\Roaming\Microsoft\
Windows\SendTo, substituting 
your account name for ‘Your 
Username’. If Windows is installed 
on a different drive, replace the 
preceding C with the correct drive 
letter. Right-click ‘Google Drive’ in 
the left-hand pane, drag it into the 
main window and select ‘Copy 
here’. Now when you right-click 
a file, you can select ‘Send to > 
Google Drive’.

7Restore files
Google Drive keeps a record 

of previous versions of a files, 
enabling you to roll back to a 
point before you made changes. 
Open the file in the Google Drive 
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upload with the 
app installed, you 
can send files 
directly to Google 
Drive from your pc

Quickly does it 
Save images to 
Google Drive from 
your web browser

website and choose ‘File > See 
revision history’. A panel will 
appear to the right to show who 
changed the file and when. Click 
a version to view it, then click 
‘Restore this revision’ below its 
details to roll back to it.

8Use shortcuts
Google Drive has some very 

handy keyboard shortcuts that you 
can use to make life easier:
[S] Star or unstar highlighted item
[X] Select or de-select current 
highlighted item
[.] Share current highlighted item
[Up Arrow] or [Down Arrow]  
   Navigate to previous or next item 
in the list without selecting it

[Shift]+[Up Arrow] or [Down Arrow] 
   Select multiple previous or 
next items

[Shift]+[A] Select all items
[Shift]+[N] Deselect all items
[Shift]+[T] Create a text document
[Shift]+[P] Create a presentation
[Shift]+[S] Create a spreadsheet
[Shift]+[D] Create a drawing
[Shift]+[F] Create a folder
[Ctrl]+[Alt]+[Shift]+[G] Open 
Revision History in files

9empty the bin
Things you delete in Drive are 

held in the Bin folder, which you’ll 
need to empty if you want to 
reclaim space for other files. Visit 
http://drive.google.com and click 
on the Bin to open it. With files 
selected, choose ‘Restore’ above 
the list to undelete them, ‘Delete 
forever’ to permanently get rid of 
the selection, or deselect them and 
choose ‘Empty bin’ from the Bin 
dropdown to get rid of everything.

10 make sure you 
back up your files

You can never have too many 
backups. To make a copy of 
everything on your Google Drive 
and save it elsewhere, you can use 
the handy Google Takeout service 
(www.google.com/takeout). Sign in 
if you’re prompted to do so, then 
under ‘Select data to include’ click 
‘Select none’ to clear the list, then 
add back just ‘Drive’. Click ‘Next’ 
at the bottom, then ‘Create archive’ 
to download a Zip file of everything 
in your Drive.

11Upload from 
Chrome

If you’re using the latest Chrome 
or Firefox web browser you can 
quickly upload files to your 
Google Drive. And all you have  
to do is simply drag and drop. 
Visit https://drive.google.com. 
Open the folder that contains the 
files you want to upload. Drag them 
over the web browser until the 
pointer changes to indicate that 
letting go will upload the file, then 
drop the files onto the window.

12Get quick previews
Google Drive has the ability 

to quickly preview your files 
without having to download 
them. You also don’t need to 
worry about downloading or 
installing additional software to 
see a file’s contents. Select a file 
and click the ‘Preview’ icon (the 
one that looks like an eyeball). As 
long as the file type is supported, 
you’ll get a quick view that will help 
you confirm it’s the one you want 
before you open or download it.

13Share with others
You can share files you’ve 

uploaded to Google Drive quickly 
and easily, but there are a number 
of other ways you can allow other 
people to access – and edit – your 
files. To give it a try, select a file and 
then click the icon that shows a 
person and a ‘+’ symbol. You’ll be 
asked to enter email addresses, or 
click ‘Get shareable link’ for a link 
that can be shared over email, 
Facebook or Twitter. If you want 
to quickly share multiple files, put 
them in the same folder, then share 
the folder. It couldn’t be easier!

14Control 
permissions

An important decision to make 
when you’re sharing a file or folder 
is who has access to read them and 
whether those people can make 
modifications. You won’t want just 
anybody having free reign. You can 
require people to sign into Google 
Drive to view and edit files, or open 
it to any people who have the link. 
Just be aware that the link may be 
shared with other people you may 
not know. When inviting people, 
you can choose who can edit the 
files – handy for collaborating on 
a piece of work.

15Secure your files
Putting important personal 

files online can be handy, but for 
maximum security you may want to 
encrypt them. This means no one – 
not even Google – can view your 
files, only you and whoever you 
give the password to. Boxcryptor 
(www.boxcryptor.com/en/google-
drive) is an excellent free tool that 
helps secure your files.

16Add verification
Another good way to 

protect your files is to add two-step 
verification to your Google Account. 
When logging into Google Drive 
from a device for the first time, 
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you’ll not only need to provide  
your username and password,  
but also need a verification code 
that’s sent to your mobile phone. 
To add two-step verification, click 
your profile picture at the top of 
Google Drive and select ‘Account’. 
On the screen that appears,  
scroll down to Signing in and click 
‘2-step verification’. Enter your 
password, and follow the steps 
to secure your account.

17Fine-tune photos
You can edit pictures on 

your Google Drive, without having 
to download or install an additional 
image-editing program. All you 
need is the Pixlr Editor web app for 
the Chrome web browser, which 
you can install free of charge from 
http://bit.ly/R5CRq6. It provides a 
host of excellent photo-editing 
tools that can be used to make the 
images on your Google Drive look 
better than ever before – all 
without leaving your web browser!

18watch videos
Another particularly handy 

Chrome web app is WeVideo. 
Although you can watch videos 
from Google Drive by previewing 
the file, WeVideo lets you combine 
clips, edit them, add titles, sound 
effects and transitions as well! Visit 
http://bit.ly/1ms5IF8 to add it to 
Chrome’s New Tab page.

19work together
The ability to collaborate 

on documents with other people 
is one of the best things about 
Google Drive. The handy Kaizena 
(Voice Comments) web app for 
Chrome makes working with 
people even easier. It lets you 
highlight items in a document 

and add a voice comment. Go to 
http://bit.ly/16kxnVa to add it to 
the New Tab page.

20 sync your notes
Taking and synchronising 

notes on Google Drive is great  
for meetings, presentations and 
lectures. Movenote for Google 
Drive (http://bit.ly/13mbUnk)  
adds a load of great note-taking 
functionality to Google Drive.  
It creates video presentations  
that incorporate documents from 
Drive with video and audio from 
your webcam and store the results 
on Drive.

21Draw and share
Add the Google Drawings 

web app to the New Tab page 
(http://bit.ly/132XEoI) and you’ll 
be able to create, store and share 
diagrams and charts straight from 
your browser. It’s a fantastic tool for 

making presentations, and 
everything you create here is 
automatically saved to your Drive, 
ready to be shared with colleagues.

22sketch out ideas
Conceptboard (http://bit.ly/

W1pnim) is an add-on that makes 
collaborative work with Google 
Drive even easier. It provides an 
online whiteboard on which to 
collaborate on ideas, along with the 
ability to drop files onto the board.

23Use a template
The Drive Template  

Gallery (http://bit.ly/16CojaW) can 
speed up the process of creating 
great-looking documents. It 
contains a huge range of ready-
designed templates for you to use, 
organised by type and category. 
They’ll help you quickly make 
documents that look professional 
in a matter of minutes.

24enjoy a game
It’s great for projects, but 

Google Drive isn’t all work and no 
play. You can use it to play chess 
with your friends. Drive Chess 
(http://bit.ly/1332oum) uses 
Google Drive’s live synchronisation 
technology to let you play games in 
a browser against a friend playing 
on another computer.

25Work offline
It is sometimes necessary  

to edit your documents when  
an internet connection is 
unavailable – for example, during 
a flight, and even during a train 
journey if there’s a risk of the 
connection cutting out. Offline 
editing is turned on by default 
when you’re using Google Drive, 
but you must be using the Chrome 
browser to use it. n

Drag ’n’ drop  
it’s as easy as  
drag and drop  
to upload files  
to Google Drive

ready made  
use templates  
to make great- 
looking documents 
quickly and easily
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Windows
FREE SPAcE FOR 
ANNIvERSARy UPDATE 

Q I own a Windows 10 tablet 
with 32GB of storage. I tried  

to run the Anniversary Update 
installer, but it stated I need at  
least 16GB of free space. How  
can I recover the required space?
Wendy Haynes

cat’s solution
We encountered 
a similar issue with 
our own tablet. We 

diligently cleared the required 
space using a combination of 
methods: the Disk Cleanup tool, 
moving Windows apps to our 
internal microSD card and 
removing a handful of non-

essential programs. We also 
pressed [Win]+[X], chose 
‘Command Prompt (Admin)’ and 
ran ‘powercfg -h off’ to temporarily 
disable Hibernation and remove 
the hiberfil.sys file.

These methods – coupled with 
a reboot – cleared our free space 
back to 17GB, but the tool 
continued to throw up the 
insufficient disk space error. 
Undeterred, we downloaded the 
latest version of the Media Creation 
Tool from www.microsoft.com/
en-gb/software-download/
windows10ISO and this didn’t 
throw up the error, allowing us to 
complete the update successfully.

Data recovery
cAN I REcOvER DRIvES 
FROm DEAD Pc? 
Q My Windows 10 PC has died 

on me. Inside it are two hard 
drives with files I want to transfer 
to a new PC. I’ve been told this is 
complex and am now concerned 
my attempts to retrieve the 
information could lose the data. 
Harold Haywood

Do you have a  
PC problem?  
Get in touch…
Email full details of 
your problem to the 
support team and we’ll 
do our best to help! 
windowsmagazine@
futurenet.com

ReQuiRed space 
You need 16GB 

free space to 
install the 

anniversary 
update
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Jargon buster!
Nick P’s solution
Harold confirmed the PC 
was completely dead – 
no boot messages at all. 

This is potentially good news, as it 
should mean the drives inside are 
physically fine. Once you’ve 
identified their size (2.5 inches if an 
SSD drive or housed inside a laptop, 
3.5 inches for other desktop drives), 
you’ll need to purchase an external 
drive enclosure to house them in – 
a cheap USB 3.0 model costs 
around £10 online. Then simply 
extract the drive, fit it into the 
new enclosure and plug it into 
a working PC.

The drive should be recognised 
and mounted as an additional drive 
with all its data intact. You’re likely 
to get an ‘Access Denied’ error 
when attempting to open certain 
folders, such as your own personal 
user folders, which you’ll find inside 
the Users folder on the root of the 
drive. If this happens, then click 
‘Continue’ when prompted and 
Windows should give your current 
user read and write access to the 
drive, allowing you to browse and 
recover files easily.

Networking
DO I NEED A 
HOmEgROUP? 

Q What’s the purpose of a 
Homegroup, and does it 

prevent my non-Windows devices 

from being able to access shared 
content on my Windows 10 PC?
Phillip Renton

Nick O’s solution
You can run a Home-
group side-by-side 
with traditional shared 

folders, Phillip. This means you can 
set up a Homegroup to simplify 
printer, media and file sharing 
with other Windows PCs on your 
network without locking out Macs 
and other non-Windows devices.

Quickfire questions

Find the solution! TechRadar’s How To section
Visit www.techradar.com/how-to to access a wide range of tips 
and tutorials to help you get more from all your tech.

I’m attempting to format my 
DVD for creating a Macrium 
Reflect disc (November 2015 
issue), but can’t find the option 
for FAT32?
John Hipkin

John had inadvertently 
misread our advice – the FAT32 
option applies only to USB 
flash drives. Blank DVDs don’t 
require formatting prior to 
creating the disc.
 
Where can I access the 
old-style appearance settings 
in Windows 10?
Evan Porter

Right-click the Start button and 
choose ‘Control Panel’, then 
select ‘Appearance and 
Personalisation’ to access 
theme and display settings.

“The drive should be 
recognised and mounted as an 
extra drive with all its data intact”

 Hiberfil.sys 
The file where the contents of 
your PC’s memory – including 
running programs – are 
temporarily stored during 
Hibernation mode.
 

 FAT32
Stands for File Allocation Table 
32-bit, which is a file system for 
storing data on that works with 
a wide range of devices. 

extRact 
dRives use a 
drive enclosure 
to retrieve data  
from rescued 
hard drives

simple shaRinG 
homegroups work 
alongside existing 

shared resources
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2 Fix exposure problems
Click the ‘Back’ button to apply the 

crop. Next, you can click the ‘Correct’ button 
followed by ‘Exposure’. Experiment with the 
‘Highlights and Shadows’ sliders – push them 
to the right for dark images, or to the left for 
light ones.

1 crop shop
Fire up Photoshop Express and choose 

to import a photo from your library. If 
necessary, start by framing the photo to 
include only the detail that interests you by 
clicking ‘Crop’. Click the lock button to set a 
specific aspect ratio.

FIX ANy POORLy  
EXPOSED PHOTOS

Q I’ve taken what should be the 
perfect photo, except for the 

fact it’s come out dark and gloomy. 
What’s the best way to try and 
improve the exposure without 
losing key details? 
Trevor Neil

cat’s solution
Install the free 
Photoshop Express app 
from the Microsoft Store 

and you’ll find it has all the tools to 
improve shots – either with a single 
click (try the ‘Auto Fix’ button first), 
or by following our quick guide.

Quickfire questions

practical or guaranteed solution 
to your problems. What would 
work better is investing in boosting 
your PC’s overall performance. 

Double its RAM (8GB should be 
adequate even for demanding 
systems) and – crucially – invest in 
a fast 120GB SSD drive on which 
Windows and your programs can 
reside, keeping your existing drive 
as storage for data and other files. 
This twin performance boost 
should make your PC easily capable 
of handling your demands, without 
requiring any complicated setup.

Windows
REINSTALL WINDOWS 10 
AFTER ROLLINg bAck 

Q I upgraded to Windows 10 
from Windows 8.1 before 

the July cut-off date, and wish to 
roll back to Windows 8.1 before 
the month expires. If I do this, 
can I then upgrade to Windows 10 
later without incurring any charge? 
I imagine the computer must 
save version 10 so that it can be 
restored somewhere, but how 
can I do that, please?
David carroll

After my PC has updated and 
after I have logged in, I always 
have to wait for it to set itself 
up. How can I automate this 
tedious process?
Frankie Porter

You can in the Anniversary 
Edition – go to ‘Start > Settings 
> Update & Security’ and click 
‘Advanced options’ under 
Windows Update. Tick ‘Use my 
sign in info to automatically 
finish…’ and everything will be 
done automatically.
 
What’s the best way to go 
about publishing an eBook 
on the web for a charity 
using Calibre?
Peter Smith

Calibre’s best used for books 
you distribute yourself; check 
out issue 127’s tutorial on 
BookWright for an option that 
makes it easy to publish and 
sell your books too.
 
I’m following your tutorial 
on Syncthing (issue 122) and 
wondering why I shouldn’t 
simply download it from the 
Syncthing website (https://
syncthing.net)?
Efrem Frankel

The tutorial actually covers 
Syncthing-GTK, a specific 
variant of Syncthing with a 
user-friendly installer and 
front-end – hence the 
different web link.

Think of the Homegroup as a 
simplified set of user permissions, 
granting Homegroup members 
easy access to your Libraries, 
USB-connected printers and media 
libraries. In addition, you can share 
other files and folders quickly by 
right-clicking them and choosing 
‘Share With’. Other computers, 
such as Macs, can access your 
Homegroup’s shared content by 
logging on with your Windows user 
account credentials, and you can 
also continue to share folders and 
files with selected individuals, in 
addition to your Homegroup 
(choose ‘Specific people…’ from 
the ‘Share With’ menu).

Windows
SET UP Pc FOR mULTI-
PURPOSE cOmPUTINg 

Q I have a long history of way 
too many programs being 

installed on my computers, and 
this obviously makes them 
particularly slow and buggy. In 
general, these programs fall into 
three or four categories: work, 
writing, graphics and play. I’m 
thinking of making an ISO file of 
the basic computer, then creating 
separate ISO files for each category 
of use, switching between them 
when necessary. Does that make 
any sense or is there something 
a lot better? What would you 
recommend doing?
marshall brown

graham’s solution
We like the idea, 
Marshall, but it’s not 
really that practical. 

It would involve either using 
drive images and switching 
between them, or setting up a 
complicated multi-boot system, 
with four separate Windows 
installs, each one focusing on a 
different category. Neither is a 

no keY ReQuiRed 
You can reinstall 
Windows 10 
without a  
product key
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Jargon buster!
 

 System architecture 
This refers to the system 
type – 32-bit or 64-bit – that 
Windows is running. Find this 
out by pressing [Win]+[X] and 
selecting ‘System’.
 

 Exposure
The amount of light reaching 
the camera over the time taken 
to capture a photo. Too much 
light results in overexposure 
(washed out images), while too 
little results in underexposure 
(dark and gloomy). 

4 Final touches
Select ‘Contrast’. Use the ‘Clarity’ slider 

to  bring out more sharpness in the photo 
(or reduce it), while ‘Vibrance’ lets you choose 
how bright your colours are. Finally, click 
‘Back’ and use the ‘Reduce Noise’ tool to  
make further adjustments.

3 Tweak colour settings
Click ‘Auto WB’ to fix colour issues with 

a single click, or – if the results of this aren’t 
to your tastes – select ‘White Balance’ and use 
the ‘Temperature’ and ‘Tint’ sliders to adjust 
the colours to make them warmer (more 
orange) or cooler (more blue) as you see fit.

“Other computers can access your 
Homegroup’s shared content by logging on 
with your Windows user account credentials”

cat’s solution
The act of upgrading 
Windows 10 means 
your PC’s details are 

now logged with Microsoft, so it 
knows your PC has been upgraded. 
This means you can roll back to 
Windows 8.1 now, and then move 
on to Windows 10 in the future 
using the Media Creation Tool 
without having to pay an upgrade 
fee. You can also reinstall Windows 
10 from scratch without worrying 
about a product key too. Note, 
however, that this version of 
Windows 10 isn’t transferrable to 
another computer, so it will remain 
tied to your current PC for the rest 
of its life.

Windows
HOW cAN I cREATE 
REINSTALL mEDIA? 

Q I have to dispose of three PCs, 
all upgraded from Windows 7 

to 10, and tried to follow the 
reinstall guide from issue 123 
with no success. It appears I 
have no recovery environment 
to fall back on, and neither can I 
create a recovery drive due to 
missing files. Can you please 
help me with this problem?
Philip crowe

Nick P’s solution
The simplest way to 
create media for 
reinstalling Windows 10 

is via the Media Creation Tool (see 
first letter). In this case, when you 
launch the tool, be sure to select 
‘Create installation media for 
another PC’. If all your PCs are 
running the same system 
architecture, then the default 
choices are fine. Choose whether 
or not to burn to DVD or copy to a 
USB flash drive (8GB or larger – all 
existing data will be wiped). Once 
it’s created, simply boot from this 

media and follow the prompts to 
wipe your drive clean and reinstall 
Windows from scratch, skipping the 
product key prompt (Windows 10 
will automatically reactivate 
without this). Once complete, your 
PC will be ready to pass on – but if 
there’s sensitive data on the drive, 
we recommend using a tool such as 
DBAN (www.dban.org) to securely 
wipe the drive before you reinstall 
Windows on it.

Hardware
Am I bEINg FORcED  
TO UPgRADE? 

Q I’ve been having some trouble 
with Windows 7 updates and 

now Outlook.com has stopped 
working too. Does this have to do 
with the fact I haven’t upgraded? 
Not too pleased if I’m being forced 
to switch – I’ve been very happy 
with Windows 7.
bruce Alexander

mayank’s solution
At first we thought this 
issue could be related to 
a question we answered 

in issue 125 relating to slow 
Windows 7 updates. Bruce tried  
our suggestions, but found any 
standalone installers simply hung 
at the ‘Searching for updates on 
this computer’ stage, even after  
we advised him to temporarily  
stop the Windows Update service.

This had no effect, and 
Bruce ended up calling in his  
local computer store to see if  
they could help. After an hour  
of unsuccessfully trying to get 
Windows to update, the eight- 
year-old PC was taken away for 
testing, which indicated a  
hardware problem. This sadly 
means it will require repairing or 
– more likely given its age and 
all-in-one construction – 
replacing entirely.  ■

secuRe Wipe 
don’t pass on a  
pc without first 
securely erasing  
its contents

Do you have  
a PC problem?  
Get in touch…
Email full details of 
your problem to the 
support team and we’ll 
do our best to help: 
windowsmagazine@
futurenet.com 
Or write to the support 
team and we’ll do 
our best to help: 
Support Squad, 
Windows Help & 
Advice magazine, 
Future Publishing Ltd, 
Quay House, The 
Ambury, bath  
bA1 1UA

Support 
Technical help
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 WindoWs 10 tips   features explained   neW tips and tricks

Welcome
Windows 10 was 
released over a 
year ago now, 
and to celebrate, 
Microsoft has 

released the Anniversary 
Update. This month, we recap 
the new features and look at 
how to stay safe from nasty 
viruses and malware.

One of our favourite features 
of Windows 10 is the Action 
Centre. Here you get all your 
notifications, as well as quick 
links to features you need to 
access regularly, such as 
network connections and 
tablet mode. Turn to page 38 
this issue to get some tips on 
how to use Action Centre and 
customise which apps appear 
in your notifications section. 

Matt Hanson  
Associate Editor 

Featuring…

Windows 10 tip of the month Apps that work better with Cortana

Microsoft introduced some great 
additions to Cortana with the 
Anniversary Update, and there are apps 
that can now work with it directly. To 
help you get more out of Cortana, these 
apps have been grouped together on 
the Windows Store in one location 
called ‘Better with Cortana’. To get 
to them you need to use your web 
browser, then click the links that take 
you to the store. Here’s how to do it.

Choose the apps that use Cortana

Windows 10

Find apps Go to www.microsoft.com/en-gb/store/
collections/appsforcortana/pc in your browser

CliCk to tHe store  Click on an app you’re interested 
in, then click the ‘Get the app’ button to go to the store

Welcome to…

www.facebook.com/windowsmag

Turn To  
page 61 for  

oneDrive anD 
google Drive 

guiDes
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1 The Anniversary Update
Get the Anniversary Update via the standard ‘Check for 

Updates’ box in the Settings app. The quickest way to get here 
is simply to click in the Cortana search box and type ‘Updates’. 
The installation takes a long time to download, but, once it has, 
there are only a few simple questions to answer and you’re good 
to go. Don’t worry, all your settings and data will be preserved. 

2 New Start menu
Open the Start menu and you’ll notice that it has a 

different layout from the previous one in Windows 10. On the 
left the ‘Recently added’, ‘Most used’ and alphabetical list of apps 
now dominate the menu, while the right-hand side contains the 
tiles you’re used to. Hopefully, this new layout will make it easier 
to get to whatever app you want to use.

EdgE
The Edge browser 
has powerful new 
features in the 
Anniversary Update. 

CorTANA
Your personal 
assistant – ask it for 
anything and it’ll see  
if it can help, or just 
search the internet  
for an answer. 

W
TimE TAkEN
20 minutes

hen getting to grips 
with a new computer 
or operating system, 
the best approach is to 
dive right into as many 
of the settings as you 

can – personalising the system, desktop 
and programs for the tasks you perform 
the most. And here, we’ll show you how 
to do just that with the brand-new 
Windows 10 Anniversary Update.

There have been a lot of little changes 
to Windows, especially in the Settings 
app, and we’re going to show you how to 
do the most common things you’ll want 
to do in this latest update. So, without 
further ado, let’s get started!

Get started with 
Windows 10
Now you have the Windows 10 Anniversary 
Update installed, let’s see what it can do

Learn how to…

Get started with Windows 10
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3 Aero Snap in Windows 10
Snapping programs to the sides of the screen was a 

feature introduced in Windows 7. In Windows 10 you can now 
snap applications to each corner, as well as to the sides, by left 
clicking and dragging the top bar directly into a corner. You will 
also see a visual representation of how much screen space the 
app will take up. This makes it much easier to multitask.

4 Uninstall programs
Uninstalling old and unused programs can be useful 

for freeing up storage space on your PC. You’ll also notice your 
start-up times become speedier if you declutter. To do this, click 
‘Settings’ in the Start Menu, select ‘System’, then on the left tab 
select ‘Apps & features’. Here you can remove apps by selecting 
them and then selecting ‘Uninstall’.

STArT mENU
The Anniversary 
Update has 
revamped the Start 
menu completely. 

TASkBAr
The Taskbar has  
new features in the 
Anniversary Update. 
Click here to see what it 
has to offer (especially 
Hidden items).

ACTioN CENTrE
Click the Notifications 
icon at the bottom 
right of the screen to 
launch the Action 
Centre, which gives 
you lots of quick links.

Our best tip!
Explore all the menus to 
discover the options on  
offer. We guarantee you’ll  
find plenty of shortcuts  
and tricks that will soon 
become indispensable.

QUiCk liNkS
Use the quick links 
here if you want to 
quickly connect to 
a WiFi network, 
launch Tablet 
Mode or even dim 
your screen.

Welcome to Windows 
Anniversary Update
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9 multi-App view
Another neat feature is the ability to swap between many 

apps at any time. Just click ‘Task view’, the button to the right of 
the Cortana bar near the Start menu. This allows you to quickly 
switch between open applications (including minimised ones) 
without having to trawl through the icons on your task bar, 
making it much easier to find programs.

7 Cortana on call
If you’re signed into your Microsoft account you can 

use the Windows ‘personal assistant’ Cortana for many things, 
from searching the internet to setting calendar reminders or 
getting traffic alerts. To get going, just make sure your mic is 
enabled and say “Hey Cortana”, or just type into the search bar 
at the bottom left-hand corner of your screen. 

5  Create a secure backup
You’ll need around 120GB of storage free in a separate 

partition or drive to create a secure backup of your PC’s OS and 
documents every week. Go to ‘Settings’ and select ‘Update & 
Security’, then click on ‘Backup’ in the left-hand window. Click on 
the ‘+’ button and select the partition or drive you wish to use. 
Next select ‘more options’, then ‘See advanced settings’.

10 Free up space
Windows actually has a built-in method for freeing up 

disk space, using an app called Disk Clean-up. Type ‘Disk Clean-
up’ into the Cortana search bar and you’ll find it. Once the app 
has looked at your system, it shows you how many files you can 
safely delete and how much space that will save you. Try it today, 
and free up some space! ■

8  organise mail accounts into one
Keeping all email accounts in one place was a handy 

feature introduced in older versions of Windows 8. However, 
the Mail app that replaced Outlook has greatly increased 
functionality. Click on the Mail icon in your Start menu, select 
‘Add account’, select your email service and fill in the details. You 
can now select ‘Done’ and all your emails will be in one place.

6 Finish the backup
Now click ‘System Image Backup’ in the bottom left-hand 

corner of the screen, and click ‘Set up Back-up’ on the right-hand 
side of the screen. Highlight the drive you want to use for your 
backup and click ‘Next’, then ‘Let Windows Choose’. Hit ‘Next’ 
again. Now set up the schedule for when Windows performs 
the backup. When done, click ‘Save settings and run backup’.
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Time Taken
10 minutes

Avoid viruses and  
 malware for free
Viruses, spyware, hackers, phishing – the web is dangerous,  
so use these tools to deliver great security at zero cost

Learn how to…

Avast Free 
Antivirus
Avast Free Antivirus (www.avast.com) is 
one of the most popular security tools 
around. The program is simple to install 
and its straightforward interface makes it 
a pleasure to use. A first scan will identify 
potential threats on your PC, and it’ll 
have a minimal impact on your system’s 
performance. Avast Free has some useful 
extras, too. A Software Updater alerts 
you to program updates you’ve missed, 
and its Browser Cleanup tool provides a 
simple way to remove add-ons.

Comodo Internet 
Security Premium
If you’re looking for combined anti-virus 
and firewall protection, then Comodo 
Internet Security (www.comodo.com) 
has your back covered. It includes the 
expected protections against viruses 
and spyware, of course, but also comes 
with some nifty additional protections: 
Defense+ protects critical system files 
to block malware before it can get a 
foothold on your system, while 
sandboxing ensures unknown files 
are automatically run in an isolated 
environment – so if they turn out to be 
malicious, they’re trapped inside the 
virtual box. A pop-up status also helps 
keep you informed as to the state of 
your system.
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Malwarebytes  
Anti-Malware Free
If you think your PC might have been 
infected but your regular antivirus tool 
seems oblivious to the fact, grab 
Malwarebytes Anti-Malware Free from 
www.malwarebytes.org. It’s an excellent 
on-demand scanner, which can quickly 
find and remove all kinds of threats, 
including Potentially Unwanted 
Programs. It’s ideal for any PC user: 
beginners won’t have trouble using it – 
simply launch the program, click ‘Scan’ 
and it immediately checks your system. 
Experienced users will appreciate 
additional tools, which help you launch 
Malwarebytes on an infected PC to 
delete locked files.

Unchecky
Some download sites, as well as program 
developers, wrap their programs inside 
installers that ‘offer’ (usually not in a very 
clear way) additional program and 
toolbar downloads during installation. 
Look out for these offers appearing 
during the setup process – often the 
wording is confusing and designed to 
trick you into installing the offer. 
Unchecky (www.unchecky.com) is a free 
program that spots many potentially 
unwanted program installers. When it 
detects one, it not only alerts you to the 
fact, but changes the installer’s settings 
so that potentially unwanted software 
isn’t selected by default – you can still 
install it if you wish, but it’s your choice, 
not the software’s.

Emsisoft  
Emergency Kit
No antivirus app comes with a 
guaranteed 100 per cent detection rate, 
and malware might occasionally slip 
through. You should always have a 
second tool available, then, just in case  
– and Emsisoft Emergency Kit (from 
www.emsisoft.com/en/software/eek/) is 
a great choice. The program runs without 
requiring installation, reducing the 
chance of any conflicts with your existing 
antivirus package. Experienced users will 
appreciate tools such as HiJackFree and 
BlitzBlank, which can help you manually 
detect and clean up malware. 
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AVG Free Antivirus
AVG Free Antivirus (http://free.avg.com) 
is a solid package with a good range of 
features: an antivirus engine, email 
scanner, identity theft protection, and 
LinkScanner Surf-Shield to keep you safe 
online. At first glance, this makes the 
program seem more complex, as there 
are lots of tiles, buttons and menu 
entries. Its smart interface design means 
you can carry out most common actions 
in a click or two, though, so you’ll soon 
feel at home. This program gets mixed 
reviews on its effectiveness but, in our 
opinion, it’s one of the best free antivirus 
packages around, possibly even better 
than some commercial solutions. n

Bitdefender  
Antivirus Free
Strong, silent, fast and unobtrusive. Four 
key words that mark out Bitdefender’s 
free anti-virus solution from the 
competition. It may be a cut-down 
version of the full package, but you still 
get real-time protection from malware 
and scheduled scans to catch anything 
that might fall between the cracks. 
There’s practically no configuration 
involved – just download and install it 
from www.bitdefender.co.uk/solutions/
free.html. Note, you will need a free 
Bitdefender account (or connect with 
your Facebook or Google account) in 
order to use it long-term.

Avira Free 
Antivirus
Avira Free Antivirus (downloadable from  
www.avira.com/en/avira-free-antivirus) 
provides two main areas of protection. 
The first is a strong antivirus engine 
(rated highly by independent labs for its 
file detection rates), which constantly 
monitors your computer, looking for 
and eliminating threats. It’s not without 
a few problems, though. The interface 
can seem a little complex at first, for 
instance, and the program has more 
impact on your computer’s performance 
than some other tools do. However, on 
balance, Avira Free Antivirus is a capable 
and effective security package.
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there’s no 
shortage of 
great-looking 
laptops available, 
but, typically,  

you have to compromise 
somewhere for the sake of 
portability. The Dell XPS 15 
on test this month could 
just be the exception to 
this rule. Find out what we 
thought of it on page 86. 
Then, while you’re out on 
the road with your laptop, 
how about letting a robot 
vacuum cleaner clean your 
place for you? We try out 
the latest ingenious tech 
from Dyson to see whether 
it justifies its price tag. Plus, 
we compare four top music 
streaming services. Until 
next time… 
 
Nick Odantzis deputy editor

Welcome

windowsmagazine@futurenet.com

The Upgrade section is your key to finding out about the latest 
products, all designed to help you get more from your PC

rating explained Superb GoodVery good Disappointing Poor

Our promise to you…

You can trust our reviews
Our reviewers are 100 per cent 
independent, with years of 

experience in the world of computing. 
Our rigorous testing procedures mean 
that only genuine, high-quality 
products are awarded high star ratings. 
If you see an item of hardware bearing 
a high score, you can be confident that 
it is an excellent product.

we choose the best products
Thousands of new PC products 
are released every year and 

choosing between them can be an 
impossible task. Our experts select only 
the best hardware and software to 
feature in this magazine. Even better, 
our star rating system makes it simple 
to find the best products, giving you  
a fast, trustworthy guide.

how we review
Our expert reviewers guarantee  
to test every piece of hardware 

rigorously and thoroughly, using  
only acknowledged experts to 
establish the worth of a product.  
We always review from the viewpoint 
of our readers; the day-to-day 
practicality and quality of a product  
is paramount.
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90 Oculus Rift
Is this the virtual reality headset you’ve 
been looking for? We look into it…

86 Dell XPS 15
A powerful, elegant 15-inch laptop with 
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88 Dyson 360 Eye
It might be the best robot vacuum  
cleaner around, but is it worth the price?

92 Smartwatches
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The Dell XPS 15 is a seriously 
impressive laptop. Dell is 
calling it the smallest 15-inch 

laptop ever made and the reason is 
simple: the ‘InfinityEdge’ display 
– as seen on the XPS 13 and XPS 12 
hybrid – has such a thin bezel that 
the total profile of the laptop is only 
a shade larger than the 15-inch 16:9 
display itself. That means it’s quite 
a bit ‘smaller’ than your standard 
15-inch laptop, though it still looks 
like a bit of a monster when you set 
it beside one of Dell’s incredible 
13-inch Dell XPS 13 ultrabooks.

The entry-level model is powered 
by an Intel Core i5-6300HQ, has 
Nvidia GeForce 960M graphics and 
comes with a full HD screen, 8GB 
memory and a 1TB HDD with 
Windows 10 installed on a 32GB 
SSD. Every other model comes with 
a Core i7-6700HQ, and the top 
couple of models, one of which we 
have here, have 4K touchscreen 
displays, 16/32GB memory and a 
500GB/1TB SSD, while the GeForce 
960M component is standard 
across all models.

That’s a lot of power for a home 
laptop. It turns on and off lightning 

fast, which is extremely convenient 
and never leaves you waiting for 
apps or program to load. But while 
this laptop is indeed blisteringly 
fast, by far the most impressive 
feature is the display.

4K screen
InfinityEdge looks fantastic, but 
it’s the bright, 4K colour-accurate 
picture itself that’s the real stunner. 
If you’ve ever walked through 
the TV section in a big department 
store and found yourself blown 
away by an OLED TV compared 
to its LCD compatriots, the effect 
is similar here.

The screen on this laptop is 
not an OLED but in almost all 
conditions you could easily believe 
it was one. It’s simply gorgeous to 
look at, mesmerising even. Contrast 
ratio and absolute black levels 
aren’t the best, but in normal 
applications it looks world class.

It also has one of the best 
touchscreens we’ve ever used on 
a laptop. It’s fast and responsive to 
touch and really justifies itself. We 
regularly found ourselves reaching 
out and using the touchscreen in 

ways that have previously been 
better suited to other inputs.

If you work with graphics you’ll 
love it, and you’ll find the Nvidia 
GeForce 960M and Intel Core i7 
more than powerful enough to 
handle the toughest of tasks.

And if you’re hoping to game 
on this laptop, you can absolutely 
do so. But your best bet would be 
to go for the full HD option in order 
to hit playable framerates for 
demanding games – either that 
or plug into a secondary 1080p 
screen. You can buy this laptop 
with all of the power but a 1080p 
non-touch screen for less – and 
you’ll save some weight there as 
well, 1.78kg versus 2kg.

It’s worth pausing and 
mentioning that weight for a 
second. If you’re weighing up 
whether to get the Dell XPS 
13 or the XPS 15, weight has to be 
a consideration. The XPS 15 is not 
far off double the weight of the 
non-touch version of the XPS 13 
– 1.2kg versus 2kg. That combined 
with the substantial increase in size 
means the 13 is ideal for carrying 
around with you, while the 15 is 

Dell XPS 15
From £1,000 | $1,200 www.dell.com

Super design, 4K graphics and powerful too
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One explanation for why Dell 
did not do this could be that the 
carbon-fibre surface is a fingerprint 
magnet. We’ve heard and read 
people saying that about many 
smartphones and other laptops in 
the past, but we’ve never used a 
device that attracted, retained an 
displayed fingerprints like this one. 
It can look really quite grotty after 
some intense use and it’s definitely 
our least favourite aspect of the 
device, albeit just a cosmetic one.

Final verdict
The Dell XPS 15 is a fantastic laptop 
and a no-brainer purchase for 
anyone who wants a laptop that 
lives primarily on a desk at home or 
in the office. It’s cheaper and more 
highly specced than a MacBook 
Pro and makes more sense to buy 
than something like a Surface Pro 3.

The 4K screen is gorgeous to look 
at while the colour accuracy makes 
it ideal for anyone working with 
graphics. We’d happily buy one 
of these for ourselves. ■

The Dell XPS 15 is as good as it 
gets for a 15-inch home or work 
laptop. Put it on your wishlist.

not, despite its relative smallness. 
You won’t want to have this in a 
bag on your back all day.

Keyboard and trackpad
The keyboard on the XPS 15 is 
exactly the same as on the XPS 13, 
which means it does look a bit lost 
in the middle of the larger carbon-
fibre-effect chassis. That being 
said, you probably wouldn’t want 
it to be any bigger because it’s 
comfortable to type on and the 
keys feel responsive with just 
enough travel.

The trackpad, where some Dells 
have been a bit of a letdown in the 
past, is also excellent. That being 
said, the enemy of all laptop users 
are ‘accidental inputs’ where your 
hand or your arm touches the 
trackpad by accident. If you’re using 
this laptop on a desk, you should 
use a mouse and disable the pad, 
but that’s true of most laptops.

Ports and connections is one of 
the only areas where you might 
question some of Dell’s design 
decisions. There are only two USB 
3.0 ports on this laptop. Where 
you’d normally expect the third 
one to be, on the right-hand side, 
you instead have a battery meter. 
You press a button and it uses five 
mini-LEDs to let you know the state 
of the battery.

That’s useful when the laptop is 
turned off, but seriously, given the 
number of times you’ll ever use it 
versus a third USB port, it seems like 
an unnecessary compromise.

You also get an SD card slot, 
a full-size HDMI port and a 
Thunderbolt 3 port, which supports 
PowerShare, 40Gbps data transfer 
in both directions, VGA, HDMI, 
Ethernet and USB-A – but you’ll 
need to buy the cables or one of 
Dell’s Thunderbolt docks.

Dell claims battery life of up to 17 
hours but, in reality, you’ll probably 

get substantially less than that. 
We managed to get about 5 hours 
out of it under normal conditions, 
which is good, especially given its 
4K touchscreen and powerful 
components. You’ll get more like 
3 hours if you run with maximum 
screen brightness while performing 
tasks with high CPU use.

Cosmetics
This laptop looks the business, 
particularly when you open it up. 
The carbon-fibre effect on the 
inside surface is the same as on 
the XPS 13 and looks brilliant. You 
could even say that the laptop 
would look better if the whole 
casing was done out with that 
material instead of the slightly 
boring silver aluminium shell.

“The Nvidia GeForce 960M and Intel Core i7 are 
powerful enough to handle the toughest of tasks”

Upgrade 
Dell XPS 15
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KEY FEATURES

Dell XPS 15
Operating system Windows 10 Home
Processor 6th Generation Intel® Core™ i5 
processor/i7-6700HQ
Storage 1TB 5400RPM Hard Drive + 
32/256/512GB  Solid State Drive
RAM 8GB Dual Channel DDR4 2133MHz 
(4GBx2)
Graphics Nvidia® GeForce® GTX 960M 
with 2GB GDDR5
Connectivity 1 HDMI, 2 USB 3.0 with 
PowerShare, 1 Thunderbolt™ 3 
Screen size 15-inch 
Display resolution 15.6in FHD (1920 x 
1080) InfinityEdge/15.6in 4K Ultra HD 
(3840 x 2160) InfinityEdge touch
Weight From 1.78kg 



The Dyson 360 Eye has been a 
long time coming. In the year 
leading up to its UK launch, it 

had 150,000 UK consumers register 
an interest in buying one with 
Dyson, though that’s not to say all 
of them necessarily handed over 
the £799.99 required to join the 
360 Eye Owners Club.

If you’ve clocked the review score 
already, you’re probably assuming 
this will be a fairly negative review, 
but it’s actually not.

In fact the Dyson 360 Eye is, in a 
number of ways, the best robot vac 
you can get. However, it doesn’t ace 
the best of its cheaper competition 
sufficiently to fully justify its price, 
and it has a couple of notable 
deficiencies compared to older 
bots. Should you buy one? Read 
on, and decide...

The perfect robot vac needs to 
be able to collect dust, fluff, hair, 
and general spilled stuff. But it must 
also be clever enough to make its 
way around and not miss areas out, 
deft enough to swerve around 
obstacles, and powerful enough to 
get over inclines and obstacles on 
the floor that it can’t avoid.

Ideally, you’d also like it to do 
corners really well, and your stairs. 
Skirting boards too? Oh, go on 
then. Well, sorry, folks: none of 
those three things is going to 
happen with a robot vac. Whatever 
happens, you are going to need a 
standard vacuum cleaner as well 
as a robot, or watch as your 
corners and stairs become filthy 
while the rest of your floors remain 
sparklingly clean and free from lint.

Homes vary; ours is largely hard 
floors, with a few rugs and carpeted 
areas. It’s fairly uncluttered, but 
with a few bits of furniture that 
are challenging for bots.

Get going
To set the machine up, just unfold 
the base and plug it in, then sit the 
360 Eye on it. Most robot vac bases 
are unwieldy  but this is designed 
so well that it is ready in seconds.

Then, to get full functionality, 
download the iOS or Android 
Dyson Link app and pair with your 
router. This is also well handled 
compared to most connected 
home gadgets, although not totally 
painless. Make sure you’ve got the 

manual to hand as it contains a 
password you’ll need. You are now 
ready to go.

Dyson says the 360 Eye has 
twice the suction power of any 
other robot, and that certainly rings 
true. It’s able to clean quite heavy 
spillages – we tasked it with 
cleaning instant coffee granules 
off a table without falling off, 
which it managed – and that’s not 
something we’d risk with most 
other robot vacs.

However, robot vacs are not 
for cleaning nasty spillages, or 
for transforming a house that’s 
absolutely filthy into a pristine 
state. Robot vacs are for keeping 
already fairly tidy flats clean 
through regular use.

The entire point of having a 
robot clean your place is that it 
involves no effort on your part. So 
you use it daily, or every couple of 
days. As a result, as long as it can 
collect dust adequately, your flat 
will be free from dust. 

You would also be mad to use a        
Dyson to clean up a spilled jar of 
coffee granules in real life. Yes, it 
will do the job, which is impressive, 

Dyson 360 Eye
£800 | $999 www.dyson.co.uk

The best robot vacuum cleaner so far, but…
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Dyson Link app
The Dyson 360 Eye is a connected 
home device that can be joined 
with your router and, from there, 
contact Dyson’s servers. This means 
Dyson can issue firmware upgrades 
to it – perhaps adding a spot 
cleaning mode and battery gauge 
at some point in the future – and 
also allows for control by app.

Connecting the 360 Eye to your 
router and the app is relatively 
painless. Once paired with the 
vac, Dyson Link lets you schedule 
cleaning daily (or at whatever 
frequency you like), during your 
work hours, or at another 
convenient time for you. 

If you prefer not to do that, Link 
also lets you start and stop cleaning 
from anywhere in the world that 
has an internet connection, and 
then get updates on your 360 Eye’s 
progress. This is very cool indeed. 
It will also notify you of faults. 

Another cool and clever (but 
perhaps not hugely useful) feature 
is that the Link shows you a map 
of where the 360 Eye has cleaned. 
There’s also a settings menu, where 
among other things you can turn 
off notifications.

The final verdict
This is the best robot vacuum 
cleaner for now, because its suction 
power is greater than rivals’, but it 
doesn’t really get around any better 
than the best of its cheaper rivals. ■

It’s a clean sweep when it comes 
to top-notch tech, but its price is 
definitely for suckers.

but it will take a while, because 
the 360 Eye will want to clean the 
room, not just the spillage. There’s 
no spot cleaning mode here, unlike 
on just about every other robot vac 
ever, which is ironic, because with 
its superior suction, this is the first 
robot ever that might actually 
benefit from one.

Design and features
The Eye 360 is packed with more 
tech than its rivals. Rather than 
using touch sensors and scanning 
ahead with lasers, the Eye 360 
employs a camera, so as to actually 
‘see’ its surroundings. The camera 
sits on top of the machine, taking 
a 360 degree video of your home.

It also does away with the little 
whirling edge brush that practically 

every other robot vac uses – they’re 
for sweeping dust into the path of 
the bristle bar, especially from edge 
and corners.

The Dyson has a smaller footprint 
than other robot vacuum cleaners 
on the market, too, but it is also 
taller. This allows for a more 
powerful motor, giving better 
suction, but it also means that it 
can get under fewer pieces of 
furniture. It could still manage 
under the bed and sofa, but some 
cupboards were too low for it.

There is a further issue with 
the Eye 360 when cleaning under 
furniture and it is part of a broader 
problem it sometimes has. It’s to do 
with the fact it tries to ‘see’ rather 

than making do with building a 
rough schematic of your home by 
moving around until it bumps into 
something and/or using lasers. As 
soon as it’s under a sofa, bed or 
whatever, almost invariably, the Eye 
360’s ‘eye’ is so near the underside 
of your furniture that it can no 
longer ‘see’. The machine is 
festooned with other sensors, so 
its main one being temporarily 
blinded shouldn’t matter, but it 
results itself in slower performance.

Where the Eye’s reliance on its 
camera does become a problem is 
in two other areas. If a room is dark  
it cannot clean, so turn on the light.

As mentioned, the problems 
the Eye 360 has ‘seeing’ contribute 
to another issue with its overall 
performance: it is slow. And 

because it’s slow, it can run out of 
battery while vacuuming, so it has 
to go back and recharge, which is 
not a rapid process as it needs at 
least half an hour before it’s ready 
to get back to work. As a result, an 
average flat of four or five rooms 
will generally take around 2-3 hours 
to clean.

However, it also means you’re 
better off letting it do its thing 
while you’re not in the house. 
That would be  fine if the Dyson 
360 Eye was able to overcome 
every obstacle in its path. But it 
can’t. So, just as with any other 
robot vac, you’ll need to clear your 
floors as much as possible and 
move certain bits of furniture.

“The entire point of having a robot clean your  
place is that it involves no effort on your part”

Upgrade 
Dyson 360 Eye
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KEY FEATURES

Dyson 360 Eye
Cyclone technology Radial Root 
Cyclone™ technology
Cleaner head Carbon-fibre floor tool
Camera The 360° Vision system takes  
30 images a second and stitches them 
together using SLAM (simultaneous 
localisation and mapping)
Motor Dyson digital motor V2
Tracks Tank tracks
Charge time 2.45 hrs
Connectivity run time 45 mins 
WiFi compatibility Compatible with 
2.4GHz home WiFi 
Weight 2.44kg 
Dimensions H 120 x L 240 x W 230mm



By rights, Oculus, the Kickstarter 
original that created the 
virtual-reality market we now 

have, could have been the name 
synonymous with the very tech it 
created. A bit like Hoover in the 
vacuum-cleaning world, if you will. 
But, because it’s taken so long to 
get to market, it’s now only one of 
several options, including the HTC 
Vive, the phone-based Samsung 
Gear VR, and PlayStation VR 
(coming in October).

That means it’s no longer a 
case of whether you should buy 
the Oculus full stop, but whether 
it’s the best option from what’s 
available. Do you want motion 
controls and tracking? A good 
game library? A light headset? 
How much do you want to spend? 
These are all things to consider 
now, so read on to see if this is 
the VR you’re looking for.

Design
The final retail headset is sleek, with 
a tactile, black matte finish. That 

said, the functional design and 
materials don’t quite scream 
‘aspirational consumer product’ as 
it could (although it’s flashier than 
the almost sci-fi-like Vive, with its 
spider-eyed arrangement of 
tracking sensors).

Only the Samsung Gear VR and 
PlayStation VR manage a certain 
level of gadget appeal, thus far. 
But once you’re wearing the thing, 
you’ll never see any of that. There’s 
one lead coming off the back of the 
visor that causes no trouble and, 
when you’re stretching the whole 
thing over your head, it all feels 
robust but not cumbersome. The 
included headphones look a little 
odd but sound great. 

The only real flaw is, it’s prone 
to letting light in around the nose. 
On the one hand, that can really 
break the immersion as you catch 
glimpses of your knees, although 
it is handy for sneaking a glimpse 
of your watch or phone without 
taking the headset off (likely not 
an intentional feature, we admit).

Features
One thing the Oculus needs is a 
lot of is ports. Specifically a USB 3.0 
and HDMI for the headset. You’ll 
also need a USB 3.0 for the head 
tracking camera, and any old USB 
will do for the bundled Xbox 
controller. There’s also a nifty little 
wireless remote you can hang from 
your wrist to navigate menus and 
play a few simple games.

The headset itself packs in a mic, 
a set of decent headphones and 
two 1080x1200 AMOLED screens 
with a refresh rate of 90Hz. That’s 
an important part of minimising 
motion sickness and, combined 
with the resolution, is the main 
reason behind the high specs 
needed to run everything.

While all the basics are here in 
terms of headset, camera and so 
on, the Oculus has missed a huge 
trick by not shipping with motion 
controllers. They exist and offer 
excellent hand tracking, but they’re 
not out until later in 2016 and will 
be sold separately. It’s the system’s 

Oculus Rift
$600 www.oculus.com

Is Oculus the best option for VR? Find out more…
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The lightweight headset won’t 
physically cause problems for 
most people, and the camera 
detects when you put it on or 
take it off, so there’s no confusion 
during transitions. It doesn’t play 
well with glasses, though, pressing 
on frames. So, if you’re a spectacle 
wearer, you’re more realistically 
limited to 45 minutes to an hour, 
depending on your pain threshold. 
The real functional issue though is 
motion sickness, which can affect 
people to different degrees or not 
at all. It’s best to take it carefully 
at first, as headaches and the urge 
to hurl can come on fast. Oculus 
gives all its games a rating of 
Comfortable, Moderate or Intense, 
to help judge what you’re going to 
get, and most users find that their 
tolerance improves over time.

Verdict
The Oculus Rift is a solid and  
basic way to access a full VR 
experience, if the price and PC 
specs are within your reach.  
The experience is a literal eye-
opener too, from games to 360 
movies. The software is friendly  
to use and the initial range is 
promising. However, the lack  
of motion controllers is a 
disappointment. As good as it  
is now, if you can wait, we’d 
recommend hanging on to see 
what those controllers add, as 
well as what the more mainstream 
focused PlayStation VR brings  
to the table later in the year. ■

The Oculus Rift is simple to  
set up, very intuitive – but it  
needs motion controllers.

biggest drawback. Using a more 
traditional controller limits the 
experience hugely. You have no 
tactile presence in the world, so 
what you play often feels like a 
‘normal’ game with a VR camera, 
compared to Vive’s more spatially 
aware offerings and unique 
hand-powered controls.

Performance
As previously mentioned, you’ll 
need a fairly decent PC to run the 
Oculus to its full potential, and 
that’s probably the single biggest 
thing to consider here. Even the 
recommended minimum Nvidia 
GTX 970 or AMD 290 graphic cards 
(and the rig needed to run them) 

can struggle a little with some of 
the more intensive games. That’s 
not likely to improve as games get 
more ambitious, so you might want 
to look up a Nvidia GTX 980/1080 
or Radeon R9 390 for a bit of future 
proofing, and an i7 processor 
wouldn’t hurt either.

Assuming that you’ve got the 
power to run it, then it all comes 
down to what goes into your eyes. 
Those 1080p screens create a 
reasonably sharp picture, although 
not without some pixellation due 
to the lens magnification. There 
can also be a very slight blurring 
chromatic aberration effect, and 
the far edges of view can stand out 
a little no matter how well you 

align the lens. These issues are 
quite dependent on software art 
styles and effects, though, which 
mask them and make them 
noticeable to different degrees 
depending on what you’re playing.

The effect is a little like looking 
through a snorkel mask into the 
world, although that field of view 
is easily forgotten in use. Personally, 
we prefer the Vive’s image quality, 
but there’s very little in it.

Head tracking is instant and 
responsive, but the visual field 
of the camera does limit how 
far you can move about. Again, 
the Vive beats this with sensors 
that turn your entire room into 
a playable space, assuming 

you have enough room and don’t 
mind fixing them to the wall.

Usability
While all that talk of plugs might 
sound like a faff, that’s basically the 
start and end of the physical set-up 
and the software does the rest. 
Without anything like the Vive’s 
sensors to worry about, the time 
from opening the box to playing 
something is short. There’s also a 
simple diagnostic to get a perfect 
lens alignment, crucial for the best 
image quality. Oculus Home – a 
sort of virtual lodge that houses 
your software and films, as well as 
managing downloads and updates 
– is simple to use.

“The experience is a literal eye-opener, from games 
to 360 movies, and the initial range is promising”

Upgrade 
Oculus Rift
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KEY FEATURES

Oculus Rift
Display OLED
Resolution 2160x1200
Refresh Rate 90Hz
Platform Oculus Home
Field of view 110 degrees
Tracking area 5x11 feet
Controller Oculus Touch,  
Xbox One controller
Sensors Accelerometer, gyroscope, 
magnetometer,  360-degree  
positional tracking 
Connections HDMI, USB 2.0, USB 3.0 



smartwatch 
round-up
Think smartwatches only come with digital displays 
and ‘funky’ straps? Well, think again – these examples 
marry modern functionality with classic looks 
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3 Withings  
Activité Steel
£140 withings.com

When it comes to watches that have 
covert smart features, the Activité is the 
undisputed king – and now it’s back with 
its third model. The Steel is every bit as 
fancy-looking as the original Activité, 
though it’s half the price. The Activité 
range are fitness trackers only – there 
are no smartphone notifications. This 
enables them to adopt a look that 
closely resembles a normal watch. As 
well as looking chic, the Steel is light 
and comfortable, while battery life is 
eight months.

2 Garmin Vivomove
From £140 garmin.com

This fitness-tracker-meets-timepiece 
looks innocuous even by normal watch 
standards, but it uses a cunning method 
to show you how active you’re being. 
Instead of a dial to show you the number 
of steps you’ve taken that day, there’s a 
subtle white bar to the left of the display 
that fills up as you progress towards 
your goal. A matching one on the 
right-hand side gradually turns red if 
you sit on your backside too long. So 
it’s a real gent of a watch – and it’s 
no-fuss, too, with the battery lasting a 
year. On the downside, it doesn’t offer 
phone notifications. 

1 iFit Duo
From £299 ifit.com

The iFit Duo is the kind of smartwatch 
you might see in a sci-fi movie, with 
a face that lifts right off the strap and 
flips around. One side is a totally 
normal analogue watch, the other a 
monochrome LCD fitness tracker. It’ll 
count your steps, tell you the time, 
display notifications from your phone  
and even tot up the calories of your 
food. It’s a two-faced smartwatch, in 
the best possible way. It’s not perfect, 
though. The mechanism makes a clicking 
sound as you move; it has a loud seconds 
hand; and the smart display lacks a bit 
of polish. Still, it’s gadget-tastic. 



e’ll be honest –
smartwatches 
haven’t taken 

off as much as some 
big names in tech insisted 
they would, and if we 
want to get something 
done, we’ll still usually 
head to our phones 
and not to our watches. 
this has led to the rise 

of a new kind of smart-
watch, though: one that 
cares more about being 
gorgeous and fun to 
live with, as well as being 
useful to your daily 
routine, while not getting 
in the way if it either.

read on to discover 
what smartwatches 
are out there. matching 

classic style with 
contemporary features, 
these are the new catwalk 
stars of the watch world 
– and some of them 
last for a year or two 
off a battery. the big 
question is: should you 
buy one of these instead 
of an apple watch? Let’s 
find out… 

W

Upgrade 
Smartwatches
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Apple Watch
From £259 apple.com

Apple’s first wearable is now a classic. 
The Watch comes in a whole stream 
of styles. Gold or silver? Steel or 
rubber? Every one still looks just 
like an Apple Watch. This is the least 
watch-like of all our featured picks, 
though, being rectangular. One of 
the biggest advantages of the Apple 
Watch is that you get access to more 
apps than any other smartwatch 
in the world. And with watchOS 3 
just around the corner, things can 
only get better. It’s just a pity 
Apple’s chic wearable lasts only 
a day between charges. 

Mondaine  
Helvetica 1
£650 mondaine.com

The Mondaine Helvetica 1 makes a 
pretty good case for love at first sight 
– stunning on the wrist and packed with 
smart credentials, it’ll make you wonder 
why you ever thought twice about 
splashing out £650. The design is as 
timeless as the Helvetica font, with the 
MotionX fitness and sleep tracking kept 
in a little sub-dial at the bottom. There 
are no notifications but the watch teams 
up with an app to offer alarms and sleep 
tracking, with this chunk of steel under 
your pillow rather than on your wrist. 

Motorola  
Moto 360 2
From £229 motorola.com

This is our pick as the best-looking 
watch here. A stainless-steel body 
and standard strap fixture make the 
Moto 360 2 feel like a normal watch, 
but seeing as it has an LCD screen, 
you’d have to have pretty bad eyesight 
to mistake it for one. It has one of the 
best screens among Wear watches, 
too, switching from a back light to an 
ambient light when it’s bright outside. 
But you’ll still have to charge it every 
day. That’s the trade-off: more smart 
moves, less convenience. 
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Which is the best  
music  

streaming 
service?

Microsoft has Groove Music, but competition is fierce. We 
look at the options available if you love to stream music

Streaming music over the internet 
is big business. In an era of 
smartphones and digital music, 
many listeners are happy to pay 

a monthly subscription for online 
streaming access to millions of singles 
and music albums.

Here, we pit Microsoft’s Groove Music 
streaming service against three of the 
biggest rivals on the market: Spotify, 
Apple Music and Google Play Music. 
Choosing between them can be difficult, 
and each has its pros and cons. But fear 
not. In these pages, we’ll compare and 

contrast each service’s discovery 
features, catalogues, apps, ease of 
use and free trial-periods. If music 
quality is the key for you, also check 
out Deezer (www.deezer.com) and Tidal  
(www.tidal.com), which offer higher-
definition recordings (for a premium).

Next  issue
Find the best 
email client 

soFtWare 
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Music-discoverability is Apple 
Music’s strongest feature, with 
more than 30 million tracks on 
offer. The ‘You’ section includes 
artists and genres based on 

1 Apple Music
www.apple.com/music Price £9.99 a month/£14.99 family plan

RATING

selections you’re asked to make 
during the initial setup, but these 
playlists evolve and respond to 
your listening habits and to the 
tracks you ‘heart’. There’s also a 

‘New’ section, where you can find 
new albums, songs and playlists, 
all of which can be downloaded 
for offline listening. In addition to 
Apple’s Beats 1 radio station, you 
also have genre-specific stations, 
plus you can create stations based 
on particular artists and tracks.

Accessing Apple Music on your 
desktop through iTunes is fairly 
straightforward, but the same 
can’t be said for the mobile 
app (iOS-only), which isn’t 
very intuitive at all. Too many 
submenus make actions like 
playlist-creation frustrating; Apple 
says it’s fixing this soon. Happily, 
there’s a free three-month trial.

2 Groove Music
www.music.microsoft.com Price £8.99 a month/£89.99 a year up front

RATING

As you’d fully expect coming 
straight from Microsoft, Groove 
Music sports a familiar-looking 
interface that fits right into the 
Windows 10 desktop. 

A search bar sits at the top of 
the sidebar menus for quick track/
artist searches, but it’s the Explore 
menu that will be of interest to 

Groove Music Pass holders.  
A Groove Music Pass grants  
you access to Microsoft’s 
enormous catalogue of more  
than 40 million songs. 

Sadly, though, discoverability 
is threadbare compared to 
other services, and you’re limited 
to digging through Top Songs, 

Top Artists, Top Albums and 
New Music sections. There are  
no curated playlists on offer 
either, meaning the easiest 
method of discovering new  
music is by creating a radio 
station based on a track you 
like and checking out the 
algorithm-generated suggestions.

Otherwise, the mobile app  
(iOS/Android/Windows Phone) 
apes the desktop interface and  
is nicely slick and straightforward 
enough to use. 

Groove Music offers a 30-day 
free trial. By all means give it a go, 
but we think you’ll agree it’s just 
not up to its rivals.

Apple Music  
offers great 
discoverability 
options, but its 
mobile app isn’t  
up to much

Groove Music 
has possibly the 
largest music 
collection – it’s 
just a shame 
the service’s 
discoverability 
isn’t great
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Human curation is non-existent 
in Google’s browser-based Play 
Music, but its algorithmic 
recommendations are surprisingly 
wide-ranging and relevant. A 
‘Recommended For You’ section 
offers artist-based radio stations 
based on genres you choose 
during setup, while a ‘Listen Now’ 

3 Google Play Music
www.play.google.com/music Price £9.99 a month/£14.99 family plan

section features a series of 
themed playlists bearing titles 
such as ‘Focusing (No Lyrics)’ and 
‘Cocktail Hour’, which is a neat 
alternative to genres. Elsewhere, 
the ‘Explore’ section feels a bit 
chaotic in the way it throws up 
a raft of featured playlists and 
new music from album and song 

charts. The ‘Radio’ section is 
more organised, making it easy 
to choose stations based on 
Genre, Activity, Mood and 
Decade. The Android/iOS app is 
plain but cleanly designed and 
easy to use, with a ‘Listen Now’ 
section that gets you straight 
into the groove. Google usually 
offers a one-month free trial of 
the service, but trials as long as 
three months occasionally crop 
up online. In a neat touch, 
Google also lets you upload 
your own music collection (up 
to 20,000 tracks), making your 
personal library available for 
streaming, too.  

The discoverability of Spotify’s  
30-million-track catalogue is 
particularly top notch and feels 
more community-oriented than 
other services. The ‘Browse’ 
section is packed with human-
curated and popular user-shared 
playlists, with titles such as 
‘Summer Hits: 2015’ and ‘90s 

4 Spotify
www.spotify.com Price £9.99 a month/£14.99 family plan

RATING

Grunge Faves’. There are sections 
for ‘Genres & Moods’ and ‘New 
Releases’, while the weekly 
updated ‘Release Radar’ features 
new music from artists already 
in a user’s library. Elsewhere, 
‘Discover Weekly’ offers new 
tracks based on more general 
listening habits. Like the desktop 

app/web interface, the mobile 
app (Windows Phone/Android/
iOS) is set against a cool black 
and has a navigation sidebar and 
tabs for exploring downloaded 
songs and albums, making it 
easy to get around. Weirdly, 
though, it’s only on the mobile 
app that you can download 
tracks for offline listening, but 
if your PC is usually connected 
to the internet, that becomes 
a non-issue.

Spotify Premium offers a free 
30-day trial, but if you can live 
with commercials there’s also 
an ad-supported free version 
of Spotify you can use instead.

RATING

Google Play Music 
lacks a human 
touch, but the 
machine curation 
of its 22 million-
track catalogue is 
a great bonus

Despite the 
strengths of  
rival streaming 
services, Spotify’s 
discoverability and 
ease of use keep it 
top of the charts
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 answered!

Your 
windows 10 
questions 
Solve your most annoying Windows problems



  Thousands of tips to improve your home & workplace
 Get more from your smartphone, tablet & computer 

 Be more efficient and increase your productivity

LIFEHACKER UK IS THE EXPERT GUIDE FOR 
ANYONE LOOKING TO GET THINGS DONE

Helping you live better & work smarter

www.lifehacker.co.uk
 twitter.com/lifehackeruk     facebook.com/lifehackeruk
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