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One hundred years ago, on April 6, 1917, the United 
States entered World War I — known then as the “Great 

War.” As we consider this centennial milestone, it is worth 
reflecting on how the war shaped the defense industry we 
know today.

Although the U.S. sought to avoid the war, Germany’s unre-
stricted submarine warfare and increased aggression pushed 
President Woodrow Wilson and Congress to enter what they 
hoped would be the “war to end all wars.” Unfortunately, U.S. 
military forces were ill-equipped, and the nascent defense 
industry was not prepared to meet their needs.

The military’s industrial deficiency was a well-known prob-
lem. In 1916, a year prior to entering the war, Congress estab-
lished the Kernan Board to assess American industry’s ability to 
produce military materiel. The board concluded the U.S. mili-
tary was poorly equipped, especially compared to all the other 
countries fighting in the war, and the American industrial base 
was not capable of transitioning to production levels required 
to support the war.

One of the board members was Benedict Crowell, a promi-
nent figure in the engineering and mining industry who had 
been recently appointed a major in the Officer Reserve Corps. 
After the United States entered the war, Crowell was appointed 
assistant secretary of war and director of munitions and was 
instrumental in creating a wartime industry capable of produc-
ing mass quantities of munitions. He transformed uncoordi-
nated local industries into an efficient manufacturing base able 
to supply the equipment and materiel needed for the war.

When the war ended, Benedict Crowell founded the Army 
Ordnance Association — the first association to emphasize 
the relationship and importance of private industry to national 
defense. His early work building a national defense industry was 
codified in the National Defense Act of 1920, which directed 
the Army to prepare for wartime mobilization before war was 
declared. This shift led to the decentralization of the contract-
ing and procurement process, and increased coordination 
between military leaders and heads of business and industry.

Benedict Crowell served as the president of the association 
for 25 years. He also continued to serve in the Reserves and 
eventually retired as brigadier general in 1946. Thanks to his 
leadership, the association succeeded in creating an environ-
ment for cooperation and planning between the government 
and industry.

For example, the association assisted in developing military 
technology, improved defense management and established a 
science-manufacturing-government team. As a result, when the 
nation entered World War II, industry was in a better position 
to rapidly transform and expand its military production capabil-
ities. Over time, the Army Ordnance Association merged with 
other industrial associations to become what we know today as 
the National Defense Industrial Association. We are proud to 
continue the legacy of Benedict Crowell and honor his vision-
ary spirit. 

NDIA has played a significant role facilitating a relationship 

between government and industry on national security issues 
for nearly 100 years. Building on the lessons of our shared his-
tory, we have helped government and industry leaders work 
together to find new ways to support our military’s industrial 
needs in the face of an ever-changing environment.  

As with any organization, part of that evolution has included 
changes in our leadership. Next month, we will be saying good-
bye to Craig McKinley as he retires from his role as president 
and CEO. McKinley has served our association well for the last 
two years, working to increase membership, improve organiza-
tional culture, improve customer service to our members and 
make efficiencies in our operations. Under his leadership, NDIA 
offered its support to the Air Force with an agreement to host 
Air Force Global Strike Command’s annual Global Strike Inno-
vation and Technology Symposium later this summer.  

NDIA also extended its support to Air Force nuclear mod-
ernization strategy, policy and technology acquisition with the 
creation of a Northwest Louisiana Chapter and Nuclear Enter-
prise Division. Under his leadership, NDIA also established a 
new Cyber and Spectrum Operations Division to pursue strat-
egy and policy collaboration between government, industry and 
academia on multi-domain cyber and electromagnetic spec-
trum operations, artificial intelligence, machine learning and 
other emerging technologies. We expect the division to host a 
major cyber conference early next year.  

As part of this transition, NDIA is gaining a seasoned leader 
as we welcome retired Air Force Gen. Herbert J. “Hawk” Carl-
isle as our new president and CEO. Carlisle has spent his career 
looking for ways to maintain and extend U.S. military advan-
tages far into the future. He fully understands the importance 
of forging strong relationships within the defense community so 
that we can develop a shared understanding of the challenges 
and opportunities facing military forces.

As the Pacific Air Forces commander and then as the com-
mander of Air Combat Command, Carlisle was focused on 
how best to equip our combat air forces so that we maintain 
a competitive advantage against any potential adversary. I am 
very excited for all that Hawk will bring to our NDIA family 
and fulfilling our mission to promote the best policies, practices, 
products and technologies to ensure the security of the nation.

NDIA is an organization that remains dedicated to the ideas 
first proposed by Benedict Crowell. We exist to promote the 
best policies, practices, products and technologies that will 
ensure the safety and security of the nation. 

As our government continues its transition, many incom-
ing officials will likely not have long track records of military 
service. We will need to expand our educational mission to 
emphasize the value of strong national security policy and the 
critical role that industry plays. As we have done for nearly 100 
years, NDIA will offer incoming government officials a source 
of insight and continuity on critical issues facing U.S. national 
security and the U.S. defense industrial base.

Sid Ashworth is chair of the NDIA board of directors.

NDIA Has Never Forgotten its Roots

Chair’s Perspective     By Sid Ashworth
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James J. Greenberger traveled from Chicago to Virginia 
Beach in May to address a National Defense Industrial 

Association conference about the “exciting field of electro-
chemical energy storage technologies.” 

In other words — batteries.
Don’t stop reading here. It’s true the words “exciting” and 

“batteries” are not often spoken in the same sentence. But it is 
a critical technology that all four services rely upon to power 
devices large and small needed to maintain their edge against 
adversaries.

Somewhere in the world there is probably a small unit, per-
haps a SEAL team, that would be unable to use their sniper 
rifles, communicate, see at night, or do much of anything with-
out batteries to power their devices. 

“The country whose drones can fly farther, whose railguns 
shoot farther and faster, whose ground troops can move more 
rapidly and are less dependent on supply, are going to have a 
considerable advantage on the battlefield,” said Greenberger, 
who is the executive director of NAATBatt, a nonprofit devot-
ed to advocating for the U.S. battery industry.

Greenberger was preaching to the choir. The conference was 
NDIA’s Joint Services Power Expo, which drew hundreds of 
engineers and company executives involved in the battlefield 
energy sector. 

One of the problems as Greenberger sees it, is that those 
defense-centric companies don’t coordinate their efforts with 
the 90 or so NAATBatt corporate members who are mostly in 
the commercial world. They are working in “silos,” he said.

“You can’t think about these two things separately anymore,” 
he said. “You have got to be paying very close attention to 
what’s happening in the civilian area. And the civilian area can 
benefit from what is happening in the military as well. And 
keeping them apart, I think, hobbles both.”

For the good of the nation, NDIA and his organization 
should work more closely together, he said.

NAATBatt is a relatively new association. Its origins date 
back only to the Obama administration. In 2007, it appeared 
as if the government was going to organize an industrial con-
sortium to go full bore on battery development, much as it did 
in the 1980s when Japan threatened to dominate the semi-
conductor business. 

The Reagan administration gathered 14 semi-conductor 
manufacturers together to form the Semi-Conductor Manufac-
turing Technology initiative, better remembered as Sematech, 
to ensure the United States did not fall behind its international 
rivals. Today, Sematech is credited with kicking the U.S. com-
puter hardware sector into high gear.

A similar initiative for batteries did not materialize. The 
Obama administration decided to put its emphasis on electric 
vehicles rather than the batteries that power them, Green-
berger said. 

“Quite frankly, they had good reasons for that … but there 
are ramifications,” he said. The companies in 2008 decided to 
form the association instead. 

Today, 88 percent of all lithium-ion battery cells are manu-
factured in Asia, he said.

“Asian companies are opening facilities in the U.S. I expect 
that will continue or perhaps even accelerate.” But just as U.S. 
companies wouldn’t take their cutting edge technologies to be 
manufactured in China, they in turn probably wouldn’t want 
to do the same thing here, he added.

“It opens the question as to whether we are going to be see-
ing the top lithium technology in the United States in the years 
ahead,” he said.

Batteries are poised to become a crucial economic driver.
The internet of things and the sensing devices that go with 

it is said to be a potential $9 trillion market — all powered by 
batteries. It is the technology that makes possible consumer 
electronics, renewable energy integration, drones, medical devic-
es and electric vehicles.

The latter is expected to reach a tipping point in the 2020s 
as urbanization requires more efficient transportation, and bat-
tery technology improves to the point where it can compete 
with combustion engines, he said.

As for smartgrids needed to integrate a variety of renewable 
and traditional power sources, they will require batteries to 
store the energy for when it is needed, unlike traditional infra-
structures that can’t save it for a later time.

“We had the ability to move electrons over space. Now we 
have the ability to move electrons over time. That is what we 
are really talking about with electricity storage on the grid,” 
Greenberger said.

Battery technology, as well as determining the success of 
economies in the century ahead, is also going to play a major 
role in determining the balance of power among nations, he 
said.

“We are quite frankly suffering from indifference in the Unit-
ed States from battery technology,” he added.

The nation is falling behind its rivals when it comes to mov-
ing battery power forward, Greenberger asserted. While the 
Obama administration failed to create a battery initiative, signs 
from the Trump administration are not encouraging. It released 
a budget proposal that would have cut $70 billion from feder-
ally funded research and development, “a good portion of that 
having to do with batteries,” he said. It came at a time “when 
our competitors and perhaps even potential adversaries are lit-
erally doubling down on their investments in this technology.”

All is not lost. There is no “battery race,” he insisted. It’s 
more like a “boxing match.” The United States can lose a few 
rounds and still come back to win — if it plays to its strengths. 
And those strengths are its top-notch research universities and 
its federally funded civilian and military laboratories. Big bets 
should be placed on battery research in these institutions.

Manufacturing can be recovered at a later date. “But if we 
lose that R&D and technological advantage that we have, we 
are going to be in deep trouble,” he concluded.

Email your comments to smagnuson@ndia.org

U.S. Lags Developing a Key Military Materiel

Technology Tomorrow     By Stew Magnuson
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The Department of Justice on Feb. 8 released guidance 
entitled, “Evaluation of Corporate Compliance Pro-

grams,” which provides insight into how it evaluates the effec-
tiveness of corporate compliance programs as the result of an 
investigation.

Although the department is reluctant to be precise about 
how it conducts evaluations, the recent guidance does provide 
a list of common topics and questions to expect if programs 
ever come under that level of scrutiny. 

Without repeating all the points made in the guidance, there 
is one notable passage worth examining: “Continuous improve-
ment, periodic testing and review: A company should be ready 
to discuss how it reviews and assesses the compliance program 
on an ongoing basis, including what, if any, internal audits or 
reports were conducted, how those were reported to manage-
ment and what is the company’s process to continually moni-
tor the compliance program.”

Whether a company’s ethics-and-compliance program has 
recently been formalized or the company has a mature system, 
an independent, third-party review is a good way to get an 
expert perspective about developments in the industry and 
insight into best practices. It also becomes a good test, external 
and independent, about the company’s culture of compliance.

There is always room for improvement in a compliance 
system and it is challenging to keep these programs fresh. One 
way to get objective feedback and input is by engaging an eth-
ics-and-compliance expert to perform a benchmarking review 
of the company’s current system.

Completing a benchmarking exercise should also reinvigo-
rate the company’s risk assessment process. It is important 
to consider the ethics-and-compliance risks specific to the 
company as the design and structure of the overall program 
are reviewed. For Jacobs, it was productive to use the bench-
marking firm to conduct interviews of a diverse selection of 
functional and operational leaders to probe their views on the 
ethics and compliance risks in their part of the organization. 
Surveys can also be used to collect data from a larger popula-
tion of managers.

One of the biggest challenges for a benchmarking review 
is finding the right expert to perform the work, as there is a 
plethora of firms available, but ultimately cost is the biggest 
consideration related to scope and expert selection. Jacobs 
interviewed four law firms with excellent credentials and ulti-
mately selected a firm previously used by the company in the 
past — one that had a good understanding of the company’s 
organizational structure and culture. 

The selected benchmarking firm should also identify the 
standards against which they will evaluate the ethics-and-
compliance program. The obvious choice for companies based 
in the U.S. with domestic operations is the U.S. Sentencing 
Commission Federal Sentencing Guidelines for Organizations, 
and if the company has international operations, the guidelines 
from the U.K. Bribery Act and/or the Organization for Eco-
nomic Co-operation and Development should be included.

When initiating the work, also think about the importance 
of the attorney-client privilege. The need for the privilege is 
to ensure that the chief ethics and compliance officer and the 
general counsel are able to get enough information, good and 
bad, to use from the evaluation. The review will become the 
roadmap to improve the program, and if necessary, identify any 
deficiencies. If taken out of context, or if a deficiency doesn’t 
get remedied immediately, the report could be used against a 
company in the event of a regulatory investigation or litigation.

It is important to have executive support — including those 
at the board level — in order to initiate this type of review. 
Management should expect that gaps will be identified and 
that resources will be needed to address these gaps once the 
findings are received. There is plenty of literature on the devel-
opment of corporate compliance programs — and most execu-
tives and board members are reading and discussing the topic 
in the context of corporate governance. At Jacobs, manage-
ment sees the evolution of the program as a positive outcome 
of ongoing discussion of the company’s values and the impor-
tance to its clients, suppliers, partners and board.

The hardest part of designing the benchmarking review is 
defining the scope and deciding the best plan to collect data. 
Understanding the top risks to the company’s business strategy, 
through a risk assessment, will provide guidance on where to 
focus. The ethics-and-compliance team will be essential in col-
lecting documents such as codes of conduct, relevant policies, 
hotline incidents and investigation reports as well as coordinat-
ing the list of executives and employees to be interviewed and/
or surveyed. For a global enterprise, this can be a daunting task. 

The firm that conducts the review will synthesize all the 
data into a detailed report with findings representative of what 
the company is doing well, and the identification of specific 
issues that require attention. 

A company should be able to categorize and prioritize the 
findings into five major work streams: global policies and the 
code of conduct; tone at the top and in the middle; training; 
communications; and metrics. 

Those findings were then used to prepare a project plan 
that described the tasks and timeline, allowing the company 
to design a dashboard to track progress and results, which 
was important for stakeholder reporting and for continuous 
improvement.

Undertaking a benchmark review will yield great value. 
Undoubtedly, areas for improvement will be identified, and 
the review will also validate that the company has many best 
practices in-place. Often, the ethics and compliance function 
engages with management when there is a report of a poten-
tial violation. This type of exercise is an opportunity to engage 
with management in a positive conversation with an eye 
toward continuous improvement.

Jim Durree is vice president of risk, ethics and compliance at Jacobs, 

a provider of technical professional and construction services based in 

Dallas, Texas.

Assessing an Ethics and Compliance Program

Ethics Corner     By Jim Durree
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Republicans and Democrats finally passed an appropria-
tions bill for fiscal year 2017 in May that increased de-

fense spending. But analysts said it does not signal that President 
Donald Trump’s push to “rebuild” the U.S. military is kicking 
into high gear.

The legislation provided $593 billion for defense in 2017, an 
increase of $19.9 billion over the fiscal year 2016 enacted level, 
according to a summary provided by the House Appropriations 
Committee.

Trump said it would fund a “massive and badly needed” 
increase in Pentagon spending.

“We’re going to have the finest equipment of all types — 
whether it’s airplanes, or ships, or equipment in general — that 
we’ve ever had in the history of the country,” he said during 
remarks in the White House Rose Garden.

But analysts said the extra money would have a limited im-
pact on military modernization. 

Congress appropriated some additional funding for big ticket 
items such as fighter jets, but the majority of the bump went 
toward other priorities such as enhancing training and readiness, 
analysts noted.

“Readiness has political support” in Congress, said Mackenzie 
Eaglen, a defense budget analyst at the American Enterprise 
Institute. “Modernization as an equal priority is up for debate.”

Only $5.5 billion of the $13.7 billion in procurement funding 
that Trump requested in his supplemental was appropriated, 
and it was “mainly for smaller items,” according to Byron Callan, 
an analyst at policy research firm Capital Alpha Partners. 

Eaglen said much of the extra procurement money that was 
derived from Trump’s supplemental request went toward mis-
siles and munitions, and platform upgrades or modifications.

Todd Harrison, director of defense budget analysis at the Cen-
ter for Strategic and International Studies, said the 2017 budget 
“does not rebuild the military [and] it doesn’t put us on a path 

to rebuild the military.”
For fiscal year 2018, Trump has proposed a $52 billion 

increase in the Pentagon’s base budget. But analysts expect the 
actual funding level to fall short of that.

“The president submitted a …  supplemental for an additional 
$30 billion [for defense in 2017] and he only got half that,” 
Harrison said. That “does not bode well for the administration’s 
2018 budget request.”

Additionally, Trump’s 2018 defense topline is $54 billion 
higher than the Budget Control Act caps would allow, he noted.

The idea of increasing the base budget that high above the 
budget cap is “preposterous,” Harrison said. “There’s no way 
Congress will do that, in part because it relies on paying for that 
by cutting the non-defense side of the budget.” 

Analysts noted that Democrats and others who oppose slash-
ing non-defense funding, would be in a position to filibuster 
appropriations bills and block efforts to eliminate the Budget 
Control Act.

“If you want to increase the base budget above the budget cap 
level and change the budget caps, you need 60 votes in the Sen-
ate. And they don’t have 60 votes,” Harrison said.

The GOP currently holds a majority in both chambers of 
Congress. Trump has suggested that Republicans in the Senate 
should pursue the so-called “nuclear option” and get rid of the 
filibuster to prevent Democrats from thwarting his plans.

“That fundamentally would change the political dynamics 
around the budget,” Harrison said. “They [Republicans] could 
push through much higher defense spending than they would 
be able to otherwise.”

Eaglen doesn’t see that happening. Republicans in the Senate 
have already expressed opposition to eliminating the filibuster, 
she noted.

“His own party doesn’t even agree with that,” she said. “His 
budget is not going to pass.”
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Promised Military Buildup Yet to Begin

Budget Matters     By Jon Harper
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■ Congressional appropriators cut $20 million from the Air 
Force’s fiscal year 2017 budget request for the B-21 Raider. 
But the move is not expected to hinder the program signifi-
cantly, according to officials and one analyst.

The Air Force asked for $1.56 billion for the long-range 
stealth bomber. But lawmakers only provided $1.36 billion.

“I’m told by the program managers that there will not 
be a major impediment to getting the airplane delivered at 
this point in this lifecycle,” Gen. Paul Selva, vice chairman 
of the joint chiefs of staff, said at a recent conference.

However, “there is a point in the not too distant future 
where any delay to the actual acquisition timeline for the 
airplane will become an obstacle to success, and we have to 
be really careful about the budget,” he added.

The aircraft, which will be built by Northrop Grumman, 
is one of the service’s top acquisition priorities. Pentagon 
leaders are concerned that China and other potential adver-
saries are improving their anti-aircraft capabilities, and they 
see a need for a next-generation stealth bomber.

“In the kind of environment we’re going to ask our air-
men to operate in, we’re going to have to have that kind of 
platform,” Selva said. 

The service plans to buy at least 100 B-21s at an esti-
mated average procurement cost of $564 million per plane.

Gen. Stephen Wilson, vice chief of staff of the Air Force, 
expressed optimism about the state of the project.

“We had a good preliminary design review and we’re 
making sure we’ve got all the right people in place to get 
on with the program,” he told National Defense. “We think 
it’s on track.”

The $20 million cut was a reduction in “forward fi-
nancing,” a mechanism that allows programs to carryover 
unspent research, development, test and evaluation funds 
into the next fiscal year.

“If there was something wrong with the program then I 
would hazard a guess that the cuts would be much, much 
more significant than $20 million,” said Mark Gunzinger, 
senior fellow at the Center for Strategic and Budgetary 
Assessments.

A $20 million reduction is “really not that significant” 
in the context of a $55 billion-plus acquisition project, he 
added.

“It would be erroneous to conclude that this is any kind 
of a signal of concern or displeasure” on the part of law-
makers, he said. “It’s certainly not going to cause any kind 
of a slippage to the program.”

Email comments to jharper@ndia.org

■ The Navy is pushing for a 355-ship fleet, far above the cur-
rent level of 276. Achieving that goal would likely take decades 
and require a major boost in shipbuilding and operating bud-
gets, lawmakers and analysts said.

The Congressional Budget Office estimated that reaching 
the new force structure target over a 30-year period would 
cost the service an average of  $26.6 billion in 2017 dollars per 
year for ship construction — more than 60 percent above the 
average amount Congress has appropriated for that purpose 
over the past 30 years, and 40 percent more than the amount 
appropriated for 2016.

Personnel and operating costs would also soar, the office 
noted in a recent report, “Costs of Building a 355-Ship Navy.”

“More ships would require more sailors; recruiting and 
training those sailors would require more civilian and mili-
tary positions onshore; additional ships would lead to larger 
maintenance budgets; and those extra ships and crews would 
consume more fuel and supplies,” it said.

The cost to build and operate the fleet would average $102 
billion per year in 2017 dollars through 2047, more than one-
third greater than the amount appropriated in fiscal year 2016, 
the report said.

Bryan Clark, an analyst at the Center for Strategic and Bud-
getary Assessments, said the Navy could potentially reach 355 
ships at less cost than the CBO projected.

The CBO assumed that all of the additional ships in the 
larger Navy would come from 
new construction. But the ser-
vice could help increase force 
levels by not retiring ships as 
quickly as current plans call 
for, Clark said.

“You could get to a larger 
fleet sooner and … with a little 
less cost,” he said. But it would 
still require about a 20 percent 
increase in the shipbuilding 
budget, he added.

From a fiscal and political 
perspective, ramping up to 355 
ships is “feasible,” Clark said. 

“The key will be if there’s continued perception that you need 
a larger Navy to deal with security challenges that the country 
is facing.”

Rep. Rob Wittman, R-Va., chairman of the House Armed 
Services seapower and projection forces subcommittee, said 
annual shipbuilding budgets would need to be increased by $5 
billion or $6 billion to achieve a 355-ship Navy.

Lawmakers need to examine options for boosting the fleet 
during the fiscal year 2018 budget talks on Capitol Hill, he said 
at a recent conference.

Rep. Joe Courtney, D-Conn., the subcommittee’s ranking 
member, said the buildup would require “a generational” effort.

“This is not a regular budget undertaking,” he said. “This is 
going to take a … national commitment that supersedes really 
one administration, one Congress or one party.”

New Bomber ‘On Track’ 
Despite Funding Cut

Naval Buildup Requires 
Sustained Political Support
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Textron is expecting a boost in the adversary air training 
industry over the next decade as the Navy and Air Force 

look to add more flight hours to their live air-training, accord-
ing to officials.

Textron last year bought the Airborne Tactical Advantage 
Co. (ATAC) — a Newport News, Virginia, provider of out-
sourced adversary air training — and stood up a new subsidiary 
called Textron Airborne Solutions, said Russ Bartlett, president 
and CEO for the new division.

Textron is now providing resources for ATAC to procure 
new fleets of aircraft “that will meet the [service] requirements 
in the most compelling and affordable way,” he said.

ATAC flies approximately 5,000 adversary hours a year, 
supporting primarily the Navy’s air carrier strike groups by 
acquiring used aircraft that are still serviceable from U.S. allies 
and employing ex-military pilots to train against the service 
fleets, said Jeffrey Parker, ATAC’s CEO.

Now, the Navy is looking to add up to 5,000 additional 
hours of live air-training and has issued a draft solicitation for 
fourth-generation adversary air platforms that could assist in 
training its new fifth-generation F-35 joint strike fighter pilots, 
Parker said. The Air Force is also looking to stand up several 
live air-training programs totaling 37,000 hours per year, he 
added.

“That’s an eight- to nine-fold increase over what we have 

maxed out at in our growth as a small company,” he noted. “It’s 
a new ballgame.”

ATAC is currently in conversations with allied governments 
to procure aircraft such as F-16 multi-role fighters, JAS 39 
Gripen fighters and other fourth-generation aircraft as it plans 
to compete for the Navy program, Parker said. A final solicita-
tion was expected in April.

“We’re trying to procure fleets of airplanes so that when the 
[request for proposals] comes out, we can respond quickly,” he 
said. 

But the company must wait for a contract to be awarded 
before it can receive approval from the State Department to 
procure new aircraft, he noted. 

Bartlett said he expects the international market for live air-
training to grow as the U.S. military increases its flight hours. 

“I think you’ll see that trend gaining steam. … But right 
now, we’re really focused on the U.S. Department of Defense 
because there’s so much work right here and right now that’s 
going to set standards for the rest of the world,” he said. 

ATAC currently does not hold any live air-training contracts 
with international militaries, but some have been instructed by 
default during joint exercises with European and NATO allies, 
Parker said.

— Vivienne Machi • vmachi@ndia.org
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Textron Betting on Live Air-Training Market
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Navy live-air training

mailto:vmachi@ndia.org


A
TA

C

r
A

y
T

h
e

o
n

J u n e  2 0 1 7  •  n A T i o n A l  D e f e n s e  11

■ Raytheon is working on a system that could alert pilots to 
potential cyberattacks onboard an aircraft.

The prototype uses a commercial-off-the-shelf flight simula-
tor to create avionics bus traffic — which includes data from 
the various components used in the aircraft — that can then be 
monitored. Raytheon’s system detects anomalies in the infor-
mation and can alert pilots to discrepancies, said Bill Leigher, 
director of the company’s government cybersecurity solutions 
business.

“Really just about all that we did … was writing code that is 
monitoring the information coming out of this flight simulator,” 
he said. The traffic that is there is predictive and small changes 
can signal that something is wrong.

During the demo, Raytheon programmed bad code into the 
system that set off an alarm indicating there was a fire in both 
engines of the aircraft when it reached 10,000 feet. “It’s com-
pletely a cyberattack, it’s not real,” he said.

Raytheon’s product could “turn into a self-healing system that 
… [says], ‘There is in fact no fire because we’ve looked at four 
other sensors that would indicate that there is a fire, and we’re 
going to nullify that’” alert, he noted.

There is a great need for a platform that can detect cyber-
attacks mid-flight, Leigher said. If someone “can shut down key 
functions on the mission computer … you can probably make 
the aircraft non-
mission capable,” 
he said.

The system, 
which is funded 
through internal 
research-and-
development 
dollars, is still “a 
fairly immature 
project,” he said. 
Leigher consid-
ers it to be at 
technology readiness level 5, with level nine meaning it is ready 
to be produced in quantities.

The product was recently demonstrated at the Navy League’s 
Sea-Air-Space conference near Washington, D.C., so Raytheon 
could gather comments. “We’ve shown it to a lot of guys that fly 
airplanes for a living to get their feedback on what this needs” to 
improve, he said.

The company is currently considering how small the system 
would have to be to fit into an airplane. Computer systems and 
sensors are often crammed into the cockpit, he said.

Raytheon plans to spend the next couple of years maturing 
the system, he said.

“It’s not so hard to mature the technology faster, it’s figuring 
out how to make it operationally relevant,” he said. “The tech-
nology is pretty straightforward. Making it useful and meaning-
ful to a pilot flying or a maintenance crew that’s going to work 
on the aircraft is what we’ve got to turn our attention to.”

— Yasmin Tadjdeh • ytadjdeh@ndia.org

■ The MITRE Corp. is developing a tool — known as 
Acquisition in the Digital Age — that could help the 
defense acquisition workforce streamline its processes and 
put new technology into the hands of warfighters faster.

AiDA “is what we call a digital platform for acquisition,” 
said Pete Modigliani, a division chief in MITRE’s national 
security engineering center. “It provides a resource for the 
acquisition workforce today … [and also serves] as a pro-
totype to really show the art of the possible for how you 
can … transform defense acquisition, leveraging the latest 
digital strategies and tools.”

The Pentagon faces three challenges when it comes to 
acquiring new technology, Modigliani said. First, the system 
is inherently complicated. There are “a litany of laws and 
policies and processes and it’s growing increasingly com-
plex,” he said.

The workforce is also aging, and half of its employees are 
eligible to retire in the next 10 years, he noted. At the same 
time, there is a large percentage of personnel that has less 
than five years experience. “Far too many people across the 
workforce still lack the years of experience required to … 
navigate this complex environment,” Modigliani added.

Disorganized knowledge is another inhibitor to the 
success of defense acquisition, he said. “There is a wealth 
of information out there — hundreds of policies, guides, 
reports, memos — but they’re all in static PDF files and 
scattered across dozens of websites,” he said. “There is a 
real lack of tools for the workforce. So [for] your average 
acquisition practitioner, they can’t keep up with the litany 
of information that’s out there, understand where it is, how 
to find it, does it apply to their program and then how do 
they apply it.”

AiDA, which is still a prototype, currently includes a 
model for agile acquisition practices, Modigliani said. 

“There’s a huge surge of interest in how to do agile 
development across DoD,” he noted. It “is fundamentally 
different to a lot of traditional acquisition processes and 
culture, and this really walks through the different roles, 
the different contract strategies, the different nuances for 
each stage.”

This is just the first in a series of tailored models that MI-
TRE plans to build, he added. The not-for-profit organiza-
tion is currently developing one for rapid acquisition. 

Su Chang, group leader in MITRE’s center for acquisi-
tion management and science, said the organization envi-
sions AiDA as the “Google Maps” for acquisition.

“The way that we teach acquisition today is that we give 
the work force a map … and we tell them to go from New 
York to L.A. and they have to chart their own pathway to 
find out their own route,” she said. “What we’ve done is 
proactively tailored the acquisition process based on the 
type of product or service that you are acquiring.”

AiDA is free and can be accessed via the web at  
aida.mitre.org.

— Yasmin Tadjdeh • ytadjdeh@ndia.org

Raytheon System Could 
Counter Cyberattacks

New Tool to Assist 
Acquisition Workforce

mailto:ytadjdeh@ndia.org
http://aida.mitre.org
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■ Australia is looking to push its defense industries more 
prominently into the international market, and has invested 
billions of dollars into fostering its innovation sector, according 
to the country’s defense industry minister.

The nation’s government last year committed more than $1 
billion to develop new centers for defense industry capabilities 
and innovations, including over $540 million for next-genera-
tion technology funds, said Christopher Pyne at a recent event 
in Washington, D.C.

“The Australian government has put defense at the very 
center of our … agenda,” he said. “We want to guarantee our 
national security and ensure that Australia can play its part 
protecting peace in our region.”

The country may already be seeing its investments pay off. 
Saab’s Australian division in May announced it would undergo 
a nearly $30 million office expansion in Adelaide and nearly 
double its local workforce, according to the Australian Broad-
casting Company News.

Pyne said the government expects the country to play “a 
greater role in supporting the United States’ needs in an en-

hanced alliance as we seek to 
meet the challenges ahead.” 
Australia has partnered with 
the United States in every 
military conflict since World 
War II, he noted. 

Kord USA — the U.S. 
division of Kord Defence, a 
Fyshwick, Australia-based 
defense technology company 
— in April was awarded a 
$2.25 million contract with 
the U.S. Marine Corps, Pyne 
said. The 18-month contract 
is for the development of an 
accessory control unit to be 
fitted onto the M27 infan-
try automatic rifle and M4 
carbine rifle.

Pyne called it a “great 
example of an Australian 
company taking an innova-

tive idea through commercialization and successfully compet-
ing in the global market.

“Australian industry is really capable and able of not just 
being clothed in the supply chains of U.S. companies, but to 
provide genuine competitive advantages to your international 
businesses,” he added.

The country’s role in developing the F-35 joint strike fighter 
is a “perfect example of the defense industry in operation,” he 
noted. He lauded the fact that the Australian government “had 
the foresight” to join the F-35’s global cooperation program 
and to become an integral international partner for the fighter’s 
development, he said. The country plans to purchase 72 planes.

—Vivienne Machi • vmachi@ndia.org

■ As it looks to develop future technologies for the U.S. 
military, BAE Systems sees electronic warfare as a key 
area to shape the future battlefield’s character, said Tom 
Arseneault, the company’s chief operating officer.

There are several advancements on the horizon “that 
will take EW to the next level,” he noted at a recent event. 
The Arlington, Virginia-based company is developing the 
advanced radar countermeasures program with the De-
fense Advanced Research Projects Agency that will push 
machine-learning technologies forward, he said.

“In the future, we may fly into areas where the radar is 
unknown,” he said. The ARC program could help systems 
learn from past encounters with other systems to try an 
array of techniques to defeat the radar, he added. 

Creating small-form factor EW systems is “perhaps the 
most urgent technology” for future warfare, Arseneault 
said. BAE is working on miniaturizing its systems — such 
as the one on the F-35 joint strike fighter — to be used 
by smaller platforms such as unmanned aerial vehicles or 
cruise missiles, he said.

BAE also sees promise in the global market for its com-
bat vehicles and electronic systems, said Jerry DeMuro, the 
company’s president and CEO.

BAE is producing assault amphibious vehicles and up-
grading them in countries such as Japan and Brazil, he said. 
The company is also servicing M113 armored personnel 
carriers in Saudi Arabia, he added.

“We see a lot of international demand, including the 
Czech Republic, Australia [and] Poland, for some of our 
offerings,” he noted. 

DeMuro noted the company could benefit globally from 
the sales of PARS amphibious armored combat vehicles 
produced by FNSS Defence Systems, an Ankara, Turkey-
based company of which BAE Systems owns 49 percent.

“With the activities in the Middle East, we see a lot of 
opportunities for that organization,” he said.

Additional vehicles that are finding global success in-
clude the Marine Corps’ forthcoming amphibious combat 
vehicle and the Army’s future armored multi-purpose 
vehicle, which the company is building in an engineer-
ing and manufacturing development phase to replace the 
service’s aging M113 armored track family of vehicles, 
DeMuro said.

— Vivienne Machi • vmachi@ndia.org

BAE Pushes Advancements 
In Electronic Warfare

Australia Boosts Defense 
Industry with R&D Funds
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� Sensors that collect vast amounts of 
information are increasingly proliferat-
ing throughout the ocean. One compa-
ny is working on a way to consolidate 
that data. 

“We have started evangelizing a con-
cept called the ‘Digital Ocean,’ which 
is, how do you sensor network the 
ocean?” said Gary Gysin, president and 
CEO of Liquid Robotics, a company 
that specializes in autonomous mari-
time systems. 

Digital Ocean is essentially an inter-
net of things for the sea, he said. The 
idea is to network underwater sensors, 
unmanned underwater vehicles, aerial 
drones and satellites and have them 
share data and computing power with 
each other, he added.

One day, such a system could help 
government officials spot undersea 
threats, predict weather and help crack 
down on illegal fishing, the company 
said.

Liquid Robotics is currently recruit-
ing other companies in the maritime 
community to join the effort, he said. 
Digital Ocean is a long-term endeavor 
that will likely take five to 10 years to 
implement on a wide scale, Gysin said.

Liquid Robotics’ Wave Glider sys-
tem — which can traverse the surface 
of the ocean — acts as an information 
relay between underwater and aerial 
assets, he said. The surface vehicle is 
employed by countries around the 
world to provide persistent intelli-
gence, surveillance and reconnaissance 
information. 

The Boeing Co. acquired the com-
pany — which is based in Sunnyvale, 
California — late last year. That has 
given it new opportunities, Gysin said.

Liquid Robotics is now accessing the 
large enterprise of Boeing, he said. “It’s 
early, so we’re still trying to figure out 
how that works, how we can leverage 
their global footprint” of personnel.

Liquid Robotics is also seeing cost 
synergies and gaining access to more 
vendors. Additionally, it is more closely 
integrating its products with Boeing 
technology, such as the Echo Ranger 
autonomous underwater vehicle and 
Insitu’s ScanEagle unmanned aircraft, 
he said.

— Yasmin Tadjdeh • ytadjdeh@ndia.org

‘Digital Ocean’ Concept Could Connect Sensors at Sea
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Government Contracting Insights     By Justin Ganderson and Frederic Levy

On the heels of his campaign promises to protect U.S. 
manufacturers and workers, President Donald Trump on 

April 18 issued Executive Order 13788, “Buy American and 
Hire American.”

It focuses on so-called “Buy American Laws,” defined to 
include all domestic sourcing preferences and restrictions such 
as the Buy American Act, the Berry Amendment and “Buy 
America” legislation.

The executive order has five key elements regarding U.S. 
manufacturing. It requires agencies to “scrupulously monitor, 
enforce and comply” with Buy American Laws, and to “mini-
mize the use of waivers.”

It requires agencies to assess their “monitoring of, enforce-
ment of, implementation of and compliance” with Buy Ameri-
can Laws and to “develop and propose policies . . . to ensure 
that . . . federal procurements maximize the use of materials 
produced in the United States.”

It also mandates that the “determination of public interest 
waivers shall be made by the head of the agency with authority 
over . . . procurement,” and requires the consideration of dump-
ing or injurious subsidization. 

It directs the secretary of commerce to submit a report to the 
president by November that will provide “specific recommen-
dations to strengthen implementation of Buy American Laws.” 

And finally, it requires the secretary of commerce and the 
U.S. trade representative to “assess the impacts of all United 
States free trade agreements and the World Trade Organization 
Agreement on Government Procurement on the operation of 
Buy American Laws.”

Although the executive order principally focuses on assessing 
the effectiveness of current domestic preference regimes and 
does not change existing law, it signals — in the words of Bob 
Dylan — that “the times they are a-changin’.” 

There are several takeaways to consider.
One is to prepare for increased scrutiny and enforcement. 

Section 3 of the order mandates that executive agencies shall 
“scrupulously monitor, enforce and comply with Buy American 
Laws.” In its background briefing about the order, the Trump 
administration labeled enforcement regimes as “lax,” and indi-
cated that agencies must crack down “on weak monitoring, 
enforcement and compliance efforts and at rooting out every 
single Buy American loophole.”

Contractors should expect increased scrutiny over the com-
ing months, and should not be surprised when an identified — 
or even self-disclosed — non-compliance leads to a government 
investigation, threats of a contract termination, or even a sus-
pension or debarment action. Contractors also should be cog-
nizant of potential increases in whistleblower activity, including 
qui tam False Claims Act actions.

Now is the time for contractors to ensure that compliance 
programs in this complex area are in place and current.

They should also expect fewer “public interest waivers.” 
Section 4 of the order requires that agencies judiciously use 
“public interest waivers from Buy American Laws . . . to ensure 

the maximum utilization of goods, products and materi-
als produced in the United States.” Although the order does 
not expound on whether the term “public interest waivers” 
is meant to encompass all waivers or just those commonly 
referred to as “public interest” exceptions, agencies presumably 
will be less likely to approve waivers absent a compelling need.

Contractors must be aware of changes to free trade agree-
ments and “qualifying country sources.” The administration 
explained that if it determines that any free trade agreement 
fails “to meet the Trump standard of fairness and reciprocity so 
that the U.S. is a net loser, these findings will inform the presi-
dent’s decision to rescind or renegotiate these deals.”  

There is no clarity yet on what “the Trump standard of fair-
ness and reciprocity” means, but it would not be surprising to 
see future limitations on the breadth of the Trade Agreements 
Act — which, when applicable, acts as a waiver to the Buy 
American Act and provides flexibility to contractors.

Similarly, contractors should not be surprised at a narrowing 
of the “qualifying country sources” exception for end products 
and components. Currently, the Defense Federal Acquisition 
Regulation Supplement provides a “public interest” exception 
for “the acquisition of qualifying country end products” and 
components from countries that have a reciprocal defense 
procurement memorandum of understanding with the United 
States that removes certain purchasing barriers. 

While Section 8029(a) of the recently enacted Depart-
ment of Defense Appropriations Act under the Consolidated 
Appropriations Act of 2017 requires the secretary of defense 
to “rescind” the waiver if the qualifying country has violated its 
agreement, further narrowing of this exception is likely.

Contractors should also closely follow how agencies plan 
to maximize the use of domestic components. Under the Buy 
American Act, a domestic end product or construction materi-
al manufactured in the United States may be comprised of for-
eign components so long as they represent less than 50 percent 
of the cost of all components. There is no cost of components 
test for commercially available off-the-shelf items. Section 3 
of the executive order now directs agencies to “develop and 
propose policies . . . to ensure that . . . federal procurements 
maximize the use of materials produced in the United States, 
including . . . components of manufactured products.”

What actions will agencies take in response to this directive? 
Does this foreshadow a change to the cost of components test? 
Will the COTS exception be phased out? Changes of these 
sort may have significant ramifications for sourcing decisions 
and pricing. 

Contractors should monitor these events and consider 
becoming engaged with their legislators, regulators and cus-
tomers to inform them of the effects of proposed changes.

Justin Ganderson is special counsel of the government contracts  

practice group and Frederic Levy a partner at Covington & Burling LLP. 

Sandy Hoe, senior of counsel and Scott Freling, a partner, contributed 

to the article.

Buy American Order: What It Means
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By Richard L. Dunn
First, the good news. Congress has provided 

the Defense Department with a cluster of legal authorities to 
conduct experimentation, research, development, prototyping 
and production that can lead to the fielding of critical defense 
capabilities in better, quicker and less expensive ways. 

The bad news is that the department is unorganized and 
uneducated in the use of these authorities. They are unknown 
or poorly understood by most organizations that could greatly 
benefit from their effective use. This results in their underuti-
lization and a failure to leverage their full potential.

They are generally referred to as “other transactions,” that is, 
contractual actions that are not standard procurement contracts, 
grants or cooperative agreements and therefore not subject to 
procurement or assistance law and regulations. Key authorities 
include those in sections 2371, 2371b and 2373 of Title 10 
United States Code.

Section 2373 permits purchase “by contract or otherwise” of 
certain essential technologies or supplies without being subject 
to the Armed Services Procurement Act and its implementing 
regulations when purchased in quantities no greater than those 
needed for experimentation, technical evaluation, assessment of 
operational utility, or to maintain a residual operational capabil-
ity.

These authorities were widely used in the 1990s and early 
2000s within the department for science and technology and 
prototype projects, ranging from small single company transac-
tions, to research joint ventures and consortia, to the devel-
opment of major air, ground, naval and space systems. After 
several years of decline, the Pentagon only recently has seen a 
partial resurgence in their use as renewed emphasis is put on 
speed and innovation in fielding new capabilities.

Section 2371 was originally enacted in 1989 and Section 
2371b prototype authority in 1993. Like 2371, with which 
it is closely related, it was originally specific to the Defense 
Advanced Research Projects Agency but later extended to all of 
the Defense Department. The origins of Section 2373 go back 
to the Air Corps Act of 1926. Its scope was expanded several 
times — most recently and importantly in 2015.

The intent behind the enactment of Section 2371 was to 
spur dual-use research and development. The idea was to create 
an attractive way for companies to do business with the depart-
ment while retaining the characteristics of innovative commer-
cial companies. This would grant the Pentagon access to cutting 
edge technology and allow it to take advantage of economies of 
scale without burdening the companies with government regu-
latory overhead, which would make them non-competitive in 
the commercial sector. 

Defense firms were also encouraged to participate especially 
if they sought to adopt commercial practices, diversify into the 
commercial sector or partner with commercial firms. Given the 
emphasis on dual-use, joint funding of projects was baselined, if 
practicable, but not mandated. Competition in awarding agree-
ments was also baselined but not absolutely mandated. The 
mode of competition was not specified but could be adapted 

to whatever technology domain or 
industry segment was most relevant 
to a project.

There are other nuances in the stat-
utes that seem challenging to those 
whose thinking is immersed in a busi-

ness-as-usual culture, but properly understood do not inhibit 
broad use of this authority.

Section 2371b states it is “under the authority of” Section 
2371. As originally enacted, Section 2371b was exempted from 
the cost sharing feature of 2371. It was aimed specifically at 
defense contractors. Both dual-use and defense specific projects 
were encouraged under Section 2371b. Defense firms could 
utilize this authority to streamline acquisition processes in a 
variety of ways. 

They could execute projects with unique business arrange-
ments such as structuring government-funded projects under 
independent research-and-development rules rather than charg-
ing fully burdened rates. They could create business segments 
without defense acquisition overhead to pursue prototype proj-
ects or recruit innovative commercial firms as subcontractors 
without imposing regulatory overhead through the flow down 
of otherwise mandatory contract clauses. 

They could also ignore practices, which while associated with 

the regulatory system, were actually not mandated by either 
law or binding regulation.

Section 2373 as originally enacted was an attempt to inject 
flexibility into the process of acquiring and assessing the utility 
of aircraft. Additional domains such as ordnance, chemical war-
fare and others were added over the years. Like the other-trans-
actions statutes, nothing in the section indicates it is a niche 
authority. However, it has only been utilized in a niche manner 
in recent years. In the 2016 National Defense Authorization 
Act, Congress endorsed 2373 by greatly expanding its scope. It 
is now applicable to many critical defense needs.

It should be noted that there have been a number of amend-
ments to the statutes over the years — some positive and 
some negative. The conditional requirement for cost sharing in 
2371b was a negative but the 2016 amendment that added a 
simplified method of follow-on production was a big plus.

A few insights may be helpful for those who ask, “Why not 
business as usual?” 

As far back as the Commission on Government Procure-
ment in 1972 the acquisition system was described as a “mass 
and maze of regulation.” A decade later, the Packard Com-
mission asserted that defense systems cost too much and take 
too long. The department’s own study of defense-unique cost 
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drivers shows it pays nearly a 20 percent premium for pro-
cesses that do not show up as goods or services contributing to 
defense capabilities. Avoidance of that cost premium applied 
across the entire acquisition budget would cover the burden of 
sequestration. Despite numerous reform efforts the situation 
has not improved but only grown worse over the decades.

After the first other-transactions agreement in April 1990, 
they were a growth industry. DARPA used them initially for 
dual-use science and technology projects, then as prototype 
projects. They then went department-wide, gaining acceptance 
both by senior leadership and at the execution level. In just a 
few years hundreds of them obligating billions of dollars were 
executed. 

By the early years of the current century, other transactions 
still appeared to be thriving but anti-bodies were at work. 
Resistant to the new way of doing things, officials schooled in 
and committed to the traditional system had simmered as the 
other transactions grew and gained acceptance. Other transac-
tions were unencumbered by socio-economic policies and some 
officials seemed to think driving socio-economic policies was an 
inherent part of contracting. 

For others, a resistance to learning new things or those “not 
invented here” might have been the issue. The limited use of 
cost-reimbursement contracting and emphasis on milestone 
payments based on achievement seemed heretical to others.

The first setback was an amendment to section 845, cur-
rently 2371b, in 2000 that added a requirement for significant 
involvement of nontraditional companies, which was defined 
in a narrow and arcane fashion, in projects of one-third private 
sector cost share. This substantially reduced the attractiveness 
of other transactions to defense contractors. Moreover, injecting 
any arbitrary conditions into the statutes is contrary to the spirit 
and philosophy of their contracting and will ultimately destroy 
the flexibility and utility associated with their non-regulatory 
freedom of contract approach.

Next in 2005 came trouble with the Army’s largest acquisi-
tion program, the Future Combat Systems, which was being 
conducted under an other-transactions agreement. In hearings 
before the Senate Armed Service Committee, selected witness-
es insinuated the other-transactions agreement was a primary 
problem as it lacked the “protections” of a traditional govern-
ment procurement contract. 

Their testimony was profoundly misleading and even sug-
gests they had never actually read the agreement. Not only was 
their testimony a matter of record, but misinformation about 
the FCS other-transactions agreement contributing to the prob-
lems of the program was spread widely through the Defense 
Department to the delight of the business-as-usual bureaucrats. 
Little known is the fact that an Institute for Defense Analyses 
study found that the other-transactions agreement was a posi-
tive factor in the FCS program.

The early phase FCS agreement, when jointly managed by 
DARPA and the Army, was less than 30 pages. However, when 
the Army took sole control in later phases the other-transac-
tions agreement ballooned to well in excess of 100 pages, look-
ing almost identical to a procurement contract and contained 
the so-called “protections” of such an instrument. 

Only a few innovative subcontractors had commercial-style 
agreements without the flow down of mandatory clauses. Inter-
estingly, when a Government Accountability Office witness 
offered a critique of the FCS program no mention was made of 

the other-transactions agreement as contributing to program’s 
problems.

The fact that the FCS other-transactions agreement had 
been criticized and that the program was later reorganized as a 
procurement contract resulted in much uninformed commen-
tary on the role of the agreement in the FCS program. It was 
widely believed in parts of the procurement community that 
something was wrong with other transactions and they should 
not be used for large programs or perhaps not used at all. The 
policy leader for prototype other transactions, the director of 
the office of procurement and acquisition policy, propagated 
the misinformation rather than correcting it — including in a 
conversation with the author.

The pall of misinformation seemed to affect some govern-
ment agreement officers, administrators and lawyers that were 
involved in other-transactions agreements. New processes were 
added, delays, renewal of discussion on issues long decided and 
other impedimenta arose in what had been satisfactory rela-
tionships.

There have been numerous studies of other transactions over 
the years. They have been almost 
universally positive in finding that a 
number of benefits flow from their 
use with few disadvantages. 

One drawback noted in the most 
disciplined study by the Logistic 
Management Institute in 2007 has 
been inadequate training of per-
sonnel involved in executing such 
projects. As already noted, other 
transactions have critics. In addition 
to those mentioned, the Defense 
Department inspector general has 

made skeptical comments in a number of reports. In general 
the gist of these comments are that other transactions are not 
business as usual and the traditional system “has served us 
well.” The inspector general fails to note the cost premium and 
opportunity costs associated with the traditional system.

While the 2000 amendment and misinformation related to 
the 2005 Future Combat Systems hearing were seminal events, 
other developments adversely impacted other transactions. 
Highly successful programs like the Dual-Use Applications 
Program and Commercial Operations and Support Savings 
Initiative, which had highlighted the advantages of other trans-
actions, were allowed to fade away when they transferred from 
central management under the office of the secretary of defense 
to the military services where they became victims of other 
budget priorities.

After years in the doldrums, obligations under these authori-
ties have seen a slight rise recently but remain a miniscule 
fraction of the Pentagon’s R&D budget, much less its total 
acquisition budget. A residual pocket of other-transactions 
expertise is maintained at DARPA and a few other contracting 
offices. They have been used by some offices primarily to form 
consortia. A single contracting office currently is responsible for 
the vast majority of other-transactions agreements and obliga-
tions. In many instances, however, process-oriented regulatory 
thinking has found its way into projects where it is unnecessary 
and counterproductive.

It is certainly possible to revitalize the use of the key innova-
tive contracting authorities within the Defense Department. 

“It may be 
necessary to 
establish entirely 
new offices 
to execute 
innovative 
contracting...”



J u n e  2 0 1 7  •  n a t i o n a l  D e f e n s e  17

The essential ingredients include personnel who are willing 
and want to accomplish mission goals and are unafraid to step 
outside business as usual to do so. Program managers, contract-
ing personnel, fiscal experts and lawyers need to be equipped 
with the knowledge that enables them to make maximum use 
of business judgment and common sense; and envision ways of 
doing things that have seldom or never been done before. 

It may be necessary to establish entirely new offices to 
execute innovative contracting in order to insulate practitio-
ners from business-as-usual thinking. Selecting good person-
nel and educating them will not work in the long run absent 
positive leadership from the top, from intermediate levels 
and at the working level. Leaders themselves need to be edu-
cated on what might be possible, using other transactions and 
other available authorities. Nothing short of culture change is 
required.

Many elements of the department thrive on standardization. 
However, in the world of innovative contracting standardiza-
tion of policies, procedures, prescriptive guidance, forms, tem-
plates and the like can do more harm than good. Education 
rather than regulation should be the by-word. Other transac-
tions allow freedom of contract and freedom to think. Current 
Defense Department guidance on other transactions pay lip 
service to use of common sense and business judgment, but 
revert to prescriptive concepts or terminology in areas where 
flexibility and judgment should be used. Revised guidance is 
needed.

The term “culture change” has been mentioned. Most of the 
emphasis has been on contracting in a narrow sense but use of 
flexible and innovative contracting approaches will affect what 
might be deemed possible — perceived needs or requirements 
— as well as how projects are managed. 
Currently few program managers are 
rewarded for “failing early,” but failing 
early and changing course are inherent 
in getting the best results when cutting 
edge technologies are being investigated 
and deployed. Thus the culture change 
involves more than just the technique of 
contracting.

The resistance to widespread adoption 
of innovative contracting methods has 
been so intransigent in recent years that 
leadership from the very top is needed 
to get defense acquisition on track. 
The department is poorly positioned to 
execute using the authorities Congress 
has provided. Expertise has atrophied 
through attrition of knowledgeable per-
sonnel, lack of use and generally unin-
spired employment when it has taken 
place. The mandate for improvement 
must be clear.

The president of the United States 
should challenge Defense Department 
leadership to create the environment 
for quantifiable improvement in defense 
acquisition practices. Congress should 
create a fiscal environment that permits 
flexibility in program execution as well 
as further improve and simplify flexible 

contracting laws.
The secretary of defense should issue new guidance on inno-

vative contracting and consider the creation of an organization 
responsible for promoting innovation within the department. 

The military departments and selected defense agencies and 
components should be directed to take the following actions:     

• Designate a lead contracting activity to become fully capa-
ble of using alternative contracting authorities in an effective 
manner and acting as a lead center for alternative contracting;

• Conduct a review of policy guidance at all levels, including 
delegations of authority, to identify impediments to effective 
use of alternative contracting authorities;

• Plan and implement training at all contracting activities 
with the potential to use alternative contracting authorities;

• Encourage the flexible and innovative implementation of 
these authorities, rather than prescribing exact use; and

• Request any delegation of authority needed to implement 
the innovative contracting authorities if not previously granted.

The prospect for substantial improvements in defense 
acquisition awaits the leadership and commitment to exploit 
the untapped potential of other transactions. These types of 
authorities that permit innovations in contracting and busi-
ness arrangements can lead to rethinking on a range of related 
issues. They can be a catalyst for critical changes and innovation 
throughout the Defense Department. ND

Richard L. Dunn is an independent consultant providing advice on the 

implementation of technology in the military and civil sectors through 

innovative means. He is also the founder of the Strategic Institute for 

Innovation in Government Contracting. A longer version of this article 

can be found at: http://www.strategicinstitute.org/

http://www.strategicinstitute.org/
http://www.binswanger.com/mesquite
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By James Thomas
The following in an excerpt from testimony the 

National Defense Industrial Association presented to the House 
Armed Services subcommittee on oversight and investigations.

Industry recognizes that the audit responsibilities of the 
Defense Contract Audit Agency play an essential role within 
the Defense Department’s acquisition oversight structure and 
that it operates within a broader set of controls to manage the 
department’s activities throughout the contracting lifecycle. 

Industry, taxpayers, Congress and most importantly the 
armed forces thus all have a common interest in a properly 
configured and efficient oversight framework focused on risk-
based processes and procedures that allow the DCAA to per-
form its primary role of assisting contracting officers to make 
decisions.

The agency provides audit and financial advisory services to 
the Defense Department and other federal entities responsible 
for acquisition and contract administration. It operates under 
the authority, direction and 
control of the department’s 
comptroller/chief financial 
officer. 

The agency’s purpose 
and mission is thus to act 
as a subject-matter finan-
cial advisor to contracting 
officers on matters related 
to the transactional as well 
as contract oversight and 
closeout processes.

Industry is concerned 
that the agency has lost 
focus of its purpose within 
the defense acquisition sys-
tem over the past decade 
and has become much 
more closely tied with the 
inspector general function than needed or desired to fulfill 
its statutory oversight role. DCAA is not a profit center, but 
its annual reports to Congress highlight that the measure of 
mission success is that their audit activities provide a large 
return on investment by identifying a large number of adverse 
audit findings rather than on executing their primary advisory 
functions. Industry also questions whether the agency can 
inherently be truly independent and objective in their audit 
responsibilities while continuing to emphasize success based 
upon return on investment.

The Defense Contract Audit Agency asserts that its return 
on investment to the taxpayer in fiscal year 2015 was $4.80 
per dollar spent. While such a figure may seem to be a favor-
able side effect of performing its central advisory mission, that 
value computation does not accurately measure all “costs” 
to the acquisition system for functions that go unfulfilled or 
delayed. 

Nor does it take into account costs for companies to main-
tain and achieve nearly perfect internal controls associated 

with business systems in order to avoid an allegation of a sig-
nificant deficiency because of the agency’s perceived very low 
threshold for materiality. 

Nevertheless, the return on investment appears to be held 
out to federal stakeholders as the reason for the agency’s exis-
tence.

The pronounced shift in its focus has crept well beyond its 
statutory mission over time and, accordingly, DCAA’s mission 
should be reoriented away from a strict process compliance 
framework fixated on return on investment to one directed at 
helping decision-makers determine fair and reasonable prices 
for products and services provided to the warfighter. 

NDIA believes that a lack of professionalism, as defined by 
generally accepted government accounting standards, from 
agency auditors has borne costs on government and industry 
through a lack of incorporation of materiality in their judg-
ments. 

The members’ perception of DCAA’s standard of perfection 
with respect to internal is the enemy of timeliness and afford-

ability. While perfection is 
admirable, often the high 
costs involved with achiev-
ing a level of perfection to 
avoid agency allegations 
outweigh the associated 
benefits of having a perfect 
internal control for an issue 
that may never be a catalyst 
for increased costs to the 
government. 

Audits should be based on 
risk and ultimately a reason-
able assurance for reliance. 
Further, there should be 
clarity on the materiality of 
potential identified deficien-
cies and whether they are in 
fact significantly relative to 

the ultimate effect on contractor business systems in order to 
avoid this perceived “perfection” standard that the association 
contends is currently in place. 

The materiality issue also affects cost accounting standards 
noncompliance assessments, which the agency sometimes 
asserts without appropriate consideration of whether the 
assessments are in fact material. This can create extensive 
administration in resolution of the issue for the contractor, the 
Defense Contract Management Agency and DCAA years after 
the fact. 

Many of these issues consume valuable resources in the con-
tract disputes process. Using clear and objective criteria would 
reduce the backlog of non compliance allegations and assist 
in lowering the large backlog of contracts currently requiring 
closeout across industry. 

Relative to business systems, there are also major impli-
cations for small businesses. Ensuring they have sufficient 
opportunity to compete for prime contracts is a major public 
policy goal in federal procurement. Having a DCAA-approved 
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accounting system has increasingly been used as an evaluation 
criterion for major small business government-wide contracting 
vehicles. Small businesses are less likely to have had an audit of 
their accounting system, which undermines competition and 
stunts the growth of new entrants to the federal marketplace. 
Furthermore, the costs of DCAA compliance, as well as the 
business disruptions from audits is much more significant on 
small businesses as a percentage of revenue and resources.

Another major burden from DCAA’s approach to audit 
practices is in records retention. Federal Acquisition Regulation 
4.7 sets forth the government’s record retention policy for dif-
ferent oversight purposes, but the insistence of audit staff for 
contractors to provide access to original documents long after 
the retention period has expired is inconsistent with the rules 
and does not align with the practice of moving more records 
into the cloud. Where such demands are not met, DCAA 
has been identifying contractors as having elevated risk, even 
where contractor imaging processes have been tested and 
approved for compliance.

The association has several recommendations for future 
actions. One is to reevaluate the DCAA’s mission, organization 
and management, and responsibilities and functions provided 
in DoD Directive 5105.36.

A working group of government and industry acquisition 
and auditing professionals should be established to align mis-
sion objectives with the statutory audit-records requirements.

The group should: determine necessary contract audit, 
accounting and financial advisory services needed by the 
department; establish definable and measurable auditing crite-
ria, materiality, and acceptable timeframes by audit type; and 
identify which agencies, organizations or companies are best 
suited to provide the necessary and timely accounting and 
financial advisory services for the department.

Further, DCAA should establish timely deadlines for the 
completion of incurred cost audits. It needs to return to its 
historical practice of completing timely audits. The optimal 
timeline would be 90 days from submission of incurred cost 
proposals. It would have 30 days to reject the proposal as inad-
equate — if necessary — prior to beginning the audit, which 
would then be conducted and completed within 90 days.

Once the audit is complete, contracting officers could have 
60 to 90 days to negotiate final incurred costs and indirect 
rate settlements. DCAA should focus objectives, audit pro-
grams and audit techniques for compatibility with the timely 
completion of the work. Holding incurred cost audits to this 
timeline, which is proven effective for financial statement 
audits, would have the effect of significantly reducing costs 
at contractors  — ultimately passed on to the government on 
their contracts — as personnel and records would be readily 
available thereby streamlining the audit process of these very 
current records.

The agency should also embrace the use of third party audi-
tors for incurred cost and business systems audits. This is likely 
the only solution to eliminate the incurred cost audit backlog; 
however, it is not a complete solution.

Once implementing regulations are finalized for Sections 
820 and 893 of the fiscal year 2017 National Defense Autho-
rization Act, there will likely be more clarity in how interested 
public accounting firms will be in performing this work.

Regardless, DCAA may still likely request working papers 
and backup materials on work performed by public accounting 

firms, which we believe is not necessary or appropriate. If each 
of these sections was expanded to include all contractors, espe-
cially those performing work on cost-reimbursable contracts, it 
would have greater effect. This would allow DCAA funds to 
be prioritized for forward pricing proposals.

Another recommendation is for Defense Department agen-
cies responsible for procurement and contract administration 
to publish an annual report card with assessment of DCAA 
services. It could provide the agency with assessments on the 
quality, timeliness, relevance and satisfaction with the services 
provided. This feedback would be highly beneficial in under-
standing how well it is performing in its customer service role.

Our members reported positive engagement with DCAA 
in the past, but note there has been little government-industry 
dialogue in the last couple of years. Reinstating participation in 
“integrated product teams” or a comparable dialogue of inquiry 
to facilitate the audit process and increase communication 
with auditees would help.

It seems that independence has been used as the reason for 
not communicating with contractors. This is frustrating given 
that contractors want to comply and to be responsive to valid 
audit findings, but find themselves unclear in what actions 

would remediate a finding.
Without open communica-

tion in the process, effective 
remediation is frequently 
delayed by lack of understand-
ing on either or both parties. 
With open communication 
contractors can discuss effec-
tive remediation and feel 
comfortable their actions will 
resolve the audit finding.

NDIA recommends that 
dedicated oversight, not neces-
sarily legislation, is needed to 
encourage improvements at 
DCAA. Industry would like to 
see greater use of commercial 
auditing practices in conduct-
ing and performing audits, 
including the incorporation 

of materiality in DCAA’s decision-making, and recognition of 
timely completion of audit work.

Industry is concerned that some of the agency’s current 
annual reporting metrics have perverse incentives, but if they 
remain, metrics on auditor productivity — and cost borne 
on industry to achieve the agency’s return on investment — 
should be incorporated. Unfortunately, materiality is difficult 
to legislate and relies primarily on the professionalism of the 
workforce.

A combination of factors has led to the reorientation of 
DCAA’s mission over the last several years, to the detriment of 
the operations of the defense acquisition system. Moving for-
ward, the agency should place greater emphasis on improving 
its customer service role, and be held accountable to improve 
the quality and timeliness of its audit services for the benefit of 
government procurement and the warfighter. ND

James Thomas is assistant vice president for policy at NDIA.  

For the complete written testimony, see http://bit.ly/2pWw2S4

“Audits should 
be based on risk 
and ultimately a 
reasonable assur-
ance for reliance.”
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By James Giordano
The rapid advancement of neuroscience and its 

corresponding technologies has prompted renewed and grow-
ing interest in both its development and the ethical concerns 
about the use of such techniques and tools in military and 
security contexts. 

In 2008, the National Research Council of the National 
Academies of Science reported that the brain sciences showed 
potential for military and warfare applications, but were not 
yet wholly viable for operational use. However, by 2014, a 
subsequent report of the National Academies, “Emerging 
and Readily Available Technologies and National Security: A 
Framework for Addressing Ethical, Legal and Societal Issues,” 
concurred with a series of white papers by the strategic mul-
tilayer assessment group of the Joint Chiefs of Staff, and a 
2013 Nuffield Council Report, stating that developments in 
the field had progressed to the extent that rendered the brain 
sciences viable, of definitive value and a realistic concern for 
the military. 

This timeline is important, as it reflects the rapid and itera-
tively more sophisticated capability to create and exploit 
neuroscientific methods and technologies to access the brain, 
and assess and affect its functions of cognition, emotion and 
behavior.  

Advancements in neuroscience could be used to create 
“super soldiers,” link brains to weapon systems for command 
and control, or even manipulate groups or leaders into taking 
actions that they normally wouldn’t do.

Obviously, new developments in brain science can be har-
nessed to improve neurological and psychiatric care within 
military medicine, and a number of ongoing Defense Depart-
ment programs are doing so. The Defense Advanced Research 
Projects Agency, the Army Medical Research and Materiel 
Command and the Naval Bureau of Medicine and Surgery 
are generating new techniques and technologies for treating 
brain injury, neurodegenerative diseases such as Parkinson’s and 
Alzheimer’s disease, and certain psychiatric conditions, such as 
post-traumatic stress disorder and depression. 

However, there is also considerable potential for dual-use 
applications of neuroscientific methods and tools that extend 
beyond the bedside. Many of these may reach battlefields.

These include the use of various drugs and forms of neuro-
technologies such as neurofeedback, transcranial electrical and 
magnetic stimulation, and perhaps even implantable devices 
for training and performance optimization of intelligence and 
combat personnel. Brain-computer interfaces could be used 
to control aircraft, boats or unmanned vehicles. Military and 
warfare uses also entail the development and engagement of 
agents — such as drugs, microbes, toxins — and “devices as 
weapons,” also called neuroweapons, to affect the nervous sys-
tem and modify opponents’ thoughts, feelings, senses, actions, 
health or — in some cases — to incur lethal consequences.  

The use of neuroscience and technology to optimize the 
performance of military personnel could potentially lead to 
the creation of “super soldiers.” This remains a provocative and 
contentious issue. 

When viewed in a positive light, such approaches could 
— and arguably should — be employed to prevent warfare. 
For example, intelligence and military personnel who have 
increased cognitive, emotional and/or behavioral capaci-
ties might be able to more easily and capably detect threats, 
function under arduous conditions with less stress, and have 
increased sensitivity to socio-cultural and physical cues and 
nuances in foreign environments. They could be more effective 
in reducing the risk of violence. 

These goals led to efforts such as the Intelligence Advanced 
Research Projects Activity’s Sociocultural Content in Language 
program and the Metaphor program, which both sought to 
improve insight into cultural linguistic and emotional norms. 
DARPA’s Narrative Networks program aimed to utilize neu-
rocognitive science and technology to improve narratives in 
socio-cultural contexts.  

On the other hand, there are concerns for the negative 
effects that the field might have on “neuro-modified” individu-
als’ health. There is trepidation about using such approaches 
to turn warfighters into amoral, combative automatons and 
questions about what responsibilities and burdens might be 
incurred for — and borne by — the military, and perhaps soci-
ety at large, when dealing with such effects.  

But while such questions and concerns may suggest the need 
for a reflective pause, it’s important to note that brain research 

and its corresponding technologies 
are becoming ever more interna-
tional, and a number of countries 
such as China and Russia, and some 
U.S. allies, are engaged in these 
pursuits and are interested in their 
military viability and use. This cre-
ates a situation that tends to sustain, 
if not advance the pace and extent 
of research, development and incor-
poration of neuroscience and tech-
nology in intelligence and military 
initiatives. 

The internationalization of brain 
science, taken together with the 
speed of its progress, fosters addi-
tional concerns about the develop-
ment and use of neuroweapons. 

While existing international 
agreements on biological and chem-
ical weapons such as the Hague 

Conventions, Geneva Protocol and the Biologic, Toxin and 
Weapons Convention limit institutional research, stockpiling 
and international trade of certain toxins and neuro-microbio-
logicals such as ricin and anthrax, some neurobiological sub-
stances and technologies developed for medical products that 
are readily available on the commercial market might not fall 
within existing international rules. 

These include neurotropic drugs created in pharmaceutical 
labs, bio-regulators — defined as substances that affect biologi-
cal processes, such as opioids and other peptides — and neu-
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romodulatory technologies such as 
transcranial or deep brain stimulat-
ing devices. 

And, as noted in the 2008 
National Academy of Sciences 
report, products intended for the 
health market can — and frequently 
are — studied and developed for 
possible employment in military 
applications. In the United States, 
any such activity in federally funded 
programs would be subject to over-
sight in accordance with dual-use 
policies, reflecting the general tenor 
of current international biological 
and chemical weapons conventions. 

But that leaves a gap that foreign 
governments could exploit using 
health research as a veil to pursue 
new military neuroscience and tech-
nology, and shielding their activities 
behind commercial norms protect-
ing proprietary interests and intel-
lectual property.

A further concern is that neurobiological and neurochemi-
cal substances and certain neurotechnologies can be obtained 
or developed with relative ease by non-state actors. Of note is 
a growing worldwide community of “black hat” do-it-yourself 
biohacker scientists, who may be supported by state-endorsed 
venture capital with explicit intent toward disrupting public 
safety, stability and health; and who may operate without 
regard for regulations defined by current signatory treaties and 
conventions. 

The increasing availability of tools for DIY neurobiology, 
such as gene-editing kits that can be employed to genetically 
modify existing microbes and toxins and make them more 
potent or lethal, increases the probability of both their use, 
and attendant risks and threats that such techniques and their 
products pose to national security.

Former Director of National Intelligence James Clapper 
stated last year that gene editing should be regarded for its 
potential for creating biological weapons.

The impact of neuroweapons is equally important to con-
sider. While nerve agents such as sarin, or pathogens such as 
anthrax, can induce somewhat widespread effects, other, more 
sophisticated neuroweapons should not be regarded as weap-
ons of mass destruction, but rather as “weapons of mass disrup-
tion,” often with subtle, albeit intensifying effects. 

For instance, neurologically acting drugs can be used to 
selectively target the thoughts, sentiments and actions of an 
individual, such as a political or military leader, to evoke a 
change in his or her ideas, emotions and behavior. This could 
exert effect on those they lead, influencing their views and 
actions toward either conformity or dissonance. 

Certain neuroactive drugs, toxins and/or microbes can 
also be used against larger scale targets to incur “ripple con-
sequences” within a group, community or population. For 
example, these agents could be dispersed to produce “sentinel 
cases” of individuals who exhibit neuro-psychiatric and other 
physical signs and symptoms. Attribution as a terrorist action, 
and accompanying misinformation about salient and escalating 

signs and symptoms — such as anxiety, sleeplessness and para-
noia — could be propagated over the internet. 

This would tend to amplify reactions among an expanding 
number of members of the group or population, who would 
then seek health care, and thereby evoke an increasing burden 
on the public health system — even if only in the short term. 

Subsequent internet messaging of narratives aimed at deni-
grating any governmental responses in attempting to quell 
public concerns and reaction to the “threat,” could be used to 
both foster dissolution of public trust, and increase widening 
social disruption. One need only to recall the public response 
to the very limited distribution of anthrax in the weeks follow-
ing the 9/11 attacks for evidence of the viability and possible 
effects of such tactics. 

To be sure, brain science is not the only venue for the devel-
opment of new tools and weapons. Yet, it confers powerful 
capabilities to affect “minds and hearts” and therefore affords 
clear and present leverage in military and warfare operations. 

Recognition and a realistic appraisal of these capabilities — 
and its limits — are crucial steps to readiness and response. In 
these times of rapidly reduced budgets and limited resources, it 
thus becomes ever more important to accurately estimate the 
relative benefit, burden, risks and threats that specific types 
and applications of neuroscience and technology will incur, and 
to develop and maintain a proactive posture to ensure the pos-
sibilities for these developments both now and in the future. 
ND
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By Yasmin Tadjdeh
As the iconic Bradley fighting 

vehicle ages, the Army is weighing 
whether it will outfit existing systems 
with upgrades or procure a replacement 
platform.

A new system — which would be 
called the next-generation combat 
vehicle — wouldn’t be fielded until the 
late 2020s or 2030s, said Todd Thomas, 
program manager for the vehicle at 
U.S. Army Tank Automotive Research, 
Development and Engineering Center.

“The next-generation combat vehicle 
is … going to have capabilities that far 
exceed those of current infantry fight-
ing vehicles in the Army force today,” he 
said. “It’s going to … have unparalleled 
survivability for the occupants [and] for 
underbody blasts.”

It will be able to meet the same 
threats that the current Bradley system 
can, but at a lighter weight, he added.

To help remove risk, the Army is 
working on a number of prototyping 
efforts that will be folded into a larger 
technology demonstrator program, 
he told National Defense during the 
Michigan Defense Exposition in Warren, 
Michigan.

“We have a set of requirements that 
we’ve been working on under the pro-
gram called combat vehicle prototyp-
ing,” he said. “That program is really the 
lead in … that we’re leveraging for the 
next-generation combat vehicle.”

Since 2015, TARDEC has been devel-
oping new systems that could be inte-
grated into an infantry fighting vehicle. 
Working alongside the Army Maneuver 
Center of Excellence, it blended require-
ments from the ground combat vehicle 
— an effort that was canceled in 2014 
— and the Bradley.

“We were trying to take the best of 
both worlds as a starting point from a 
requirements standpoint,” Thomas said. 
“Are those the final requirements? I 
would tell you, no, they’re not. Those 
are the starting points from which we 
can have a lot of discussions with the 
user community so that we can get the 
requirements right. But we think we’re 
in the ballpark.”

For now, the Army is doing modeling 
and simulation as well as lab testing at 
the subsystem level, he said.

Technologies developed through the 
prototyping program could be integrated 
into demonstration vehicles. Col. Wil-

liam Nuckols, Jr., director of mounted 
requirements at the Maneuver Center 
of Excellence, said the service wants to 
have them in “the hands of soldiers no 
later than fiscal year 2022.”

Later this year, the Army will estab-
lish an integrated concept development 
team for the vehicle, he said. The group 
will begin accessing the technology and 
manufacturability readiness levels for 
the platform and then create an acquisi-
tion timeline.

One of the first efforts will be to 
evaluate the various pieces of technology 
that could be integrated into the vehicle, 
he said. These could include directed 
energy weapons, power generation and 
storage systems, advanced armor and 
robotics, he said.

Depending on how assessments of 
the demonstrators go, it is possible that 
the Army could equip units with the 
NGCV even earlier than the 2030s, he 
added. 

The Army is being cautious as it pur-
sues the technology, Nuckols said during 
an industry conference in Huntsville, 
Alabama.

“We’re extremely aware of lessons 
learned from the past and the pres-
ent, both good and bad from things 
like [Future Combat Systems], Stryker, 
ground combat vehicle, future vertical 
lift … and even drawing from our inter-
national partners,” he said.

Future Combat Systems was the 
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Army’s ill-fated effort to procure a fam-
ily of platforms, including manned and 
unmanned vehicles, that was canceled in 
2009 after costs swelled. 

“FCS was the promise of technology 
and [we were] waiting forever for those 
technologies to finally come down the 
chimney with Santa Claus,” he said. 
“We’re not taking that approach.

“We have some aspirational opera-
tional capabilities that we’d like to have, 
but we’re going into this with our eyes 
open,” he said. 

One positive lesson learned from FCS 
was the importance of commonality, 
Nuckols said. “Today we’re trying to get 
our current fleet to be as common as 
possible in terms of repair parts,” he said.

In addition, FCS had an emphasis on 
robotics that will be a key attribute of 
the next-generation combat vehicle, he 
said.

While the Army is investing heavily in 
prototype technologies for NGCV, it is 
possible that the service could decide to 
simply integrate new systems into exist-
ing vehicles, he added. 

In terms of money, Nuckols said the 
Army had “sufficient funding beginning 
next year to at least do 80 percent of 
what I would assess we need to do.” 
However, he noted that the service 
could use even more money to bet-
ter assess the technology and inform 
requirements.

Technologies from the combat 
vehicle prototyping program will be 
delivered in 2019, Thomas said. The 
building of the demonstrators will 
take place between fiscal years 2020 
and 2022. The year 2022 will be a 
key point for the program because 
that is when the Army will decide 
whether or not to move forward 
with the NGCV, he said.

James Hasik, a senior fellow for 
defense at the Brent Scowcroft Center 
on International Security at the Atlantic 
Council, a Washington, D.C.-based think 
tank, said it is possible the Army may 
choose to continue upgrading Bradleys 
instead of pursuing the next-generation 
combat vehicle.

“They actually have some pretty good 
kits,” he said. “So while you can make 
the case that it’s important to think 
about what comes next, there might not 
be urgency in the need to recapitalize 
the entire fleet.”

However, the Army may be able to 
convince Congress, the executive branch 

and others within the Pentagon that a 
new system is necessary, he said.

“In 2022 the design of the Bradley … 
and the M2 and the M1 will be over 40 
years old,” he said. “It’s going to be an 
easy marketing pitch at that point — 
that we have a 40-year-old design, we 
have to do something new. Whether or 
not it’s actually needed, I think it’s going 
to be an easy case.”

At the same time, Hasik said it is 
premature for the Army to be doing sub-
stantial work on the NGCV. 

“If they’re really … not planning to 
replace it until … [the 2030s], then it’s 
probably not a grand idea to start think-
ing about it in a money consuming and 
people detailing way just yet,” he said. 
“You don’t need 13 years to figure out 
how to develop an armored fighting 
vehicle.

“If you give yourself 13 years, you’ll 
take 13 years,” he said.

However, it is smart for the Army to 
try and support a small group of engi-
neers who will be able to develop a new 
system in the coming years, he said.

“One shouldn’t be buying tanks just 
to buy tanks so that you can buy tanks 
later,” he said. “But you might want to be 

funding engineering work now so that 
you’ll have people around in 10 years 
who spent a career tooling around with 
this stuff and can respond to the next 
emergent technical problem.”

That doesn’t mean the Army should 
be supporting 10,000 people on a pro-
duction line, he said. Sometimes 100 
engineers are enough, as was seen when 
the military spent billions of dollars to 
buy mine-resistant, ambush protected 
vehicles in the 2000s to meet the grow-
ing improvised explosive device threat in 
Iraq and Afghanistan.

“As we found in the case of the MRAP, 

we could hire out-of-work autoworkers 
to build things. What we needed was a 
corps of people who understood blast 
mechanics to figure out how to make a 
mine-resistant truck,” he said.

In order for NGCV to be a successful 
program, the Army needs to watch out 
for a number of issues, Hasik said. That 
includes avoiding trying to procure leap-
ahead technologies.

This occurred in programs such as 
Future Combat Systems, he said. 

“In the past they have stretched for 
things like Future Combat Systems, 
which I think they cut metal on eventu-
ally, but there was a whole lot of Pow-
erPoint engineering that went into how 
awesome and wonderful it was going 
to be,” he said. The reason it was never 
fulfilled was because “there was this 
enormous technological gap that needed 
to be closed,” he said.

Additionally, there was a “remarkable 
lack of prototyping during FCS,” he said. 
Prototyping could be extremely useful 
for NGCV, particularly if it is tied to les-
sons learned from ongoing conflicts in 
Syria, Ukraine and Yemen, he added.

Deepak Bazaz, program director of 
Bradley and artillery programs at BAE 

Systems, said the company is cur-
rently evaluating the NGCV pro-
gram. BAE is the manufacturer of 
the Bradley.

“We’re tracking it for sure,” he 
said. “Really next-generation combat 
is just the next iteration of a series 
of modernization [efforts] that the 
Army is attempting. … We’ve been 
with the Army through that journey 
over the last 25 years and … we’ll 
continue to work with the customer 
to make sure that we meet their 
modernization needs.”

Last year, BAE debuted a new proto-
type vehicle called the next-generation 
Bradley. The technology demonstrator 
featured a new chassis, improved pro-
tection for mounted troops and more 
capacity for electrical power.

The company will soon conduct 
mobility testing on the system, Bazaz 
said. 

“Ultimately, could a package of all of 
that turn into next-gen combat vehicle? 
Who knows? Maybe,” he said. “But right 
now that demonstrator is really focused 
on … evaluating integrated technologies.” 
ND
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By Jon Harper
The Missile Defense Agency is 

aiming to create a more robust network 
of space-based sensors and commu-
nications technologies to help protect 
the United States from ballistic mis-
sile attacks. But questions remain as to 
whether there will be enough funding 
in the near term to turn those ambitions 
into reality.

North Korea’s fervent efforts to 
advance its long-range missile and nucle-
ar weapons capabilities have created a 
sense of urgency in Washington, D.C.

“In the not too distant future … North 
Korea is going to be able to test and have 
the capability to fire an intercontinental 
ballistic nuclear missile that can hit the 
lower 48 of the United States,” said Sen. 
Dan Sullivan, R-Alaska, a member of the 
Senate Armed Services strategic forces 
subcommittee, which oversees the Mis-
sile Defense Agency.

“The classified estimates might be 
a little scarier than some of you imag-
ine,” he said at a recent missile defense 
conference hosted by the Center for 
Strategic and International Studies. “We 
need to develop an integrated layer of 
space-based missile defense sensors, and 
we need to start now.”

These technologies would benefit not 
only homeland defense, but also regional 
missile defense systems such as Patriot, 
Aegis and Terminal High Altitude Area 
Defense, he noted.

Rear Adm. Jon Hill, deputy director 
of the Missile Defense Agency, said the 
only way to ensure persistent “birth-to-
death tracking” of enemy missiles is to 
have sophisticated sensors in space.

Ground-based radars are “inherently 
limited by the curvature of the Earth 
and physics,” he said at a separate con-
ference on space issues hosted by CSIS. 
“Being able to look down and see the 
whole trajectory is pretty critical.”

Space-based assets can play an impor-
tant role not just in intelligence and early 
warning, but also persistent flight track-
ing to enable successful intercepts by 
ground-based systems, he said.

Since 2009, the Missile Defense Agen-
cy has been operating an experimental 
Space Tracking and Surveillance System, 

or STSS. It consists of two satellites 
orbiting at 840 miles above the Earth. 
The system is equipped with sensors 
capable of detecting visible and infrared 
light. It can identify missiles in their 
boost phase and track reentry vehicles, 
according to a MDA fact sheet.

The technology has completed a series 
of on-orbit tests, and demonstrated “full 
calibrated performance” of the satel-
lites, their crosslink systems, and the 
acquisition-and-track sensor payloads. It 
was able to provide tracking data to the 
ballistic missile defense system in near 
real-time, the fact sheet said.

Nevertheless, there are no plans to 
expand the system.

“We’re continuing to collect data but 
that’s … just feeding into the architec-
ture studies,” Walter Chai, director of 
space systems at the Missile Defense 
Agency, said in an interview with 
National Defense.

“It’s unlikely that we’re going to copy 
the STSS and populate more, but it’s 
informing what the future systems will 
look like,” he added.

Hill said one key takeaway from the 
experiment is the cost-savings benefits of 
having multipurpose space systems.

“We ought to make our investments to 
where we can support multiple missions” 
such as intelligence and early warning, 
detection and moving into precision 
track, or moving data to firing units on 
the ground, he said.

Another key experiment is Space-
based Kill Assessment, or SKA. It will 
consist of a network of small electro-
optical infrared sensors that will perform 
a battle damage assessment mission, said 
program manager Michael Schlacter, 
who serves as Chai’s deputy.

The sensors are being developed by 
the Johns Hopkins University Applied 
Physics Laboratory.

Missile defense personnel need to 
know whether their interceptors hit their 
target before deciding whether to launch 
more. Without such information, they 
might waste precious interceptors against 
a target that has already been destroyed, 
officials have noted.

The SKA experiment “allows us to 
go up and collect phenomenology of 

intercepts,” Hill said. “We will be able to 
understand what an intercept looks like 
when it has occurred, and we can hold 
back on that other [interceptor] shot or 
redirect it to something else.”

The system is expected to generate 
sensor data on intercept characteristics, 
like the energy radiating from the inter-
cept’s so-called fireball, that indicates 
payload type for the target object as well 
as how the intercept occurred, experts 
at CSIS explained in a recent report, 
“Missile Defense 2020: Next Steps for 
Defending the Homeland.”

The Space-based Kill Assessment 
project began in 2014. All of the flight 
hardware has already been delivered, 
and satellite integration began earlier 
this year. The ground system will be put 
through exercises in the coming months, 
and the sensors are expected to be on 
orbit next year, Schlacter said.

“SKA as a program is in great shape,” 
he said. “There are no obstacles to on-
orbit deployment, which we hope will 
happen in 2018.” 

The Pentagon will conduct tests to 
determine the effectiveness of the tech-
nology.

“It’s going to be an experiment first 
but our hope is that it will be added to 
the operational [ballistic missile defense 
system] baseline,” Schlacter said.

It’s hard to say when the technology 
might make that transition, he added.

“It’s not a calendar-based answer, it’s 
really a data-driven answer,” he said. 
“When we have sufficient data to prove 
the efficacy of this capability, we believe 
that the warfighter will say, ‘Yep, that’s 
enough. I am convinced that this is good 
enough and provides enough benefit for 
you to add it.’”

A decision to proceed along these lines 
wouldn’t necessitate much follow-on 
work aside from possible tweaks to the 
ground component of the system such as 
the software, Schlacter said.

“We designed the space segment with 
the full expectation that it will become 
operational,” he added.

During the experiment, the sensors 
will piggyback on commercial satellites.

Using the hosted payload model made 
the project more affordable, officials 
noted.

“By leveraging the commercial side of 
the house we’re seeing huge cost advan-
tages,” Hill said.

Schlacter said: “MDA in this case only 
has to pay for the payload. They don’t 

Pentagon Wants More Missile 
Defense Capabilities in Space

m
is

s
ile

 D
e

f
e

N
s

e
 a

g
e

N
c

y

Pentagon 
Wants More 
Missile Defense 
Capabilities in 
Space



m
is

s
ile

 d
e

f
e

n
s

e
 a

g
e

n
c

y

J u n e  2 0 1 7  •  n a t i o n a l  d e f e n s e  25

have to pay for the satellite structure 
itself, nor the rocket, nor the ground 
antennas or the data transport networks. 
… All of those costs are already borne by 
the commercial host.”

He estimated that the program would 
see 50 to 75 percent cost savings relative 
to traditional acquisition models.

The Missile Defense Agency also dem-
onstrated that it could meet the business 
needs of commercial industry, he noted.

“Our experience on SKA has shown 
that MDA has really successfully worked 
inside of a commercial products and ser-
vices contract strategy,” Schlacter said. 

Officials see industry as a critical 
enabler of efforts to deploy a robust mis-
sile defense architecture in space.

“There are a lot of satellites going up 
on the commercial side, and small sats 
are exploding,” said Gary May, chief 
engineer for advanced technology at the 
Missile Defense Agency. “There’s just a 
lot of things that we can smartly use to 
make space … more accessible and make 
programs easier to get started and get 
moving.”  

One effort slated to move forward 
next year is the CubeSat Networked 
Communications Experiment. In Spring 
2018, the Missile Defense Agency plans 
to launch three breadbox-size 3U cube-
sats equipped with communications gear.

“One of the programs we have at 
MDA is looking at [deploying] multiple 
kill vehicles on a single interceptor,” May 
said. “We’re going to use these small 
satellites flying in formation to kind of 
mimic what a group of kill vehicles fly-
ing together would have to do and how 
they would have to communicate.”

A critical piece of any national missile 
defense architecture is the communica-
tions element, he noted.

“This is a chance for us to very soon 
start to understand what that communi-
cation network might have to look like,” 
he said. “If you have a network in space 
you’re going to need comms, perhaps 
you may even some day need to com-
municate from space to an interceptor. 
So those are all the sorts of things we 
can do leveraging this experiment.”

Additional work along these lines 
could be performed the following year 
with a focus on encryption, he added.

Down the road, Chai said the space-
based components of the ballistic missile 
defense system must be responsive to 
evolving threats; resilient to attacks or 
other forms of disruption; and provide 

24/7 coverage over areas of interest. 
They also have to be affordable.

“There are different ways to field this 
space system and I think we have high 
technology readiness that we could do 
that,” he said. “The question is: what’s 
the optimal way to develop this archi-
tecture?”

Officials are weighing different orbital 
regimes such as low-Earth, medium-
Earth or geostationary, he said. They are 
also considering which kinds of technol-
ogies should be used, and whether com-
mercial hosting will remain an option 
or the government needs to use its own 
satellites.

“All those are on the table,” Chai said. 
“We’ve been asking industry partners to 
help us sort through that — what are 
some of the innovative ideas to keep the 
costs low, … field rapidly and be persis-
tent, resilient and responsive?”

Building a robust, space-based archi-
tecture is not a pipedream, he said. “The 
technology is there. And there are a lot 
of acquisition options” such as leverag-
ing existing contracts or developing new 
ones.

The Missile Defense Agency recently 
completed an analysis of alternatives for 
sensor systems.

“It’s an investment for the nation, and 
so there’s got to be … a close look at 

what the alternatives are before we field 
a space sensor,” Chai said.

From a technical perspective, “I think 
it could be done rather rapidly,” he 
added.

There is less certainty about whether 
there will be enough funding.

The budget is the biggest obstacle to 
making the envisioned architecture a 
reality, Chai said. “I see that as the big-
gest hurdle to fielding a system, not the 
operations or the development.”

Tom Karako, a missile defense expert 
at CSIS, noted that building out the mis-
sile defense space component has been a 
long-stated priority of the government.

“The last five administrations have 
… had it on paper as a critical element 
for long-range missile defense … [but] 
for whatever reason it continues to get 
pushed back,” he said.

Between 2007 and 2016, MDA’s bud-
get topline decreased 23 percent from 
$11 billion to $8.4 billion. And the space 
sensor budget has “gone off the cliff,” he 
said.

However, President Donald Trump has 
identified improving the nation’s missile 
defenses as one of his top priorities, and 
he suggested that funding for the effort 
would be beefed up under his watch.

A new ballistic missile defense review 
is currently under way at the Pentagon 
that could shape the future of the enter-
prise. Space-based assets are expected to 
be part of that study, officials have said.

The space layer “is something that I 
think the new administration has indicat-
ed they want to look at and they should 
look at,” Karako said.

Sullivan is optimistic that lawmakers 
are ready to put more money behind the 
effort to enhance missile defenses.

“There’s already bipartisan support 
there” on Capitol Hill, he said. And 
“we’re going to see a White House that’s 
more supportive.”

Sullivan said he and his colleagues 
plan to introduce a bill that would boost 
funding for capabilities such as space 
sensors.

Nevertheless, Hill doesn’t expect 
to see a financial windfall for missile 
defense.

“We have to be cost effective,” he said. 
“Despite what you’re hearing of truck-
loads of dollars pulling up to the Penta-
gon and dumping piles, I just don’t see 
that happening.” ND
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By Jon Harper
Production of the F-35 joint strike fighter for 
international customers is slated to ramp up in the 
coming years. Manufacturer Lockheed Martin sees 

this as an opportunity to bring down the costs of the airplane 
as the company faces pressure from President Donald Trump 
to lower its price tag.

Eight international partner nations were involved in the 
development of the fighter including the United Kingdom, 
Australia, Canada, Denmark, Italy, the Netherlands, Norway 
and Turkey.

Another three — Israel, Japan and South Korea — have 
decided to purchase the aircraft through the foreign military 
sales process.

“We expect … roughly 40 to 50 percent of the airplanes 
[produced] for the foreseeable future to be international air-
craft,” said Steve Over, Lockheed Martin’s director of F-35 
international business development.

Building more fighters for overseas partners is expected to 
reduce the cost of the plane over time due to economies of 
scale in production. Lockheed and independent analysts antici-
pate that diminishing prices would lead to increasing sales and 
further price cuts. 

“The idea with the F-35 ... is to use export demand perhaps 
as a way of lowering prices, and thereby creating a virtuous 
cycle of increasing demand which lowers prices and increases 
demand,” said Richard Aboulafia, vice president of analysis at 
the Teal Group, an aerospace and defense market analysis firm.

The F-35A currently costs about $95 million per aircraft. 
By 2019 or 2020, Lockheed and the U.S. government are aim-
ing to reduce the price tag to $85 million or less. Slashing the 
cost that much would depend heavily on overseas customers, 
Aboulafia said.

“To really get the kind of [production numbers] that they 
think will be useful in getting prices down, you’ve really got to 
tap international demand,” he said.

The Teal Group projects that 444 F-35As and 59 F-35Bs 
will be exported from 2018 to 2026, for a total of 503 aircraft. 
In 2018, F-35 exports are projected to increase from 14 to 33 
relative to the previous year. 

“Even if you just look at stuff in the pipeline, it’s a signifi-
cant ramp-up,” Aboulafia said. “Just looking at existing orders, 
there’s almost no way, aside from production snafus, that we 
wouldn’t see a healthy increase in output for international 
demand over the next five years.”

Earlier this year, Lockheed was awarded a $7.2 billion con-
tract to produce 90 F-35s in Lot 10. Thirty-five of those will 
be for international customers, a 50 percent increase relative 
to Lot 9.

Lockheed hopes to complete negotiations for Lot 11 in the 
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coming months. After that, the company expects to reach a 
deal for a multi-year block buy for Lots 12 to 14, Over said in 
an interview with National Defense.

“That will be a significant number of airplanes,” he said. “It 
… allows us to drive to efficiencies and economies of scale 
with our entire supply chain.”

The block buy could include as many as 450 planes, and 
between 40 and 50 percent of those are expected to be for 
international customers, he said. Roughly 240 would be for the 
United States, he added.

The fighters “will be roughly 10 percent cheaper to the U.S. 
because of the international airplanes mixed in there,” Over 
said. “You basically get 24 free airplanes because the interna-
tional purchasers are in there helping increase the economies 
of scale and driving the cost down for the U.S.”

Lockheed and aerospace industry analysts expect the num-
ber of overseas buyers to grow over time as the price of the 
joint strike fighter comes down and development problems are 
overcome.

“We absolutely anticipate that there will be others,” Over 
said.

Aboulafia said: “There’s definitely a potential second wave” 
of international buyers. “There were 30 F-16 customers. 
You won’t see that with the F-35 but there’s no reason they 
couldn’t do, say 20.”

Belgium and Finland are in the process of managing compe-
titions to recapitalize their fighter inventories.

“It has been openly acknowledged that the F-35 is being 
evaluated in these competitions,” Over said. “We’re excited 
about our prospects there.”

Poland, Switzerland, Greece and Spain could also end up 
buying the jets as they look to modernize their existing fighter 
fleets, analysts said.

Spain is expected to be in the market for a fighter with 
vertical takeoff and landing capabilities, said Daniel Darling, 
senior military markets analyst at Forecast International.

“They want something that can land on their ships … so 
they’ll need to replace their Harriers, and really the only 
option in sight is the F-35B,” he said. “At the start of 2020 
they’re going to probably have to make a decision on Harrier 
replacement, and it’s pretty much preordained that the F-35 is 
going to have to be where they go.”

Darling also expects Singapore to eventually purchase the 
aircraft. 

Aboulafia described Singapore as “a classic F-35 market.” 
The wealthy city-state has purchased high-tech fighters in the 
past. However, the government has been deterred by the price 
tag of the joint strike fighter, he said. “That’s another interest-
ing one to watch because … [they are] just unwilling right 
now to pay” what it costs, he added.

So far, Israel is the only country in the Middle East the 
U.S. government has allowed to buy the F-35. The United 
States has a long-standing policy of preserving Israel’s “qualita-
tive military edge” over other nations in the region. But that 
doesn’t mean Arab nations will be forever prevented from 
buying the joint strike fighter, Aboulafia said.

U.S. allies in the Middle East were eventually allowed to 
purchase F-15s and F-16s after Israel added them to its fleet, 
he noted.

“They [Israel] don’t get a permanent monopoly. They simply 
get a head start,” Aboulafia said. “It’s probably another four to 
five years” before other countries in the region are allowed to 
acquire it.

Saudi Arabia, Jordan, Qatar, Kuwait, the United Arab Emir-
ates and Egypt could be potential buyers down the road, ana-
lysts said.

“It’s not Lockheed’s choice who we sell the airplanes to … 
[but] we absolutely expect that as the U.S. government allows 
countries to consider to purchase the airplane, that we will sig-
nificantly increase international sales,” Over said.

“There are a number of customers that we’re in routine con-
versations with” about potentially buying the F-35, he added. 
He declined to identify them.

Analysts said some countries might decide to purchase F-15s 
or F/A-18s instead of the joint strike fighter to save money. 
But Over said the F-35 would blow away the competition if 
Lockheed and its partners were able to further lower the price.

“In 2019 or 2020, if I’ve got an $80 million airplane, we 
know that there’s no credible fourth-generation airplane that 
our competitors can offer that’s going to be any cheaper than 
that,” he said.

If the fifth-generation F-35 offers superior capabilities at 
the same price, it won’t be difficult for Lockheed to make a 
convincing sales pitch, he added. “It seems to me it’s a pretty 
simple decision which airplane you’re going to buy.”

In addition to courting new buyers, Lockheed sees opportu-
nities to increase sales to existing F-35 customers.

“We’re seeing countries that had planned to buy X number 
of airplanes that are now coming back thinking, ‘Hey, maybe 
it’s X plus Y,’” Over said.

As “we get the development challenges behind us and in the 
rearview mirror, the airplane is starting to prove on its prom-
ises,” he said. That has led to increased interest overseas, he 
added.

Japan is now considering how it might replace its aging 
F-15s, Over noted. The current program of record calls for 
Japan to buy 42 joint strike fighters. “We would hope that they 
might consider some additional F-35s in that process,” he said.  

The only partner nation that appears to be wavering in its 
commitment to buying the aircraft is Canada. Prime Minister 
Justin Trudeau and his Liberal Party have shown interest in 
purchasing Super Hornets as Ottawa seeks to recapitalize its 
fleet.

“They’ve made this a political football,” Darling said. “I 
wouldn’t preclude the Trudeau government from going for-
ward with another batch of F/A-18s. … We’ll have to see how 
it sorts out.”

Over is hopeful that Canada will stay in the fold.
“They remain a partner in good standing in the F-35 pro-

gram,” he said. “They’re continuing to pay their bills and they 
absolutely, we understand, intend to evaluate the F-35 as one 
of the potential airplanes in that transparent competition” for 
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new fighters.
The industrial benefits of being an F-35 customer are major 

incentives for foreign partners to stay committed to the pro-
gram. About 20 percent of the supply chain is international, 
Over noted. 

Japan and Italy are hosting final assembly and check-out 
facilities. The first F-35B assembled outside the United States 
rolled out of a Cameri, Italy, facility in early May. The location 
is owned by the Italian government and operated by the Italian 
company Leonardo in conjunction with Lockheed.

Additionally, facilities for airframe and engine modification, 
repair and overhaul are being established overseas.

During a recent conference in Washington, D.C., Australian 

Minister for Defense Industry Christopher Pyne touted the 
economic benefits of F-35 program participation.

Every joint strike fighter in operation around the world will 
be fitted with Australian-manufactured components includ-
ing tail fins, he noted. His country has also been selected as a 
regional hub for maintenance, repair, overhaul and upgrades 
for F-35s in the Asia-Pacific region. 

Australian companies have already been awarded more than 
$600 million for local design and manufacturing work, and 
that number is expected to grow to more than $1.5 billion by 
the early 2020s, he said.

The F-35 program currently supports about 2,500 jobs in 
Australia. That number is projected to climb to more than 
5,000 by 2023 as production continues to ramp up, he added.

“We want to use defense to underpin our economic prosper-
ity … to form the basis of the smart, high-tech manufacturing 
of the 21st century,” Pyne said.

“Now we have a number of small to medium enterprises 
that are fully embedded in the Lockheed Martin supply chain 
to supply critical parts and equipment to support the growing 

global air fleet,” he added.
Aboulafia said Japan is another prime example of an F-35 

buyer that stands to benefit economically. “The reality is, once 
the Japanese final assembly line gets started it’s tough to stop. 
It creates its own industrial constituency in country.”

Foreign governments that are spending billions of dollars on 
the joint strike fighter are looking to show their constituents 
more than just a new military platform. Lockheed understands 
the political dynamics involved in the program, Over said.

“We get the best technology … by bringing in international 
industry in here. But it also satisfies that political imperative to 
generate jobs” in partner nations, he said.

Darling compared the F-35’s international supply chain to 
the one in the United States.

“It’s no different, in a way, than Lock-
heed Martin seeding subcontracts around 
[to more than 40] states within the U.S. 
related to the program,” he said. “That way 
it’s tougher to cut the program in Congress 
and the White House. It’s the same thing 
on a multinational level now. It’s the same 
kind of … strategy to ensure that potential 
customers are locked in.”  

Over said that international sales also 
boost the U.S. industrial base.

Lockheed recently conducted “sensitivity 
studies” projecting the impact of interna-
tional buys for Lots 12 to 14. The studies 
showed that for every 10 international 
F-35s added to the order, about 9,000 jobs 
would be created in the United States, he 
said. The additional buy would also reduce 
the unit price of the F-35 by approximately 
$1 million, he added.

“It’s good for their industry because they 
are producing parts for those airplanes,” he 
said. “But it also brings U.S. jobs to the mix. 
So it’s a win-win” for the United States and 
other countries that are part of the supply 
chain.  

Trump has made enhancing the United States’ manufac-
turing sector a key part of his political platform. In April he 
signed an executive order, known as “Buy American and Hire 
American,” directing federal agencies to purchase U.S.-made 
products to the maximum extent possible.

Aboulafia said moving full bore to cut foreign firms out of 
the supply chain for programs like the F-35 would be “ridicu-
lous and untenable.” He sees Trump’s order as a symbolic polit-
ical gesture, and doesn’t expect it to affect joint strike fighter 
production.

The president “could take full credit for increasing unit 
costs by 50 percent if they tried to reengineer the entire sup-
ply chain” to benefit U.S. firms at the expense of international 
ones, Aboulafia said. ND
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“We expect … roughly 40 to 50 percent of 
the airplanes [produced] for the foreseeable 

future to be international aircraft.” 
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By Yasmin Tadjdeh
As Poland faces threats from a 

resurgent Russia, the country is seeking 
new weapon systems to replace its aging 
equipment. That could be a boon for 
U.S. defense contractors, analysts said.

Poland — long caught in the cross-
hairs of some of Europe’s bloodiest 
wars — is looking to shed its Soviet-era 
weapons platforms and secure a spot 
as one of NATO’s biggest investors in 
defense systems. 

The country has increased its expendi-
ture on its armed forces by a compound 
annual growth rate of 4.66 percent, 
making it one of the largest military 
spenders in Central Europe, according 
to a study by Research and Markets, an 
analysis firm.

Poland is expected to spend an esti-
mated $53.5 billion between 2018 and 
2022 on defense, the report said. 

“This is primarily due to the modern-
ization initiatives implemented by the 
Polish Ministry of National Defense,” it 
said. “The country’s defense expenditure 
will be driven by a combination of fac-
tors including the ongoing turmoil in 
the neighboring country of Ukraine and 

an increased involvement in NATO and 
U.N. peacekeeping missions.”

Ian Brzezinski, a resident senior fellow 
at the Atlantic Council’s Brent Scow-
croft Center on International Security, 
said Russia is the dominant driver of 
Poland’s defense buildup.

“The Polish government has been 
[an] astute observer of Russia,” he told 
National Defense. When Russian Presi-
dent Vladimir Putin “began his defense 
modernization drive following Russia’s 
sloppy 2008 invasion of Georgia, the 
Poles saw first hand the evolution and 
improvement of Russian military capa-
bilities.”

Poland was also concerned following 
large-scale military exercises conducted 
by Moscow, one of which culminated 
in a simulated nuclear attack against 
Poland, he said. Additionally, it was one 
of those least surprised when Russia 
invaded Crimea in 2014.

In 2012, Poland launched a 10-year, 
$40 billion military modernization 
effort, Brzezinski said. It is currently 
meeting a NATO recommendation 
of investing 2 percent of its GDP in 
defense, and the nation has aspirations 
to boost that to 2.5 percent, he said.

“Poland presents one of the fastest 
growing defense markets in Europe,” he 
added. “It’s one of the markets that has 
captured the interest of U.S. and West 
European defense industry.”

It is a “market that rests on a cross-
party commitment to military mod-
ernization,” Brzezinski said. “Poland is 
committing real financial resources to 
this plan. And it is driven — unfortu-
nately — by a threat that is growing and 
likely to be enduring.”

In Warsaw, there may be debate about 
what systems to procure or how many, 
but there is no doubt about the need for 

defense modernization, 
he said.

“There is a strong con-
sensus for a stronger, more 
robust defense capability, 
and they are willing to 
pay for it,” Brzezinski said.

Dan Darling, a senior 
military markets analyst 
at Forecast International, 
a Newtown, Connecticut-
based market consulting 

firm, said there is a great desire within 
the Polish government to rid itself of 
older platforms. 

“They’re moving beyond existing 
Soviet-era legacy equipment and trying 
to get more Westernized, NATO-stan-
dard, and where possible, local … sys-
tems and platforms,” he said. It’s “almost 
akin to shedding a skin and growing a 
new one. … It’s a whole new outer layer 
of equipment.”

When Poland joined NATO in 1999, 
it was one of the first Soviet-bloc coun-
tries to enter into the alliance, Darling 
said.

“They weren’t really prepared to act 

alongside NATO forces,” he said. “They 
had inherited their Warsaw Pact-style 
military, which was manpower heavy, 
armor heavy, very territorial defense-
centric and not mobile-centric.”

Poland’s modernization effort is just 
as much about self-defense as it is in 
having a greater voice in NATO, Darling 
said.

“The Poles have been working on 
modernization and increasing their 
defense budget at a time [when] Europe 
has been in a long funk of slashing capa-
bilities, personnel and investment,” he 
said. “It has only been in the last two, 
three fiscal years that Europe has kind 
of begun to reverse course and focus 
attention on defense again.”

The Polish have never stopped focus-
ing on defense, he said. The government 
considers a strong military to be a tool 
in its diplomatic toolkit.

Poland is currently looking at upgrad-
ing its aviation assets, Darling said. This 
could include replacing some of its F-16 
Fighting Falcons with the F-35 joint 
strike fighter, though that would be dif-
ficult to do in the near term, he added.

Mark Cancian, a senior adviser at the 
Center for Strategic and International 
Studies’ international security program, 
said there is no doubt that the country 
would like to make such an investment 
but the aircraft is simply too expensive.

“It’s just not practical for a country 
like Poland,” he said. “If they bought the 
F-35, that would likely soak up half of 
their defense budget.”

What would make more sense is for 
the country to update its F-16s by out-
fitting them with modern munitions, he 
said. 

Additionally, the United States has 
been upgrading airfields in the country, 
which would allow Poland to leverage 
U.S. joint strike fighters if necessary, 
Cancian said.

That’s a better strategy than buying 
its own, he said. In a future conflict, the 
country could fly its F-16s alongside the 
United States’ F-35s and F-22 Raptors. 

“If the F-16s were upgraded [with] 
modern avionics, advanced munitions, 
then they could be really quite effective 
under the umbrella of U.S. fifth-genera-
tion fighters,” Cancian said.

The country is currently considering 
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purchasing Lockheed Martin’s joint air-
to-surface standoff missile, he added. 

Brzezinski said other top priorities 
include air and missile defense, helicop-
ters and submarines.

Poland is currently weighing purchas-
ing a number of Raytheon’s Patriot 
missile defense systems at a cost of 
billions of dollars. The contract, how-
ever, requires approval from Congress. 
Warsaw has indicated it would like an 
agreement in place by the end of the 
year, but analysts have said that may be 
unlikely.

Poland has been interested in boost-
ing its air and missile defense capability, 
particularly as a way to deter Russia, and 
has been examining the Patriot system 
for some time. However, previous U.S. 
administrations have been slow to help 
their NATO ally in this endeavor, Brzez-
inski said.

“The Obama administration never 
really embraced Poland’s air and mis-
sile defense aspirations,” he said. “This 
surprised me because a Polish AMD 
capability — particularly … built around 
Patriot — could become a new and 
important strategic pillar in the U.S.-
Polish security relationship.”

At the same time, the Obama admin-
istration did invest billions of dollars in 
the European Reassurance Initiative, 
which is intended to support U.S. part-
ners by funding a persistent, rotational 
air, land and sea force in the region and 
by bolstering training. 

In general, Brzezinski said he had 
a positive outlook on the U.S.-Poland 
relationship. So far, the country has had 
good access to Trump administration 
officials including National Security 
Adviser Army Lt. Gen. H.R. McMaster 
and Secretary of State Rex Tillerson.

As Poland upgrades its military, the 
country has embraced purchasing com-
mercial-off-the-shelf systems, Cancian 
noted.

“They want to get capability out 
there quickly,” he said. “They want to 
buy systems that are essentially already 
developed and … in some cases, look-
ing at producing them under licenses in 
Poland.”

That’s good for the U.S defense 
industry because it means that Poland is 
differentiating itself from the standard 
NATO acquisition strategy, “which is to 
go out and at immense cost and great 
delay develop their own system,” he 
said.

At the same time, Darling 
said that the current Polish 
government plans to use 
defense contracts as a way 
to prop up its own industry.

The government is 
“interested in moderniz-
ing, grooming [and] growing the local 
defense sector through any foreign 
order,” he said. “Basically, the approach 
is, ‘We know we need utility helicopters 
or attack helicopters. How is this going 
to benefit both our armed forces as well 
as local industry and make it more com-
petitive in the long run?’”

This doesn’t mean less opportunity 
for U.S. contractors, but it will mean 
that they need to either give offsets or 
establish work share and technology 
transfer agreements, he said.

Companies such as Sikorsky, which 
was recently acquired by Lockheed 
Martin, are in an advantageous position 
as they have already made inroads in the 
country, Darling added.

“They’re well placed in the market 
because they’ve already bought one of 
the major aerospace firms in Poland,” 
he said, referring to Sikorsky’s acquisi-
tion of PZL Mielec in 2007. “They have 
planted the flag on Polish soil.” 

When President Don-
ald Trump was elected 
in November, there was 
initially some trepidation 
in Warsaw that he may 
curtail some of the Unit-
ed States’ investments 

in the European Reassurance Initiative, 
Brzezinski said.

“To date, President Trump has sur-
prised those who expected his campaign 
rhetoric to lead to another Russia ‘reset’ 
effort,” he said. “The new president has 
signaled that recent U.S. force deploy-
ments to Central Europe will stay the 
course.” 

For Poland, that means there will be 
a continued presence of significant ele-
ments of a U.S. armored brigade combat 
team and an Army combat aviation bat-
talion in addition to a mechanized bat-
talion, Brzezinski said.

“That’s really important because there 
was real fear that during the campaign 
and during the transition that Trump 
might be willing to bargain away some 
of these commitments for some sort of 
reset with Russia,” he said. “To date, that 
fear appears unwarranted.” ND

Email comments to ytadjdeh@ndia.org

R
A

Y
T

H
E

O
N

The Patriot missile 
defense system

Ł
U

K
A

S
Z

 G
O

LO
W

A
N

O
W

,

mailto:ytadjdeh@ndia.org


32    N at i o N a l  D e f e N s e  •  J u N e  2 0 1 7 

lo
c

k
h

e
e

D
 m

a
r

t
iN

By Vivienne Machi
TAMPA, Fla. — A full body armor 

suit designed to protect commandos 
knocking down doors is coming closer to 
reality, as Special Operations Command 
anticipates revealing a fully functional 
prototype by the end of 2018, officials 
said.

The highly anticipated tactical assault 
light operator suit (TALOS), which 
has been in development since 2013, 
is intended to protect the first special 
operator coming through a door during 
a raid. It should have enough armor to 
thwart small arms fire or bomb blasts. 
It would also provide support for physi-
cally exhausting activities such as climb-
ing multiple flights of stairs or carrying 
heavy loads.

Army Col. Jim Miller, director of the 
suit’s joint acquisition task force, said the 
program is continuing to develop a pro-
totype of the often-dubbed “Iron Man” 
suit. The current suit is called the Mark 
5 because it has gone through at least 
five iterations since the effort first began.

“There have been some design changes 
to it every month since I arrived last 
July,” he said at the National Defense 
Industrial Association’s Special Opera-
tions Forces Industry Conference. Never-
theless, the task force has made progress 
narrowing down requirements and capa-
bilities, he added.

The TALOS effort is “relatively on 
schedule,” Miller said. “I say relatively 
because this is [research and develop-
ment],” he added, noting that it is criti-
cal to develop a product that works as 
advertised. Once a prototype is devel-
oped, the effort will become a program 
of record, most likely run by program 
executive office SOF warrior, he said.

The suit comprises a base layer that 
hosts a variety of physiological and bio-
logical sensors, actuators that serve as the 
muscles to power the suit, processors 
and computers, and a durable exoskel-
eton that offers support to the operator.

Currently the exoskeleton is made out 
of titanium, but the task force may con-
sider alternative materials such as com-
posites in the future, Miller said.

Power supply remains a challenge, 
he noted. Ideally the operator should 
be able to move untethered for several 
hours. The task force hopes to achieve 
that goal by the time the first prototype 
comes online.

Keeping the weight down is also an 
issue: The suit is expected to be cov-
ered in armor “from head to toe” and 
feature enhanced ballistics protection, 
which adds load, Miller said. Any new 
modification that strengthens the armor 
has a “trigger effect” on the suit’s overall 
weight, he noted.

For the helmet, SOCOM is looking 
at options for a mandible covering that 
is made out of thin, transparent glass 
with ballistic protection and a heads-up 
display. The operator also needs to be 
able to orient and identify where noises 
are coming from, so an “open-ear experi-
ence” inside the enclosed helmet could 
provide the sensation of surround sound, 
he said. 

There also remains the question of the 
suit coming under attack. TALOS is cur-
rently meant to protect against shrapnel 
and small arms fire, but could be target-
ed by an electromagnetic pulse weapon.

“That is a challenge we will have to 
overcome,” Miller acknowledged. 

Lockheed Martin is one of dozens 
of collaborators from industry and aca-
demia who have helped shape TALOS 
requirements. It is currently developing 
several technologies under the Fortis 
exoskeleton program that could prove 
a fit for the suit, said Keith Maxwell, 
program manager in Lockheed Martin’s 
exoskeleton division.

The company’s new Fortis knee stress 
release device (K-SRD) is a computer-
controlled exoskeleton that can increase 
an operator’s mobility and load-carrying 
capability, easing physically demanding 
tasks that require repetitive or continu-
ous kneeling, squatting, lifting or climb-
ing.

The K-SRD could aid an opera-
tor who needs to run to the top of a 
100-story building without using the 
elevators, Maxwell said.

Lockheed is “absolutely” look-
ing to place some of its products on 

the TALOS system as the prototype 
emerges, and has been developing several 
full-body exoskeleton products over the 
past 14 months informed by emerging 
requirements, he noted.

It is likely that TALOS will come in 
multiple versions to suit a variety of mis-
sion needs, Maxwell said. “There would 
be a TALOS heavy, [or] a TALOS light. 
… It’s a very different concept than we 
imagined it to be,” he said. 

The final version, or versions, of 
the suit will depend upon the varying 
requirements from SOCOM and other 
military services, Maxwell said. 

SOCOM is currently looking for 
TALOS to operate independently for 
about an hour, while the Army’s dis-
mounted infantry would need it to oper-
ate for 72 hours. 

“The same system certainly couldn’t be 
mutual for both” mission sets, he noted.

Operators need to learn to temper 
their expectations for TALOS, Maxwell 
added. 

“All the science fiction exoskeletons, 
they’re all really cool. Unfortunately, 
they’re not physics-based,” he said. “The 
problem is that that sets a certain expec-
tation, not with the technical commu-
nity, but with the user community. “  

It is unlikely that the task force and 
its industrial and academic partners will 
develop an armored suit that can fly, he 
said. 

TALOS’ main utility might be assist-
ing the operator in conducting routine 
tasks and movements to save energy, he 
added. “If you can cut the metabolic cost 
to that performance by 25 percent, it’s a 
dramatic increase in capability. 

“We’re doubling their ability to do 
something they would normally do, and 
that’s the advantage of the technology,” 
he continued. 

Miller called the TALOS effort “a 
challenging problem, but one that is 
achievable.”

“When was the last time we had 
a massive revolutionary change for a 
dismounted officer? When was the last 
time we invested a significant amount 
of dollars to achieve that change, in 
comparison to investments in platform 
design?” he said. “Nothing of true value 
ever really comes easy.” ND
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By Vivienne Machi
Lockheed Martin announced in 

March 2016 that it was consolidating its 
energy portfolio. A year later, that deci-
sion is paying dividends for the defense 
industry giant. 

In its first full year of operation, the 
division doubled the amount of new 
orders of energy-related technologies, 
and has acquired new projects and pro-
grams, said Frank Armijo, vice president 
of Lockheed Martin Energy.

The company has been focused on 
developing energy-related technolo-
gies, including smartgrid and storage 
products, for the Defense Department 
and other government customers for 
decades, but chose to bundle its prod-
ucts and capabilities into a single line of 
business “to really see if we could garner 
some synergy and … make a difference 
in the industry,” he said.

Energy security is coming to the 
forefront, a senior Defense Department 
official said. 

Air Force Gen. Paul Selva, vice chair-
man of the joint chiefs of staff, said at a 
recent event that energy security is an 

issue that “we ought to talk about as a 
nation.”

The grids and systems that power 
military networks in theater also supply 
energy for traffic lights, electricity and 
water, he noted. “Nationally, we should 
be paying attention to it because it’s a 
national vulnerability.

“We’re not going to rid ourselves of 
the necessity to have fuel for our vehi-
cles. ...We’re going to be in that busi-
ness for a while,” he said. “Securing the 
capacity to buy and move fuel around 
the world, to power our forces, is some-
thing we pay a lot of attention to.

He noted how expensive it is for the 
military to power and protect all of the 
grids needed to allow troops to operate 
around the world. “Would that we had 
a battery pack that could power the 
military,” he said.

One of Lockheed Martin’s most sig-
nificant investments is in the energy 
storage field, Armijo said. The company 
is offering its own lithium-ion battery 
products and has won several contracts 
for them outside the military market in 
the United States and Canada.

The “biggest strategic play” for Lock-
heed is in coordinated chemistry flow 
battery technology, which can signifi-
cantly increase the life of the battery 
and can be scaled for industrial storage, 
he noted. The company is developing a 
product that it hopes to offer commer-
cially in 2018, he said.

Most lithium-ion storage products 
can only last for about four hours, while 
Lockheed’s flow battery technology is 
intended to last six to eight hours, he 
said.

Traditional electrical grids provide 
power on the spot. If there is too much, 
the electricity is grounded and goes to 
waste. The advent of renewable energy, 
such as solar and wind, demands that 
the power deriving from these inconsis-
tent sources be stored for later use. That 
requires large rechargeable batteries and 
smartgrid technology to manage the 
ebbs and flows.

“The reason that’s so critical is when 
you think about variable, renewable 
technology, the challenge is everybody 
is using it in the middle of a hot sum-
mer day, but you still need it quite 
often in the evening,” Armijo added.

Lockheed’s flow battery technology 
is “at a price point that can save every-
body [money] on their utility bills,” he 
said.

The company is also expanding its 
bioenergy offerings. Last October it 
opened a new facility in Owego, New 
York, in partnership with Concord Blue 
— a Los Angeles-based energy company 
— that converts waste into synthesis 
gas, a fuel gas mixture that can then be 
used to produce electricity, hydrogen 
and biofuels, according to Lockheed. 

The team will then use lessons 
learned from the Owego development 
to build new facilities in Herten, Ger-
many and in Cardiff, Wales, Lockheed 
said.

Other endeavors include grid man-
agement, Armijo said, though he 
declined to comment further on specific 
projects or customers.

In terms of defense projects, the com-
pany currently holds an indefinite deliv-
ery/indefinite quantity contract with 
the Department of Energy for energy 
management, Armijo said. The Super 
Energy Savings Performance contract 
was awarded in 2016 for several com-
petitively selected companies, including 
Lockheed, to develop efficient facility 
upgrades at Luke Air Force Base in 

Lockheed Martin Plugs Into 
Energy Security Market 
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Arizona, Tinker Air Force Base in Okla-
homa, and Naval Support Facility Diego 
Garcia in the Indian Ocean.

 At the two Air Force bases, the 
company is developing energy and 
water efficiency improvements over 
millions of square feet of facilities, and 
is working with local utilities to assess 
solutions that address the resiliency of 
base energy generation, transmission 
and distribution, said Bob Griffin, lead 
for Lockheed’s federal energy solutions 
program area. 

Following initial reviews at Tinker, 
his team is now developing Air Force-
approved project opportunities, and 
they plan to implement the selected 
energy projects in 2018, he said in an 
email. At Diego Garcia, Lockheed is 
doing similar work, Griffin said, adding 
that the team expects to complete and 
deliver initial project recommendations 
in July. 

Armijo said these projects will “hope-
fully provide more efficient use of their 
energy resources, save the government 
taxpayer money … but also provide 
more renewable energy capabilities to 
all of those facilities.

“I think it’s going to really be dramat-
ic in terms of the effect we can have on 
their energy usage,” he added.

Consolidating its energy portfolio 
allows Lockheed to offer more integrat-
ed energy solutions — such as combin-

ing microgrid technology with solar or 
wind energy tools, he noted.

“I think that’s where we provide the 
best value for our customer,” he said. 
“Some people may want to just sell one 
particular item. … We bring an inte-
grated approach to help the customer 
meet its needs.”

Lockheed Martin Energy is leverag-
ing the company’s experience with 
unmanned aerial vehicles, remote sensor 
technology and data analytics to provide 
utilities with grid inventory, inspection 
and management systems, Griffin said. 

“These systems can significantly 
advance utility asset management, post-
storm damage assessment and remote 
site access, with improved safety and 
cost-effective operations,” he said.

So far, Lockheed’s move to brand 
and promote a broader energy portfolio 
appears unique among major defense 
contractors. 

Many companies have invested in 
renewable technologies and more 
energy efficient solutions as the U.S. 
military — and governments worldwide 
— demand them. 

BAE Systems is working with the 
Defense Advanced Research Projects 
Agency to develop technology that 
could quickly restore energy after a 
cyberattack. The Rapid Attack Detec-
tion, Isolation and Characterization 
Systems program will be able to operate 

regardless of power availability or inter-
net connectivity, and establish a secure 
emergency network within minutes, 
according to the company.

Boeing declined to comment on its 
energy security initiatives for this story. 
Northrop Grumman and Raytheon did 
not respond to interview requests.

Advanced energy solutions can 
enhance national security from a civil-
ian as well as a military standpoint, offi-
cials and experts said.

Over the last decade, both the U.S. 
military and industry have recognized 
the need to develop self-sufficient ener-
gy storage solutions, said retired Gen. 
James Conway, former Marine Corps 
commandant at a recent event on the 
nexus of advanced energy and national 
security in Washington, D.C.

Fuel cell technology and energy stor-
age are the most disruptive energy 
security technologies on the horizon for 
the military, he said. “We still haven’t 
reached our zenith on those two things, 
so they really are pursuing those with 
gusto,” he said. (See story on page 35)

The Defense Department is one of 
the biggest consumers of fossil fuels 
worldwide, said Jim Krane, a fellow in 
energy geopolitics at Rice University’s 
Baker Institute in Houston, Texas. It is a 
huge energy and logistical challenge for 
the Pentagon to power its land vehicles, 
aircraft and ships, he said.

“If they figured out a way to make 
[fuel] locally … I would think they 
would be interested in it,” he said.

The price of bringing energy into 
the field is not only financial, but costs 
lives as well. Fuel convoys last decade 
became targets for enemy troops in the 
Middle East, and remain susceptible to 
improvised explosive devices, Conway 
noted. 

“Our casualties in our resupply con-
voys were exceeding those of our troops 
in the field,” he said. 

Conway said military smartgrid and 
storage technology needs to be “a signif-
icant enhancement” over legacy systems, 
deployable worldwide and capable of 
functioning in the Arctic as well as the 
desert or the rainforest. It also needs 
to be affordable, lightweight, simple 
to operate and ruggedized, or “Marine-
proof,” he added.

“I guarantee at some point in a lifecy-
cle, your piece of equipment is ... going 
to be thrown to the ground, and it still 
has to work,” he said.

Research windmills at the National Renewable Energy Laboratory in Golden, Colorado.
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By Stew Magnuson
After more than a decade of 

development trying to adapt fuel cells 
for expeditionary operations, the tech-
nology has failed to make inroads with 
the U.S. military.

However, work continues to over-
come some of the hurdles preventing 
them from reaching battlefields. 

Although all four services require 
longer lasting, quieter and denser ener-
gy sources, fuel cells are still not ready 
to replace traditional batteries and 
combustion engines, several officials 
said at the National Defense Industrial 
Association’s recent Joint Power Expo 
in Virginia Beach, Virginia.  

“Fuel cell technology has come a very 
long way and it’s something we are 
looking at,” said John P. Howell, project 
director of soldier systems integration 
at the Army’s project manager soldier 
warrior office.

But fuel cells intended to be worn 
by dismounted troops currently are not 
providing enough energy to justify the 
extra weight, he said.

“To burden the soldier with another 
device or capability that only covers 
a part of that energy demand gap is 
not something that we want to do,” he 
added.

For years, technologists have been 

touting the potential of fuel cells in 
the military as the number of devices 
requiring battery power have prolifer-
ated and the burden of transporting 
fuel in danger zones came at the cost 
of treasure and lives. Proponents praise 
the technology as clean, quiet and 
highly efficient.

Fuel cells are an electrochemical 
device that combines hydrogen and 
oxygen to make electricity. The oxygen 
comes from the air, but the hydrogen 
must come from a second source — 
most often fossil fuels like natural gas 
or propane or alcohol-based fuels like 
methanol.

They can be small enough to juice 
up electronic devices worn by troops, 
or large enough to power forward oper-
ating bases not connected to an electri-
cal grid.

The technology still faces one major 
hurdle. The services made a decision 
in the early 1990s to have one primary 
fuel in order to simplify the supply 
chain — JP8. But the military’s fuel of 
choice doesn’t work well as a source 
of hydrogen. For logistical purposes, 
the military will not be transporting 
propane, methanol or other fuels into 
the field.

Feeding the fuel cell with oxygen 
is relatively simple. That comes from 

Fuel Cells Fail to Make 
Inroads With the Military
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The cost of advanced energy tech-
nologies such as solar energy, electric-
car batteries and LED lighting has 
gone down in recent years, said Bryan 
Hannegan, associate laboratory direc-
tor of energy systems integration 
at the National Renewable Energy 
Laboratory in Golden, Colorado.

“That allows us to think about 
ways in which we change the opera-
tions of our nation’s electric grid, 
both locally as well as at a national 
level,” he said.

The NREL is working concurrently 
with other national laboratories to 
learn how to integrate these emerg-
ing technologies into the national 
infrastructure, he said, noting that 
those technologies have to be com-
patible with the current system.

Many new energy solutions draw 
their resources from wind and solar, 
which by definition are more variable 
and thereby difficult to control, he 
said. 

“We have to begin to operate our 
grids in a way that allows for that 
uncertainty and that variability of the 
energy supply,” he said.

Industry needs to be a key player 
in helping to develop these new tech-
nologies, he added.

“Each customer segment — 
whether it’s the military, whether 
it’s industry, whether it’s a city or a 
community — has needs for energy 
services that are specific to them,” 
he said. “The risk that we run if we 
entirely turn this over to the DoD 
and let them lead the way on innova-
tion is they’re going to innovate for 
their mission need.”

Partnering with other federal 
departments, local and foreign gov-
ernments and the private sector helps 
guarantee that the technology can 
serve a civilian purpose as well, he 
added.

When companies place more direct 
investment into energy solutions, 
the market opens up, allowing tech-
nologies to become less expensive to 
develop, he noted.

“You’ve got to make a buck, so we 
need … the business models to take 
us from thinking about energy as a 
commodity … to be consumed, and 
thinking about energy more as a ser-
vice,” he said.  ND
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An airman pulls 
a hose to refuel a 
KC-135 with JP8 fuel.
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air. Hydrogen is another matter. It 
is difficult to distribute and store. 
To convert these common fuels into 
hydrogen, there must be a “reformer.” If 
the reformer lets too many impurities 
through, it poisons the fuel cell, making 
it less efficient, or disabling it entirely.

Both diesel and JP8 are complex 
compounds with hundreds of chemi-
cal ingredients. For example, both have 
high sulfur content, an impurity that 
quickly chokes fuel cells. 

Meanwhile, the quality of jet fuel 
is highly variable. The sulfur content 
depends on where it is bought. The 
U.S. market may have lower sulfur 
content, but the military buys its fuel 
regionally. It will not be, for example, 
hauling lower sulfur fuel from U.S. 
refineries halfway around the world to 
Afghanistan or Iraq, experts have said.

Jet fuel refined in the United States 
may have a sulfur content of 15 parts 
per million. In the first Gulf War, the 
military bought fuel from Saudi Arabia 
with a 3,000 parts per million ratio.

Shailesh Shah, fuel cell team leader 
at the power source branch at the 
Army Communications-Electronics 
Research, Development and Engineer-
ing Center, said the Defense Depart-
ment invested a great deal of funding 
in the technology, but it has tapered off 
since 2012. 

While fuel cells must be lightweight 
and ruggedized for military use, the 
“one fuel” policy remains the main 
sticking point, he said.

Systems that use hydrogen sources 
other than JP8 are relatively mature 
and there are no insurmountable 
problems preventing them from being 

fielded, he told National Defense.
The military is on its own in solv-

ing the jet fuel-reforming problem. No 
commercial or government research 
labs, or the Department of Energy, are 
working on reforming JP8 into hydro-
gen.

“We are trying to keep the research 
base alive,” Shah said.

Subir Roychoudhury, vice president 
of research and engineering at Precision 
Combustion Inc., is working on a fuel 
cell that uses JP8.

It’s at a technology readiness level 
5, with 9 being ready for fielding and 
manufacturing, he said. It has one filter 
for the ultra-low sulfur diesel found in 
domestic fuel and can add an extra trap 
to filter out the sulfur in the overseas 
fuel.

Other traps use tightly compacted 
pellets to absorb the sulfur and pre-
vent the fuel cell from being poisoned. 
After about 50 hours, the sulfur breaks 
through the pellets.

The Precision Combustion cell uses 
a catalytic reductive de-sulfuration 
approach. It coats zinc oxide on a mesh 
to trap the impurity. The more meshes 
used, the longer the fuel cell lasts. It 
can go 225 hours before the sulfur 
breaks through. The replaceable trap 
can be swapped out at that point, Roy-
choudhury said.

“Obviously it requires sensors so you 
can change the sulfur trap as needed,” 
he said.  

The company has shrunk its reformer 
down to about 22 pounds with a goal 
of getting an overall one-kilowatt 
soldier portable system by 2019 to 
35 pounds after adding all the other 

components. A two-kilowatt system for 
unmanned aerial vehicles and a 10-kilo-
watt system for ground vehicles are also 
in the works.

“That’s a tight target but we think 
we have the basis to be able to get 
there,” he said.

The Navy Research Laboratory is 
investing in fuel cells to see if they 
can do a better job powering small 
unmanned aerial vehicles.

Forrest Harrington, business and 
program development lead at Protonex 
Technology Corp., said the service is 
looking at the technology because com-
bustion engines on its smaller UAVs 
require too much maintenance.

“There are a lot of cost-savings over 
the life of the platform when you 
switch to fuel cells,” he said. In addi-
tion, they can extend the duration of 
the vehicle and are much quieter.

“It seems like everyone can make 
a … fuel cell nowadays. But what 
we found is that to make one that is 
reliable and rugged for the military, 
that is easy to manufacture and is not 
extremely expensive — that’s actually 
pretty challenging,” Harrington said.

Protonex has tested its fuel cells on 
the submarine-launched Sea Robin and 
Insitu’s ScanEagle maritime UAVs. The 
company used JP8 for its PEM, proton 
exchange membrane, fuel cells.

If the military should ever allow a 
non-JP8 fuel on the battlefield, Shah 
said he sees great promise in aluminum 
hydride, also known as “alane.” CER-
DEC has provided funding to develop 
a system using the fuel.

“We are looking for a superior fuel 
… something that can change the game 
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By Stew Magnuson
Dismounted troops know that 

they will always have an adequate sup-
ply of food and water in any operation. 
The Army spends billions of dollars to 
ensure that’s the case.

“The assumption now by soldiers 
is that they are always going to have 
power,” said John P. Howell, project 
director of soldier systems integration 
at the Army’s project manager sol-
dier warrior. “We are trying to fix that 
assumption and make it a fact.”

Soldiers on foot need to have enough 
portable energy with them to make 
it through a 72-hour mission without 
resupply. The plethora of devices they 
carry with them is growing and making 
that harder — unless the Army wants 
to simply burden them with more bat-
teries.

“It necessitates some fairly creative 
operational processes to make sure that 
a soldier stays powered up during an 
entire 72-hour operation,” Howell said.

The power challenge continues to 
grow as soldiers are asked to carry 
more electronics with them on mis-
sions. Those might include GPS, gun 
sights, night vision goggles and radios. 
The latter is using up the most energy, 
Howell said. 

“Radios are now not only just voice 
communication devices. They are con-
stantly on, providing input and output 
of data and position location,” Howell 
said. “They are very power hungry.”

At the beginning of the Gulf War in 
1991, a typical Army platoon required 
1.74 kilowatts per hour to run their 
devices. Ten years later at the outset of 
operations in Afghanistan, it was 2.07 
kilowatts per hour. Today, it has swelled 
to 31.35 kilowatts per hour, Howell 
said.

To get at the problem, the Army has 
developed a power management sys-
tem that moves energy around a soldier 
as needed, rather than each different 
device being energized by its own bat-
tery or batteries.

The single power source is a lithium-
ion battery that conforms to the body 
and is worn inside a breastplate. Cur-
rently, that system is only supplying 

about half of the energy needed on 
a 72-hour mission. The soldier must 
carry a charged-up spare in his or her 
rucksack, which adds to the weight 
burden.

“Despite the technology — and as 
good as it is right now, … we’ve still 
got a long way to go,” Howell said.

To make matters more complicated, 
project manager soldier warrior wants 
to make the power management sys-

tem pull double duty and move data 
around the soldier.

Basically, it is a router for power, 
Howell said.

There are seven inputs and outputs 
to distribute power across all devices 
and a small processor to assist it. It’s 
light, but rather bulky due to hardening 
and ruggedization, he added. It allows 
power and data to be intelligently dis-
tributed around a soldier so he or she 
doesn’t have to think about it, he said.

“We’re hoping to make it smaller, 
more compact and more powerful,” 
Howell added. 

Not all the devices can currently 
connect to the power management sys-
tem. The program is trying to minimize 
independent power sources, he noted.

Data is another story and the pro-
gram is looking for solutions on how to 
do that efficiently — and potentially 
wirelessly — around the soldier, Howell 
said.

“Our biggest challenge is the ability 
to effectively move power and data 
around the soldier platform,” he said. 
The power management system must 

Power-Hungry Devices 
Challenge Army Researchers  
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in terms of the raw material you’re 
using to supply energy,” said Daniel 
Braithwaite, vice president of prod-
uct development at Ardica Technolo-
gies.

Alane is a solid-state fuel compris-
ing hydrogen bonded to aluminum. 
It was first developed as a rocket-
engine propellant, but is now seen 
as an efficient stock for fuel cells. It’s 
lightweight, nontoxic and stable. It 
could be stored for decades with no 
measureable degradation, Braithwaite 
said.

The fuel is heated up with a 
hybrid battery so the hydrogen is 
separated out in one step. It requires 
little heat to start the chemical reac-
tion so there is a large net gain in the 
amount of energy produced, he said.

The company has developed a 
wearable fuel cell for CERDEC 
using alane that is roughly the size 
of a conformal battery worn behind 
a breastplate. The alane is in a car-
tridge. The system is a little under 
2.8 pounds and provides a steady 
stream of power. It has been tested 
at Army warrior experiments and is 
at about a technology readiness level 
6, he said.  

“We have hot-swap capability,” 
he said. “Pop out the old cartridge 
— the hybrid battery is keeping the 
system running — put in the new 
cartridge and keep going.”

Other military R&D organizations 
are starting to take notice of alane’s 
potential. Ardica is also working with 
the Naval Undersea Warfare Center 
to use alane fuel cells that would 
be employed with a separate air-
generating system to create oxygen, 
Braithwaite said.

It’s also partnering with the Tank 
and Automotive Research and 
Development Center on a project to 
use an alane fuel cell to power an all-
terrain transport vehicle. TARDEC 
has one that works with compressed 
hydrogen and it now wants to see if 
alane is an option.

The drawback to alane is that it is 
difficult to manufacture.

“We have put significant time and 
effort into the production process of 
the material itself,” Braithwaite said. 
It’s hoped that the efforts will bring 
its costs down. ND
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be compact and containerized so the 
soldier doesn’t have to think about it 
and it doesn’t get in the way, he said.

To help the program manager under-
stand the typical needs of a platoon 
on a 72-hour mission, it is holding an 
exercise at Fort Benning, Georgia, this 
summer called the initial power expe-
ditionary survey.

It will test concepts of operations on 
how an infantry platoon can survive 
with power sources they bring with 
them and their ability to recharge bat-
teries over 72 hours.

“You’re probably thinking: ‘Hasn’t 
somebody already done this?’” he said. 
The answer is no.

“Soldier power technology and the 
requirements have moved so quickly 
over the past few years that the con-ops 
have not kept up,” he said.

The exercise will help the Army 
come up with standard operating proce-
dures for a small dismounted unit, plus 
modeling to provide a baseline require-
ment for all soldier equipment in the 
field over the 72-hour mission.

It will also help industry understand 
what the Army needs for power sources 
or how to better use what it has on 
hand, he said. 

Can power-hungry radios be used in 
ways that that can reduce energy needs? 
he asked. For example, they can be put 
in listen-only mode, Howell noted.

One way to get at the problem is to 
recharge batteries on the go.

The Army is looking at two methods 
to use kinetic energy created by the 
soldier’s body movements to keep bat-
teries powered up.

Julianne Douglas, energy harvesting 
technology lead at the Army Commu-
nications-Electronics Research, Devel-
opment and Engineering Center, said 
one method is to use the movements of 
a rucksack as a soldier walks.

If the program is successful, it 
would reduce the number of batteries 
required, lessen the logistical burden 
and possibly increase a mission dura-
tion longer than 72 hours.

“The goal there would obviously be 
austere locations, so you can go out and 
not be resupplied as long as you’ve got 
food and water,” she said. 

The ultimate goal of the effort is a 
net-zero energy burden, so all batteries 
are charged as the platoon moves, she 
said.

The rucksack would have a sus-
pended spring system inside that would 
move up and down and use the kinetic 
energy to generate power. That would 
in turn recharge the conformal battery 
worn under the breastplate. The power 
management system would distribute 
the power as needed. 

There are similar energy harvesting 
programs in the works with knee brac-

es, ankle braces and boot heels.
A typical person walks at about three 

miles per hour. However, a fully loaded 
soldier walks slower.

“When you’re carrying upwards of 
100 pounds on your back, you really 
don’t walk that fast,” she said. The 
cadence will vary during a mission. 
Dealing with these variables and “tun-
ing” the system to provide a steady 
stream of power is one of the pro-
gram’s big challenges, she said.

The program initially hopes to gener-
ate 10 watts of power with a 10-pound 
system, then later 15 watts at five 
pounds. Another goal is to make sure 
the soldier is not bothered by the sys-
tem, she said. They shouldn’t be con-
scious that it is working.

Howell said, as far as energy harvest-
ing technologies go, they just haven’t 
caught up to requirements yet. Still, he 
was confident that they will.

Energy harvesting backpacks were 
expected to be delivered for testing to 
Aberdeen Proving Ground, Maryland, 
in May, Douglas said.

“If we can maximize the power 
output and prove the art of the pos-
sible with harvesting and still have it 
be pretty ergonomic, then we’ll know 
that the juice was worth the squeeze,” 
Douglas said. ND
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A soldier tests radio 
communication during 
an air assault operation.
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The Women in Defense 
Symposium, organized by the 

WID San Diego chapter, returned 
after a five-year absence to high-
light the important role women 
have in national security. 

The theme of the March sym-
posium was “Advancing Together: 
Understanding Our Past, Defining 
Our Future,” and was sponsored by 
Booz Allen Hamilton, Amergent 
Techs Inc., SAIC, Fuse Integration, 
and Alion Science and Technology.

“Our objective was to create an 
energizing event where attendees 
would come away feeling informed 
and inspired by the speakers,” said 
Rebecca Unetic, chapter vice presi-
dent. “It had been five years since our last symposium, so this 
was an opportunity to bring back a great tradition that appeals 
to a wide audience.”

The day-long agenda included panel presentations on leader-
ship and emerging trends in space, cyber and innovation, as 
well as keynote speeches from military leadership and civil-
ian innovators. More than 150 men and women representing 

military, government and industry 
attended.

A highlight of the symposium was 
the panel designed to foster conversa-
tion about the ever-growing impor-
tance of cybersecurity. Justine Siegal, 
the first woman to coach for a Major 
League Baseball organization and 
founder of Baseball for All, delivered 
one of the four keynote speeches.

“If you tell a girl she can’t play 
baseball, what else will she think she 
can’t do?” said Siegal when discussing 
the challenges she faced throughout 

her career in baseball, an industry 
primarily dominated by men. 

Other speakers and panelists 
included leadership from Space and 

Naval Warfare Systems Command, the Coast Guard, the Space 
Foundation and the Defense Healthcare Management Systems.

WID, an affiliate of the National Defense Industrial Associa-
tion, is a nation-wide nonprofit with a mission to cultivate and 
support the advancement and recognition of women in all areas 
of national security and the defense industry. To learn more 
about WID, visit www.womenindefense.net.
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Women in Defense San Diego Chapter Revives Symposium

■ Our Military Kids Inc. bestowed the Frederick C. Smith Ex-
cellence Award to National Defense Industrial Association Presi-
dent and CEO Craig R. McKinley, in recognition of his support 
for helping school-age children of deployed National Guard and 
Reserve service members and wounded warriors from each of 
the five armed services. 

The award ceremony took place during A Salute to Our Stars, 
a benefit for Our Military Kids, held at the Army-Navy Country 

Club in Arlington, Virginia, on April 20. 
Our Military Kids, Inc., is a nonprofit that uses grants to 

defer costs for children’s activities, aimed at helping them cope 
with the stress and anxiety they endure while their parents are 
deployed or recovering. 

During the 30 years since its founding, it has assisted more 
than 2 million military children. In the past 13 years, Our Mili-
tary Kids has provided more than 56,000 grants. 

McKinley Receives Frederick C. Smith Excellence Award

The WID San Diego Symposium cyber panel included from 
right to left: cybersecurity consultant Charlene Island; Susan 
Wilson, director at Northrop Grumman; Susie Hartzog, depart-
ment head, communication, networks and cybersecurity at 
SPAWAR systems center Pacific; and Delores Washburn, chief 
engineer, Space and Naval warfare systems center Pacific. 

Precision Strike Association Presents Perry Award
■ Precision Strike Association, an affiliate of the National 
Defense Industrial Association, presented Charles “Tooba” Kelly 
with its 2017 William J. Perry Award. 

Kelly is staff specialist in the office of the undersecretary of 
defense for acquisition, technology and logistics in the land 
warfare and munitions directorate. The award was presented at 
the Precision Strike Annual Review on March 28 in Springfield, 
Virginia.

“The breadth and quality of his work have had a strong and 
enduring impact on the Precision Strike community providing a 
solid continuity of focus and unwavering support for our nation’s 
warfighters,” said Ken Masson, Precision Strike Association chair-
man. 

Kelly is a weapon systems acquisition manager with over 32 
years of experience in the Defense Department, including mili-
tary service and civil service in acquisition management. At the 
OSD, he provides expert technical analysis and recommenda-
tions on major defense acquisition programs. He is the lead for 
the DoD munitions requirement process to produce the inven-
tory requirements for all munitions across the services and U.S. 
Special Operations Command. He also serves as the Defense 
Department’s fuze integrated product team chair.

The award is named in honor of former Secretary of Defense 
Dr. William J. Perry and recognizes exceptional contributions 
to precision strike systems in the private or public sector by an 
individual or team. 

http://www.womenindefense.net


JUNE 

1 S&ET Executive Breakfast
Washington, DC 
www.ndia.org/SETBreakfastJune 

5-9 2017 Defense Systems 
Acquisition Management 
(DSAM) Course 
Westlake Village, CA
www.ndia.org/dsamjune

8 Delaware Valley Chapter 
Obsolescence Mitigation Contract 
Opportunities Event
Norristown, PA
www.ndia-dvc.org/events.htm

14 Women In Defense Service 
to the Flag Award Ceremony / 
Women In Military Service 
to America Memorial
Arlington, VA
www.WomenInDefense.net

14-15 Mastering Business 
Development Workshop
Arlington, VA
www.ndia.org/MBDiJune

14-15 Training & Simulation 
Industry Symposium (TSIS)
Orlando, FL
www.trainingsystems.org

21-22 Insider Threat Workshop
Arlington, VA
www.ndia.org/insiderthreat

21-22 Tennessee Valley 
Chapter Missile Defense Agency 
Small Business Programs 
Conference
www.ndiatvc.org

JULY 

13 8th Annual State 
of Integrated Air and        
Missile Defense Symposium 
Laurel, MD
www.ndia.org/iamd2017

13 Capitol Hill M&S Expo 
Washington, DC
www.trainingsystems.org

31-Aug 2 iFest 2017
Alexandria, VA
www.trainingsystems.org

31-Aug 3 Warheads and 
Ballistics Classified Symposium
Monterey, CA
www.ndia.org/warheadsandballistics

AUGUST

2 Trusted Microelectronics 
Workshop 
Arlington, VA 
www.ndia.org/microelectronics

7 Delaware Valley Chapter Golf 
Outing & Business Networking
Cinnaminson, NJ
www.ndia-dvc.org/events.htm

7-9 Global Explosive 
Ordnance Disposal (EOD)  
Symposium & Exhibition
North Bethesda, MD 
www.ndia.org/globaleod

8-10 Michigan Chapter Ground 
Vehicle Systems Engineering & 
Technology Sym (GVSETS)    
Novi, MI
www.ndia-mich.org

8-10 Tennessee Valley 
Chapter 19th Annual  Space &  
Missile Defense Symposium    
Huntsville, AL
www.ndiatvc.org

15-16 CBRN Defense 
Conference & Exhibition 
Wilmington, DE
www.ndia.org/cbrn

22-23 San Diego Chapter 29th 
Navy Gold Coast Small Business 
Procurement Event
www.ndia-sd.org/index.jsp

SEPTEMBER

11 Wright Brothers Chapter 54th 
Annual Benefit Golf Classic
Beavercreek, OH
www.ndia-dayton.org/events.htm

11-15 30th International 
Symposium on Ballistics 
Long Beach, CA
www.ndia.org/intlballistics
 

12-13 Integrated Program 
Management (IPM) 
Division Meeting
San Diego, CA 
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18-20 2017 Joint Undersea 
Warfare Technology Fall 
Conference 
Groton, CT 
www.ndia.org/underseafall

27 Women In Defense 
National Conference
Washington, DC
www.WomenInDefense.net

oCTober

6 rocky Mountain Chapter 34TH 
ball and Senior executive Forum 
Colorado Springs, CO
www.ndiarmc.org

17 Great Lakes Annual 
Membership Meeting          
Oshkosh, WI
www.ndia-greatlakes.org

24-26 22nd Annual 
expeditionary Warfare Conference     
Annapolis, MD
www.ndia.org/ExpeditionaryWarfare

24-25 San Diego Chapter 
Fall Defense & Industry Forum     
San Diego, CA
www.ndia-sd.org

23-26 20th Annual Systems 
engineering Conference 
Springfield, VA
www.ndia.org/meetings/8870

24-27 2017 Precision Strike 
Technology Symposium (PSTS-17)
Laurel, MD

31-Nov 1 Gulf Coast Chapter 
43rd Air Armament Symposium      
www.ndiagulfcoast.com

NoVeMber

27-Dec 1 I/ITSeC 2017 
Orlando, FL
www.iitsec.org
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For more information and online registration, visit www.ndia.org or contact our operations department at (703) 247-9464

training & Professional 
DeveloPment Courses

Defense Systems 
Acquisition 
Management 
Course (DSAM)

Defense Acquisition 
University instructors present an intense 
week of acquisition program management 
knowledge and process.

 •  June 5-9
      Westlake, CA
      www.ndia.org/dsamjune

Mastering business 
Development 
Workshop

An educational and professional develop-
ment program focusing on the thinking, 
process and discipline needed for  
professional business development.

•  June 14-15
 Arlington, VA

      www.ndia.org/MBDiJune

Insider Threat 
Workshop

This two-day program 
is designed to help 
organizations develop 
the critical compo-

nents of an Insider Threat Program using 
modern analytic techniques and measures.

•  June 21-22
 Arlington, VA

      www.ndia.org/insiderthreat

New NDIA 
Mega Directory 
Available Now

NationalDefenseMegaDirectory.com

optimized for mobile 

devices, completely 

responsive user interface, 

new search capabilities, 

enhanced member listings

http://www.ndia.org/underseafall
http://www.WomenInDefense.net
http://www.ndiarmc.org
http://www.ndia-greatlakes.org
http://www.ndia.org/ExpeditionaryWarfare
http://www.ndia-sd.org
http://www.ndia.org/meetings/8870
http://www.ndiagulfcoast.com
http://www.iitsec.org
http://www.ndia.org
http://www.ndia.org/dsamjune
http://www.ndia.org/MBDiJune
http://www.ndia.org/insiderthreat
http://www.NationalDefenseMegaDirectory.com
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August 8-10  •  Huntsville, AL
www.smdsymposium.org

The SMD Symposium is the leading venue for connecting with leaders from 
key partner nations and US government and military leaders addressing 

space and missile defense topics covering strategy, budget, homeland and 
regional ballistic missile defense, partner nation missile defense, and space 

and missile defense technology development. 

Registration is now open!  Don’t miss your chance to attend!
 

· Over 200 Exhibits · MDA Interactive War Game · Networking · 
· Senior Level National & International Speakers ·

· Congressional & Technology Panels

August 7-9  •  Bethesda, MD  •  www.ndia.org/GlobalEOD

 2017 Global Explosive 
Ordnance Disposal 
Symposium & Exhibition
Realigning the EOD Force for the Future.

Featuring:
· Three sub-track professional tenets in Counter IED,  
  Counter UXO and Combating WMD
· The Joint Improvised-Threat Defeat Organization’s 
   Annual Technology Outreach event
· Joint Service EOD Program Board updates
· Service EOD Program Manager’s Capability Gap updates
· Over 50 exhibiting companies
· Interagency speakers/panelists to include ATF, FBI 
  and the DHS Office of Bombing Prevention

Register Today!

July 13  •  Laurel, MD
www.ndia.org/iamd2017

8th Annual Integrated Air and 
Missile Defense Symposium
Speed to Capability - Changing the Way We 
Deliver New IAMD Capability to the Force

When you join us for our annual 
“high-data-rate,” one-day “State of 
IAMD” event, you will get valu-
able, “off the record” insights and 
information from key decision 
makers on such issues as:

· Ideas on our Theme for 2017 — “Speed to Capability” —
  delivering new IAMD capability to the Force
· The current Joint and Service priorities in IAMD
· An update on and insights into the critical current and 
  emerging threats which make advances in IAMD capability 
  a national imperative
· The latest investments in IAMD capabilities and 
  technologies, and where we will be heading in the near 
  and longer-term future.

August 15-16  •  Wilmington, DE  •  www.ndia.org/cbrn

http://www.smdsymposium.org
http://www.ndia.org/GlobalEOD
http://www.ndia.org/iamd2017


August 15-16  •  Wilmington, DE  •  www.ndia.org/cbrn

The purpose of the Annual CBRN Defense 
Conference and Exhibition is to promote the 
positive exchange of information (scientific, 
technical and operational) relating to the 
subject of defense against Weapons of Mass 
Destruction (WMD) and the ever growing CBRN 
threat around the world and in our homeland.

This conference will provide both government 
and industry the opportunity to understand and 
better support current and future CBRN joint 
program requirements and to identify potential 

business opportunities associated with each 
of them.

The CBRN Defense Conference will also provide 
a venue by which to spotlight the emerging CBRN 
defense national and international technologies, 
along with promising research and development 
opportunities.

Register today at www.ndia.org/cbrn

For exhibits contact: ahcarpenter@ndia.org

http://www.ndia.org/cbrn
http://www.ndia.org/cbrn
mailto:ahcarpenter@ndia.org
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June 2017 Index of Advertisers
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Hypersonic Weapons
■ Between 2011 and 2015, Defense Department spending on 
hypersonic technologies increased by 98 percent, but over four 
years have passed since the Air Force last performed a hyper-
sonic test mission. As near-peer adversaries continue to develop 
their technologies at a rapid rate, we explore how the United 
States is working to remain ahead of the hypersonic curve.

 
SOF
■ U.S. Special Operations Command is looking for new drones 
and other intelligence, surveillance and reconnaissance plat-
forms as it continues the fight against terrorist groups such 
as the Islamic State, while preparing to face more advanced 
adversaries.  Industry is offering ISR solutions to help special 
operators perform their missions.

 
Missile Defense
■ As the ballistic missile threat from adversaries such as North 
Korea grows, some observers are arguing that the United States 
should base interceptors in space. Experts say deploying such 
a system would be technically feasible, but questions remain 
about its cost-effectiveness and political viability.

electromagnetic Railgun
■ The Navy is investing in a myriad of emerging technologies, 
including its famed railgun. Engineers have been tinkering with 
the system — which could launch propellants at targets going 
at speeds of Mach 6 or more — for years. In our next issue, 
National Defense examines the state of the program.

 
Stryker Modernization
■ Despite uncertain budgets, the Army is moving forward 
with upgrading its fleet of Stryker armored fighting vehicles. 
Modifications will include new weapons, such as the addition 
of a 30 mm cannon to some platforms. 

 
new Satellite Antennas
■ Round parabolic antennas needed to connect terminals on 
moving platforms to communication satellites have been the 
norm for decades. A new generation of flat panel antennas that 
are lighter, smaller and don’t have any moving parts promises 
to change the look of military vehicles.

NDIA MeMbershIp: 
The National Defense 

Industrial Association (NDIA) is the 
premier association representing all 
facets of the defense and technology 
industrial base and serving all military 
services. For more information please 
call our membership department at  
703-522-1820 or visit us on the web  
at www.ndia.org/membership

ADveRtiSing
For information on advertising in National Defense 
magazine or one of NDIA’s electronic offerings, contact:

Sales Director
Kathleen Kenney
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Fax: (703) 522-4602
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